1. VMware NSX AVI Loadbalancer
Integration with VMware Horizon

To deploy AVI LoadBalancer, there are two main components involved:

AVI Controller:

The Avi Controller is a centralized brain that spans data centers and clouds. The Avi Controller
has full visibility across the environments and automates the deployment and management of
the load balancing endpoints, which we call Service Engines.

We need one AVI Controller to manage the Service Engine across the site if all the network
configurations are in-place. In Our Lab, Avi Controller is pre-deployed in Site-2 which will
manage both the Service Engines

Service Engine:
Service Engine is a Load Balancer Component which runs on each datacenter. Service
Engine(SE) is managed by AVI Controller. In the lab we will see how SEs are configured as a Load

Balancer to full-fill the request from Applications.
In Our case Applications are UAGs across both Site-1 and Site-2

Configure Backend server groups

Part 1 - AVI Integration with UAG Servers Site-1

Section 1 - AVI Integration with UAG Servers in Site1

FQDN Entity Description Real IP

uag-hzn-avi01.euc-

O FQDN of Avi LB VIP Site-1 172.16.20.100
livefire.com

FQDN of UAG server 1 on site

uag-hzn-01a.euc-livefire.com 1 172.16.20.10
uag-hzn-01b.euc-livefire.com 1FQDN of uag server 2 on site 172.16.20.11
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1. Onyour ControlCenter Server
* Open your Chrome Browser for Site-1
« In the Address bar, Enter and browse to avicontroller.euc-livefire.com
* In the Your Connection is not private window
+ Select Advanced
« Select Proceed to avicontroller.euc-livefire.com

& F O 0O & MNotsecure | hips/favicontroller euc-livenire com,/ %1 login
B! oApe @ myiphefieldyip [ Hodmn®#Ste 1 ] NS mansger o App Volumes Site 1 [ US

VMware NSX ALB (Awvi)

admin

2. In the VMware NSX ALB (Avi) page
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« Under Username, enter admin and VMware1!VMware1! as the password

= @ my-ipivefirelablip 'Horizon ®Site 1 NSX manager =5= App
vmw NSX-ALB
Applications Operations Templates Infrastructure Adminisy
« Q
[& Profiles > [ ] Name =
[{] Policies >
Interna
B Groups v
String Groups
viw NSX-ALB
t perations Templates Infrastructure  Administrat
«
IP Groups
[& Profiles >,
B Groups i Name
Security > h
« Scripts » 1
AutoScale >

3. From the NSX-ALB console,
* Navigate to Templates > Groups.
* Select IP Groups

* Inthe IP Groups area
+ Select CREATE
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General

Name "™ (@)

NEW IP GROUP

UAG Servers-Site-1

UAG Servers-Site-]

Import IP Address From File

P Addresses (0)

4. Inthe NEW IP Group: window
* In the General area
* Under Name*
+ Type UAG Servers-Site-1

« Under IP Addresses area
+ Select ADD
IP Addresses (1)

IP Address

5. Inthe IP Addresses (1) area
« Under IP Address
* In the Enter IP Address area
* Type 172.16.20.10
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IP Addresses (1)

ADD h

IP Address

172.16.20.10

6. Inthe IP Addresses (1) area
+ Select ADD

IP Addresses (2)

ADD

IP Address

.f—"'-,
| 172162010 X )

7. Inthe IP Addresses (2) area
« Under IP Address
* In the Enter IP Address area
« Type 172.16.20.11
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CAMNCEL |

8. Inthe IP Addresses (2) area

* In the bottom right hand corner
+ Select Save

Verify Custom Health Monitor Profile

Part 2: Verify Custom Health Monitor Profile

The next step is to validate the custom Health Monitor Profile.
Note:- This is pre-created

Health Monitors

1. From the NSX-ALB console,

* Navigate to Templates > Profiles
* Under Profiles

» Select Health Monitors > Horizon-HTTPS
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* Click on the pencil icon to the right of Horizon-HTTPS

2. On the New Health Monitor page,
+ Validate the following configuration
* Name: Horizon-HTTPS

Type : HTTPS

Send Interval 30

* Receive Timeout 10

Edit Health Monitor: Horizon-HTTPS

Authentication

USER INPUT CONVERTED

GET /faviconieo HTTPMALD GET /¥

3. On the Edit Health Monitor: Horizon-HTTPS page,
+ Scroll down to the HTTPS Settings section
+ Under Client Request Header: GET /favicon.ico HTTP/1.0
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4. On the New Health Monitor: Horizon-HTTPS page,
+ Scroll down until you locate Response Code*
+ Response Code* : 2XX
+ Next to SSL Attributes: Checkbox is selected
+ SSL Profile* : System-Standard.

New Health Monitor: Horizon-HTTPS

5. Onthe New Health Monitor: Horizon-HTTPS page,
+ Scroll down until you locate Maintenance Response Code*
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+ Maintenance Response Code :503
+ Close the Edit Health Monitor: Horizon-HTTPS
+ Do Not make any changes

We will now create L7 Pools for Site-1

Part 3: Creating Layer 7 Pools For Site-1

vmw NSX-ALB

Applications Operations Templates Infra

=y Dashboard

Virtu

i Virtual Services
% Vs VIPs
= Pools

= Pool Groups

1. From the NSX-ALB console
* Navigate to Applications > Pools.
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»en Conns

CREATE POOL

Throughput

2. In the Pools area
+ To the right of the pane
* Select CREATE POOL

CREATE POOL

Horizon-L7-Pool-Site-1
seneral Servers Health Monito F

Default-Cloud

VRF Context ()

globa

Default Server Port {0

B0

Load Balance Algorithm ()

Consistent Hash

Type @

Source |P Address

Enable Request Queuing (D

3. In the CREATE POOL: Horizon-L7-Pool-Site-1 window,

+ Step 1: Settings

 Enter the required information:

« Under Name*:

* Type Horizon-L7-Pool-Site-1

+ Under Default Server Port

+ Type 443
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+ Under Load Balance Algorithm:
* From the drop down
+ Select
+ with Source IP Address as the hash key.

CREATE POOL

Horizon-L7-Pog, \
Health Monitor

Health Monitors to be considered "Up™ (]

Health Manitors (1)

Enable Passive Health Monitor (D

4. In the CREATE POOL: Horizon-L7-Pool-Site-1 window,
* In the Health Monitor tab
1. Make sure the checkbox next to:
+ Enable Passive Health Monitor is checked

2. Select
+ Above + Add Active Monitor.
* From the dropdown,
+ select is
+ This is the health monitor that you validated earlier
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Graceful Deactivate Timeout (D
1

Enable HTTP2 (@)
Lookup Server by Name ()

Rewrite Host Header to Server Name (I}

Append Port To Host Name (D)

© Mever Always Mon Default (G0, 443)

Deactivate Port Translation (I)

Use Service S5 Mode ()

5. In the CREATE POOL: Horizon-L7-Pool-Site-1 window,
* To the right of the Health Monitors area
« Scroll Down
+ below Append Port To Host Name
* next to Never
+ select the radio button

CREATE POOCL

Haorizon-L7-Paol-Site-1

General Servers Health Monitor

ail Action
SSL

SsL Profile (D
System-Standard

Server S5L Certificate Validation PKI Profile ()

Service Engine Client Certificate @

Enable Common Name Check @

Enable TLS SNI @

TLS SNI Server Name (D)

Rewrite Host Header to SNI Name (@)

'|

6. Inthe CREATE POOL: Horizon-L7-Pool-Site-1 window,
+ Scroll down

+ below the SSL section
« under SSL Profile
+ select System-Standard.
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* next to the Enable TLS SNI
+ ensure this box is Checked
+ Leave all the remaining settings as defaults

EDIT POOL

Horizon-L7-Pool-Site-1

Servers

Select Servers By

= B e Shmrme i mr DS Bl ‘_--_. -
-pe S M :

8. In the CREATE POOL: Horizon-L7-Pool-Site-1 window,
* In the top of the interface
+ select the tab
« under Servers
* next to IP Group
« ensure the radio button is select

EDIT POOL

Horizon-L7-Pool-Site-1

Servers

Sebect Servers By

9. In the CREATE POOL: Horizon-L7-Pool-Site-1 window,
« Servers tab
* IP Group area
* From the ,
« select
* You created this earlier

*+ Leave all the other settings as default
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11. In the CREATE POOL: Horizon-L7-Pool-Site-1 window,
* In the bottom right corner

+ select SAVE

Creating the UAG L4 Pool For Site-1

Part 4: Creating Layer 4 Pools For Site-1

i Apps @ my-iplivefirelab/ip Horizon ®Site 1 NSX manager «&« App Volu

vmw NSX-ALB

Applications Operations Templates  Infrastructure  Administratiq

&«

Displaying Past 6 Hours ~

@ Dashboard ] Name * Health ...

5 Virtual Services

D Horizon-L7-..
® Vs VIPs
= Pools

&= Pool Groups

HZNCloud vm hznce-Ola

admin v

CREATE POOL

s  Throughput

1. In the NSX-ALB admin console
* In the Applications > Pools area
+ Select CREATE POOL

1. VMware NSX AVI Loadbalancer Integration with VMware Horizon Export Date:

2024-01-12 06:25:08 -0500

Page 14



POOL
Horizon-L4-Pool-Site-1

2. Inthe CREATE POOL: window

+ General tab

+ Enter the following under:-

* Under Name*
* type: Horizon-L4-Pool-Site-1

* Under Default Server Port
« Type: 443

+ Under Load Balance Algorithm:
+ Select Consistent Hash

CREATE POOL

Horizon-L4-Poaol-Site-1

Servers

General

I8 Enable Pool ()

Name™ (@)
Horizon-L4-Poal-Site-1

Description @

Type™ @
Generic Application

Cloud
Default-Cloud

VRF Context (D
global

Default Server Port ()
443

Load Balance Algerithm ()

Consistent Hash

Type O

Source IP Address

Health Monito

+ with Source IP Address as the Type

+ select the Health Monitor tab

1. VMware NSX AVI Loadbalancer Integration with VMware Horizon

2024-01-12 06:25:08 -0500

Export Date:

Page 15



Health Monitor

Health Monitors (0)

=n <4

Hame

B3 Enable Passive Health Monitor (@D

Health Monitors to be considered "Up" ()

3. Inthe CREATE POOL: window
« Health Monitor tab
+ enable the following under:-
+ ensure Enable Passive Health Monitor is checked

« under Health Monitors
+ select ADD

Health Monitor

Health Monitors (1)

4. Inthe CREATE POOL: window
+ General tab
« under Health Monitors
+ from the dropdown.
» select Horizon-HTTPS
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Rewrite Host Header to Server Name (T}

Append Port To Host Name (7}
£ Mever Abways Non Default (20, 4

Deactiyvate Port Translation ()

Use ice S5L Mode ()

lgnorefgerver Port (1)

HTTRServer Reselect (D

Health Monitor

Health Monitors (1%

5. Inthe CREATE POOL: window
+ Health Monitor tab
* Just above the Health Monitor section
* below Append Port To Host Name:
* next to Never
« select the Radio button

CREATE POOL

Horizon-L4-Pool-Site-1

seneral Servers Health Monitor Profiles/Policies

L
)]

Servers

Select Servers By
P Address, Range or DNS Naghe i IP Group

Servers ()

Enabled Server Mame

I A

6. In the CREATE POOL: window
+ select the Servers tab
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+ under Select Servers By
* select the IP Group radio button

]
CREATE POOL

Horizon-L4-Pool-Site-1

Zeneral Servers Health Monitor Frofiles/Paolicies 551 Fail Action RBAC

Servers

Select Servers By
P Address, Range or DMS Name @ IP Group

UAG Servers-Site-

Servers (2)

Enabled P Add

7. Inthe CREATE POOL: window
« Servers tab
+ below Select Servers By
+ from the dropdown
« select UAG Servers-Site-1

+ leave all the rest of the settings default

® ~

8. In the CREATE POOL: window
* bottom right corner
+ Select SAVE

Validate the SSL certificate Required for L7 VIP is pre-configured
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Part 5: Verify SSL Certificate required for Layer 7 VIP is present.

€« =5 C {t A Notsecure | hitps//avicontroller.euc-livefi

it Apps @ my-iplivefirelablip Horizon®Site 1 MN5X manage

vmw NSX-ALB

Applications Operations Templates Infrastructure

[ Profiles >
[F Policies >
IE Groups >
- System-HTTR
[ ] Security W
SSL/TLS Certificates System-HT T
SSL/TLS Profile

System-L4-4]

Tk =T i 1.

1. From the NSX-ALB Admin console
* Navigate to Templates > Security > SSL/TLS Certificates

SSL{TLS Certificates

|_ ' MName = Status Common Name Issuer Name
L] HZNcert2023 @ euc-livefire.com Sectigo RSA Domain Validat

2. Inthe SSL/TLS Certificate Window
+ Verify the HZNCert2023 shows status green

Validating that Connection Multiplexing is disabled
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Part 6: Validating that Connection Multiplexing is disabled

avicontroller.euc-livefire.com/#/admin/template

i oApps @ my-iplivefirelablip Horizon ®Site 1 NSX manager <& App Volumes Site 1 vm)

wvmw NSX-ALB

[ Profiles

H Policies > Systen - HTTEVD
IE Groups >
(o
1. In the NSX-ALB console
« Navigate to Templates > Profiles> Application
* In the Application area
« select System-Secure-HTTP-VDI.
+ To the right of System-Secure-HTTP-VDI
« Select the edit icon.
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vinw NSX-ALB

EDIT APPLICATION PROFILE O«

System-Secure-HTTP-VDI
ral  HTTP  Security

General

Name* (i)

System-Secure-HTTP-VDI

Description

Type D

HTTP

Connection Multiplex ()

2. In Edit Application Profile: System-Secure-HTTP-VDI| window
+ Ensure the checkbox next to Connection Multiplexing is NOT selected
+ Select Cancel
* to close the Edit Application Profile: System-Secure-HTTP-VDI| window

Creating the L7 Virtual Service for Site-1
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Part 7: Creating the Layer 7 Virtual Service for Site-1

we \/Mware x ViMware Horizon®

<« > C ) A Notsecure | hitps//avicontroller.euc-livefir

i Apps @ my-iplivefirelablip Horizon ®Site 1 N3X manager

vmw NSX-ALB

s Infrastructure
View VS List R

{2y Dashboard

Virtual Ser\

o, Virtual Services

L]

V5 VIPs

= Pools

=l Pool Groups

1. In the NSX-ALB Console
* Navigate to Applications > Virtual Services

admin

CPS Ope —asl

2. Inthe Virtual Services area
+ To the top right, select CREATE VIRTUAL SERVICE
« Select Advanced Setup.
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Step 1: Settings

Mame* Enabled

Horizon-UAG-L7-Site-1

I < |

« VIP Address -

V5 VIP* 1c

Ag

3. Inthe New Virtual Service wizard
+ Step 1: Settings area
+ enter the following under:
* Name*
 type Horizon-UAG-L7-Site-1

* VSVIP *
» select the dropdown,
* notice a Create VS VIP Green box appears

« VIP Address -

VS VIP*

- i valid entries --

Create V5 VIP

4. In the New Virtual Service wizard
+ Step 1: Settings area
* In the VIP Address area
« select Create VS VIP
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Create VS VIP: VIP-H

Name™ (D
VIP-Horizon-UAG-Sitel

Cloud
Default-Cloud

VRF Context (@)

global

VIPs (0)* @

5. Inthe Create VS VIP: page
* In the General tab,
« under Name
* type: VIP-Horizon-UAG-Site1

+ Select ADD

Edit VIP: 1

General

Enable VIP @

Private IP @

IPv4 Address™ (@
j72.16.20.100

IPv6E Address (D)

SAVE
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6. In the Edit VIP: 1 page
« Under IPv4 Address*
« type 172.16.20.100
« Select SAVE

Create VS VIP: VIP-Horizon-UAG-5Sitel

NGP Pasr Labali (T

Fole-Based Access Cantrol (REAC)

Rode-Based Access Control (RBAC) @

7. In the Create VS VIP: VIP-Horizon-UAG-Site1 window
+ Select SAVE

New Virtual Service: Horizon-UAG-L7-Site-1

Step 1: Settings ]

« Service Port »

SWILC
Services
443 D HTTpP2
1. VMware NSX AVI Loadbalancer Integration with VMware Horizon Export Date:
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8. In the New Virtual Service wizard
+ Step 1: Settings area
« Scroll down to the Service Port area
« under Services
« Enable the checkbox next to SSL

« Profiles »

TCP/UDP Profile®

System-TCP-Prowy

Apphcation Profile *

System-Secure-HTTP-VDI

WAF Policy

Bot Detection Policy G2

ICAP Profile

Error Page Profile

Custom-Error-Page-Profile

9. In the New Virtual Service wizard
+ Step 1: Settings area
* In the Profiles sub-area
+ Below Application Profile*:
* From the dropdown
 Select System-Secure-HTTP-VDI

+ Below Error Page Profile:
* From the dropdown
« Select Custom-Error-Page-Profile

1. VMware NSX AVI Loadbalancer Integration with VMware Horizon
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B Pz\-_..;;. ®

+ 551 Settings -

System-Standard

Sl Cartificate®
I::-'\"\-'-""\. cate

HiMecert2023 X

10. In the New Virtual Service wizard
+ Step 1: Settings area
* In the *Pool* sub-area
« Under Pool
* Select the dropdown
» Select: Horizon-L7-Pool-Site-1

* In the *SSL Settings* sub-area
« Under SSL Profile*
+ Select the dropdown
* Select: System-Standard

+ Under SSL Certificate:
* Select the dropdown
* Select HZNcert2023
+ Remove the System-Default-Cert

+ Leave all other settings as default

* In the bottom right corner
+ Select Next
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Mew Wirtual Service: Horizon-LAG-LT-5ite-1

L) Spep 2: Fokcies

« Ruole-Based Access Contral (RBAC) «

Walue{sl

11. In the New Virtual Service wizard
+ Step 2: Policies area
* (Leave everything as default)

+ Select Next

ew Wirtual Service: Horizon-UWG-L7- 56t

te-1

&

Spep 3 Anaktis

[

]

Live “ L

e}

10 '

+ Client Log Filters -

12. In the New Virtual Service wizard
+ Step 3: Analytics area
* (Leave everything as default)
+ Select Next
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+ Step 4: Advanced tab,
*+ (Leave everything as default)
+ Select Save

Mew Virtual Service; Hosiron-LAG

o Seep A; Achanced

. Theoughpat Fairmens

- | — ]

13. In the New Virtual Service wizard
+ Step 4: Advanced area
* (Leave everything as default)

+ Select Save

@ Creating L4 Virtual Service for Site-1
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Part 8: Creating the Layer 4 Virtual Service for Site-1

wee \Mware b 4 Viware Hornizon®

€ - C {0 A Notsecure | hitps)//avicontroller.euc-livefir

i Apps @ my-iplivefirelab/ip Horizon ®Site 1 N5X manager

vimw NSX-ALB

Applications Operations Templates Infrastructure  Adminis
« Displaying Past & Hours ~
(<) Dashboard [ ] Name .. Health

2, Virtual Services

[ ] Horizon.. .
) WS VIPs

1 Pools

1. From the NSX-ALB admin console
+ Navigate to Applications > Virtual Services

admin

0.0 0 0.0 ’
2. In the Virtual Services window
* In the top right corner,
« Select CREATE VIRTUAL SERVICE
« Select Advanced Setup.
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MNew Virtual Service: Horizon-UAG-L4-5ite-1

Step 1: Settings &

Mame*

Horizon-UAG-L4-5ite-1

VS VIP*

VIP-Horizon-UAG-Site-1

« VIP Address »

3. Inthe New Virtual Service wizard
+ Step 1: Settings area
+ configure the following under:
* Name*
* type Horizon-UAG-L4-Site-1

« VSVIP*
+ select the dropdown,
* select VIP-Horizon-UAG-Site1

= Profiles -

4. In the New Virtual Service wizard
+ Step 1: Settings area
+ *Profiles* sub area
+ Under Application Profile*
+ from the dropdown
* Select: System-L4-Application
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+ Service Port »

5. Inthe New Virtual Service wizard
+ Step 1: Settings area
« *Service Port* sub area
« Select Switch to Advanced.

Mew Virtual Service: Horizon- UAG-L4-Site-1

Step & Settings

6. Inthe New Virtual Service wizard
+ Step 1: Settings area
« *Service Port* sub area
« Under Services
* Replace port 80 with port 443
« Port Min and Port Max areas to 443

+ Select the Checkbox next to Override TCP/UDP
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New Virtual Service: Horizon-UAG-L4

Step 1: Settings

» Service Port -

443 TO 443

7. Inthe New Virtual Service wizard
+ Step 1: Settings area
+ Below the checkbox enabled Override TCP/UDP
* Select the dropdown
 Select System-UDP-Fast-Path-VDI

+ Select + Add Port
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» Service Port

443 TO 443 Ty

8443 1O 8443 Tl

B443 TO B443 u]

v [ Override TCPIUDP

System-UDP-Fast-Fath-VDi

8. Inthe New Virtual Service wizard
+ Step 1: Settings: continued
+ Type 8443 in Port Min and 8443 to Port Max
* Note: You will notice Port Max will change automatically to 8443.

* Uncheck Override TCP/UDP box if selected
+ Select + Add Port again.
+ Type 8443 in Port Min and 8443 to Port Max
* Check the box Override TCP/UDP
+ Under Select Dropdown
« Select System-UDP-Fast-Path-VDI
* Note: Ensure all the Service Port details matches as per the screenshot above.

+ Select + Add Port again
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0.

10.

TO

TO

4172

=

In the New Virtual Service wizard
+ Step 1: Settings: continued

« Type 4172 in Port Min and 4172 to Port Max

+ Uncheck Override TCP/UDP box if selected.

+ Select + Add Port again

+ Type 4172 in Port Min and 4172 to Port Max

¢ Check the box Override TCP/UDP
* Under Select Dropdown

« Select System-UDP-Fast-Path-VDI

+ Note: Ensure all the Service Port details matches as per the screenshot above.

In the New Virtual Service wizard

+ Step 1: Settings area
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+ To the right of *Service Port*
* You will see the *Pool* area
« Under Pool
* From the dropdown
« Select Horizon-L4-Pool-Site-1

+ Select Next

Mew Virtual Service: Horizon UAG- L4-Site-1

Step | Setlinga =

+ Sorvics Port - = Poal »

443 hi=} 443

11. In the New Virtual Service wizard
+ Step 2: Policies area
*+ Leave everything as default

+ Select Next
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Mew Virtual Serdce: Horien-LWAG-LA4-GSite-1

Step 3: Aakptics

= Client Log Seitings «

Enabled Hams

Fidn. it dnm Wn sl

o .”

12. In the New Virtual Service wizard
+ Step 3: Analytics area
+ Leave everything as default

+ Select Next

Faw Virtsal Service; Horizon-UAG-L4 - Site-1

[ & i Shep 4 Adreanced

+ Performance Limit Settings =

« Duality of Service »

N Throughpul Faimesr

« Oithar Sattings =

(|

» Rpla-Based Access Control (RBAC) .

13. In the New Virtual Service wizard
+ Step 4: Advanced area
+ Leave everything as default
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+ Select Save

F
B

El

il Sarvces

VRN

Pools

= Pood Groups

14. In the NSX-ALB admin console
+ Select Applications
+ Select Virtual Services

* In the right pane your configurations should look like the image above.

@ Testing LTM Configuration for both Site1 and Site2

Part 9: Configuring the Unified Access Gateway for Site 1

Section 1. Configuring UAG-HZN-01a for AVI Integration
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Section 1. Configuring UAG-HZN-01a for AVI Integration

&  ueg-hen-01aeuc-lveline om Sdd 1adminndes himl# HAT

vietfireiabp [ Hoizon®site 1 [ Msx menager o dpovolumessie 1 Q0 usc-Hzneoa @) weGHDNO @

~
3

VMware

Unified Access Gateway

1. Onyour ControlCenter Server
+ Open your Chrome Browser for Site-1
* In the Address bar, browse to https://uag-hzn-01a.euc-livefire.com:9443/admin/
index.html
* Login username: admin
*+ Login password: VMware1!
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Configure Manually

Configure settings manually

2. Inthe UAG Admin Console
+ Under Configure Manually
* Click Select

General Settings

* Edge Service Settings '_ 2y
Authentication Settings kg-

Advanced Settings

Edge Service Settings .{ s

® > Horizon Settings ®

~ Y T _ P T F .

3. Inthe UAG Admin Console
+ Scroll back-up to General Settings
+ Next to Edge Service Settings,
* Move the TOGGLE to the right

* Next to Horizon Settings
+ Select the GEAR icon
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Host Port Redirect Mappings I E t L+ I

M * o T
Host Redirect Mapping @ @D
/ ve £ o
4. Next to Host Port Redirect Mappings,
* In the Source Host Port area
« enter uag-hzn-avi01.euc-livefire.com
* In the Redirect Host Port area
* enter uag-hzn-01a.euc-livefire.com
* Once the Host Redirect Mappings are filled,
+ click on + symbol to add the entries.
* Note: It should match the screenshot above
+ To Close the Horizon settings page
+ Select Save
Section 2: Configuring UAG-HZN-01B in Site1 for AVI Integration
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Section 2. Configuring UAG-HZN-01B for AVI Integration

& ubg-hzn-01aeuc-liveline com Sd4 3 adminfmdes html 8L Lagng

1. Onyour ControlCenter Server
« Open your Chrome Browser for Site-1
* In the Address bar, browse to https://uag-hzn-01b.euc-livefire.com:9443/admin/
index.html
* Login username: admin
*+ Login password: VMware1!

&

Configure Manually
Configure settings manually
Select
L -
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2. Inthe UAG Admin Console
+ Under Configure Manually
* Click Select

General Settings

* Edge Service Settings

Authentication Settings

Advanced Settings

Edge Service Settings &

L] > Horizon Settings

~ [ W T e PR

3. Inthe UAG Admin Console
* In the General Settings area
+ Next to Edge Service Settings,
* Move the TOGGLE to the right

* Next to Horizon Settings
+ Select the GEAR icon

Host Port Redirect Mappings

X-Frame-Options: SAMEDRIGIN

Host Port Redirect Mappings | uag-hzn-avili uag-hzn-01b.euc-live @{3

4. Next to Host Redirect Mappings,
* In the Source Host Port area
+ enter uag-hzn-avi01.euc-livefire.com

* In the Redirect Host Port area
+ enter uag-hzn-01b.euc-livefire.com

+ Once the Host Redirect Mappings are filled,
+ click on (+) symbol to add the entries.
* Note: It should match the screenshot above
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+ To Close the Horizon settings page
+ Select

Part 10: Testing LTM Configuration

Part 9 Section 1: Testing Site1 LTM

Windows Security *

Your credentials did not work

Your system administrator does not allow the use of saved
credentials to log on to the remote computer 172.16.30.40
because its identity is not fully verified. Please enter new
credentials.

wiclient-01a\craig

The logon attempt failed

More choices

1. Onyour ControlCenter server
* On the Desktop
* Openthe Folder
+ Open
+ Launch
* Login as

+ With the password VMware1!
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B wilclient-012 - 172.16.30,40 - Remote Desktop Connection

B} VMware Horizon Client

Name of the Connection Sener

uag-hrn-avill euc-livefira.com

)il i[O RS fie

2. In W11Client-01a
* Open Horizon Client from desktop
* In the Horizon Client,
+ Click on Add Server Button
« In the Name of the Connection Sever textbox,
+ Type
* uag-hzn-avi01.euc-livefire.com
+ Click Connect

I}C; hitps/fuag-hen-avild. ewc-livefire.com

— |

oo [N

3. In the Horizon Client textbox
+ Username
* craig
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+ Password
* VMware1!

+ Click login

-Ijq

4. In the Horizon Client
+ Double Click BLRW10 Pool
+ You will be presented with the desktop
* This validates our testing and configuration

Part 9 Section 2: Testing Site2 LTM
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few

%[ Moveto -

o Quick access.
B Deskiop
4 Downloads

%] Documents

&= Pictures

a

» W11Cli€nt-02a2.RDP
wl1EXT-022.RDP

v <

Windows Security X

Your credentials did not work

Your system administrater does not allow the use of saved
credentials to log on to the remote computer 172.16.40.40
because its identity is not fully verified. Please enter new
credentials.

wilclient-02a\Jackie

The logon attempt failed

More choices

OK Cancel

1. Onyour ControlCenter server

* On the Desktop

+ Openthe
* Open

« Launch
* Login as

Folder

+ With the password VMware1!
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B2, WIClient-02s - 172.16.40.40 - Remote Desktop Connection \m
B} Whiware Horizon Client

MName of the Connection Server

wag-han-avildeue-livefire.com |

Canecel Connect

2. In W11Client-02a
+ Open Horizon Client from desktop
* In the Horizon Client,
* Click on Add Server Button
« In the Name of the Connection Sever textbox,
+ Type
« uag-hzn-avi02.euc-livefire.com
* Click Connect

T2.16840,40 - Ferncie Desktop Connacticn

B Whdmare Horzon Client

[l-TE'. hitps:/fuag-hzn-avilZeuc-livefire.com

packes
| (LI} |
—_
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3. In the Horizon Client textbox
+ Username
+ jackie

« Password
« VMware1!

* Click login

T U DPCNENC-URSE - 1L, ISR - RETTIOLE LESEIDE W OnriE o

[ \iiware Hesizon Cliant

{ (¥ Refresh

li" https:/fuag-hzn-avilld. euc-kvefire.com

SEAMNTT SEAWTTRC

(Machine not ass.

@ &

4. In the Horizon Client
+ Double Click SEAW11 Pool
* You will be presented with the desktop
+ This validates our testing and configuration

Once the testing complete, this brings to the end of LTM configuration. Move to
the next lab of GSLB configuration lab
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