Windows 10 Compliance Workspace One
UEM + Workspace ONE Access

Part 1: Workspace One UEM Compliance Rules

WorkspaceOne allows administrators to check the device posture in addition to the credentials
provided for authentication. This ensure's that not only the provided credentials are valid, but
also the device being used to access corporate resources is deemed secure and compliant.
WorkspaceOne UEM has a robust compliance engine that allows administrator to set a
standard for security on devices.

First you will be configuring a standard for compliance on Windows 10 using WorkspaceOne
UEM

Second, you will be configuring Workspace ONE Access Access Policies to check the device
compliance during the authentication process.

Third, you will bring this to life by authenticating to 0365 using Workspace ONE Access
certificate adapter in conjunction with device compliance.

1. Let's begin with configuring our UEM compliance rules for Windows 10.
(Note: that the same procedure can be used for Android and iOS, but in our scenario we will be
dealing with Windows 10)

+ Open the Workspace One UEM console on cn-livefire.awmdm.com and authenticate using

your unique credentials. Navigate to > > and click +
ADD
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2. Select Windows from the "Select a platform to start:" window and select Windows
Desktop from the next page as this one relates to Windows10 specifically.

+ Select NEXT at the bottom of the page. We have now set our rule we will now select an
action.

Add Compliance Policy X

Select a platform to start:

Android Apple i0s Apple macOs Chrome 05 (Legacy) QNX

Windows Rugged Windows

b

Select Device Type

Select a platform to start:

Windows Phone Windows Desktop Windows 7
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3. In the Actions tab validate the check box next to "Mark as Not Compliant” is selected.

+ This will ensure that if our device does not follow the rules set in the previous page it will be
flagged as not compliant. Now notice the drop down for the actions you can take. You could

go as harsh as performing an enterprise wipe, or as subtle as notifying the user via a push
notification.

* In the left dropdown leave Notify as the default and change Send Email to User to "Send
Push Notification to Device" from the the action dropdown.

+ Select + Add Escalation and leave as default. Notice you the user will be e-mailed after 1
day of the rule still being broken. Click NEXT at the bottom of the page

=® Add Compliance Policy X

Rules '. Actions 3 Assignment 2 Summary

Immediately perform the fallowing actions ##| Mark as Mot Compliant

Motify ¥ Send Push Motification to Deyvi ~ # [Default Template o

After 1 Days ~  Perfarm the following actions: Repeat Mark as Mot Compliant

Motify Send Email to User ¥ cC

+ ¥ Default Template

& Add Escalation _

4. In the Add Compliance Policy page notice all the rules your can set in the left hand drop
down. These are all the parameters an admin can set to determine whether a device is

compliant with the organizations security rules. For this particular lab we will be dealing with
the Firewall Status. Configure the following:-

* On the left under Match select the dropdown and change MDM Terms of Use Acceptance
to Firewall Status

* Inthe 2nd drop down, this should automatically change to Is

* in the 3rd dropdown change Good to "Poor".
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Edit Device Policy X

m i Actigns |3 Assignment 4 Summary

Match All * | Of The Following Rules
© Add Rule

5. Under the Assignment tab next Smart Groups select your unique Organization Group
marked with the world symbol.

Click NEXT

= Add Compliance Policy

R'.:Ies - Actions m : Sl""'"""'a'ﬁ'

Simeon - PROD - Don't Delete

Managed By *

Srmart Groups @ Simeon - PROD - Don't Delete (Simeon - PROD - Don't Delete) 3¢
Start typing to add a group @
Exclusions YES

&
VIEW DEVICE ASSIGNMENT |

6. Under the Summary Tab change the default Name Firewall Status to - Windows 10 -
Firewall and click FINISH & ACTIVATE at the bottom of the page.
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Rules Actions Assignment . Summany

General

Windows 10 - Firewall

Firewall Stafus

Device Summary

PREVIOUS FINISH FINISH & ACTIVATE CANCEL

7. 0n your Controlcenter desktop, open the Remote Desktop folder.

+ Select and RDP to the W10Client01 with username Administrator and password VMware1!
1. On the windows 10 desktop select Start > Run
2. In the Run window type WF.msc
3. Inthe Windows Defender for Firewall for Advanced Security select the Domain,
Private and Public Profile and change the Firewall state from ON (recommended) to
OFF, Select OK to close the Windows Defender Firewall window
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8. Note! The Compliance Engine will now run (runs every 5 minutes by default) a check against
the devices assigned to the Compliance Rule and report back to the Admin whether there are
any device that have not passed the test. Since the Firewall is disabled on the Windows 10
Device we should get a flag stating it's non-compliant. This might take a while, so move on to
the next section of the lab.

+ Go back to your Workspace ONE UEM console, select >
* Notice now there is 1 COMPLIANCE VIOLATION and the Firewall Status is red
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Part 2: Workspace ONE Access Access Policy Device
Compliance

1.

+ Let's enable Device Compliance from AirWatch then enable Authentication Method in the
Built-In Identity Providers .
1. Navigate to your unique Workspace ONE Access tenant and authenticate as System
Admin
2. Navigate to Identity & Access Management Tab > Setup > AirWatch
3. Scroll down to Compliance Check, select the Enable radio button and select Save

Idenlity & Access Managemsenl UL Q

Teama of Uas Panlarsaces Ao Discoweny Dikia AirWatch

Warkspace OME caltalog will show natve apps and web Inks configured inthe LIEM console

Enier Device Seevices LIRL" " - .
g ' " il fids-livefine aaemam comDeviceSeraces

Compliance Check Enable Comphancs Check bo verily thal managsd devices adhere 1o ArWaich compliance palicies

® Enable Dizabie
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2. Open ldentity & Access Management tab and select Identity Providers. On the page
Identity Providers window select Built-in

@ Workspace ONE™ Access

Identity & Access Management |

Directories Identity Providers Password Recovery Assistant Authentication Me

Dashboard = Users & Groups Catalog
N

Identity Providers (3)

Identity Provi... Auth Methods Directory N
Sjyﬁ'ilm Password System Al
P - 1..'::1:" (Local Directory
rovider Directory)
Bulit-In Mobile SSO Livefiresync Al
(for Android)
Device

3. Scroll down to Authentication Methods and enable the Device Compliance (with
AirWatch) checkbox and scroll down and select Save at the bottom of the page.

Built-in Disable |dP

Q,
g Type: EMBEDDED B Dolete o
Status: Enabled
Identity Provider Name Builtin
Users Select which users ean authenticate using this 1dP. Choose from the available diractories fram the list below.

System Directory
| LiveFire Syne

Network Select which networks this IdP can be accessed from. Choose from the available netwerk ranges from the list
below.

| ALL RANGES

Authentication Methods  Select which authentication methads the IdP will use to authenticate users
Authentication Methods Associate Authentication Method
| Devica Compliance (with AifWatch) v |
Mabile S50 (for iOS) o
Password (Local Directory) s
Certificate (Cloud Deployment) v
KDC Certificate Export Download Certificate

Export the KDC server root certi

Save Cancel
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4.

* Now Navigate and select in the Identity & Access Management tab

1. Next to the SSO policy select the and select EDIT

2. In the Edit Policy window select

3. Select next to the policy that applies to "Windows 10"

4. In this policy you will see that Certificate (Cloud Deployment) is the primary
authentication method that is being used. We will now add device compliance, as an
additional Access requirement, to allow user access. Select the + next to Certificate
(Cloud Deployment)

5. Next to If the preceding method fails or is not applicable, then CHANGE Password
(cloud deployment) to

6. You will now have an "and" clause. In the dropdown select

7. Select at the bottom of the page.
8. Select on the following page and again on the Summary of the Edit Policy
page.

Part 3: Windows 10 Compliance in Action

1. Windows 10 Compliance in Action

+ We will now test for Compliance as an authentication method.

1. Navigate to the Desktop of the ControlCenter2 and open the folder
and launch an RDP session using the W10client01.RDP client.
2. Open within the W10 machine that was enrolled. Now type in Office.com .
Select the sign-in to your account on the right-hand side of the page.
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3. On the Sign In window type your custom user eg user35crsj@sanjose35.euc-
livefire.com, select
+ You will get a pop up from Chrome that will request you to select the appropriate
certificate to use for authentication.

4. On the Select a certificate window select

* At this point Workspace ONE Access will check the validity of the certificate, but also send an
API compliance query to Workspace ONE UEM to ensure the device is compliant (This is
using the UDID that is present to vIDM in the certificate)

B AirWatch. RDP

%) AppVolRDP

B, CaptureVM.RDP
% C51-pall.RDP

5 JMPRDP

%) PackagingVM.RDP
&) RDSHO1a RDP

% saLROP

B2 Microsoft | Office rocucs «

B¥ Microsoft

Signiin

2.

* You will notice an Access Denied message. We can also see this in the Event audits in
Workspace ONE Access.

1. Inyour Workspace ONE Access tenant. Navigate to > >
and select
2. Look for an event that is LOGIN failed with your custom user,
3. To theright select Scroll down until you find the area "failuremessage"

and read what it says.
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3. Windows 10 Compliance in Action continued...

+ Use your RDP connection and go back and enable the Windows Firewall on the Windows 10

machine.

1. Select Start > RUN and type wf.msc

2. Right click Windows Defender Firewall with Advanced Security on Local Computer
and select Properties

3. Re-enable the Domain, Private and Public Profiles by selecting the dropdown next
Firewall state and change Off to On (recommended)

4. Select OK to close the Windows Defender Firewall with Advanced Settings on Local
Computer
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4.

+ Navigate back to your Workspace ONE UEM Console
1. Select > > and select your
2. It take about 5 minutes for your Status to change in Workspace ONE UEM.

your screen
1. If WNS status: Disconnected shows then try rebooting your Windows 10 machine.

2. If this does not work Select > and >

3. You should now see the device listed as compliant and the Firewall status as green in
the WorkspaceOne UEM console.
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* Revert back to your Windows 10 virtual machine

1. Open a browser and type Office.com

2. On the right of the page select the Sign into your accounts

3. On the Sign in type your custom user email address eg. user35crsj@sanjose35.euc-
livefire.com select

4. On the Select a certificate window select

5. On the Stay signed In? window select

6. Notice the Single Sign-On using the Certificate + the Compliance Check against UEM
worked successfully and you now have access to the application
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6.

+ If you go to Workspace ONE Access, select the > >

1. Select ,
*+ notice the EVENT is LAUNCH and your User , the OBJECT is Office365 with

Provisioning,

2. Select
3. Notice Audit Events are reporting a successful login using Certificate (Cloud Deployment)

and Device Compliance (with AirWatch).

This completes the Windows 10 Compliance with Workspace ONE Access and Workspace
ONE UEM Lab. This is a single example of the many options for compliance that could be used
not restricted to Windows 10, but also other platforms
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