ADFS as Application Source in ACCESS
(Service Now)

Part 1: Creating a ServiceNow Developer Instance

This lab will address the scenario in which customers have an on-premise ADFS server.
Customer that have federated their application with ADFS can now leverage the
authentication methods of WorkspaceONE Access. This requires a simple setup of Claims
Provider Trust with WorkspaceONE Access.

In this lab we will use ServiceNow as the Relying Party Trust and WorkspaceONE Access as
the Claims Provider Trust.

The order of the LAB

Part 1: Setup a ServiceNow Developer Instance
Part 2: Add ServiceNow as RelyingParty to ADFS
Part 3: Adding Access As Claims Provider in ADFS

Part 4: Adding ADFS As Application Source to WorkspaceOne Access

Sign up for a ServiceNow Tenant

1. Open a browser on your physical or virtual machine and navigate to
https://developer.servicenow.com

2. Click on and enter your details for the Developer Account. Make sure you use your
cloudadmin account for e-mail. This is the one you created on Day1 of the labs. (example:
cloudadmin@sfmustermann.onmicrosoft.com) Password can be VMware1!. Click at
the bottom of the page once all fields have been entered.

NOTE: we highly recommend documenting all of the URLSs in this lab as well as the credentials in a separate note
taking application.

3. Check your e-mail on the login.microsoft.com and click the Verify Email button in the
Welcome Email that has come from Service Now. The link will take you to a page click Sign In
on that page that says Thank You!
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ia developer.servicenow.com (i

oo @S I

servicenow. = Developers

HOME PROGRAM LEARN APl NOW COMMUNITY SHARE EVENTS BLOG

5 Q

Discuss
Connect, collaborate and get
answers on the Now Community

Learn Build
Get up to speed and developing Create, extend, integrate and
quickly with a learning plan built for explore the Now Platform with your
you. own free instance.

Start building

Get your free ServiceNow developer instance

]

FEEDBACK | LOG IN | REGISTER | MORE SITES ~ |

&>

Deploy
Move your applications into
production, share your scripts and
apps, or monetize your incredible
ideas

servicenow

Welcome to ServiceNow Registration

Sign up for a ServiceNow 1D

Simeon
Frank
cloudadmin@sfmustermann.onm

ehhh8

\ehhh8&— <

| have read and agree to the terms of use and understand that my personal
information is processed in accordance with Servicenow's privacy statement.

servicenow

Thank You!

Please check your email for a link to activate your account.

ADFS as Application Source in ACCESS (Service Now)
01:32:43 -0700

Export Date: 2024-01-11

Page 2



Welcome to the ServiceNow Developer Program - Please Validate Your Email

@ Getting too much email? Unsubscribe
ServiceMow <signon@service-now.com>

Tue 10/8/2019 12:46 PM
SF Mustermann

servicenow

Hello Simeon Frank,

Verify Email

If clicking on the
URL below in a

not Work, }.‘-|'t‘:'l':\-‘:‘ Copy and paste ine

=~

Ir email address:

4. Now that you have created an account. Let's sign in to the Developer Site. If you don't already
see a Sign In Page click on https://signon.service-now.com

5. Type in your cloudadmin e-mail address and password to sign in. You must agree to the
Developer Agreement. Scroll all the way to the bottom and check the tick box and click Submit.

6. Fill in the requested information on the use of the platform and click Submit.
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7. 0n the Service Now Developers home Page click on the Manage Tab and click Instance and
click on Request Instance

8. You will now be requested to give a reason for this request. Simply put what you are hoping
to test. "Integration with ADFS, ServiceNow should function as the relying part trust." -
Click I understand

9. Finally choose the Service now release you would like to user and click Request Instance.
(New York is the newest and vendor recommended version)

Very Important: Make sure you note your admin user and password on the next page after the
instance has been created.
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10. You will now see your instances if you click on the

My Instance

@ devori93
onine

>

Note your Unique URL that should start with devXXX.service-now.com

tab on the top menu.

11. Click on your unique Dev Instance and sign in with the admin credentials given to you on
the page above. You will be asked to set a new password.

This completes the creation of your Instance in ServiceNow.
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servicenow. | Developers

HOME PROGRAM LEARN APl MAJAGE NOW COMMUNITY ~SHARE EVEN

My Instan

@ dev63664

Online

10 days

Request help from the Now Community

The credentials to log into this developer instance are

Username: admin
Password: YESOQh7vimnQ

You can also use this link to log into the instance directly.

(0]

pa:

X Change Password

® <

& devB3664.service-now.com

SerV ICe Service Management

User name
admin
Password
‘ ............ 4 [ |
Forgot Password ? I Login I

JUST FOR NOTE - NO ACTION REQUIRED

The Developer instance after 12 hours will go dormant and it will be required to wake it up. If
you see this happen log into the developer Site developer.servicenow.com

Once you have logged into the Developer portal you will have to click on Manage and
Instances to then wake the environment.
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SEI'\;'ICE . developers

Sorry, | got bored and fell asleep. Sign in to the Developer Site and 1 will be ready to report for duty!

Examine the FA() to leam more about sleepy instances.

You will be redirected momentanly to the Dieveloy

servicenow = Developers

HOME PROGRAM LEARN AP1 MANAGE NOW COMMUNITY SHARE EVENTS BLOG

o
My Instal

® dev92193
Online
URL
https://dev92193.service-now.com/
Build
Madrid

Remaining inactivity
10 days

| Refresh status || Extend instance

Personal developer instance FAQ

Report a problem with your instance

Request help from the Now Community

Setup User in ServiceNow
Now that we have a unique instance of ServiceNow, it's time to add your unique user from AD
into ServiceNow.

1. In your unique instance of ServiceNow on the home page click on the Filter navigator in the
top left corner.

2. Type users and from the navigation bar
3. Under System Security > Users and Groups select Users

4. At the top of the page click New in the Users management Interface
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5. Fill in the Fields for your unique user and click Submit at the top right hand corner of the
page.

For example

UserID: user35SCR

First name: User35SCR

Last name: SCR

Email: user35SCR@sanjose35.euc-livefire.com

Note: Make sure the e-mail attribute you add here matches the e-mail from AD as this will be
the SAML attribute we leverage

Setting up Ildentity Provider setting in ServiceNow

We will now configure the SAML settings on the your ServiceNow Instance.

1. In the top left hand Filter navigator area type in plugins and click on Plugins below.

2. On the Plugins page to the right of FILTERS type "integration" into the search field.

3. Scroll down until you find Integration - Multiple Provider Single Sign-on Installer

NOTE: Make sure it is exactly matches "Integration - Multi Provider Single Sign-on Installer"
4. Once you found the Plugin has opened click Install

5. On the Activate Plugin window. Confirm the activation on the pop-up by clicking Activate
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6. After a few moments the Plugin will have installed and you can click on Close & Reload Form

7. 1f you now type "Multi" in to the top Left hand Filter navigator area. You will see the option
for Multiple Provider SSO

8. Under Multi-Provider SSO select

9. Navigate to the ControlCenter2 Virtual Machine inside the lab environment and on the
desktop click on Remote Desktop folder and double click.the

10 . On the ADFS virtual machine open Firefox and navigate to your unique devXXX.service-
now.com instance. Authenticate as admin

11. In the Filter navigator area type "Multi". Below Multi-Provider SSO select Identity
Providers

12. In the top area. Click on New next to the Identity Providers
13. Under Digest select SAML

14. When the Import Identity Metadata window launches. Click Cancel at will be manually
configuring the parameters

15. Fill in the following details on the Form

* Name: ADFS

+ ldentity Provider URL: http://adfs.euc-livefire.com/adfs/services/trust

+ ldentity Provider's AuthnRequest: https://adfs.euc-livefire.com/adfs/Is

+ ldentity Provider's SingleLogoutRequest: BLANK

+ ServiceNow Homepage: https://devXXX.service-now.com/navpage.do (replace XXX with
your unique tenant)
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https://adfs.euc-livefire.com/adfs/ls

+ EntityID/ Issuer : https://devXXX.service-now.com (replace XXX with your unique tenant)
+ Audience URI: https://devXXX.service-now.com (replace XXX with your unique tenant)

NOTE: You will not be able to set the Identity Provider to Active or Default yet as the
Connection has not been tested.

This will be done at a later stage. Leave the rest of the values Default

16. Scroll down and you will see 3 Tabs starting with Encryption and Signing and ending with
Advanced. Select Advanced tab

17 . Next to Single Sign-On Script click the and in the new Script
includes window click MultiSSO_SAML2_Update1

NOTE: If your Datacenter is the New York Datacenter you might have to use the
MultiSSOv2_SAML2_internal Single Sign On Script. This will be apparent when you get to the
section Test & Enable Authentication and you have to TEST Connection

18. Click Submit at the bottom of the page.

19. In the middle pane, select the ADFS Identity Provider

20. Scroll down to the bottom of the page until you find the heading Related Links . Next to
X.509 Certificates Click New.

21.In the X509 New Record window add the following:

* Name: ADFS Signing
+ Copy the text below and paste in the PEM Certificate box at the bottom of the page.
Alternatively you can also copy the contents of the certificate located on the desktop called

ADEFS signing cert.cer
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MIIC3DCCAcSgAwWIBAgIQFbvkYdFx4gqVCLeNRwolNWTANBgkghkiGO9wOBAQsFADAG
MSgwJgYDVQQODEx9BREZTIFNpZ25pbmcgLSBLldWMtbGl2ZWZpcmUuY2 9tMB4XDTES rvuMtgKM
2FdnFdT00h//1XT90A2LVWgdSeYFRWM6KMYYvvEE2DtZByHzQy3f4k3kaeb6TBrDe
T6FSNfmpB7pYssoeOVoM6Q==

22 . Click Submit at the bottom of the page. Once you click back into the certificate you should
see the Issuer and Subject fields filled in.

23. At the top of the page click Update to reflect the changes made

Y Al
{é“g Q, = Name a = Active = External logout redirect = Single Sign-On Script = Default = Auto Redin
@ ADFS false external_logout_complete.do MultiSSO_SAML2 Updatel false false
@ Digested Token false external_logout_complete.do MultiSSO_DigestedToken false false
@ SAML2 Updatel false external_logout_complete.do MultiSSO_SAML2 Updatel false false

Actions on selected rows... &

Related Links

User Provisioning Transform Map
Set as Auto Redirect |dP

= x.smcErtiﬁcatesmm Goto X509 certificate v 44 4« 1 tolofl P PP [

5 Idp=ADFS
52 Q, = X509 certificate = Active = Expires
(i)  (empty) false ([empty)
Actions on selected rows... |v 44 < 1 tolofl b Pp
(7% Response time(ms): 1896, Network: 12, server: 234, browser: 1650
o)
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Let's now Generate the Metada to later import into ADFS.
24.In the middle pane select the ADFS Identity Provider. that you have just created.
25, At the top of the Identity Provider ADFS page next to Update click Generate Metadata

26. This will open a new tab in your browser and give you a the metadata as text format. Copy
the text into Notepad and Save as Metadata.xml to the desktop of the ADFS virtual machine.

This will allow us to later import the metadata.xml into ADFS.
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Part 2 : Adding A Rely Party Trust

1. On the ADFS virtual machine open the ADFS Management interface from the Start Menu.

2.In the AD FS Manager navigate to Relying Party Trusts and right- click and select Add
Relying Party Trust in the right hand Actions panel.

3. Select Claims Aware radio button and select Start

4. On the next screen select Import data about the relying party from a file and click Browse
... and select the metadata.xml file from the desktop.

Click Next to confirm
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<« c @

Copy the following service provider metadata and install

iew  Window  Help
= | 7]

|<EntityDescriptor xmins="urn:oasis:names:tc: SAML:
<SPSSODescriptor AuthnRequestsSigned="false" Wan|
<SingleLogoutService Binding="urn:oasis:names:

<NamelDFormat=urn:oasis:names:ic:SAML:1.Linal

| ADFS |
v [ Senvice

| Attribute Stores
| Authentication Methods

Recently added Windows Server

Snipping Tool
Notepad
Paint

Intemet Explorer

Server Manager

Settings

VMware

€

2

dows

Server Manager  PawerShell

TaskManager  Control Pa

E -

EventViewer  File Explord

G ADFS
{3 File Action View Window Help
== 2m 0D

| ADFs Rel
v [ Semvice
| Attribute Stores
| Authentication Methods
] Certificates
| Claim Descriptions
| Device Registration
| Endpoints
| Scope Descriptions
| Web Application Proxy
Access Control Policies
ty Trusts |
imms Provider Trsts
~ Application Groups

Party Trusts

Display Name

Welcome to the Add Relying Party Trust Wizard

Claims-aware applications consume claims in security tokens 1o make authentication and
authorization decisions. Non-claims-aware applications are web-based and use Viindows
Integrated Authentication in the internal network and can be published through Web Application
Froxy for exiranet access. Learn more

© Nen claims aware

Cancel

Actions
Relying Party Trusts

Enzbled  Typs  Identfier
View 3
New Window from Here
Refresh

Help

Socialcast -

Update from Federatio...
Edit Access Control Po.
Edit Claim lssuznce Po.
Disable
Properties

K Delete

H Hep
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AR e ——]
G Browse for Metadlata File...
C o @ & h %
4 MM <« administrator.E.. » Desktop v & Search Desktop
+following service provider metadata and install i{§g File Action View Window Help
P - Organize * New folder
es | am B -
OF " Name Date madifi
Jescriptor xmins="urn:oasis:names:tc:SAML:2.0:m| — 7 Relying Party Trust- T sses
3S0Descriptor AuthnRequestsSigned="false" Wan ~ "/ SEN‘CE_ Display Name [ Desktop e 1
e e e - - -| Attribute Stores ¢ =oftware (cs1-pd ! .euc-livefire.com) 42502
[ 4 Downloads
2| Documents
Select Data Source .
&= Pictures
Steps Select an option that this wizard will use to obtain data about this refying party: 2019 wildeard
@ Welcome
() Import data sbout the relying party published online or on a local network [ This PC
@ Select Data Source
Uss this option to import the necessary data and certficates from a relying party organization thal
® Choose Access Control its federation metadata online or on a local network. = Network
Policy
Federation metadata address (host name or URL):
@ Readyto Add Trust
® Finish
Example: fs.contoso com or https://www contoso com/app <
Import data about the i i il
& jmpo 2 bout ihe refying party from 3 i File name: | metadataxml v| Metadata files ("x
Use this option to import the necessary data and certificates from a relying party organization thal
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizar
validate the source of the file P
Federation metadata file location
|C\Users'admiistrator EUC-LIVEFIRE' Desktop \metadata i | [ Browse
(C) Enter data about the refying party manually
Use this option to manually input the necessary data about this relying party organization.
P o

T m

5. Next to Display name type : ServiceNow and select Next

6. Leave the permissions as default to permit everyone and select Next

7. 0n the Ready to Add Trust page, leave as default and select Next

Note: The Metadata we have imported has set the values of the identifiers and endpoints for

this connections.

8.0n the next page select Close.
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1 Add Relying Party Trust Wizard

Specify Display Name

Steps

Welcome

Select Data Source
Specify Display Name

Choose Access Control
Paolicy

Ready to Add Trust
@ Finish

® @ @ ®©

L]

Enter the display name and any optional notes for this relying party.

Display name:

ServiceMNow|

< Previous Mext > Cancel

Choose Am::essl:;onlrol Policy
Steps Choose an access control policy:
@ Welcome

Mame Description
@ Select Data Source ;

Pemit everyone Grant access to everyone.
@ Specify Display Name Pemit everyone and require MFA Grant access to everyone and requir
& Choose Access Control Pemit everyone and require MFA for specific group (Grant access to everyone and requir

Palicy
@ Readyto Add Trust
@ Finish

Pemit everyone and require MFA from extranet access
Pemit everyone and require MFA from unautherticated devices

Pemit everyone for intranet access
Darmit snanifin arm

<

Pemit everyone and require MFA, allow automatic device registr..

Grant access to the intranet users ar
Grant access to everyone and requir
(Grant access to everyone and requir
Grant access to the intranet users.

(Sromt mmmass 4m ieare A Ama A mAre

>

Poli

[1 I do not want to configure access control policies at this time. No user will be pemmitted access for this

application.

< Previous | Next > Cancel
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9. Double click back into the ServiceNow Relying Party Trust we have just set up.

Ready to Add Trust

the following settings, and then cick Nextto add the.

nature  Accepted Caims  Orgarization  Endpoints  Not¢ * | >
orthis relying party st

rfiers:
hitps://cdev63664 senvice now com

Qo Add Reying Pary Trust Wizard
‘Flﬂlsh

|Steps.

o Wekame

o St Data Source
o Specy Depiay Name

® Choose Access Cortrol
Foicy

® Readyto Add Trust
o Frish

The relying pary tust

Configure claims iss

was successfull added.

wance polcy for this appiication

10. This will open the Properties of that Relying Party, navigate to the Advanced Tab and select
SHA-1 for the Secure Hash algorithm.

11. Navigate to the Endpoints tab in the Properties and click Add SAML...

12. Change endpoint type from SAML Assertion Consumer to

13. Under Binding ensure Post is selected

14. In the Trusted URL: area copy and paste the following : https://adfs.euc-livefire.com/adfs/

Is/?wa=wsignout1.0

15. Select OK and OK again to confirm changes
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[ ADFS

v [ Service

|| Attribute Stores

| Authentication Methods
|| Certificates
[ Claim Descriptions

=

=
] Ac
] Rel
] Cla
[ ap

|| Device Registration

Relying Party Trusts

Display Name Enabled Type
Socialcast Yes WS-T...

ServiceNow Properties

Monitoring
Organization

Specify the secure hash algorithm to use for this relying party trust.

Secure hash algorithn"' gﬁg ~

Identifiers
Endpoints

Encryption Signature Accepted Claims
Proxy Endpairts Notes Advanced

*

Cancel Looly

ﬁewicef\low Properties
Manitoring |dentifiers
Organization

X

Encryption Signature Accepted Claims

Endpoints  Prowy Endpoirts ~ Motes  Advanced

Specify the endpoints to use for SAML and WS-FederationPassive protocols.

URL Index  Binding Default Re
SAML Assertion Censumer Endpoints
hitps://dev6366d serviceno... 0 POST Yes
https://devB63664 serviceno... 1 POST Mo
SAML Legout Endpoints
hitps://devh 3664 serviceno . Redrect Mo

L4 >

Add SAML h

Add WS-Federation... Bemove Edit...
QK Cancel Apply
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16. In Relying Party Trusts right click ServiceNow and click Edit Claim Issuance Policy

Add an Endpoint .

Binding:

POST

Trusted URL:
|https::‘fadfs.euc-liveﬁre.com:‘adfsﬂsf"?waq\lsignom1.[H |

Besponse URL:
| |

Example: https://sts.contoso .comdogout

Conce
QK Cancel Apply
ServiceMow Properties *

Monitoring Identifiers Encryption Signature Accepted Claims
Organization ~ Endpoints Proxy Endpoints ~ Motes  Adwvanced

Specify the endpoints to use for SAML and W S-FederationPassive protocals.

URL Index  Binding Default Re
SAML Asserticn Consurner Endpoints
hitps://devb3664 serviceno... 0 POST Yes
hitps://devB3B64 serviceno... 1 POST No

SAML Logout Endpoints

https://adfs eucdivefire com,’... POST

£ >

Add SAML...

Add WS-Federation ... Remaove Edit...

s ||

17. Now Click Add Rule ... and ensure Send LDAP attributes as Claims (default) is selected,

select Next

18. In the Claim rule name: area type Get Attribute

ADFS as Application Source in ACCESS (Service Now)
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19.In the dropdown under Attribute store. select Active Directory

20. Using the dropdown select E-Mail-Addresses as the LDAP Attribute and E-mail Address
as the Outgoing Claim Type

21. Click Finish At the bottom of the page to confirm. (Dont Close the window)

Relying Party Trusts Actions

Dizplay MName Enabled Type |dentifier Access Cort| | Relying Party Trusts -~
Socialcast ‘fes WS5-T... hitps://socialcast.eucdivefire com Permit everyo Add Relying Party Trust...
ServiceMo Yes WS-T... s/ dev _SErVICETIoW.COl emit evenyo .
ServiceMow WS-T... hitps://devBI664 service-now.com Permit everyo View N
Mew Window from Here
@) Refresh
Help
ServiceMow -
Update from Federation Metadat...
Edit Access Control Policy...
Edit Clairmn Issuance Policy...
Disable
Properties
* Delete
Help
*Edit Claim lssuance Policy for ServiceMow *
lssuance Transform Rules
The following transfom rules specify the claims that will be sent to the relying party.
Order Rule Name lssued Claims
4
-m Edit Rule... Remove Ruls. ..
QK Cancel Apply
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Select the template for the claim rule that you want to create from the following list. The description provides
detailz about each claim rule template.

Send LDAP Atributes as Claims v

Claim rule template description:

Using the Send LDAP Attribute as Claims rule template you can select attibutes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Muttiple attibutes may be sent as
multiple claims from a single rule using this rule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayMame and telephoneMumber
Active Directory attibutes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user's group memberships. If you want to only send individual group
memberships, use the Send Group Membership as a Claim rulz template.

A

< Pre

revious | Mead > I Cancel

You can configure this rule to send the values of LDAF attributes as claims. Select an attribute store from which !
to extract LDAP attributes. Specify how the attributes will map to the outgeing claim types that will be issued
from the rule.

Claim rule name:

Get Attribute

Rule template: Send LDAP Attributes as Claims

Mapping of LDAP attributes to outgoing claim types:

LDAP Attribute (Select o type to Qutgoing Claim Type (Select or type to add mare)

< Previous - Cancel
L]

22. 0n the Edit Claim Issuance Policy for ServiceNow select Add Rule...

23. This time select Transform an Incoming Claim as the template click Next
24. Give the Rule the name: Email to NamelD

+ Select E-mail Address from Incoming claim type dropdown
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+ Select Name ID from Outgoing claim type
+ Select Email from Outgoing name ID format

25. Click Finish at the bottom of the page to confirm the changes and OK to close Claim
Issuance Policy page.

Select the template for the claim rule that you want to create from the following list. The description provides
details about each claim rule template.

Claim rule template:

Transform an Incoming Claim w

Claim rule template description:

LUsing the Transform an Incoming Claim rule template you can select an incoming claim, change its claim
type, and optionally change its claim value. For example, you can use this nile template to create a nile
that will send a role claim with the same claim value of an incoming group claim. You can also use this
rule to send a group claim with a claim value of "Purchasers" when there is an incoming group claim with
a value of "Admins”. Multiple claims with the same claim type may be emitted from this rule. Sources of
incoming claims vary based on the nules being edited.

]

< Previous MNea > Cancel

q

You can corfigure this rule to map an incoming claim type to an outgoing claim type. As an option, you can
also map an incoming claim value to an outgoing claim value. Specify the incoming claim type to map to the
outgoing claim type and whether the claim value should be mapped to a new claim value.

Claim rule name:

Email to NameID |

Rule template: Transform an Incoming Claim

Incoming claim type: | E-Mail Address ¥ |
[Unspecified|

Outgoing claim type: |Name D > |

Outgoing namg |D format: Email V|

(® Pass through all claim values

(C) Replace an incoming claim value with a different outgeing claim value

Browse...

() Replace incoming e-mail suffix claims with a new e-mail suffic

< Previous Cancel
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Part 3: Test & Enable Authentication for SAML

Let's test now the Federation between ServiceNow and ADFS before we bring WorkspaceONE
Access into the picture.

1. Click back into the Firefox browser to your unique Instance of ServiceNow. Make sure you
are logged in as Admin.

2. In the ADFS Identity Provider settings that we setup previously next to Generate Metadata,
click Test Connection

3. Notice a new FireFox window opens where you will see the Authentication Page for ADFS
requesting authentication.

Enter your custom account UPN and the Password of your unique user that you added to
ServiceNow. Click

4. 1t will now run a test on the SAML login parameter. You should have all green tickboxes
except for SSO Logout Test.

SSO Logout Will FAIL as it cannot do this test. Ignore this for now.

5. At the bottom of the Page select Activate

6. Notice at the top of the ADFS Identity Provider Screen . The status is now "Active".
and select

7. Next to Default. Select the at the top.

< E R:Ibegrtyl’roulder f 1/‘- E ooo | Update Generate Metadata Test Connection Deactivate 4,
~
Name ADFS Active |+
Default + Auto Redirect IdP

Identity Provider http://adfs.euc-livefire.com/adfs/servicesftrust
URL

Identity https://adfs.euc-livefire.com/adfs/ls
Provider's
AuthnRequest

Identity Provider's
SingleLogoutRequest

ServiceNow
Homepage

Entity ID / Issuer
Audience URI
NamelD Policy

External logout
redirect

Failed Requirement
Redirect

https://dev63664.service-now.com/navpage.do

https://deve3664.service-now.com
https://dev63664.service-now.com
urn:casis:names:tc:SAML:1.1:nameid-format:emailAddress

external_logout_complete.do

Encryption And Signing = User Provisioning ~ Advanced

Signing/Encryption Signing Signature http:/fwww.w3.0rg/2000/09/xmldsig#
Key Alias Algorithm
Signing/Encryption | ssssssss Sign AuthnRequest e
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@ Sign In - Mozilla Firefox

@ & hitps://adfs.euc-livefire.com/adfs/Is?SAMLRequest=nVPBjtowEP2VyPckOJQsWAQPBVVF2m4RpD3szbUnuSYcO%2F L. »»» & hd

Livefire

Sign in with your organizational account

user33AK@auckland33.euc-livefire.com

gnin

O

Bystemn Administrator ~

ita Test Connection

@ ServiceNow - Moxills Firefox

GY @ hitpsy/dev63664 service-now.com/saml_test_conn_completed.do?sysparm_nostack=truefsysparm _test sso_id=2b17 *+* & ¥

SSO Login Test Results

Q]

@
@
@
@
@

®

SAML Login response received

SAML Assertion retrieved

Signature Validated

Certificate Validated
AudienceRestriction/Condition Validated
Certificate Issuer Validated

Subject Confirmation Validated

SSO Logout Test Results

®

Cannot logout of IDP's session
IDP's logout URL not set. So, cannot logout the IDP session.

S50 Test Connection Summary

@ S50 Login tests succeeded. SSO Logout tests failed. IDP Configuration can be activated by clicking "Activate’ button. Users
will be able to login and logout of the instance, but will not be logged out of the IDP. Please refer to the logs for test details.

- o

Click the "Activate" button to save and activate this configuration. Click the "Close" button to close this window and continue
editing the SSO configuration.

18/@9/19 @4:4@:23 (885) Testing 550: 2b172@b2dbS5c@@1@85265688683619bc
18/@9/19 @4:42:23 (888) Read from column @ name, value: ADFS

18/@9/19 @4:4@:23 (889) Use the 550Helper passed in.
18/@9/19 @4:4@:23 (889) Read from column : service url, value: https://dev63664.service-now.com/navpage.do

18/09/19 @4:49:23 (@90) Read from column : clock_skew, value:

16/89/19 84:48:23 (898) Read from column : idp_authnrequest_url, value: https://adfs.euc-livefire.com/adfs/1s

16/89/19 84:4@:23 (898) Read from column : force_authn, value:
16/89/19 84:4@:23 (891) Read from column : is_passive, value: @

Close Actl

ADFS as Application Source in ACCESS (Service Now)

01:32:43 -0700

Export Date: 2024-01-11

Page 24



g = :j[fp;'typm'dﬂ & " =K Generate Metadata | | TestConnection | Deactivate

Name ADFS Active
Default |+ o Auto Redirect IdP
Identity Provider http://adfs.euc-livefire.com/adfs/services/trust
URL

Identity https://adfs.euc-livefire.com/adfs/ls
Provider's
AuthnRequest

Identity Provider's
SingleLogoutRequest

ServiceNow https://dev63664.service-now.com/navpage.do
Homepage

Entity ID / Issuer https://dev63664.service-now.com
Audience URI https://dev63664.service-now.com
NamelD Policy urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress

External logout | external_logout_complete.do
redirect

Failed Requirement
Redirect

Encryption And Signing | User Provisioning =~ Advanced

Signing/Encryption Signing Signature http:/fwww.w3.0rg/2000/09 /xmidsig#
Key Alias Algorithm
Cimnina (Cnrnmtinn | sasssssa= Ciern Asthn Docnct

8. Navigate to the Filter navigator on the left hand side and type "Multi" > Now Select
Properties under Administration

9. In the Properties window Under Enable multiple provider SSO select Yes check box. Select
Save at the bottom of the page.

10. To do the final test open now a new browser on your ControlCenter2 virtual machine.
Navigate to your unique tenant (ie: https://dev92193.service-now.com) and click Use external
login.

11. Now type in your custom unique user account ie User35crsj, created earlier in the users
section. select Submit

12. You should now be redirected to your ADFS authentication page. Here put in your UPN e.g.
user35crsj@sanjose35.euc-livefire.com and password from AD and select Sign In

You should be authenticated as the user now to ServiceNow
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https://dev92193.service-now.com/

service
(7 mu
= *
Multi-Provider SSO
Getting Started
Identity Providers
Federations
¥ Administration
Properties
x508 Certificate

Installation Exits

Single Sign-On Scripts

Multi-factor Authentication

Properties

Service Management

Multiple Provider S50 Properties

Customization Properties for Muliple Provider SSO

Enable multiple provider S50 (%)
[Aves|No

Enable Auto Importing of users from all identity providers into the user table (?)

[ZYes | No

Enable debug logging for the multiple provider S50 integration (%)
[resiNe

The field on the user table that identifies a user accessing the "User identification” login page. By default, it uses the 'user_name'field. (3)

‘ user_name |

SErviCeNOW. senice Management

User name.

‘

Password

» in
SErviCenOW. service Management

Extemal login

User ID: | user33DEMN Submit

Uselocal login

Livefire

Sign in with your organizational account

user33DEMN@munich33.euc-livefire.com

@ usersdemnmusemam ~ | @) B

Part 4: Adding Access as Claims Provider in ADFS

1. Onyour controlcenter2 open FireFox and browse to your unique Workspace ONE Access

Admin tenant.

2. Select the System Domain from the drop down domain drop down option and
authenticate using the administrator account
3. In the admin console click on catalog and click Settings

ADFS as Application Source in ACCESS (Service Now) Export Date: 2024-01-11
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4. In the Left Navigation column select SAML metadata under SaaS Apps

Right click the Identity Provider (IdP) metadata and select save link as ... IDP.xm|

6. Inthe browser window that opens navigate to the Software folder on the desktop and open
the ADFS folder and select Save

U

¥y
O Workspace ONE

Dashboard - Users & Groups Catalog ~ Identity & Access Management Roles
m CATEGORIES ~ l [ MORE vl

Settings
Global
Approvals Download SAML Metadata Generate CSR
SaaS Apps This is your organization's SAML-signing certificate. It is used to authenticate

I logins from Identity Manager to relying applications, such as WebEx or
Google Apps. Copy and paste the certificate below and send it to the relying
Application Sources applications so they can accept logins from Identity Manager. For integrating
virtual Apps Collections with other relying applications utilizing SAML 2.0, you can use the metadata
URLs below.
Citrix App

Citrix Desktop

Cpen link in new window

Signing Cer Cpen link in incagnito window

Expires

July 5, 202 Copy link address

Inspect Ctrl+Shift+|

ssuer
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Search ADFS

Organize « New folder

iz Desktop ~| Name Date modified Type
| Documents
4 Downloads Mo iterns match your search.
o Music
=| Pictures
g Videos —
=4 Floppy Disk Dri
i Local Disk ()
[y DVD Drive (D)
4 Libraries
Qj Network
3 Control Panel
5] Recycle Bin

, Remote Desktop: |
v|l<] n

File name: | idp.xml

Save as type: |XML Document (*.xml)

~ Hide Folders

7. Open the Remote Desktop folder on the desktop and RDP to the ADFS server
8. In Server Manager and at the top, select Tools and select AD FS Management

9. When the AD FS Management interface is open navigate to Claims Provider Trusts (Only
Active Directory should be present)

10 Right Click Claims Provider Trust and select Add Claims Provider Trust...
11. Click Start on the first Welcome page
12.Then select Import data about the claims provider from a file

13. Select Browse and navigate to > Software > ADFS and select the idp.xml and click
Open. Click Next

14. On the Specify Display Name page and write Workspace ONE Access Livefire in the
Display name click Next > Next > Close. Now you will see Active Directory and Workspace
ONE Access Livefire as Claims Providers

15. Right Workspace ONE Access Livefire and select Edit Claim Rules...
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erver Manager * AD FS

SERVERS

All servers | 1 tokal

| i’ banage Toals Wiew Help
AD FS Management
Component Senvices

Computer Management

— Defraarnent and Ooomize Drives

8 ADFS

W File Acien View Windew Help

o= nF HE

5
| Senvice
Access Control Polcies Displery Hame =]
7 Relying Party Trusts Artive Dre;im Yo
| Claims Provider T  — Yeu
| Application Groups Add Claims Provider Trust...
Ve >
Wew Windaw from Here
Refresh
Help
C L

@ Select Duts Scurce
@ Readyto Add Trumt
@ Firish

() rpon data about the claims provider publshed online or on 8 local netwesk

Liss thie pplion 1o import the necessary date and cenficates from & clems provider onganization thal
publshes ts federstion metadats onbne or on & local retwark.,

Fedemstion meladets address hosl name or UAL)

Example: fa Fabakam com or hitpe-//fe fabdkam com/

(®) krpod dala aboud the claime provider from a file

s this option to import the necessany data and cerficates from a claims provider organization that has
provided its fedesstion mefadsta in 2 file

Fedemtion metadata file location:

l:_'l Ertter claams prowider trust data manually
e this option o manualy input the necessany data sbout this daims provider organizstion,

ADFS as Application Source in ACCESS (Service Now) Export Date: 2024-01-11 Page 29

01:32:43 -0700



G0 Browse for Metadata File...

“— I i « software » ADFS I w Search ADFS
Organize » Mew falder Ex = [N
MName Date modified T
# Quick access
i 16/ 2018 T:32 AM X
[ Deskiop -+ L i
& Downloads o+
[%] Documents &
=] Pictures -+
B This PC
o Metwork
<
File name: |idp ~|  Metadata files [*3mi)
I Open I Cancel
G Add Claims Provider Trust Wizard
Specity Display Name
Aepa Tyee the disslay name and any colional nolee for this daims prov
@ Welcome Dizodery name:
@ Sebect Dals Source |Workspace ONE Aocess Livefire|
@ Soecfy Disolay Name Maodes:
@ Faadyto Add Trust
@ Finsh

Deeplay Mamé

Aeteve Dirmclory
i ———— |elacala,
Edit Claim
Disable
Properties
Delete
Help
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16. Now Select Add Rule...

17 .From the next page select from the drop down "Send Claim Using a Custom Rule" select
Next

18 Type Windows Accountname Claim for the claim rule name

19 .Paste the below into the custom rule field:

c:[Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] ==
"urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified"] => issue (Type =
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname", Issuer =

"AD AUTHORITY", OriginalIssuer

c.OriginalIssuer, Value = c.Value, ValueType = cC.

ValueType) ;

20. Select Finish and OK

bdit Rule... Remowe Rule...

oK Cancel Apply
il Add Transform Claim Rule Wizard x
Select Rule Template
Steps Select the template for the claim rule that you wart to create from the following list. The description provides
@ Choose Fule Type details about each claim nie template.
@ Configure Claim Rule Claim rule template:
Send LDAP Attributes as Claims ~

be used to send all of the user’s group memberships. if you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

<Previous | Ned> || Cancel
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Claim rule name:
| Windows Accountname Claim

Rule template: Send Claims Using a Custom Rule

Custom rule

c: [Iype ==
"http://schemas.xmlsocap.org/ws/2005/05/identity/claims/nameidentifier™,
Properties
["http://achemas.xmlzoap.org/we/2005/05/identity/claimproperties/format
"] == Turn:casisz:names:tc:SAML:1.1l:nameid-format:unspecified™]

=» issue(Iype =
"http://achemas.microsoft.com/ws/2008/06/identity/claims/windowsaccount
name™, Issuer = "AD AUTHORITY", Originallssuer = c.0Originallssuer,
Value = c.Value, Valuelype = c.ValueType):

< Previous Cancel

Part 5:Add ADFS as Application source to Workspace ONE
Access

Return to the ControlCenter2 server and open Firefox

Using your browser go to your unique Workspace ONE Access tenant

Login with System Domain using user:administrator password:VMware1!

Now click on Catalog and select Settings

Navigate to Application Sources under the Saas Apps on the left hand side and select
ADFS to configure the App Source.

uhkhwn =

fet VVOrkspace ONE’

Dashboard = Users & Groups Catalog ~ Identity & Access Management Roles

m [ CATEGORIES ~ ] [ MORE vl SETTINGS

Application Type
AirWatch SAML 2.0
Airwatch Provisioning SAML 2.0
Exce Web Application Link
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Settings

Global
Approvals
SaasS Apps
SAML Metadata
Virtual Apps Collections
Citrix App

Citrix Desktop

Application Sources

Configure your Application Source by selecting the 3rd party identity provider

you wish to use from the list below and follow the wizard steps. Once the

Application Source is setup, you can then create the associated applications by
A

clicking the “Add #

pps” link, or by clicking the New button on the main 5aas app

screen and selecting your Application Source from the Authentication Type
menu
App Source Description Status Assignment Action
OKTA — Configured All Users Add Apps W
PING — Unconfigured - -
ADFS — Unconfigured - -

L

o

1. Open the firefox browser on a new Tab and Browse to https://adfs.euc-livefire.com/
FederationMetadata/2007-06/FederationMetadata.xml
2. Select Save File and go to the Downloads folder. (Chrome will download the file

automatically)

3. Open the File using Notepad++ and copy the contents of the XML by pressing ctrl + a then

ctrl +c

4. Then go back to the ADFS Application Source configuration on Workspace ONE Access and

select next.

5. Paste the contents of the FederationMetadata.xml into the URL/XML field. Click NEXT
6. Click Next in the Access Policies and SAVE on the Summary Page
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O\ https://adfs.euc-livefire.com/FederationMetadata/2007-06/FederationMetadata.xml

ialcast.euc-... @ https://socialcast.euc-.. L VMware Workspace Q...

Opening FederationMetadata.xmi

You have chosen to open:
= FederationMetadata.xml

which is: XML Document
from: https://adfs.euc-livefire.com

What should Firefox do with this file?

) Openwith | Internet Explorer (default)

®:Save File

[] Do this automatically for files like this from now on.

tionMeta O,

ettings Tools

007-06

0K

Cancel

oTe generar kReyworas.

ADFS Application Source

|| 1 Definition Definition
2 Configuration Application Source Name *
. ADFS
3 Access Policies
Description

4 summary

CANCEL NEXT

ADFS as Application Source in ACCESS (Service Now)
01:32:43 -0700

Export Date: 2024-01-11

Page 34



ADFS Application Source

1 Definition Single Sign-On
2 Configuration Authentication Type
3 Access Policies

4 Summary i ez

URL/XML *

This field is

Relay State URL

© URL/XML ) Manual

N
Lﬁ{ C\Users\administrator.EUC-LIVEFIRE\Downloads' FederationMetadata (2)xml - Notepad++ [Ad

File Edit Search View Enceding Language Settings Tools Macre Run  Plugins W
o = I@ee@]lﬁi‘m | ‘Hbﬁlgglﬂlt_!‘__dﬂ
I Fedrstiontitecata (@ £3 |8 @ |
1 |&m:i|:ynescr1pr.ar I0D="_9fe731a9-882f-4aed-B8e09-806643614365" entity
xmlns="urn:oasis:names:tc:SAML:2.0:metadata"><ds:Signature xmlns:ds
>¢da:SignedInfor<ds:CanonicalizationMethod Algorithm="http://wnnwr. w3
Algorithm="http://www.w3.0org/2001/04/xmldsig-more#rsa-sha256"/><ds:
>¢da:Transforma><da:Tranaform Rlgorithm="http://wvwmw.w3.org/2000/05/
"http: //www.w3.org/2001/10/xml -exc-cldn#" /></ds: Transforms><ds:Dige
"http://www.w3.org/2001/04/xmlencé#sha256" /><ds: DigestValue >sEXQRFx0
</ds:DigestValue></ds:Reference></ds: SignedInfo><ds:SignatureValue>
VHHSM281U8ul07¥rCva3k F6FI0YI6/ L0IcvIr /n3mi AFHr LVnReJb4TEVhrOb4pKT 4D
qewTFIph3WMo01 JW4CpOulAK/00hnAMAgscibVi 1 tInpSCTxPBIgGARSEEDI B TpULE
39C8G0mIKVswPgqolN] JAACS6gLEQz 775031 +hE32wiXToLCERAS /veZzcFIFXT3STq
xmlna="http://www.w3.org/2000/09/xmldsigh"><X509Data><¥509Certifica
MIIC3DCCACSgAwIBAgIOFbvE YdFx4gVC LeNRwo lNWTANBgk ghk 1 G9w0BADs FADAGMSg
TESMD vz ASMDAZNFoXDT TvwidD cwid] ASHDAZNF owE ] EcMCYGA1 TRAXMIOURGTy BTakWdu
EPADCCAQ0CggEBAJ4ITUzEyul 6X4br8LrrViaRgS+Z291zZ2ZniDgxczONL+nllakk s+e
SLywYs10NYZvugiODtIsnR/cedDodAcTC4406gT lemwTxOHF12x1 SxnCWs xGuR4g31
/sbqjFzkvBb31hPdz4HIWed 3Vi6oMs+9a4FWdulqUg3jROxgtlzfkJd1Eaa2hi/k5dg

WOBADSFAADCAQEARDaA 1 VP ¥ LUu VLRI TGZWEGhrSulp
Moxma t5P2WnY0c / rETFQ gChKvARy GESLASS JAbb InRANViy /vl i /8jA0r8CE 902k
- gglgODFY0dlhirv 00h//1XT90A2L ¥ r¥vvEE2DLZBY

«</X509Certificate></X509Datax</KeyInfor</da:Signature><RoleDescript
protocolSupportEnumeration="http://docs.casis-open.org/ws-sx/ws-tru
http://docs.oasis-open.org/wsfed/federation/200706" ServiceDisplayN
"http: //www.w3.org/2001/XMLSchena-instance" xmlns:fed="http://docs.
uze="encryption"><KeyInfc xmlna="http://wwr.w3.org/2000/09/xmldsigy
MIIC4jCCAcggAwIBAgIOKAEYjg00XLIwBBZ7gCR1DANBgEghk1G9w0BADsFADALMS S
BAXDTESMDCwMzASHDAZNFoXDT IviDcwi{JASMDAZNFowLTE rMCEGA1UEAXMIQURGUYBE
EBBOADggEPADCCATGC 0iDhEXTZ+PU/g QusnPX1. mSsc50
GwalBr tWcHpkAcGZa5xb8 6CRE2LKIAhu I X BMIGEOCYHIJsGLeQpO2¢74 /mB8 f8nTel
3cmTd7i8xdekM/B+OABEY1541v5ke INIHMyhEE 89Vl +sk 9rHBmA 6+41 L.JVaaBsiBTO
gEghk1GIw0BADsFAADCADEACT F1/ £5Ys9LHRUTLANt2C6 I /pHoGAL SWPTASHERH]Jg

CPEZRGHEVESVTa 5B,/ ZWBVME £ px(HWHI S LvIEy Tk x Tk 9VI bz /B fOHSup6pSAD3RChu
DVE43ku39Xy 8 [iLUTE[ 6] 6kRU4sxndhsFPwScdTRoTFOVivrRRIrgOhy Mt j £20u2 L2V
</X509Certificate></X509Data></KeyInfor</KeyDescriptor><fed:ClaimTy
"http://schemas.xmlsoap.org/ws/2005/05/identity /claims/emailaddress
"http://docs.casis-open.org/wsfed/authorization/200706"><auth:Displ
</auth:Displaylame><zuth: Description>The e-mail address of the user

ADFS Application Source

1 Definition

3 Access Policies

4 Summary

nfiguration

© URL/XML

URL/XML *

Relay State URL

Single Sign-On

2 Configuration Authentication Type

NAME=TTILLR A/ LNETTdS. TTHCTOSO L COM/ LU/ U TEYUESLLONLEX L/ ClaliTia/ Clligeni-regues-iar

Manual

urn:oasisnamestc:SAML 2 O attrname-formatun” FriendlyName="Client Request ID"
:SAML:2.0:assertion"/></IDPSSODescriptor><ContactPersen
/<1

umber/></Co son></E

CANCEL BACK
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ADFS Application Source

1 Definition
2 Configuration

~3 Access Policies

4 Summary

Definition
Name

ADFS

Description

Configuration

Authentication Type
SAML 2.0

Configuration

Manual

Single Sign-On URL

https:/adfs.euc-livefire.com/adfs/ls/

Recipient URL

https:/#fadfs euc-livefire com/adfs/ls/

Application ID

CANCEL BACK

1. Now head back into the ADFS settings by selecting ADFS in the Application Source page.
2. Navigate to Configuration on the left hand side and change Username Format to

Unspecified

3. Enter the following value under Username Value
* NB! there are no spaces in the below syntax

S{user.domain}\${user.userName}

4., Click on Advanced Properties and set Signature Algorithm to SHA256 with RSA and

Digest Algorithm to SHA256

5. Select NEXT at the bottom of the page

6. Click SAVE on the Summary page
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SAML Metadata Applicaton source 1s setup, you can then create the assoclated apphcations oy

R e T clicking the “Add Apps” link, or by clicking the New button on the main Saas app

screen and selecting your Application Source from the Authentication Type
Virtual Apps Collections

menu.
Citrix App
Citrix Desktop
App Source Description Status Assignment Action
OKRTA — Configured All Users Add Apps W
PING — Unconfigured — —

ADFS — Configured All Users Add Apps !

http:/fadfs.euc-livefire.com/adfs/services/trust
2 configuration ‘

. Username Format *
3 Access Policies

Unspecified
4 summary

Username Value

${user domain\${user.userName}

Relay State URL

<

Advanced Properties ~

Open in VMware Browser

No O

CANCEL BACK NEXT

Signature Algorithm

SHAZ256 with RSA

Digest Algorithm

SHA256

ADFS as Application Source in ACCESS (Service Now) Export Date: 2024-01-11 Page 37
01:32:43 -0700



Adding ADFS app to Workspace ONE Access

In certain scenarios admins might want to provide access to the Relying party configured in
ADFS directly in the Workspace ONE catalog. This is made possible via the ADFS integration. We
are essentially using a redirect to the Relying Party. Let's add the socialcast application to the
catalog.

1. Log into you unique Workspace ONE Access Admin console using the local directory

2. Now navigate to Catalog then select NEW and give it the name: ServiceNow

3. Click on Select File below Icon and select the ServiceNow.png file in the Downloads folder
and select Open. click NEXT

4. In the Configuration page select ADFS Application Source under Authentication Type.

5. Now type in the Target URL RPID=https://DEVXXX.Service-Now.com (whereXXX is your

unique tenant) and select NEXT

Click NEXT on the Access Policies Page, and SAVE & ASSIGN on the Summary page

In the Assign page assign the application to the Marketing@euc-livefire.com group

8. Start typing marketing@euc-livefire.com and you will see the Group showing up click it to
confirm

9. Now set the Deployment Type group to automatic and select SAVE

NOo

*‘:1 Workspace ONE"

Dashboard - Users & Groups Catalog ~ Identity & Access Management Roles

NEW CATEGORIES v | | MORE ~
Application Type
Alrwatch SAML 2.1
Alrwatch Provisioning SAML 20
F i = |
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https://vmware-gts.screenstepslive.com/%C2%A0RPID=https://DEVXXX.Service-Now.com

New SaaS Application X

a -

or browse from catalog

1 Definition

2 Configuration Name *

I ServiceNow I

Description

3 Access Policies

4 summary

Icon

SELECT FILE..

service  ServiceNow.png
now
16.13 KB

Category ©

CANCEL NEXT I

Edit SaaS Application

Single Sign-On

1 Definition

2 Configuration Authentication Type

3 Access Policies

4 Summary Target URL *

‘ RPID=https:/dev63664.service-now.com !

Open in VMware Browser

No (3D

1. Close the browser and all windows to ensure firefox or chrome has closed properly. Now re-
open firefox and navigate to your unique Workspace ONE Access SaaS instance.

2. Now log in as your Unique User in the domain euc-livefire.com you will then notice in the
catalog the socialcast application.
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3. Now click on Open under ServiceNow icon and you will be redirected to ServiceNow and
authenticated without additional credentials as your unique user.

ft

Workspace ONE®

]
-

Forgot password?
Change to a different domain

vmware

} @ aw-mustermann.vidmpreview.com/catalog-portal/uitisOnPremise=false&isMobile=falseuuserld=7118314#/apps/al

zon @ Citix @ GetwodP (3 vSphere €3 VRA o Applol
o Apps People Notifications o Support
Apps / All Apps
Categories
Alapps ., All Apps x
Websites AirWatch
Virtual R E=D
E ?élfulalor A m
@ " IR
@ M]:r:esaflw rd £ m
ﬂ Of;?r:ejsﬁ with Provisioning @ m
o Ol;\e:Dzive e m
e I o |
@ o g =]
m Po;wre‘:Poim m
e Servi::eNow m
S::cia.ljcast m
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&« C )} @ devs36b4.service-now.com/nav_to.do?uri=%2Fhome.do%3F b+
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Part 6 : ExtraCurricular: Setting Workspace ONE Access as
the default claim provider

There might be a use-case where an organisation in an SP-INIT Flow wants the configured
relying party in ADFS always use a specific claims provider. Through powershell admins have
the ability to set the default claims provider for specific relying parties.

On the ADFS Server do the following. Clear the cache on your Firefox browser and re-launch

1. navigating to https://devXXX.service-now.com/ (where XXX is your unique instance) and
clicking on "use external login", then specify your unique user and click Submit.

You will be redirected and ADFS Claims providers screen and notice you have WorkspaceONE
Access and Active Directory listed. We want to ensure that we are automatically redirected to
WorkspaceONE Access instead of seeing this prompt.

2. Open powershell and type

Get-AdfsRelyingPartyTrust

3. You will now be able to see that ServiceNow is set to use both Active Directory and
Workspace ONE Access LiveFire as the claims provider (IF empty it is set to use both)

4. Let's now set Workspace ONE Access as the default claims provider

In the same power shell windows now execute the below

Set-AdfsRelyingPartyTrust -TargetName "ServiceNow" -ClaimsProviderName @ ("WorkspaceONE

Access Livefire")

Plese note: the name of your claims provider should exactly match your adfs configuration

5. Confirm the changes by typing the same command to get the relying party trust information.
You will notice now that WorkspaceONE Access is listed as the only ClaimsProvierName

Get-AdfsRelyingPartyTrust
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6. Now close your browser and re-open to https://devXXX.service-now.com (where XXX is your
uniques instance)

7. Click on Use External Login on the next page type in your unique user notice now that you
will automatically be re-directed to WorkspaceONE click Next. After authenticated you will
automatically be logged into ServiceNow.

Observe you weren't prompted to chose the claim provider as in the original test.

NOTE: In order to reverse the above simply re-add Active Directory as another claims provider
or leave blank to set to defualt.

Set-AdfsRelyingPartyTrust -TargetName "ServiceNow" -ClaimsProviderName @ ("WorkspaceONE

Access", "Active Directory")
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