Citrix Integration with VMware Identity
Manager

In this lab you will install and configure the Citrix Integration broker to communicate with
the existing on premise Citrix Farm and the VMware Identity Manager SaaS instance

Section 1 - Integration broker installation

Part 1a - Preparing the integration broker virtual machine

Part 1a has been completed beforehand for your convenience, this material is here for

future reference. Please move on to part 1b.

In this part you will install the roles and software requirements for the installation of the Citrix

integration broker.

Log on to your Controlcenter virtual machine.

On your desktop, go to the folder

Open

Log on with username: euc-livefire\administrator and password: VMware1!

AN =
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anage Tools View Help

BAdd Roles and Features

Remove Roles and Features

Add Servers

Create Server Group

server Server Manager Properties

7. Click until you get to the Server Roles screen

8. Select the following roles:

. (leave as default if selected)
. (accept any aditional required roles)

= Add Roles and Features Wizard [- [= =

DESTINATION SERVER

Select server roles Cviciroker.suc-fivefire.com

Select one or more roles to install on the selected server,

Roles Description

Web Server (IIS) provides a reliable,
manageable, and scalable Web
[[] DHCP Server application infrastructure.

[] DMS Server

[] Fax Server

[W] File and Storage Services (1 of 12 installed)
[ Hyper-v

[[] Network Policy and Access Services

©

[w] Application Server

[J Print and Document Services
[] Remote Access
[[] Remote Desktop Services

[J Volume Activation Services
[] windows Deployment Services
[[] Windows Server Essentials Experience

[] Windows Server Update Services -

—_——————

<Previous | | Next > o nstal Cancel
N’
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10. In the Features window, select the following options:

.NET Framework 3.5 Features

* .NET Framework 3.5 (includes .NET 2.0 and 3.0)
« HTTP Activation (accept any required features)

II1S Hostable Web Core

« Windows Process Activation Service (leave as default if already selected)

WinRM IIS Extension (accept any required features)

11. Click Next until you reach Application Services Role Services.

Select features

Before You Begin

Select one or more features to install on the selected server.

Installation Type Features

Server Selection
Server Roles

Application Server
Role Services

Web Server Role (11S)
Role Services

Confirmation

IS Hostable Web Corel o
[] Ink and Handwriting Services

] Internet Printing Client

[] 1P Address Management (IPAM) Server

[] iSNS Server service

[] LPR Port Monitor

[J Management OData IIS Extension

[] Media Foundation

[] Message Queuing

[J Multipath /O

[J Network Load Balancing

[] Peer Name Resolution Protocol

[] Quality Windows Audio Video Experience

71 RAS Coannertinn Mananer Adminictration Kit (CME v

I 11>

DESTINATION SERVER
CitrixBroker.euc-livefire.com

Description

1IS Hostable Web Core enables you
to write custom code that will host
core IIS functionality in your own
application, HWC enables your
application to serve HTTP requests
and use its own
applicationHost.config and root
web.config configuration files. The
HWC application extension is
contained in the hwebcore.dll file.

[<previous | [ New> (@) ot [ concel |

12. Select the following role services:

« .NET Framework 4.5 (do not change if preselected)
« Web Server (1IS) Support (accept the installation of any required roles)
* Windows Process Activation Service Support

« HTTP Activation (accept the installation of any required roles)
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DESTINATION SERVER

Select role services CintdBrokar.euc-ivefir.com

Befors You Begin Select the role services to install for Application Server

Installation Type Role services Description

Server Selection r NET Fromemork 45 \e‘/ HTTP Activation supports process
Server Roles : i activation via HTTP. Applications

N [[] COM+ Network Access that use HTTP Activation can start
Festures ke [ Distributed Transactions and stop dynamically in response to
Application Server [J Ws-Atomic Transactions ok ems et rve overthe

Vi .
O Incoming Network Transactions

Web Server Role (IIS) [J Outgoing Network Transactions

[] TCP Port Sharing
Web Server (IIS) Support
s Windows Process Activation Service Support
[[] Message Queuing Activation
[[] Named Pipes Activation
] TCP Activation

Role Services

Confirmation

<Previous | [_Next> ‘\9) instol | [ Cancel_]

13. Click Next until you reach the Web Server Role (1IS) Role Services page.
14. Select the following services:

« Web Server (Accept the default selections)
* Management Tools

+ 1IS Management Console

+ 1IS 6 Management Compatibility

15. Click Next then Install.
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Select role services

Before You Begin
Installation Type
Server Selection
Server Roles
Featuras
Application Server
Role Services
Web Server Role (lIS)

Confirmation

Select the role services to install for Web Server (I1S)

Role services

A l Web Server \oJ

b Commeon HTTP Features

b Health and Diagnostics

b Performance

b Security

b Application Development

I [] FTP Server

s Management Tools
IIS Management Console

b IIS 6 Management Compatibility
1IS Management Scripts and Tools
[[] Management Service

—_—

DESTINATION SERVER
CitrixBroker.euc-fivefire.com

Description

1S 6 Management Compatibility
provides forward compatibility for
your applications and scripts that
use the two IS APls, Admin Base
Object (ABO) and Active Directory
Service Interface (ADSI). You can use
existing IIS 6 scripts to manage the
1IS 7 Web server.

[<previous | [ Nea> | @) et | [canca |

16. Click Close when the installation finishes.

Installation progress

View installation progress

o Feature installation

DESTINATION SERVER
CitrixBroker.suc-livefire.com

Installation succeeded on CitrixBroker.euc-livefire.com.

NET Framework 3.5 Features
JNET Framework 3.5 (includes .NET 2.0 and 3.0)
HTTP Activation
NET Framework 4.5 Features
ASP.NET 4.5
WCF Services
HTTP Activation
Application Server
NET Framework 4.5

Windows Process Activation Service Support
HTTP Activation

v

You can close this wizard without interrupting running tasks. View task progress or open this
i page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous l | Next > l o:ncel ._

Part 1b - Integration broker installation

Connect to your citrixbroker virtualmachine
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On your desktop, go to the
Open

Eal

v E

Recycle Bin | Group Policy

Log on to your Controlcenter virtual machine.
folder

Log on with username: euc-livefire\administrator and password: VMware1!

Management

Share View

Remote Desktt

T
C il -
T — I Favontes
B Desktop & ADFS.RDP
#§ Downloads & AirWatch.RDP
Recent places & AppVol.RDP
&5 CaptureVML.RDP
Remote B Desktop K CitricRDP
Desktops A administrator & CitrixBroker.RDP
1% Control Center K. C51-pd1.RDP
m Desktop &S IMP.RDP
Documents B PackagingVM.RDP
8 Downloads & RDSHO1a.RDP
g Music & SCOL.RDP
L Pictures & UEMProfiler.RDP
In this part you install the integration broker software
5. from the Citrixbroker virtual machine's desktop, go to the folder shortcut.
6. Navigate to
7.Run , in the security warning window click
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Application Tools Integration Broker

We can't verify who created this file. Are you sure you want to run this file?

|. 1 Name: ...com\software\W51\wiDM\Integration Broker\setup.exe
Type: Application
From: ‘\csl-pdl.euc-livefire.com\software\WST\wiDM\Integr...

o | Run | | Cancel
p~—4

1 This file is in a location outside your local network, Files from locations
Q you don't recognize can hamm your PC. Only run this file if you trust
the location. What's the risk?

Share Wiew Manage
« software » W51 » vIDM » Integration Broker v & 5
¢ Favorites Marne Date modified Type
B Desktop e 2/27/201912:08 PM  Windows Installer
& Downleads L IBwixpdb
41l Recent places e & setup 2/27/2019 12:08 PM
o —
18 This PC
Open File - Security Warning -
"‘H Network

8. Click

0.

10. Click

Citrix Integration with VMware ldentity Manager

-0500

on the Welcome screen

1 VMware Identity Manager Integration Broker |;|i-

Welcome to the VMware Identity Manager LB
Integration Broker Setup Wizard :

The installer will guide you thiough the steps required to install VMware Identity Manager Integration
Broker on pour compiuter,

Chck "Mext" bo continue.

WARNIMG: This computer program is protected by copynight law and international treaties.
Unauthonzed duplication or distibution of this program, or any portion of it, may result in severe civil
of ciminal penalties, and will be prosecuted to the maximum extent possible under the law.

to the End User License Agreement
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Welcome to the VMware Identity Manager
Integration Broker Setup Wizard

VMWARE END USER LICENSE AGREEMENT

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE
AGREEMENT SHALL GOVERN YOUR USE OF THE SOFTWARE,
REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE
INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING,
OR USING THE SOFTWARE, YOU (THE INDIVIDUAL OR LEGAL
ENTITY) AGREE TO BE BOUND BY THE TERMS OF THIS END USER
LICENSE AGREEMENT ("EULA"). IF YOU DO NOT AGREE TO THE .,

e e e e s s e s e A

11. Leave the default settings and click Next.

Select Installation Address (» |

The installer will install ViMware |dentity Manager Integration Broker ta the following web location.
To install to this web location, click "Next". Ta install to a different web location, enter it below,

Site:

| Default Web Site v
Vitual directory:

e

Application Pook

| DefaulttppPool v

12. Click Next on the Confirm installation windows.
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Confirm Installation

The installer is ready to install ViMware |dentity Manager Integration Broker on your computer.
Click "Mext" to start the installstion,

13. Click on Close on the Installation Complete window.

Installation Complete

IgalB

Wiware |dentity Manager Integration Broker has been successfully installed.

MNext Steps:
1. Ensure that the Microsoft Visual J#® 2.0 Redistibutable Package is installed.

2 Install the appropriate version of the Citix PowerShell SDE.

3 Download and copy the Citiix Xendpp 'Web Interfface SDK DLL files to the Integration Broker's
ban dwectony.

For more information, see Viware ldertity Manager installation documentation,

Chick "Close™ to exit.

Cancel

Part 1c - IIS Configuration

1. Click Start > Server Manager.

Citrix Integration with VMware Identity Manager Export Date: 2024-01-11 03:31:38 Page 10
-0500



2. In Server Manager, select

* Dashboard

Compenent Services

Computer Management
Defragment and Optimize Drives

Ev
e In anager
Configure this local seN
Local Security Policy

Microsoft Azure Services
(ODBC Data

VIE TO SERVER MANAGER

(ODBC Data
Performance
— Resource Manitor

Security Configuration Wizard

IND SERVER GROUPS
Server groups: 1 | Servers totak: 1

3. In the left pane, click

Click in the Microsoft Web Platform pop up message if prompted

Internet Information Services (IIS) Manager [x]

Do you want to get started with Microsoft Web Platform to stay connected
with latest Web Platform Components?

|| Do not show this message.

Yes |° Mo | | Cancel
N

4. Select the
5. Click in the right pane.
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' |2+ CITRIGROKER » Agplication Pools

File View Help

e‘! Application Pools m
- |# 8 PP 3 Add Application Pool.
I 'ﬁi Start Page | This page bets you view and manage the list of application pools on the server, Application pools are S
49 CIIR]IBRUN.ER (EUC-LIVEFIRE | 5onciated with worker processes, contain one or more applications, and provide isclation among different Application Pool Tasks
o} Application Pools applecations. B Start
b -[&] Sites i = = :
./ Filter « W Go - g Show All | Group by: Mo Grouping - | Stop
Mame = Status  METCLRV.. Managed Pipel.. Identity Applicstions T Recyele.
L NET w5 Started w40 Integrated ApplicationPoolid., 0 Edit Application Pool
J.NET w5 Classic  Started w0 Classic Appli-:d:lnrlp\n-nlld... o LJ Basic Sgtings,...
o ! DefaultAppPocd Started  wa0 Integrated ApplicationPoclid.., 2 Recycling...
Advanced Settings.., o
Rename \_ J
L " T i

8. Set .NET CLR Version value to 2.0

9. Set value Enable 32-bit Applications to True
10. Set identity value to euc-livefire\administrator
11. Click OK

12. Leave IIS manager open for the next step

Name DefaultAppPool -
Queue Length 1000
Start Mode OnDemand
4 CPU
Limit (percent) 0
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295
Processor Affinity Mask (64-bit ¢ 4294967295
4 Process Model
I Generate Process Model Event L
Identity o
Idle Time-out Action Terminate v
Identity

[identityType, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool |dentity (recommended), Network
Service, Local System, Local Service, or as a specific user identity.

Q@ o

Part 1d - Self signed certificate creation

In this part you create a self signed certificate for the ssl communication with citrix storefront

Citrix Integration with VMware Identity Manager Export Date: 2024-01-11 03:31:38 Page 12
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Open the IIS manager if it is not open already

1. Go to

2.Goto

>

>

Server Manager

iy

* Dashboard

VIE TO SERVER MANAGER

NEW

UND SERVER GROUPS
Server groups: 1 | Servers total: 1

Windows
PowerShell

Task Manager

. (’.’})| I' Manage Tools View  Help
Component Services

Computer Management

Defragment and Optimize Drives

Event Viewer

e Internet Information Services (IIS) Manager

a thic g
ire this local SENAiscsi Initiator

! ° Configu

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

er group Resource Monitor

Security Configuration Wizard

nis server 1o C Services

System Configuration
System Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnostic

Windows PowerShell

3. In your left pane click on the

4. Navigate to

object

in the center pane

Citrix Integration with VMware ldentity Manager

-0500

Export Date: 2024-01-11 03:31:38

Page 13



- €3 » CITRIXBROKER » H!I.

File View Help

@- = |8

W5 Start Page
’o CITRIXBROKER (EUC-LIVEFIRE
“. 2} Application Pools

b-[8] Sites

ea CITRIXBROKER Home
Filter: |d ~ ¥ Go - g} Show All | Group by: Area

ASP.NET
" & i . —
[ & e 9 E
NET NET NET Error NET MET Trust  Application
Authorizat.. Compilation Pages  Globalization  Levels Settings

* 5 @ & &

Machine Key Pagesand  Providers  Session State SMTP E-mail
Controls
s
B B 9 o
Authenti Authori Compressi Default Directory  Error Pages
Rules Document  Browsing
=) i, TR L
& g &= W g 1
Handler HTTP HTTP IP Address  ISAPland  ISAPI Filters
Mappings Redirect Respon.. and Doma.. CGIRestri..
o = e = J D
MIME Types  Modules Output Request "%/ Server Worker
Caching Filtering  Certificates  Processes

G
Connection
Strings

b

Failed
Request Tra...

Logging

Manage Server
Restart

Start

Stop

|yt

View Application Pools
View Sites
Change .NET Framework
Version

o Get New Web Platform
Components

o Help

5. On your right pane go to Actions > Open Feature

Under Actions select Create Self signed certificate

6. in the Create Self-Signed Certificate window, write IBcert as a name for the certificate

7. Click OK.

8. Leave the IIS Manager window open for the next steps

Citrix Integration with VMware Identity Manager
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[ @ CITRIXBROKER Home

Open fesmure

L Intermet Information Services (IS) Manager =l x|
@0 [%» cwsrom B EEELCE
[

e el
a-212 19, @) server Certificates
- §

ssssss

Q «
I<E 0

part 1e - Site binding configuration

Open the lls Manager if not opened already
1. On the IS Manager click on Sites
2. Click on the Default Web Site

3. In the right pane, under Edit Site select Bindings

f &| » CITRIXBROKER » Sites » Wty
-F-iz_.\fizw Help
@- | =8 | q Sites @ Add Website...
. :g imﬁf:oxm (EUC-LIVEFIRE Filter: = ¥ Go - G Show All | Group by: Mo Grouping SeWele e R
3 Application Pools MName * (+] Status Binding Path BdIlShe
& Sites o Ditault Web Ste_1 Started (ht._ =60 (http) S pmemDrve R, et
b J \_J Basic Settings...
B Explore
Edit Permissions..,
X Remove
Rename
View Applications
View Virtual Directories
Manage Website (a0
Citrix Integration with VMware Identity Manager Export Date: 2024-01-11 03:31:38 Page 15
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4. On the Site Bindings window click on Add
5. On Type select
6. Make sure the Host Name field is empty

7. In the Ssl Certificate drop down menu choose the certificate you created on previous
steps

8. Click OK on the add site binding window

9. Click on the site binding window
Ipoojs A - A, r - Al . A,
Site Bindings 2] x |
- Type Host Name Port IP Address Binding Informa... o Add...
http 20 i \
Add Site Binding [ [
Type: IP address: Port:
https v| |J:l|| Unassigned v| |443 | -

Host name:

©0-©

/£
-

[_] Require Server Name Indication

S5L certificate:

O - ) [Tee | [ | N o= ]
-
g‘ oK ‘ ‘ Cancel ‘ o

10. Open a powershell or command line window.

11. Run the iisreset command

Citrix Integration with VMware ldentity Manager Export Date: 2024-01-11 03:31:38 Page 16
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X Administrator: Windows Pov

:ld Microsoft Corporation. All rights reserved.

ministrator.CORP> iisreset

12. In your Controlcenter VM open a chrome browser and type http://citrixbroker/IB/API/
RestServicelmpl.svc/ibhealthcheck , you should see an "ALL OK" message.

[ citrixbroker/IB/API/RestServicelr X +

“— o @ http://citrixbroker/IB/AF
e
"All OK™ o
et

13. Now type https://citrixbroker/IB/APl/RestServicelmpl.svc/ibhealthcheck
14. Click on

15. Click on

16. You should get an "ALL OK" message

Citrix Integration with VMware ldentity Manager Export Date: 2024-01-11 03:31:38 Page 17
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+

X
https://citrixbroker,

A

Your connection is not private

A might be trying to steal your information from citrixbrokt

credit cards). Learn more

This server could not prove that it is citrixbroker; its secur

Subject Alternative Names. This may be caused by a misco

< c
O httpsificits
< C

“All 0K,
°

https://citrixbroker,

part 1f - citrix components installation

1. On your Citrixbroker machine, open the folder

2. Navigate to >
3. Right click and

Citrix Integration with VMware ldentity Manager
-0500

the citrix virtual apps and desktops ISO.
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EF]’ = -1

Share

v Network » cs1-pdleuc-livefire.co

DiscImage Tools

View Manage

Citrix

eiuf‘mrare v Citrix v C;: | Search Citrix
St

Google a
Chrome - Favorites MName Date modified Type
B Desktop Create Site-2018-10-25-3-8-16 10/25/2018 File folder
o & Downloads \# Citrix_Virtual_Apps_and_Desktops_7_1808_2 “"‘e EAEALL_Pieedmage
a8
&= . Recent places 4] XenApp_and_XenDesktop_7_18 gy | Moemt S’ Image
e Open with...
€
d1 . 8 This PC Restore previous versions
Send to ]
?! Network Cut
Copy
Create shortcut
Delete
Rename
Properties

4. In the newly mounted drive navigate to

5. Click on next to virtual apps

6. Click on

on any device

Virtual Apps odser sppicsions

Virtual Apps and Desktops deiver sppications and desktops

Apps 7

Get Started Prepare Machines and Images

Delivery Controller Virtual Delivery Agent for Windows Server OS.
Start here: Select and installthe Delivery.
ess rvices like Licer and

troller and other nstal this agent o deliver applications and desktops from server-

based VMs or physical machines.

Extend Deployment

Citrix Director i Citrix Studio Self-Service Password Reset

o

Universal Print Server i

Citrix License Server i Session Recording

Citrix StoreFront i Foderated Authentication Service i

upporting content anline.
\owadge base aticle, security ulletins, and troubleshooting guides.

Citrix Integration with VMware ldentity Manager
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7. Accept the software license agreement and click NEXT

Citrix Virtual Apps 7

Software License Agreement

Licensing Agreement Printable version
Core Components Last Revised: March I, 2018 -
Summary CITRIX LICENSE AGREEMENT :
Install This is a legal agreement ("AGREEMENT") between the end-user customer ("vou").
Finish and the providing Citrix entity (the applicable providing entity is hereinafter referred to

as "CITRIX"). This AGREEMENT includes the Data Prc ing A , the Citrix

Services Security Exhibit and any other documents incorporated herein by reference.
Your location of receipt of the Citrix product (hereinafter "PRODUCT") and
maintenance (hereinafter "MAINTENANCE") determines the providing entity as
identified at https:/www.citrix.com/buy/licensing/citrix-providing-entities. html. BY
INSTALLING AND/OR USING THE PRODUCT, YOU AGREE TO BE BOUND BY
THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS
OF THIS AGREEMENT, DO NOT INSTALL AND/OR USE THE PRODUCT.
Nothing contained in any purchase order or any other document submitted by you shall
in any way modify or add to the terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

2. End User Licenses. Citrix hereby grants Customer a non-exclusive worldwide
license to use the software in a software PRODUCT and the software
installed in an appliance PRODUCT under the license models identified at
https://www.citrix. com/buy/licensing ‘product html. Any experimental features ~

o @ | have read, understand, and accept the terms of the license agreement

| do not accept the terms of the license agreement

‘[ Back _'m/&ncel

8. Click Next on the core component window

Citrix Virtual Apps 7

Core Components

' Licensing Agreement

Core Components Location: C:\Program Files\Citrix

Summary

Studio (Required)
Install Create, configure, and manage infrastructure components, applications, and
Finish desktops.

) I (G

9. Click install on the Summary window

Citrix Integration with VMware Identity Manager Export Date: 2024-01-11 03:31:38
-0500

Page 20



Citrix Virtual Apps 7

¥ Licensing Agreement
¥ Core Components
Summary
Install
Finish

Summary
Review the prerequisites and confirm the components you want to install.

Installation directory
CA\Program Files\Citrix
Prerequisites
Microsoft SQL CLR Types (x86)
Microsoft SMO Objects (x86)
Microsoft SQL CLR Types (x64)
Microsoft SMO Objects (x64)
Microsoft Visual x64 C++ 2015 Runtime
Microsoft Visual x86 C++ 2015 Runtime
Core Components
Studio

o) ) cnee

10. if your vm restarts during the installation process, please follow steps 1-3 of part 1f before

proceeding.

11. in the "locate Citrix Virtual Apps 7 Installatation Media" window, locate you mounted image

and click on "Select Folder"

-1~|pl.'rr.i-r.nc v &

Search This PC P ]

hmm -
.mm

4 Devices and drives (3)
= Loesl Disk (C5)

# | |
A7.3 GB free of 38.3 GB

12. Uncheck "launch studio"

Citrix Integration with VMware Identity Manager
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13. Click Allow the machine to restart if requested

Citrix Virtual Apps 7
Finish Installation

Thae installation completed successfully. v Success

Prerequisites
£ 0

sual x64d Ce = 2015 Runtime
| 86 C+ = 2075 Runtime

CLR Types (xB6)

Finish w" Microsoft SMO Obpects (xB6)
" Microsoft SOL CLR Types (xB4)
w Micrgsoft SMO l.'.I"l'c‘.t [xd)
Core Components
v Studio Installed
Post Install
w Component lnatialization Instialized
o | Launch Studio
o
[ > R |
oy
14. On your Citrixbroker vm, on your task bar right click on the icon

15. Click

!J iiE All Servers

&y Administrator: Windows PowerShell

e
) 2014 Microsoft Corporation. All rights reserve

administrator.CORP>

>

&4 Run as Administrator e

“% Run ISE as Administrator

1 App Server

A Windows PowerShell I5E

24 Windows PowerShell

o Unpin this program from taskbar
El Close window

4@. €

16. On your powershell windows type Add-PSSnapin Citrix*

Citrix Integration with VMware ldentity Manager Export Date: 2024-01-11 03:31:38 Page 22
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17. Type Get-BrokerDesktopGroup -AdminAddress Citrix.euc-livefire.com

you should get an output similar to this:
AppDisks {3
AppDnaAnalysisState

AppDnaCompatibility
AutomaticPowerOnForAssigned : True
AutomaticPowerOnForAssignedDuringPeak : False
ColorDepth : TwentyFourBit
ConfigurationSlotUids {}
DeliveryType : DesktopsAndApps
Description

DesktopKind : Shared
DesktopsAvailable 1
DesktopsDisconnected :0
DesktopsFaulted :0
DesktopsinUse :0
DesktopsNeverRegistered :0
DesktopsPreparing :0
DesktopsUnregistered :0

Enabled :True

lconUid 1
InMaintenanceMode : False
IsRemotePC : False

LicenseModel

MachineConfigurationNames {}
MachineConfigurationUids {3
MetadataMap {3
MinimumFunctionalLevel :L7.9

Name : standard delivery group
OffPeakBufferSizePercent :10

Citrix Integration with VMware ldentity Manager
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OffPeakDisconnectAction : Nothing
OffPeakDisconnectTimeout :0
OffPeakExtendedDisconnectAction  : Nothing

OffPeakExtendedDisconnectTimeout :0

OffPeakLogOffAction : Nothing
OffPeakLogOffTimeout :0
PeakBufferSizePercent 210
PeakDisconnectAction : Nothing
PeakDisconnectTimeout :0
PeakExtendedDisconnectAction : Nothing
PeakExtendedDisconnectTimeout :0
PeakLogOffAction : Nothing
PeakLogOffTimeout :0
ProductCode

ProtocolPriority {3
PublishedName : standard delivery group

ReuseMachinesWithoutShutdownInOutage : False

Scopes

SecurelcaRequired : False
SessionSupport : MultiSession
Sessions :0

SettlementPeriodBeforeAutoShutdown : 00:00:00
SettlementPeriodBeforeUse : 00:00:00
ShutdownDesktopsAfterUse : False

Tags {3

Tenantld

TimeZone : Pacific Standard Time
TotalApplicationGroups :0
TotalApplications .3

TotalDesktops 1

Citrix Integration with VMware Identity Manager Export Date: 2024-01-11 03:31:38
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TurnOnAddedMachine :True

uuiD : 9c5c2e43-85f4-4c20-8ed4-20f323c9544a
uid 22
ZonePreferences : {ApplicationHome, UserHome, UserLocation}

18. Type Get-ConfigSite -AdminAddress Citrix.euc-livefire.com , you should get an output
similar to this:

ConfigurationLoggingServiceGroupUid : 5d466dbe-9f03-49e6-a5d1-4fc4cb5a17bd
ConfigurationServiceGroupUid : b2456fbb-c9cb-4445-b0ae-dadc70e7alde
DelegatedAdministrationServiceGroupUid : 4e794a98-a86d-46d9-b0f3-34c20b28bc12

LicenseServerName : citrix.euc-livefire.com
LicenseServerPort : 27000

LicenseServerUri : https://citrix.euc-livefire.com:8083/
LicensingBurnin :2018.0815

LicensingBurninDate : 8/14/2018 5:00:00 PM
LicensingModel : Concurrent

MetadataMap : {[CertificateHash,

OU6gnsHLtsTWxKIbQdQ9a5PwnrXwtWeVhKyVbMW(fgluHrPwPrj7AOA5WoKd
CLWbfveYPtpCTM+1BCf2ajnNE2Q==],
[Citrix_DesktopStudio_License_Is_XD_Apps_Edition, False],
[Citrix_StoreFront_Cluster_ld, 195c6821-b6aa-4000-be22-f013375f4aec],
[ConfiguredComponents, Admin Config Log Acct Hyp AppLib Prov Broker

Lic
Monitor Pvs Sf Trust EnvTest AppV Analytics Orch]...}
PrimaryZoneName : Primary
PrimaryZoneUid : 66798896-2967-4465-9067-8608775d7a9%e
ProductCode : MPS
ProductEdition : ADV
ProductVersion :7.19
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SiteGuid :abebadb4-e71c-4397-a34e-a4404e556821

SiteName : London

19. from yourcontrolcenter vm, in your chrome browser go to https://citrixbroker/IB/API/
RestServicelmpl.svc/hznxenapp/admin/
xenfarminfo?computerName=citrix&xenappversion=Version7x

you should get an output similar to this:

"[{\"ConfigurationLoggingServiceGroupUid\":\"5d466dbe-9f03-49e6-a5d1-4fc4cb5a17bd\",\"Configura
c9cb-4445-b0ae-
dadc70e7a1de\"\"DelegatedAdministrationServiceGroupUid\":\"4e794a98-a86d-46d9-b0f3-34c20b28|
livefire.com\"\"LicenseServerPort\":\"27000\"\"LicenseServerUri\":\"https:\/\/citrix.euc-
livefire.com:8083\/\" \"LicensingBurnIn\":\"2018.0815\",\"LicensingBurnIinDate\":\"8\/14\/2018

5:00:00

PM\" \"LicensingModel\":\"Concurrent\",\"MetadataMap\":\"System.Collections.Generic.Dictionary 2[S
a4404e556821\" \"SiteName\":\"London\"}]"

if you get anything starting with "exception name" or. an http error please check your url.

20. On the ControlCenter server. Open the folder open and open
from the Start Menu

21. In the left pane navigate to >
22.In the main pane, right click on , and click
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23. Check HTTP basic
24. Click Ok

25. Close all windows

ciTrIX

Authentication Service:
Authentication Methods:

Used by this store only
User name and password

Token service:

citrix

Smart card

Pass-through from NetScaler Gateway

Can be enabled / disabled separately on Receiver for Wieb sites

Can be enabled / disabled separately on Receiver for Wb sites

Installing and uninstalling the authentication methods and the :]| 5 P
authentication service settings are included in the advanced options.

(o) = Je===

Used by this store only
User name and password

Sivelire.comfCitii/Auth

Configure Store S...
hviftokends Export Prowisioni...

i

Remove Store
H Hep
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part 1g - certificate export

1. From your Controlcenter vm open the chrome browser and type https://citrixbroker on
the address bar

2. Right click on "not secure"

3. Click on Certificate

P O
&« e Not secure  hitps://citrixbroker o
\ ° B [ 1)

-
[} GetPodIP i o
| Your connection to this site is not secure

X ] Airwatch [ Horizon JMP €3 WorkspaceOne [[] vSphere client

You should not enter any sensitive information on this
site (for example, passwords or credit cards), because

it could be stolen by attackers. Learn more

oa Certificate (Invalid)
@ Cookies (0 in use) A

* Site settings

Your connection is not private

Attackers might be trying to steal your information from citrixbroke
passwords, messages, or credit cards). Learn more
MNET::ERR_CERT_AUTHORITY_INVALID

D Automatically send some system information and page content to Google

Anmmarmie amme and cikae Drivasss moalisoe

4. On the certificate window, go to the details tab

5. Click copy to file
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]_—q\o/ Details | Certification Path

show: [ <Al>

Field

[ |version

[=]serial number

= Isignature algorithm

I signature hash algorithm
lsmer

V3

5f97e6d4745b S5cba 403 ...
shalRSA

shal

CitrixBroker. eucdivefire.com

= |valid from Saturday, March 2, 2019 9:31...
valid to sunday, March 1, 2020 4:00:0...
|2/ subject CitrixBroker. eucdivefire.com v

Edit Properﬁqej Copy toFile...
S

[ o |

6. In the Certificate Export Wizard window, click Next

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

7. Click on Base-64 enconded x.509 (.CER)
8. Click Next

Citrix Integration with VMware Identity Manager
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Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

() DER encoded binary X.509 (.CER)

®) Base-64 encoded X. 509 (.CER)
() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P78)
[ indude all certificates in the certification path if possible

() Personal Information Exchange - PKCS #12 (JPFX)
[ tndude all certificates in the certification path if possible

[ Delete the private key if the export is successful
[ Export all extended properties

() Microsoft Serialized Certificate Store (.S5T)

9. Click on Erowse and point to your desktop, and save the certificate with the name ibcert.

10. Click Next

File to Export
Spedify the name of the file you want to export

File name:
C:Wsers\Administrator \Desktopibeert.cer

11. click Finish
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(€) - Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard,

You have spedified the following settings:
Export Keys No
Indude all certificates in the certification path Mo
File Format Baset4 Encoded X.509 (*.cer)

o Finish || Cancel
S’

Section 2 - VMware Identity Manager Configuration

Part 1 - Configuring virtual app collection

1. Go to your identity manager tenant url, and login with your administrator user.

2.in the administration console navigate to >
3. Select if prompted
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£} VMware Workspace ONE X (@ vSpheraWeb Client x| + - o
& C (¢ @& ntps//aw-eudivel vidmpreview.com/SAAS/admin/a a %« 6
H Apps @y Horizon [] Gitrx & Applolumes [] GetPodl® (B vSp
F;;: Workspace ONE” Tenant Ain - AW-EUCLIVEFIREFP
O =m -
[hew | - fare (I [ommmmes | _
) Applicat
q or
:;1 Workspace ONE” Tenant Admin -+ AW-EUCLIVEFIREFP
Dastooard ~ | users & Groups | [[EERAMIRE | ioentiy & Access Management | Roles Q

Introducing Virtual Apps Collection

See Using Virtual Apps Collections for
Desktop Integrations for more details

N

4. On the Select the Source Type page in the Citrix Box select the SELECT hyperlink

Select the Source Type

Select the source type to use to create the virtual apps collection
- - L]
- - - - L
CiTRIX
—t — .

5. In the New Citrix Collection window, in Section 1 Connector and Broker

1. Next to Name type Citrix

2. Under Connector accept the default connector that being ws1-Connector.euc-livefire.com
(LivefireSync)

In the Sync Intergration Broker section, under Host type citrixbroker.euc-livefire.com

4. Under Port type 443

w
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5. Under Use SSL change the radio button from No to Yes

6. Go back to your desktop and open the ibcert file saved in Part 1G with Notepad++. Copy
the contents of the ibcert file.

« Under SSL Certificate paste the contents into the box

New Citrix Collection

Connection

©

©

(-]

©

e

——-END CERTIFICATE-===
se ssi

6. In Section 1 Connector and Broker, under Launch integration broker

1. Under Host type citrixbroker.euc-livefire.com

2. Under Port type 443

3. Copy the contents of the ibcert file and Paste the ssl certificate field

4. Inthe New Citrix Collection window select Next
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7. In the New Citrix Collection window, in Section 2 Server Farm

Launch Integration Broker

H signingCertficate.cer JI Bren 1 JI B FederstionMetadstz ol (3 = iboert cer 8

-BEGIN CERTIFICATE---—-

wJIAYDVQQRDEX1 CMIrZXInZXVIL J1LENvDT]

1

3 ¥29tMIIBIS i IBCGRC
AQEAC5+cblKkS+KQadenTFGiXi3the -Ond0X/1QfvwB2
3 0UOiRASq7xWg 4B11t1BV1AYXJONYL 1

2 /WeuECdbIg&VS/KbGFmIt] /QEXHATy /aFb3Z7cHBazw
o WVivg YTMbZS+MSnTDY T
0 eTBrvuDjSE1J1BJHTBuIVLOOCHZ IMzOIT
1 axi 1gH DAQABoyQWIIAL VRO
2 BAWWCQYIKWYBBQUE QYJRoZIh /

13  tPRHOlmjjWBA3/3Ifga¥xL/Q0k¥nlxjvu0sDTJIHGESmAZOYOVAS]QVT+CoL1SQDm
4  mZL6ABVANQVSEmOzh7LeAqQOKE1ICINFEMI6IF1UUG41S1kUYYTI+BQT0zYHOVY/S

UYOCTH KI88uduL x=ma/ tZgIiv
16 MMBuYRmWO1 rQAIL0JereD, g2y

17  Rg57kamj2/B8NnSZn6/aivwI¥llcesQ 17h2Fi c+TT2NG2s
2 mmmme END CERTIFICATE-----

2 KNO=

o

1. Under Add or modify Citrix server farms. At least one server farm is required. select the
+ ADD SERVER FARM

w N

On the Add Server Farm window select +ADD SERVER
Under Server Name type citrix.euc-livefire.com

4. Under the Launch Preference,
+ Verify STOREFRONT is selected
+ Under StoreFront Server URL type http://citrix.euc-livefire.com/Citrix/StoreWeb/

5. Select ADD

6. In the New Citrix Collection window select NEXT
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http://citrix.euc-livefire.com/Citrix/StoreWeb/

5
£

7.1n the New Citrix Collection window

1. in Section 3. Configuration Accept the the default values and select
2. Section 4. Summary
+ Select

3. On the Network Ranges window select
Observe the defaults, in this lab there is no requirement to make changes, Select
You will land back at the Virtual Apps Collection Page

vk
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Ne Collection (@) x
WWWWWWWWWW
,,,,,,,,,,,,,,,,,,,,
o
S — o
=
°

8.

* In the Virtuals APPs Collections window
1. Select the radio button next to Citrix, Select the SYNC button
2. On the Calculating Sync Actions page select SAVE

Virtual Apps Collections o

—a
m| EDIT || srnc | | oeere |

Name Source Type Sync Frequency Sync Status (*  Last Attempt Sync
° Citrix Citrix Manual Mot yet synced
Calculating Sync Actions e x
4

Applicat Deskiops A nme
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Part 2 - Verification

1. From your ControlCenter machine's chrome browser open your custom Vmware identity
Manager SaaS tenant url

2. Log in with your user1 credential, in the authentication domain with the
password VMware1!

F Y%

\_o_/ user]

q
Sign in
°
Forgot password?
Change to a different domain

vmware

1. Inthe Web based Hub interface under Categories select

2. Under the Virtual Category next Calculator select

3. If you are in Mozilla Firefox you will be prompted with What Should Firefox do with this
file? and select

4. You can now observe the integration of Citrix into VMware Identity Manager.
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OEN-X @@ htpsy/aw
() A
~ Ppe
Categories Q Searc
All Apps
Websies
A
0
Apps 1 Virual
Categories

eudivefirefp vidmpreview.com/c

Notifications

h apps

Notifications

Virtual

Al Apps

Virtual > q

Websites.

i

Opeing Gad2athd 04 dede i3 Oedd 203483ica
You have chosento oper
© 6ad3694-2484-4e8e- 9243-0edd 12036443 5ca
which s Gt ICA Cint (15 KB)
from: ipe/an-eucivlieipsidmpresiencom
What shoud Fiefo do with this ie?
@G} | G Comnection Manager G
O seveFile
[JDo this gutomatically for files like this from now on.

View Edt Help

we | [ | s [0
[=lfe]le]

Caleulator

Citix

Paint

Citix

Add your favorite apps here for quic

E E X
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