Installing and Configuring Horizon TRUESSO

Overview

@ Traditionally when authenticating to Workspace ONE Access using a 3rd party
authentication method, the user we will by default, not have a Single Sign-On
experience when trying to launch any VMware Horizon based resource through
Workspace ONE Access.

Traditionally Single Sign-On would only be an issue when using a 3rd Party
authentication method. To solve this problem we would deploy what is known as the
Horizon Enrollment services to facilitate a Single Sign- on experience. The Horizon
Enrollment services, integrates with Microsoft Certificate Services to provide a solution
to this challenge and we refer to the solution as Horizon TRUE SSO

Since December 2019

Caching of Passwords for Horizon has been disabled and a user will always have to re-
authenticate when they select their entitlement. https://docs.vmware.com/en/VMware-
Workspace-ONE-Access/services/rn/VMware-Workspace-ONE-Access-Cloud-Release-
Notes.html

We have already demonstrated how to facilitate a single-sign on with password based
authentication. When authenticating to Workspace ONE Access using a 3rd Party
authentication method and wanting to launch a Horizon based resource, one will still
be prompted for password based Authentication.

In a Zero-Trust environment, it is critical we secure our Horizon Sessions with
authentication methods that are not Password based.

In this lab scenario the 3rd party authentication method we use to login into
Workspace ONE Access will be a certificate based method of authentication.

In June 2020, Caching of Passwords was re-introduced as an option to re-enable, to
allow Password Single Sign-On based Authentication. Caching of Passwords is disabled
by default.

When using Horizon with Workspace ONE Access and a 3rd Party Authentication
method, the only way we can get a good user experience with Single Sign-On is to
deploy Enrollment Services also known as TRUESSO.

We will start off by doing the following:
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1. Loginto a Windows 10 Desktop and demonstrate the limitation

2. Deploy and configure TRUE SSO
+ Deploy and configure Horizon Enroliment services
* Integrate and configure Active Directory Certificate services with Horizon

Enrollment services
3. Loginto a Windows 10 Desktop and demonstrate the solution

Please Note. This lab is not for the faint-hearted. You will see the implementation
process of deploying and configuring Enrolment services in Horizon and integration

with Microsoft Active Directory services.

You will also experience first hand how reliant Enroliment services on Microsoft Active

Directory Certificate services is.

Part 1: Log into a Windows 10 Desktop and demonstrate
the limitation

5 wWIOEXTO1a - wIDEXTONa.euc-ivefire.com - Remote Desktop Connection

£ Type here to search

1. On the ControlCenter server Desktop,
« Switch back to your the W10EXT01a.RDP session
« W10EXTO01a.RDP is enrolled into Workspace ONE UEM and has a certificate already

deployed
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* If necessary login as:

* Username: administrator@euc-livefire.com

+ Password: VMware1!

e https:/fcasmdmpreview.com/ca: X
€ > cC

&  Google Chrome isn't your default

L

Select a certificate

Sebect a certificate to suthenticate yourself to casmvdmpreview.com:d43

Subject lzsuer Serial
Mark markusheinraadgmail... 018701
Certificate information oK Cancel

B casvidmpreview.com/cas/t/AW-LIVEFIRE-MARKUSRNAA4/API/1.0/REST/landing?EAB_CALLBACK _URL="%21

X

2. Open a browser on your windows 10 desktop
« Enter your custom Workspace ONE Access URL
+ On the Select a certificate window note the account of the certificate and select OK

¥ WI0BXTO1a - wiOBKTO1a.euc-livefre.com - Remote Desktop Comnection

© Apos | Whware eeligent b X

c>c o

@ o
Q searcnapps
NewApps  AlApps  Calegories v
New Apps

Va

5 e 7] E
( 2

Calculator Internet Explorer aint

Password Request

We need your password to sign in to Calculator,

Password

MD

Mark Debio

Sign out )
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3. Onthe Workspace ONE Intelligent Hub console,
« Under Apps,
* Select Calculator

* Notice we are getting a Password request.
* We used a 3rd party Auth method to login to Workspace ONE Access. (In our session a
Certificate based Auth method was used) Workspace ONE Access did not have the UPN it
would have received from a password Auth method, to pass on to the Horizon Agent.

Select Cancel to close the Password Request window
In the top right-hand corner,

+ Select and right-click the User Icon,

* select Sign out

Close your Browser
+ Minimize your W10EXTO1a.RDP session

We will now go and configure Horizon Enrollment Services, to be able to facilitate a Single Sign-
On experience for 3rd Party Authentication methods

Part 2. Installing a sub-ordinate CA and the Enroliment
services

Tools View

Add Servers

Create Server Group

re ]. e e 3| sarver Server Manager Properties
= - _ LN b | v i

1. Onyour ControlCenter server
* Open the Remote Desktop Folder
* Launch the TrueSSO.RDP shortcut,
* login as administrator@euc-livefire.com.
+ Use the password VMware1!

+ Server Manager should launch automatically on the TRUESSO Server, desktop
interface
* On the Server Manager Interface
+ Select Manage > Add Roles and Features
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f DESTIMATIN SEAVER.
Before you begin TAMS50 muc-Pertea o
_ This wisird beelps you inilal robes, role senices, o features. You detesmine which roles, role sendoe, o
features b inctall Baced on the computing nesds of your erganization, cuch at thanng decurents, ar

Ingrallasion Type hsting a websse,

Server Selectio
bk & Te remove nobes, robt Senece, o Fatunei:

Start the Remcres Rolee ared Features Wizard
Before wou Continue, verily thet the foBowing tasks have been completed)

* The Admenisirator Sooount has 8 strong paspwoed
® Metwork seflings, such as slatic 1P addreiies. are configured
* The mast curment secunty updates fram Windows Update sne instalisd

Iy srendl werify thak any of the preceding pr hiaver been P i, clour the wezard,
oamphete the steps. and then nan the wizend sqain.

Te contirue, chick Mext.

[[] Siop thes page by detalt

= Perwaicus I Fast = ntall Cancel I

2. On the Before you begin window

+ Select Next

DRSTIHATION SERVER

Select installation type TraSI0 pet Fersrcom

Bafore ou Bagin Sebext the inatallation trpe. Veu cam insial rebes and Festures on & rossing physicsl computer or virtusl
rmacking, o on an affline virtusl hard digk (VDL
Server Selection ® Role-based o featune-bacsd inatal lation
o Conliguie & Single server by sdding roles, robe services, and lsaures.
0 Remote Deskiop Servioes matallation
Ingtall reguered rode services for Virugl Desidop Infrasiruchene VDD 10 creabe 3 virual machire-Dased
oF BEHON-Died derkiap Sepliyent

3. On the Select installation type window,

* Ensure the radio button in front of Role-based or feature-based installation is
selected
+ Select Next
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Select destination server

Bedora You Bagin Selecl & verver or @ wetusl Bad duik on which to mtaell robe esd inatunes

~isaliation Trpe W Selecn & perver from the sereer pool
[
Sarver Bolag Server Pocl
Faanures
Fikar
Searme ¥ Addre Operaling Spuler

1 Compuseris) found
This pacge thows senaer that s nenning Windows Server 3012, and that Faes Been added by usng the
Add Servers command i Sarer WManagar, Cine cerwer and new-added tervers from which data

gallacten w rhll meomplids & nat thoean.

[ o]

4. On Select destination server window (accept the defaults)
« Select Next

e e I
Select server roles

Select one or more roles to install an the selected server.

ou Bagin

nstallation Type

[ Active Directory Rights Management Services

| e

Add features that are required for Active Directory
Certificate Services?

[ Include mansgement tock: (4 appicable)

[ remrs] [ cmee |

Select one or mare rales to inctall on the selected cerver.
[ - Roles
T
O Active 5
Features [ Active Directory Federation Services
ancs 71 Artiinn Mirmrtmms | imbbuminit Piraston: Sandiras

[

and Access Services
ment Services

P Services

< Previows | | Neat » nstall Cancel

[

rec .
() Active Directory Federation Services "
) Active Directory Lightweight Directory Services -

5. On the Select server roles window,

+ Select the check box in front of Active Directory Certificate Services,
+ When prompted for the Add Features window, select Add Features box,

+ then select Next
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+ EOESTIATIC SEEEE
Select features MWl et
Bafors Yoy Bagin Select one or mone Teabures Do nstall an the seleched senar.
Installagian Tyoe Features. Dhescription
Server Selaction BT i T Fraenework 3.5 Features {1 of 3 inctalied n|  MNET Framewark 3.5 comibsires the
N Ji T Frarmeweri .t of alled) e o
Sanar Rt W] MET Framemwark 4.5 Fastures (2 of 7 instalied) A
¥ [] Backgrourd Imelligent Transfer Service [BITS) » buaiding spphoatiord that affes
AT . appeabnyg uher imerlace, probect
(= O Bitlocker D Encrypiion your cuss . ibentity
Aole Services O] BitLocker Metwork Wnlock farmation, enabie o ma
Earfirrnation ] BranchCache SETUNE COMPUMCATIo and prerode
[ Cleent Bor MFS e ability to mode a3 range of
; business procesces.
] Data Certer Bridging =
O] DCerect Play

] Enharced Stomage

] Fademer Chasbering

] Growg Polcy Mansgemest
L] IS Hastsble Wels Cave

] Ink and Handwriting Seraces

-":l

- *

epf'.hul[ Mext = inseai |

6. On the Select features window

+ Select Next

Bafore You Begin

inRalaian Type

Eeryur Selection

St Fzked

Faatures

[ socs

Figle Services

Confermation

Active Directory Certificate Services

DT AT R
TriskhB0 sk -bearion com

Agtrer Diretlory Cotiitate Servies (B0 CF) provides the celiioate minablndhees 1o mmabie foeeario
wuch @i showrs winshess netwark, wtual prvabe netwearkd, ISterret Frotocol Securnty (P56t Heteork
Acceid Protecton [MAF), encrypting file npibem [EFS) and wmart card log on.

Things to nate:

* Thir nase aed domar sellings & this comgter cannal be chinged after & ceftification sotharity
(EA hiri baew irmitalied,  you want b changs e compuber nams, join & domain, or promaole the
wsrver 83 a domain coninalier, complets Shews changes before mmtsling the CA For mone

nf Hon, see AT

7. On the Active Directory Certificate Services window

+ Select Next
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Select role services il e

Baedore rou Begin Select the role peraces bo inctall for Active Directony Cevtificase Services

nitalation Type Ricks isrvices [ecription

ferver Selegmon r 3 m Cortihcation Authonity [CA) = used
Server Roles E 10 issue and mansge cemificates

o ) ] Cernficate Ereoliment Polcy Web Senvice: Multiple CAz can ke linked &2 foem a
Features 1] Certente Ervallment Wb Senvice public key inirastaciure

ADCE [ Cerifcation Autharity Wt Encoliment

e e [ PSS ———

Confirmation L] Onling Besponder

8. On the Select role services window
+ Select Next

[ Add Roles and Features Wizard =L
Confirm installation selections |, DUSTHATIGH Suves

Before You Begn T ingtall the followang rale:. rele tervices, or Festres on selected perver, click Install

nynallasion Tyoe [l Restart the destination sener sutomatecalty d required
Server Selection Optional beatures (such &5 sdministeation tools) megiht be displayed on this page becsuse they have
rar sl been selecied sutomabicalty. If you do mot veent Bo instedl these optional feateres, click Previous to chear
S Boky their check boor
Faatunet

Al g

Rale Servaces

_ ¥ & restant i requined, this Server festans sutamatically, withean

additional ratification:. Do you want 1o allow autcmatic restarta?

veo | me |

Bupaost configuration settmgs
Lpecify an shemade cowrce path

T

9. On the Confirm Installation selections window,
+ Select the checkbox next to Restart the destination server automatically if required,
* Onthe Add Roles and Features Wizard window
« Select Yes

+ Select Install

* You will have to wait a short while before moving on to step 10
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CAITRATION SIRVIR

Installation progress TRMSET bt oe

View inchallation progress

ﬂ Feptune installyban

Configpeation iequred. rtslaton swceeted on Tine550 s -bvelee L0m

Active Dinectory Certificste Services

Actiew Directory Certificaie Services Tooly
Certification Authority Maragement Tosls

Yiou can cloge i wizsnd withou! inberupting nanning ek View tagk progrest or opsn Shit
pagE B by licking Mobfcatond i the comeand bae snd then Task Detads.

Ewport configuration cethng:

= Praveiceus Mt = Close | Carcel

10. On the Installation progress page,

+ Select the Configure Active Directory Certificate Services on the destination server

hyper-link

e seemeesmw - =—-——

3 . DESTEHATION SERVER
Credentials TrueS 5C.cus-tvefien.com
IEEETEE oo crecentials to configure rale services

Role Services

To install the following role serdces you must belong §o the local Admimirtrators growp:
= Standsbone cemilicabson authonty
= Certfacation Authorty Web Drrnolment
= Orline Responder
T install the following role serdoes you must belong o the Endenprise Admers group:
= Emterprise certdheabon authedity
* Certfacale Ensoliment Policy Web Serace
* Certificaty Encolimeent Wieh Service
* HNetwork Device Encollment Service

Credentists EUC-LIVEFIREsdministrator E

More about AD CS Server Roles

= Preapun et = | Configure IE'

11. On the Credentials window

+ Select Next
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DESTINATION SERVER

Role Services o s
L raclanctl Select Role Services to configure
Setup Type W Cartificatian Autharity
CA Type Cerrhcatsnn Suthorty Web Enmllment
Frivate Ky A
Crypograghy CatiFeats Eersl
Cd gy & ErVCE

Certifichte Raguedt
Carsfficate Database

Confimmation

Mare about AD C5 Sereer Roles

| <Previows | | West> | Configure

12. On the Role Services page,
+ Select the Certificate Authority checkbox

DESTINATION SERVER

SE‘IUFJ T:r'p'E‘ TrueSS0ueuc-livefine.com
Credentisly Specify the setup type of the CA
Rgle Servioes
_ Enterprize certification authonties (Cs) can use dctive Directory Doman Senaces (A0 0F) to
- simplify the management of cerificabes. Standalons Cis do not use AD DS to issue or manage:
LA Type camilicates
Privaio Koy

® Emterpaize CA
Enterprze Cis must be demain members and are typicaly online to s certsficates or
Ci Name certificate polices.

Cryptegraghy

Cerificate Reguest
CAruCut Rbgues ) Stanclaione CA

Cenificate Database Standalone CAs can be members of & workgroup o damain. Standalone Cas do not require AD

Cardiraton D% aned can be uted withaut & rebwerk cennection [aMine).

More about Setup Type

= Previcus | | Mot = Configure

13. On the Specify the setup type of the CA window,
+ Select the radio button next to Enterprise CA
+ Select Next
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DESTINATION SERVER

Cﬂ T}"p‘e TrueS S0 e - livefire.com
Credentials Specify the type of the CA
Role Services
Setup Type When you install Actees Dvectory Cortficate Services (A0 C5), you are creating or sxtending a
public key infrastructure (P} hierarchy, & root Ch et o2 the top of the PE] higrarchy ard moues @5
_ owam self-signed certificate. A subordnate CA receives a certficate from the CA above it in the PKI
Private Ky hasrarchy.
Crypiegraphy ) Root CA
CA Mame Root Cis are the first and may be the only Chs configuered in a PKI hierarchy.

nificate Reguen f
Certficane Regues @ 5 b CA

Cactiionin Datstate Subordinate CAs regquire an established PRI hierarchy and are suthorized 1o issue certificates by
Confirmation the CA& sbowve them in the hiersrchy.

Mong about CA Type

ﬂl‘ﬂndnlull_ hext > | Coonfiguire

14. On the CA type window
+ Ensure the Subordinate CA radio button is selected,
+ Select Next

. DESTRHATION SERVER
Frivate KE.'}-’ TrseSS0Leus-Brefire com
Credentas specify the type of the private key
Foke Serviied
Setup Type To generate and iue certihcated o chenti, & cetification suthonty (CAD mutt have & privite kg,
CA Typs ) Creste 5 rew private key
_ Use bhes cpbeon if pou do Mot have & preabe ey of want b0 creabe 5 rew presbe ey,
Cryptography

) Upe monting private key
Use this opbon o ensure continuity with preveoushy issused certificates when reinsialing a CA

Felect 2 certificate and ve i3 asecisied private ey

Ch hame
Carificame Reguest
Carifcate Database Sedect this opticn if you have an exsting certdficate on this compater or if you want to
o Pescation snarl & ceitificste and uie it auooated pivals key.
an evishing privabe key on his compirier

Select thi: aption if you have retained pracrbe beye from & previcus installation or wart i
uge & private key freen an albermate tource.

Mere about Private Key

u Pk | | [T Comnibagure IEI

15. On the Private Key window,
+ Ensure the radio button next to Create a new private key is selected
+ Select Next
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Cryptography for CA

DESTINATION SERVER

Canfirmation.

Maine sbanit Cryptagraghy

[<rrmie | [ ea>

TrueSS0, suc-livefie.com
Cregentials Specify the cryptographic options
Role Serdces
Satup Type Sedect & cryptographic providen Key length:
A Type Setap Type Software Key Storage Provider |-||2.;.q B
Private Key Sebect the hath algorthm for sigming cerfcates ssusd by thes S
SHAZ56 Ll
i Mare SHAZRS |i
Certficate Requen SHAS12
Cartficate Database SHAY .
AN

[[] &l adminizgtrator interaction when the private key i sccessed by the CA

Configure | Cancel

16. On the Cryptography for CA window, validate the following is selected

+ Under Cryptographic Provider: RSA#Microsoft Software Key Storage Provider

+ Next to Key Length: 2048
+ Hash Algorithm: SHA256

+ Select Next

L

DESTINATION SERVER

CA Name TrueS50.eue- lvefire.com
Credentals Specify the name of the CA
Role Services
Setup Type Type a common name to identify thiz certification authornty (CA). Thic name iz added to all
- certificates issued by the CA. Distinguished name suffix values are automatically generated but can
CA Type be modified.
Private Key
Common name for this Ca:
Cryptography
auc-lrvafira-TRUESSO-CA
Cerificate Reques: Distinguithed name suffoc
Certificate Database DC = euc-lvefire, DC=com
Confirmation

Preview of destinguished name:
CN=euc-Irvefre-TRUESSO-CA DC =ouc-Invefire DC=com

More about CA Name

< Previous | | MNext»

17. On the CA Name window
* Observe the CA naming convention
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+ Select Next

Select Certification Authority 4 X

Select a certification authority (CA) you want to use.

ca Computer
[ CONTROLCENTER-CA

DESTINATIOH SERVER
TRUESSC.euc-livefire.com

18. On the Request a certificate from parent CA,

+ Select the radio button next to Send a certificate request to a parent CA:
In the Select box, select the radio button, next to CA name

To the right of the Parent

CA box click the Select button

* In Search box, enter ControlCenter and select Check Names

Select Next

Installing and Configuring Horizon TRUESSO
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CA Database

Credentials

Role Services

Seup Tyed

Ca Type

Frivate Key
Crypegraphy
Ca Mpne
Cartihcate Reguent

Corfirmatian

DESTIMATION SERVER
TrueS50eue-Bvefie.com

Specity the database locations

Certificate database locatmon:
CAWndmiystem 3R elog

Cortificate databacs log location:
Civindowsisysbem 3T Cenlog

Mo abewt CA Detabase

[ previous | | hewt s

19. On the CA Database window,
+ Select Next

Confirmation

B

Acle Services

EEtup Ty

Ca Type

Brivace Koy
Cryptograghy
G Mg
Certificam Request

Ceriicate Datatase

DESTIHATION STRVIR
Tree 3P0 g -livelore ooam

T comfigure the follgwing roles, role tervices, ar features, cick Canfigure.

+ Active Neeciony Certilaoate Serviies

Cortification Authortty

Ca Type [Enberprise Subondangte

Cryptograph provss [RELASHE it Sofe Ky Shorspe Priveder
Hash Algarthm: SHAZEE

Key Lengthc 040

Al Aedemiristrabor Interaction: Disabled

Cortificate Walhty Permd: Detersrmned by the parent CA

Diptingunhed Name: CHzms-Ivefine - TRUBSS0-CADC 2 puc- lvpfine, D 2com
Cwding Fanem T8 nipmation:  Controloerber I eud -Ivefing com eyl - lsefing-CONTROLCENTERE -

L]
Cemileate Daipoase Locaton Wi syiterd DD ertlog
Certificate Dalabase Log ChWmndewaayiternd Mertlag

| ko

20. On the Confirmation window
* Select Configure
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R AL LS Lo L= = s

. DESTINATION SERVER
Results TraeS30auc-vetie.o om

@ Configuration succeeded

21. On the Results window
+ Select Close on the Installation progress window,
+ Select Close, again

Installing and Configuring Horizon TRUESSO Export Date: 2024-01-09 04:36:58 Page 15
-0500



Part 3: Deploying and Configuring Horizon TRUE SSO

= Consc

Action View Favortes Window Help

L New Chrl+ N
Open... Ctrl+0O
Save Ctri+S
Save As...
Add/Remove Snap-in... Ctri+M
Options...

1 C\Windows\..\compmgmt.msc

2 C\Windowsh...\services.msc

Exat

Add or Remove §

You can select snap-ins for this console from those available on your comp
extensible snap-ins, you can configure which extensions are enabled.

Avaisble snap-ns:
Snap-n Wendor -~
- ActiveX Control Microsoft Cor...
[T authorization Manager  Microsoft Cor...
2 Certificate Templates  Microsoft Cor... | =

G Certificates Microsaft Cor...
Microsoft Cor
*®, Component Services  Microsoft Cor...

A Computer Managem... Microsoft Cor... Add >

=3 Device Manager Microsoft Cor...

Lg)\sk Management Microsoft and...
Certification Authority
St the comonser you wand thia 3nao 1o manage

This a1 el ey marage
@ Local computar fha computer tes Sonsce 4 seveng on)

Hevther computer

Rl s seiecetod computae 10 b changed when laurching o the command ine. Tha
e conssie

oy appikes ¥ you save

Selecte.
1Ca

1. In this section we will create a certificate template for Horizon TRUESSO

* On your TRUESSO server

+ Select Start > Run > type mmc

« Select File > Add/Remove Snap-in...
+ Select the Certificate Authority services snap-in, select Add
+ Ensure the Local computer radio button is selected.

+ Select Finish

+ Select OK to close the Snap-ins window
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i@ File Action View Favorites Window Help

o nm 6= B

[ Console Root Mame
A i-:._J Certification Authority (Local) E Directory Erma
4 j euc-lrvefire-TRUESSO-CA ) Domain Cont
[ Revoked Certificates 5 Kerberos Autk
[ Issued Certificates & EFs Recovery
[] Pending Requests ] Basic EFS
[ Failed Requests 5 Domain Cont
|| Certificate Templates =n
Manage

MNew (3
View ]
Mew Window from Here

Mew Taskpad View...
Refresh

2. Expand the euc-livefire-TRUESSO-CA inventory
 Select Certificate Templates,
* Right-click and select Manage

F Centificate Templates Console
File Action View Help
@a=|m = HEE
5l Certificate Templates (Controlce Template Display Mame Schem *
13 Key Recovery Agent
B NSX

{&] OCSP Response Signing

3] RAS and 1AS Server
& Roct Certification Autherity

| ] Smartcard Logon

15 Subordinate Certification Authority
32 Trust List Signing

@ User

i User Signature Only

{&] VMuware Certificate

{3 VMuware-55L

& Web Server

E Workstation Authentication

M = Pl = = s S S = e P W P P

£ (£ >

na L " T ' e " = e ar R il .

3. In the Certificate Template Console
+ Select the Smartcard Logon template
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) Certificate Templates Console

File Action View Help

e |m D= HMm

3 Certificate Templates (Controlce Template Display Name Sct

1] Key Recovery Agent

1G] NSX

15 OCSP Response Signing
15 RAS and IAS Server

13 Root Certification Authority

| :]

U Properties

Help
-’E VIUI“GI‘C el ivaLle

& VMware-55L
@ Web Server
@ Workstation Authentication

£ 21 £

4. Right-click the Smartcard Logon template
+ Select Duplicate Template

| Suectbame |  Sower | lemsanco Requimmonts
| Superseded Tomplstes | Extensons Secaly
The template options avaiable are based on the earbost operating system
versions s&l in Compatibity Settings
[ Show resuting changes

Compatibilty Settings
Cenfication Aushonty
Windows Server 2012 R2 v

Centficate recpent

Windows 8.1/ Windows Server 2012R; v |

These seltings may not prevent codicr operating systems from uaing this
template

5. In the Properties of New Template window in the Compatibility tab under Certificate
Authority

+ Change from Windows 2003 to Windows 2012 R2
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+ When prompted for the Resulting changes window select OK.

+ Under Certificate recipient change Windows XP / Server 2003 to Windows 8.1/

Server 2012 R2
+ When prompted for the Resulting changes window select OK.

Properties of New Template -
Subject Name | Server | Issuance Reguirements
Superseded Templates [ BEdensions | Securty

| Compativiity | General | Request Handing | Cryptography | Key Attestation

Template display name:
TrueSS0 Template

Template name:
TrueSSOTemplate

Validity period: Renewal period:

| 1| | hours W 0} {hours v

[] Fublish certfficate n Active Directory

Da not automatically reenroll f 3 duplicats cerificate axdsts in Active

Certificate Templates -

The renewsl period (6 weeks) i larger than the maimum allowed. To
automatically set the renewal peniod to the maximum allowed (0 howurs), click QK.
To change the renewal or validity period to a different value, click Cancel

OK ] Cancel

6. Select the General tab,
* Under Template display name: type TrueSSO Template,
* You will notice Template name gets filled in automatically
* Do NOT edit the Template name. Leave as is in the screenshot

+ Under Validity period change the period from 1 years to 1 hours
+ When prompted by the Certificate Templates Box select OK

+ The Renewal period will automatically change from 6 weeks to 0 hours
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7. Select the Request Handling tab change the following next to :-
+ Purpose: change: Signature and encryption to Signature and smartcard logon.
+ Select the checkbox in front of Allow private key to be exported
+ Select the checkbox in front of For automatic renewal of smartcard certificates, use
the existing key if a new key cannot be created
+ Select the radio button in front of Prompt the user during enroliment

Installing and Configuring Horizon TRUESSO
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Properties of Mew Template

Subgact Hame Server Esusnce Requirsments
Superseded Templates Exensions Securty

Compatbiity Gepsral Reguest Handing Coplogmphy  Hey Ateststion

Pumpose: Signature and smartcard logon ¥
Dl revkind or mpired certificates (o not archive

nchude symmetnic algodthm

[] Allow private key to be exported

[C] Renew with the same key

E'Fcrauiundl: renewal of smart cand cerificates. use the existing key d 2
rew Ky cannct be crasted

Do the follawing when the subjsct i anrollad and whan the private key
associsted with this cerificate is used:

poll st willvoLA recUne AFR LiSST Ll

() Frompt the uper during enmiment

D'Pm;ﬂ:;us;:dnﬁgﬂw and require ussr npul when the
privEte key is

] e
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Subpect Naene | Server | I Requeements
Superseded Templates | Extensions Securty
Compstbilty | Genersl | Request Handing | Coblograohy | Key Attestation
Provider Calogery: | Kay Stormge Provider w|
AMgothm rame: |Rsa -

oy

Chooss which cryptographs: providers can ba used for reguests.
(®) Raguests can use any provider avaliable on the subject’s compuler
) Reguests must use one of the following providens:

Provides | WhersThist

[CIMecrosclt Scltware Key Storage Provider

Reguest hash: SHAZSE u]
[ Use atemats signaturs format
| ok || Canest || ooy || B |

8. Select the Cryptography tab change the following next to :-
+ Provider Category: Key Storage Provider
* Minimum key size: 2048
* Request hash: SHA256

9. Select the Server tab,

Compatbity | General | Request Handing | Cryptography | Key Attestation
Supesseded Temmlstes | [T | Secudy
Subject Nome Server | lssusnce Requicments

[+ D et store conficaten and requests n the CA detshase

[[] Do nist include rrvocation inf in issued contfi
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+ Select the in front of Do not store certificates and requests in the CA
database
+ You will notice that Do not include revocation information in issued certificates is
selected automatically.

* Uncheck the next to Do not include revocation information in issued
certificates

TrueSS0 Termplate Properties 7 k4

General Compatibilty Reguest Handling Cryptography  Key Afiestation
Supersded Templstes Estansionz Securty Saerver
Subject Name lzsuance Reguirements

Require the following for enroliment

[ CA cerificats manager aporoval

] This numbes of authorized signatures: 1

I you require mone than ane sgnature, sutoenmliment = not alowed

Polcy type required in signature:;

Application policy i
Applcation palicy;
Certficate Request Agent -

Require the following for reenraliment:
f.'_-:' Same criteria as for enmliment
(®) Valid eisting certficate

Requires subject information lo be provided within the cerdificates
request

* Control is disabled due to compatibiliy seftings

oK Aeply Help

10. Select the tab, configure the following:
+ Select the : This number of authorized signatures and change the value to 1
in the box

+ Under Policy type required in signature
+ Ensure the Application policy is selected (default config)

« Under Application Policy
+ Select from the dropdown

+ Under the Require the following for reenrollment
+ Select the Valid existing certificate
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Group or user names:

& Administrator (administrator@eucivefire.com)
82 Domain Admins (EUC-LIVEFIRE\Domain Admins)
S8 Enterprise Admins (EUC-LIVEFIRE\Enterprise Admins)

Add... | Remove

D, TR frr L dhartinstad |lears Al
Select Users, Computers, Service Accounts, or Groups X

Users, Groups, or Builtin security prncipals
From this location:
| Frmr——— 1

Object Types

[ Object Types...

Select the types of objects you want to find.

[k ]/ cancu

11. On the Security tab in the Group or user names: area
+ Select Add

+ To the right of the Select this object type: box
+ Select the Object types button

+ Select the checkbox next to Computers,
+ Select OK

Select Users, Computers, Service Accounts, or Groups X |

Select this object type:
|Lhers_l:'o-mq.tm,ﬁm,ar&n1tm securty principals | ' Object Types...
From this location: '

Enter the object names to select (examples):
TRUESS0

.D'leckNarn&a

12. In the Enter the object names area
+ Type Truesso

* To the right select Check Names
+ Select OK
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TrueSSO Template Properties ? X

General Compatibilty Request Handing  Cryptography  Key Attestation

Subject Name Issuance Requirements
Superseded Templates Extensions Securty Server
Group or user names:
B2 Authenticated Users

2 Administrator (admiristrator@euc-ivefire com)

B2 Domain Admins (EUC-LIVEFIRE\Domain Admins)

£2 Enterprise Admins (EUC-LIVEFIRE\Erterprise Admins)
ESTRUESSO (EUC-LIVEFIRE\TRUESS0S)

| Add. || Remove

Permissions for TRUESSO Allow Deny
Full Corirol O O
Read M ]
Wite 0 0
Enrol | O

For special pemissions or advanced settings., click Advanced
Advanced.

ok | [ Cancel || Ay || Hep

13. For the Permissions for TRUESSO
+ Select the Security tab
+ Select the Read and Enroll checkboxes
+ Select OK to close the TrueSSO Template Properties,

@ File Action View Favorites Window Help

«%| n[m o= B[

| Console Root ' Name
4 ;.l Certification Authority (Local) | Directory Email Replication
4 gl m.Jc-|ivd'lr!-TRUF.550'CA 5 Domain Controller Authenticatio| [

| Revoked Certificates T Kerberos Authentication

_ lssued Certificates H ers Recovery Agent

_ Pending Requests 3 Basic EFS

_ Failed Requests Z Dornain Controller

S Castifissta Tansnlsbas |

d f Manage 3 Web Server

- L -=| P
| New ’ Certificate Template to lssue
View v | I ) Subordinate Certification Autheri
Maw Window from Hese # Administrator
New Taskpad View...
Refresh
Export List...
Help
<| m >

Enable addrional Certificate Templates on this Certification Authonty

14. Switch to the Certificate Authority Console
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+ Select and right-click the Certificate Templates container,
+ Select New > Certificate Template to Issue

B " Emable Certificate Templates

Select one Cerificate Template to enable on this Certfication Suthority.

Mote: § a cerificate template that was recently created does not appear on this list. you may need to wait uniil
infamation about this template has been replicated to al domain controlers.

Al of the cantificate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts.

Name

& RAS and IAS Server
] Router {Offline request)
5] Smarcand Logon
) Smancard User

True550 Template
T Trust List Signing
5 User Signature Only
& VMware Ceficate
& Whware-SSL

T Workstation Authertication

Intended Purposa

Client Authentication, Server Authertication
Cliart Authantication

Client Authentication, Smart Card Logon
Jecure Email, Client Authentication, Smar Card Logon
Smart Card Logon, Client Authentication
Microsoft Trust List Signing

Secure Email, Client Authertication

Server Authentication. Client Authentication
Server Authentication. Client Authentication
Client Authantication

oKk ]| Conee

15. In the Enable Certificate Templates window,

* Select your TrueSSO Template

+ Select OK

E Certificate Ternplstes Consale
File Mction Yiew Help
e Al (I EE GE

7 Certificste Temglates [Controlce

15 Kerberas At

Template Display hlurn.; Schema Yersion
-IE Diirectary Emasil Replicstion 2

-IE Diomain Controller 1
-IE Domain Controller Suthentication 2
15 EFS Recovery Agent 1
15 Enroliment Agent 1
-! Enreliment Agent [Com 1
& Exchange Enr Duplcate Template

& Exchange Sigi

= Exchange Use — 2
,§| P Sae Pmp-"-
5 IPSec (CHfline

Help

16. Switch back to the Certificate Templates Console
+ Select and right-click the Enrollment Agent (computer) template

+ Select Properties

Installing and Configuring Horizon TRUESSO

-0500

Export Date: 2024-01-09 04:36:58

Page 25



Enrollment Agent (Computer) Properties

General Request Handling  Subject Name E:dm

Envoliment Agent (Computer)

Minimum Supported CAs:  Windows 2000

Machine Enmoliment Agent

Validity period: Renewal period:
2 |years v 6 |weeks w

Publizh certfficate in Active Directory

Do not automatically reenroll if & duplicate certificate exdsts in Active
Directory

ok [ Cancel || edy || Hep

17. In the Enroliment Agent Properties window
+ Select the Security tab

| General | Request Handiing | Subject Name | Bxtensions | Security
Group or user names:
82, Autherticated Users
82, Domain Admins (EUC-LIVEFIRE\Domain Admins)
% Enterprise Admins (EUC-LIVEFIRE\Enterprise Admins)
B TRUESSO (EUC-LIVEFIRE\NTRUESS0S)

Permissions for TRUESSO
Full Control

Read

Wirte

Enrall

For special permissions or advanced settings, click l:l"am:er.‘l
Advanced.

18. In the Enrollment Agent Properties window (Security Tab)
+ Select Add and add the TRUESSO Computer account
* Ensure Read and Enroll permissions are selected
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+ Select OK to close the Enrollment agent properties

oo 2@

@ File Action View Favorites Window Help

=| B
| Console Root

4 f.; Cestification Authority (Local)
4 gi euc-livefire-TRUESSO-CA
| Revoked Certificates
7 lssued Certficates
'_ Pending Requests
| Failed Regquests
L s
Manage

Hame

3 Enroliment Agent (Computer)

3 TrueSS0 Template

3 Directory Email Replication

= Domain Controller Authenticaticn
# Kerberos Authertication

3 EFS Recovery Agent

3 Basic EF5
=

| New

View

Refresh
Export List...
Help

Mew Window from Here
New Taskpad View...

Certificate Template to lssue

| Computer

3 User

3 subordinate Certification Authority
E Adminastrator

<| m

Enable additional Certificate Templates on this Certification Authority

11

19. Switch back to the Certificate Authority Console
+ Select and right-click the Certificate Templates container,
+ Select New > Certificate Template to Issue

B’ Enable Certificate Templates

Selact one Carficate Template to enable on this Cerdffication Authonty.
Mote: & cedificale template that was recently created does not appear on this st you may need to wail urtl
infarmation about this template has been replicated to al domain contrallare.

Al of the cerfficate templates in the onganization may not b= available to vour CA.
For more information, see Certificate Template Concepts,

Mame

H Autherticated Session

H] CA Exchange

T CEP Encryption

T Cade Signing

5 Croes Cenfication Autharty
5 Enrliment Agert

Enrliment Agent (Computer)

:l Exchange Signature Ciniy
:lEu:I'lmUm

Intended Fupose:

Chert Authentication
Prwvate Key Archival
Cartficate Reques Agent

Code Sgning
Al

Cartficate Flaques: Agent

Cerficate Request Agent

5 Exchange Enrolinent Agent (Ofine request) Certficate Request Agent

Sacura Email

Secure Email

20. In the Enable Certificate Templates window
* Select the Enrollment Agent (Computer) template

+ Select OK
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Network Connections

Disk Management

Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

21. We will now configure the CA for non-persistent certificate processing
* On your existing TrueSSO server
+ Select and right-click the button
+ Select

B Administrator: Command Prompt -

22. In the Administrator: Command Prompt enter the following commands
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* certutil -setreg DBFlags +DBFLAGS ENABLEVOLATILEREQUESTS

23. Configure CA to ignore offline CRL errors
* certutil -setreg ca\CRLFlags +CRLF REVCHECK IGNORE OFFLINE

24, Restart the CA service. From the command prompt run:
* net stop certsvc

* net start certsvc
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Manage

Home Share View Application Tools
L » Network » honzon » software » Honzon » 2106 v O Search 2106
Mame . Date mc
nck access .
. " L5 VMware-Horizon-Agent-x26_64-2106-8.3.0- 18287218 77297200
op = =
‘i) VMware-Horizon-Connection-Server-x86_64-8.3.0- 18204467 7/29/20;
Im! -
ds * £ VMware-Horizon-Extras-Bundle-2106-8.3.0- 18287501 71297200
loCuments -
ictures o, . "
Open File - Security Warning b4
is PC
Do want to run this file?
twork aur
= MName: Horizon-Connection-Server-x86 64-8.3.0- 18704467 exe
{ E

[ Always ask before opening this file

Publicher: VMware, Inc.
Type: Application
From: ‘\horizon\software\Honzon\2106\VMware-Horzon-Co...

25. On the TrueSSO server desktop
* Launch the software shortcut and open the Horizon\2106 folder.

« Select the installer, VMware-Horizon-Connection-Server-x86_64-8.3.0-18294467

+ Select Run

' VMware Horizon Connection Server *

VMware

Horizon:

Product version: 2106

Welcome to the Installation Wizard for
VMware Horizon Connection Server

The nstallation wizard will install VMware Horizon Connecton
Server on your computer. To continue, chck Mext,

Copyright () 1998-2021 YMware, Inc. All rights reserved. This
product is protected by U.5. and intermational copyright and
intelectual property laws. VMware products are covered by
one or more patents ksted at

hittp: [ fwww, vimware .comfgo /patents.

< Badk Mext =

26. On the Welcome window
+ Select Next
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License Agreement
Please read the following icense agreement carefully,

'VMWARE END USER LICENSE AGREEMENT i]

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE
AGREEMENT SHALL GOVERN YOUR USE OF THE SOFTWARE,
REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE
INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR
USING THE SOFTWARE, YOU (THE INDIVIDUAL OR LEGAL ENTITY)
\/AGREE TO BE BOUND BY THE TERMS OF THIS END USER LICENSE
JAGREEMENT ("EULA". IF YOU DO NOT AGREE TO THE TERMS OF THIS

(8 | accept the terms in the bcense agreement
~ Ido not accept the terms n the license agreement

W

| <Back || Next> ||

27. On the License agreement window
+ Select the radio button next | accept the terms in the license agreement,

+ Select Next

Destination Folder
Click Next to instal to this folder, or dick Change to install to a different

:_:] Install ViMware Horizon Connection Server to:

C:\Program Files [WMware |VMware View\Server|,

| <Bak | hest> || concd |

28. On Destination Folder window
+ Select Next
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’ Vilware Horizon Connection Server x

Installation Options
Selact the type of Horizon Connection Server instance you want to ins

Sslact the type of Morizon Connection Server instance you want to instal.

Horizon Standard Server
Horizon Lerver

Perform an Erroliment Server instance install. This is used for True 550.
Ervoliment Server only uses [Pv4 protocol for establisheng all connectons.

Thiz server will be configured for a Horizon environment.

<Back || Next> ||  cCancel

29. On the Installation Options window
* Select Horizon Enrollment Server
+ Select Next

' VMware Horizon Connection Server x

Firewall Configuration

Automatically configure the Windows Firewall to allow incoming TCP pro
connectons.

In order for Horizon Enrollment Server to operate on a network, spedfic incoming TCP port
must be allowed through the local Windows Firewall service, The incoming TCF port is
32111 (View Framework channel).

(®) Configure Windows Firewal automatically
{_) Do not configure Windows Firewall

<Back || Next> || Cancel

30. On Firewall configuration window
+ Select Next
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22 VWware Horizon Connection Server

Ready to Install the Program
The wizard is ready to begin installation.

Vihware Horizon Connection Server will be installed in:
C:Wrogram Fles\WMware \WMware View'\Server,

Cick Install to begin the installation or Cancel to exit the wizard.

cood [ wm ]| conce

31. Onthe Ready to Install the Program window
* Select Install

#¥ VMware Horizon Connection Server X

Installer Completed

The installer has successfully installed Viware Horlzon
Connection Server. Chck Finish to exit the wizard.

Hext Steps:
[ Showi the documentation

VMware

Horizonr

Product version: 2106 < Back lllli:::llll| Cancel

32. On the Installer Completed Window
+ Select Finish
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Settings
File Explorer
Search

Run

Shut down or sign out

Desktop

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

oper. [ p

E; This task will be created with administrative privileges.

33. On the TrueSSO server

+ Select and right-click the )
+ Select , type MMC,
+ Select

m: Consolel - [Console Root)

< |@@& File Action View Favorites Window Help

s Mew Ctrl+N
A Open... Ctrl+0
Save Ctrl+5

Save Ais...
Add/Remove Snap-in... Ctrl+M

Options...

1 CA\Windows\...\dnsmgmt.msc
2 CA\Windows\systermn32\dsa.msc
3 CAWindows\...\certsrv.msc

4 CA\Windows\..\compmgmt.msc

U Exit

34. In the Console window,
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* Select File > Add/Remove Snap-in..

Add or Remove 5nap-ins

You can sslecl snap-ne for this comsale from those avaiable on your computer and configure the selected sat of map-ins. For
extensble snap-ns, you can configure which extensions are enabled,

&vaileble map-ns:
Snap-n
S Active Drectary Do...
Ak Active Directary Sch. ..

[IF Active Directary Site...
__.ﬁrcti':c Directory Use...

=" dectiveX Contral
& mns Edit
Autharization Manager
Sl Certficate Templates
ETE
Lslcertification Autharity
. Companent Services
= computer Managem...
Poece Manager

Desorption:

Viendar

Microsoift Cor...
Microsoft Cor...
Microsoift Cor...
Mucrosoft Cor...
Micresoft Cor...
Mucrosoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Micresoft Cor...
Mucrosoft Cor...
Micresoft Cor...
Murosoft Cor...

W

Add >

Selected snap-ns:
T Censale Root Eddit Extensions. .,
Remove
Mowve Lip
Mowe Dowen

The Certificates snap-n allows you o browse the contents of the cerbficate stores For yourself, a service, or a computer.

[oc ][ coe

35. Inthe Add or Remove Snap-ins window,

+ Select Certificates
« Select Add

Certificates snap-in

This snap-n will always manage certificates for:

O My user account
O Senvice account
(@) Computer account
<Back Canecel
Select Computer X

Select the computer you want this snap-in to manage.

This snapn will always manage:

@Locd computer: the computer this console is running on)
) Another computer:

[[] Alow the selected computer to be changed when launching from the command line. This

only applies f you save the console

Browse..

36. On the Certificates Snap-in

+ Select Computer account radio button
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+ Select Next

+ On the Select Computer (accept defaults ) and select Finish

+ Select OK

@ File Action View Favorites Window Help
e 2m o az B

| Censole Root lssued Te - Issued By Expir
a [gf Centificates (Local C|| ¥yl euc-vefire- TRUESSO-CA euc-lrvefire-CONTROLCENTER2-.. 1047,

4 | Personal

O Gt :

b Trustd AN Tasks » | RequestNew Centficate...

b0 Enterf  View ’ import...

b 2 Intem New Wi 4

S ndow from Here Advanced Operations ’

b Trustd .

¢ 3 Untru New Taskpad View...

[ 4 ‘j, Ihifd' Refresh

b Trustd :

b B Cliend Export List...

b 2 Rema Help

b ) Smart Card Trus

p [ Trusted Devices

b VMware Honzor|

b VMware Horzor

37. Expand the Certificates console inventory
+ Select and right-click the Personal container.
 Select All Tasks > Request New Certificate

5 Certificate Enrollment

Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless

networks, protect content, establish identrty, and do other secunty- related tasks.

Before requesting a certificate, venify the following:

Your computer is connected to the network

You have credentials that can be used to verify your right to obtain the certificate
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38. On the Certificate Enrollment > Before you Begin window
+ Select Next

_al Certificate Enrollment

Select Certificate Enrollment Policy
Certificate enrollment policy enables enroliment for certificates based on predefined certificate templates.
Certificate enrollment policy may already be configured for you.

. Configured by your administrator
Active Directory Enrollment Palicy -
Configured by you

Add Mews

39. On the Select Certificate Enrollment Policy window
+ Select Next

_a Certificate Enrollment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then
click Enroll.

| Active Directory Enroliment Policy

[ Computer

i) STATUS: Available Details «

B4 Enroliment Agent (Computer) i) STATUS: Available Details +
D Show all templates

40. On the Request Certificates windows

+ Select the checkbox in front of Enrollment Agent (Computer)
+ Select Enroll
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o Certificate Enrollment

Certificate Installation Results
The following certificates have been enrolled and installed on this computer

| Active Directory Enrollment Policy

Enrcliment Agent (Computer) o STATUS: Succeeded

41. On the Certificate Installation Results window,
* Ensure the enrollment was successful
+ Select

! b, Cut E

Motepad++ E th EE
—-I —J w| Copy path «

Pin to Quick Copy Paste Move Copy

aCCess | Paste shorteut to- to-

Clipboard o

T » Remote Desktops

Remote

Desktops -
3+ Quick access _
- ‘ Downloads &, 5QL.RDP
ccnns.:::_uli.rru.c | Documents & TrueSSO.RDP
= Pictures & W10ClientD1.RDP
® Desktoplnfo % w10EXT01a.RDP
Eﬁ‘ Remote Desktop %5 w10Parent01a.RDP
System32 - W51-Connector.RDP
Tunnel&pp
EH This PC S

42. Onyour ControlCenter server,
+ Open your folder
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* Launch the

session

& Horizon - horizon.euc-livefire.com - Remot

=

Eecycle Bin deskiop.an

i~

Cert
Console.msc

43. Onthe Horizon server desktop
+ Select and open your

@ File
-

cert Console - [Console Root\Certificates (Local €

Action View Favorites Window Help

2 0] 6 & B

Console Root
o Certificates (Local Computer)

El

Personal

Certificates
Trusted Root Certification Authorities
Enterprise Trust
Intermediate Certification Authorities
Trusted Publishers
Untrusted Certificates
Third-Party Root Certification Authorities
Trusted People
Client Authentication |ssuers
Remote Desktop
Certificate Enroliment Requests
Smart Card Trusted Roots
Trusted Devices

VMware Horizon View Certificates

Certificates

Issued To “

Fo47815b94-9c c2-4f dD-a7f"
Il broker/cs1-pd1

Lol broker/cs1-pd1
Lol router/cs1-pd1
Ul router/es1-pd1
Caltunnel/cst-pd1
Cltunnel/cs1-pd1

44. In the Certificates Console
. the inventory
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* Browse down to VMware Horizon View Certificates > Certificates

ravunnes LLLLLLELEL ) mnep
& =
Issued To - Issued By Expiration Date  Intended Purpniel Friendly Mame I

,147815b94-9cc2-4fd0-27f5-30dc.., 47815b94-Occ2-4fd0.., 1/11/2030 < All> vdm.ec |
ol broker/cs1-pd1 broker/cs1-pd1 14372021 <All= ConnectionBroker

|| Bl broker/cs1-pd1 broker/cs1-pd1 6/12/2020 <All> _MDJ

: .l router/cs1-pd1 router/cs1-pd1 6/12/2020 <All= MORouter

1| Egl router/cs1-pdi router/cs1-pd1 1/3/2021 <All> MQRouter

1| Zltunnel/cs1-pd1 tunnel/cs1-pd1 /372021 < All= Tunnel

l altunnel/cs1-pdi tunnel/cs1-pd1 6/12/2020 <All= Tunnel

45,

In the Certificates Console

+ Expand the console or scroll across the console and notice the guid based certificate has
a friendly name of vdm.ec

46.

&, CS1-pd1 - cs1-pdl.euc-livefire.com - Remote Desktop Connection

& File Action View Favorites Window Help
oo xm 4L XE
~| Console Root Issued To “ Issued By Expirat
4 G Certificates (Local || ERiTERELY IR 47815b94-9cc2-4fd0... 1/11/2
4 3 Personal Eilbroker, broker/cs1-pd1
- Cemificates)| Tbrokeri[  AliTasks  »|  Open 6/12/2
b | Trusted Root C ?;lmuterf 6/12/2
~| Enterprise Trus Cut Export...
b e TS router/ : . 20
b - !I'_"tm:::a:ﬁ Y ltunnel, Copy tunnel/cs1-pd1 1/3/20
z j U:::tustedu-::t Y ltunnel, Delete | tunnel/cs1-pd1 6/12/2
b ] Third-Party Ro e —
b | Trusted People Help
B | Client Authent
b ] Remote Desktc
b | Certificate Enre
b 1 Smart Card Tr

In the Certificates Console

+ Select your GUID certificate with the friendly name of vdm.ec.
+ Select and Right-Click the GUID certificate,
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&# Certificate Export Wizard

Welcome to the Certificate Export Wizard

Thes varard helos you copy certficates, cerbficate trust Ists and certificate revocabon
stz from a certificale store to your disk,

A cerificate, which 5 issued by a certification authority, I8 a confirmation of your identsty
ad coiars riemabon ueed o probect date or bo ssiableh seoure network
conneciions. A certificate store is the system area where certfficates are kept.

To contrues, chok N=xt.

Ganca

47. On the Welcome window
+ Select Next

& &= Cenificate Export Wizard

L=xport Private Koy
You can choose to export the prevate key with the certificate.

Provats ey are paseword probected, 1F you want to export e private bey with the
certricate, wou must tyoe a paseword on a later page.

Do you want o expaort B pricate key with the cerbficate?
'Tﬁ Yes, export the prvate key
(%) Mo, o mot export the private key

Gonca

48. On the Export Private Key page
+ Select the radio button next to No, do not export the private key

+ Select Next
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£ Certificate Export Wizard

Legort Fisg hormat
Cersficates can be ewported in & vanety of fe formats.

Salect He format you wart o use:
) ER encoded bnary 5,509 (JOER)
%) Bawe-54 encoded X505 [LOER)
_) Cryptographic Megsage Syntax Standard - PKCS #7 Certificates (P78)

de ol cortificates in the o=rtification path if possihles
al Informaton Exchange WICS =12 (PFX)
tificates in the certification path if posaible
Timimbm Fm persabe ke iF S mwonrt i succmsh
= d ded propertie
E amz T gLz O =}
0 ft zed Certficate Stor

49. On the Export File Format window
+ Select the radio button next to Base-64 encoded X.509
+ Select Next
s
L% Certificate Export Wizard
File to Export
Spedify the name of the file you want to export
File name:
| Eb\software \Horizonenroll, cer Browse...
&
Cancel

50. In the File to Export window

* In the File name area type the following E:\software\Horizon\enroll.cer
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+ Select

(&) -+ Certificate Export Wizard
Completing the Certificate Export Wizard
You have successfully completed the Certificate Export wizard,
You have spedified the following settings:
[File Name C:\software \Horizon 7\enroll cer
Export Keys No
Indude all certificates in the certification path No
File Format Base64 Encoded X.509 (*.cer)
| Finish ] Cancel
Certificate Export Wizard -

The export was successful,

oK

51. On the Completing the Certificate Export Wizard window
+ Select
+ When prompted that The export was successful,
+ Select

L}, wl0EXT0Na - wl0EXT0a 2uc-li...

52. On your ControlCenter server desktop
+ Switch from your Horizon RDP session to your RDP session
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w ¥ Certificates (Local Computer)
w | Personal
| Certificates
Trusted Root Certification Authorities
Enterprise Trust
| Intermediate C

R an T—

| Trusted Publis Find Certificates...
':' Untrusted Cert | All Tasks » Find Certificates...
| Third-Party Ro
7 Client Authent MNew Window from Here
| Preview Build
" Test Roots Mew Taskpad View...
_ Remote Deskdtc Refrech
. Smart Card Tro X
. Trusted Device o
1 VMware Horize Help

ViMware Honzon view ENMNmMent Server |rnistea Koo’
Windows Live ID Token lssuer
| WindowsServerUpdateServices

53. On your TRUESSO server
+ Open your Certificate services Snap-in,
+ Select and right-click the last container in the inventory VMware Horizon View
Enrollment Server Trusted Roots,
 Select All Tasks > Import

&= Certificate Import Wizard

Welcome to the Certificate Import Wizard

Thes wizard helps you copy certificates, certificate trust lists, and certificate revocation
kstz from your desk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains mformation used to protect data or to establish secure
connectons. A certificate store i the system area where certificates are kept,

Store Location

Current User

Local Madhine

To continue, diick MNext.

I

54. On the Welcome window
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Select Next

ﬁ Open

« « 4 | « software » Horizon » v o
Organize v Mew folder
Name
3 Quick access
= enroll.cer
[ Desktop 5

*
[ horizon-cloud-connector-1.9.0.0-17:
3 Downloads -
*

L) VMware-Horizon-Agent-x86_64-2012
5] Documents 3 Vhware-Horizon-Client-2012-8.1.0-1
&= Pictures + 5 Uhhware-Hnrizan-Cannectinn-Serer

L Certificate Import Wizard

File to Import
Spedify the file you want to import.

File name:

Vhorizon\software\Horizonenroll.cer .cer | | Browse...

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 {,PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates {,P7B)
Microsoft Serialized Certificate Store (,SST)

Next Cancel

55. In the File to import window

« Type the following \\horizon\software\Horizon\enroll.cer
+ Select Next

]
() - Centificate Import Wizard
r—

Cortenestores wepyten wese e cerbates e ke,
Widons con evenetcalyselcts cetfteste, o you can secly o caton
becstan

il selct e cortcat e based on the tyoe of bt

© e sl crtates e loing shore
Corese e
nare o v Evolnent s TrstedRoos | | ranet
Net | [ Cancel
-

() - Certificate Import Wizard

Completing the Cartificats Import Wizard

Touhave spestied e folowng e
fceriate sixe Socind by e | vl Servr Tusted |
Comtent

Fiansne comisthse st Tl

Certificate Import Wizard 15|

0 The import was successful

T

56. In the Certificate Store window accept
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-0500

the defaults and select Next.

Export Date: 2024-01-09 04:36:58

Page 45



+ On the Summary page select Finish.
+ When Prompted that The Import was succesful select OK

S—
File Action View Favortes Window Help
NEEREEEELE
Censole Root Issued To - Issued By
o Certificates (Local Computer) = _—
- Personal

© Certificates
I3 Trusted Root Certification Authorities
b = Enterprise Trust

3 Intermedizte Certfication Authorities Copy

b ] Trusted Publishers Delete

b 5] Untrusted Certificates

b ) Third-Party Root Cetification Authorities Propertes
b Trusted People Help

b 2] Client Authentication Issuers

b 7 Remote Desktop

3 Certficate Envollment Requests

3 ) Smart Card Trusted Roots

b Trusted Devices

b L1 VMhware Horizon View Certificates

4 VMuare Horizon View Enroliment Server Trusted Rocts
Certificates

47815094-Scc2-41d0-a7f5-30dc5 1c01 f4d.censs,.. |7 IIEHN

General | Cross Cerbficates [ OCSP | Extended Vaidation

Friendy rame: | vom.ed

Descrpton:

Certficate purposes
® Ensbie ol curmoses for this certfcate
Disatie al purposes for ths certficate
0) Enbie only the following purposes
Histe: You may only edit cestifcate purpases that are allwed by
500 path,

Server Authenbcation

Chent Authentiation

Code Sigring

Seaure Emal

Time Stampng

Marosoft Trust List Sring

Moosoft Tre Stamping
w

o] Ceme | [Che ]

57. In the Certificates Snap-In

Right-click the imported certificate

Select Properties.

In the Friendly name: section type vdm.ec
Select OK

® Workspace ONE™ Access

Dashboard - Users & Groups Catalog - Identity & Access Ma

Web Apps
Virtual Apps

Vlrtual ,&p pS | Virtual Apps Collection
Setlings

[ [ Hub Contiguraton

58. On your ControlCenter server,
+ Switch to your Chrome browser,
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+ Open a new tab,
« Using your custom Workspace ONE Acces Url,
* Login as System admin with your custom credentials

 Select the Catalog tab > Virtual Apps Collection

@ Workspace ONE™ Access

Dashboard = Users & Groups Catalog ~

Virtual Apps Collect

[ EDIT ] I SYMNC l L

Mame Source Typ¢

© Horizon Horizon

59. In the Virtual Apps Collection window
+ Select the radio button next Horizon
+ Select EDIT next to NEW
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Edit Horizon Collection

1 Connector

2 Pod and Federation

Add or modify pods. If a pod has multiple Horizon C
information for any of the Horizon Connection Serve

3 Configuration =L
Horizon.euc-livefire.com Dis=:
4 Summary
(¥ ADD A POD
60. In the Edit Horizon Collection window,
« Select 2 Pod and Federation,
+ To theright, select horizon.euc-livefire.com
Edit Pod
“
Pod
61. Inthe Edit Pod window
+ Under True SSO, change the toggle from Disabled to Enabled
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+ Select SAVE , select NEXT, select NEXT, select SAVE

4 VIIware, Inc.
. VM ware Drivers

3 VMware Tools
41 1 VMwaseAbaa
| Al Collapse
;L New
. M Find...
b-du P
Vidw Delete Binary Value
i D Wowbd 3 Rename DWORD (32-bit) Value
I - b SYSTEM Export QWORD (64-bit) Value

I - Ju HKEY_USERS
Bl HKEY_CURREMT
S Policies
j RegisteredApplications
4 Vhware, Inc.
; VMware Drivers
3 ViMware Tools
4 Vhware VOM
, Authenticate
, Leg
- MNode Manager
b - ). Plugins

i . Vhware VGAUth
e Wowb432MNode
B ). SYSTEM
b | HKEY_USERS

(R TT o PR WY o Wi Bl e Y Lo P

Permissions...

Multi-5tring Value
Expandable String Value

|| Enroliment Servicel

62. From the ControlCenter server, switch back to your TrueSSO.RDP session
1. Select the Start button > RUN and type regedit.exe
2. Inthe regedit inventory, browse to the following location, browse to
* HKLM\SOFTWARE\VMware, Inc.\VMware VDM\
+ What we should see is an Enrollment Service Key

+ HKLM\SOFTWARE\VMware, Inc.\VMware VDM\Enrollment Service.

* You will notice there is no Enrollment Service key, we need to create one. In our

case we have to

3. Create the Enroliment Service key

*+ Right-click VIMware VDM > New > Key and type Enrollment Service as a name
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Eneollement Senvice
VMw{ | Expand

ows433[ New 5 _

EM =
Find...

SRS | String Value

onrsz| | Delete

CALM. Rename DWORD (32-bit) Value
Export QUWORD (54-bit) Value

B Registry Editor

File Edt View F Hel

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\VMware, Inc.\VMware VDM\

Microsoft ~ [ e

me
Mezilla 8) (Default)
mozilla.org I

VMware VGAuth

~ || Name Type
ab) (Default) REG 57
a
r ity.. 6.5z
Modify Binary Data...
Delete

Rename

Edit String x

Vale name:
PreferlocalCa

Vae data
[

63. Configure the enroliment service to give preference to the local certificate authority when
they are co-located:
+ Add a new String Value
+ Right-click the Enroliment Service key > New > String Value
+ type the name PreferLocalCa

*+ Right-click the PreferLocalCa String value and
+ Select Modify
* In the Value data: field enter 1

+ Select OK to close the window.
* Click to close RegEdit

L% TrueSSO - TrueSS50.eu -liv.. LC§ Horizon - horizon.euc-live...

64. On your ControlCenter server
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+ Switch to your session
+ NOTE. At this point, to get the maximum benefit with the following steps, it would be
advisable to go Full Screen with your RDP session.

Programs and Features

Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management

Computer Management

Control Panel
File Explorer
Search

Run

Shut down or sign out
Desktop

= e

65. On your Horizon server

+ Select and right-click the button
+ Select
. your Command Prompt window

= Administrator: Command Prompt

66. In the Administrator: Command Prompt type the following:-
¢ cd\

* cd Program Files\VMware\VMware View\Server\tools\bin
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s Y Muare '.'f_'1.l..||'-

67. Inthe Administrator: Command Prompt type the following:-

The enrollment server is added to the global list.

vdmUtil —--authAs administrator --authDomain euc-livefire --authPassword VMwarel! --

truesso --environment --add --enrollmentServer TrueSSO.euc-livefire.com

68. Wait 1 min before doing the next command
1. If one executes too quick, you will get the following error message
* In the Administrator: Command Prompt type the following:-

2. The output shows the forest name, whether the certificate for the enrollment server is
valid, the name and details of the certificate template you can use, and the common
name of the certificate authority.

vdmUtil --authAs administrator --authDomain euc-livefire --authPassword VMwarel! --
truesso --environment --list --enrollmentServer TrueSSO.euc-livefire.com --domain euc-

livefire.com
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69. Enter the command to create a True SSO connector, which will hold the configuration
information, and enable the connector.

vdmUtil --authAs administrator --authDomain euc-livefire --authPassword VMwarel! --
truesso --create --connector --domain euc-livefire.com --template TrueSSOTemplate --
primaryEnrollmentServer truesso.euc-livefire.com --certificateServer euc-livefire-

TRUESSO-CA --mode enabled

70. Enter the command to discover which SAML authenticators are available

Authenticators are created when you configure SAML authentication between Workspace ONE
Access and a connection server, using Horizon Administrator.

The output shows the name of the authenticator and shows whether True SSO is enabled

vdmUtil --authAs administrator --authDomain euc-livefire --authPassword VMwarel! --

truesso --list --authenticator

71. You will notice True SSO mode is Disabled. Enter the command to enable the authenticator
to use True SSO mode

vdmUtil --authAs administrator --authDomain euc-livefire --authPassword VMwarel! --
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truesso --authenticator --edit --name "Workspace ONE Access" --truessoMode ENABLED

For --truessoMode, use ENABLED if you want True SSO to be used only if no password was
supplied when the user logged in to Workspace ONE Access. In this case if a password was
used and cached, the system will use the password. Set --truessoMode to ALWAYS if you want
True SSO to be used even if a password was supplied when the user logged in to Workspace
ONE Access

73. Onyour ControlCenter server
* Minimise your Horizon.RDP Session

Part 4: Testing to see if TrueSSO works

nETE Lo
Senart Card Trus
Trusted Dewices
Vimiie Hoiiosr
Vidmare Herior
Certificates

i
' B wiGEXTOla - wilEMTOaeue-h [ | es1 pdl - ool pdlewsc e, CF TrnseS50 - TrueSS0euwc- el
)

 ——ee
*
¥

m - — ESz _—-

1. Onyour ControlCenter server,
+ Switch your Remote Desktops session to W10EXT01a.RDP.

L VMware - Workspace ONE X NewTab 4 +
S hitps//aw-livefire-markusmd4d, vidmpreview.com/|
-

W Intelligent Hub - https:/faw-livefire-markusrnd44.vidmpreview.com

Q. httpsy/faw-livefire-markusrnddd.vidmpreview.com/ - Google Search

2. Onyour W10EXTO01a desktop,
+ Open your browser and type custom Workspace ONE Ascess URL
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t{ Select a certificate

1 Gelect a certificate to authenticate yourself to casvidmpreview.com:443

Subject lsguer

Mark J markusheinraadgmail...

Certificate information

Senal

08T

3. On the Select a certificate window,
+ Select OK

Q) Apps | Vidhware Intelligent Hub X +

€« C @ aw-livefire-markusma44vidmpreview.com/catalog-portal/ui#/apps

@ Favorites People For You Support

(Q search Apps

New Apps All Apps

New Apps

e

Calegories v

Calculator Internet Explorer [Paint
= Harizon see = Harizon wes = Horizon .
4. Inthe Apps tab
« Select W10INST
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&5 w10EXTO12 - wiDEXT01a.euc-livefire.com - Remote Desktop Connection - O X

£} Apps| Viiware Intelligent Hub X B3 VMware Horizon

@ & uag-hzn.euc-livefire.com/portal/webclient/#/desktog

5. In the All Apps area,
+ Observer your Horizon Desktop session
+ Possibly launch a RDSH session from your Workspace ONE Access console
+ This concludes this lab as
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