Horizon integration into Workspace ONE
Access

Overview

+ Federating VMware Horizon with Workspace ONE Access

Configuring Workspace ONE Access and Horizon
Integration

VMware Horizon®

administrator

[[] rRemember user name

1. Onyour ControlCenter server
+ Open your
+ Select the Horizon shortcut for Horizon administrator
* Inthe User Name area login as administrator
* In the Password area type VMware1!

+ Select
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m VMware Horizon®

Servers

vCenter Servers

vCenter Server

Farms
Machines

Settings

2. Expand Settings,
+ Select Servers
+ Select the Connection Servers Tab

m VMware Horizon®

Servers

Problem vCenter Vs
vCenter Servers

Problem RDS Hosts

Gateways Connection Servers

Remove More

) vcsa-01a.euc-llivefire.com{administrator@vsphere local)

Pod Cluster-HORIZOMN

Gd[E'.-‘n:'i'_'."E Lonnection Server

T
fr

Disable | Edit w
system Health
‘-.1 achinies
Setrings Connection Server Version PCalP!
Servers
® HORIZON B.3.0-18294467 Installe
Product Licensing and Usage
3. Under Servers
« Select the HORIZON radio button
« Select Edit
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Edit Connection Server Settings

Genera Authentication
Asterisk (*) denotes reguired field
Tags
Tags can be used to restrict which desktop pools can be accessed through this Connection Server.

Tags

4. On the Edit Connection Server Settings page
+ Select the Authentication tab.

Edit Connection Server Settings

Delegation of authentication to VMware Horizon (SAML 2.0 Authenticator

Uelegation ithent N Mwars rzon (3
SAML Authenticator
nabled Authe ~figured
A Authe S P

5. On the Authentication tab,
+ Under Delegation of authentication to VMware Horizon (SAML 2.0 Authenticator):

+ Using the Drop down Arrow
* Select Allowed,

« Select the Manage SAML Authenticators box
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Manage SAML Authenticators

SAML Authenticators configured in this Horizon e

Name Description St

Mo records available

6. Onthe Manage SAML Authenticators box

« Select Add
Add SAML 2.0 Authenticator X
Type ) Dynamic
Label
ace ONE Acce

Description

Metadata URL
retps.faw-livefirghorizonrn.vidmpreview.com/SAAS/APY 1. 0/GET/metadatalic
Administration URL

B Enabled for Connection Server

7. Inthe Add SAML 2.0 Authenticator window.
+ Ensure Dynamic radio button is selected,
 Enter the following:
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+ Under Label: type Workspace ONE Access

+ Under Metadata URL : https://YOUR CUSTOM Access URL/SAAS/API/1.0/GET/
metadata/idp.xml

+ e.g. https://aw-euclivefirefran.vidmpreview.com/SAAS/API/1.0/GET/metadata/

idp.xml
Manage SAML Authenticators X
S - onfigured H £ &

8. Click OK to close the Manage SAML Authenticators window
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Edit Connection Server Settings

Dekpanian of FEheRTiCation to VMware Bodizon (SAML 20 AUthenmcans

n.

Groups & Se gur= x  £% VMware Workspace O

& aw-livefirehorizonrn.vidmpreview.com

Intelligent Hub Home | Salesforce % Works

® Workspace ONE™ Access

Dashboard ~ Users & Groups Catalog - Identity & Access Management R

Web Apps

Virtual Apps Collection

sttings
Hubr Configuration

Users Logged in Today

10. On the ContolCenter Server desktop,
+ Launch a new tab on your Google Chrome Browser .
* Login as sysadmin to your Saas Instance of Workspace ONE Access
« On the Catalog tab, select Virtual Apps Collection
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# aw-livefirehorizonrn.vidmpreview.com

i Apps UEM @ Inteligent Hulb Home | Salesforce

® Workspace ONE™ Access

Dashibanrgd = s A Ofgupi I8ty & Asirid MAnAghmen

Intreducing Virtual Apps Collection

Wirtual Apps Collections is & new way to manage your Vidware W
and Desktop deployments swth as Horizon, Horizon Cloud, Thinij

Getting Started (D)

« Migrate integrations previousty configured with VMwane Weorks
= Select thé CONMBCIor used 10 SYRC Your réssunces, then select §
* Al your gxisting configurations will then agpear in Virtual Apps

Migratian Requinements

= Al onpremises nstances of ViMware Workspace ONE Access s

(D) Please migrate your existing Virtual Apps and Deskiop |
Wéarkspace ONE Access versions will no longer suppart
axisting Inlegralions to Collectic

l GET STARTED '

11. On the Introducing Virtual Apps Collection Page
+ Select GET STARTED

Select the Source Type

& Mote: Virtual Apps collection is not required te synchronize Horizan multi cloud assignments for be

Select the source type to use to create the virtual apps collection.

Harizon Citrix

CIiTRIX

SELECT

12. In the Select the Source Type window,
* In the Horizon box,
* Click the SELECT link
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MNew Horizon Collection

1 Connector Mame *

Harizon
2 Pod and Faderaticn

Cornectar

& Asscciabe

witl-sonnectarn puc-ivplfing com ([LhvlingSync)

CRNCE NEXT

13. On the NEW Horizon Collection page type the follow next the following headers
* Name: Horizon

* In the Connector area accept the default ws1-connector.euc-livefire.com
(LivefireSync)

+ Select NEXT

New Horizon Collection

14. In the New Horizon Collection wizard
+ Step 2. Pod and Federation, select + ADD A POD
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Add A Pod

Hofizon Connection Server @

Harizon.euc-livefire com

Username "

administrator

Password * (0

waned

Smart Card Authentication @

a Disabied

True S50@

a Drgabied

Sync Local Assignments @

@D Enabied

15. In the New Horizon Collection wizard
+ Under Horizon Connection Server type : Horizon.euc-livefire.com
« Under Username type: administrator@euc-livefire.com

* Under Password type: VMware1!

+ Select ADD

+ Select Next
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New Horizon Collection

3 Configuration

Sync
Sy Fregquency

Marwual

Sync Duphcate Apps

Other Configurations

Actrvation Policy
Arlomatic
Default Launch Chent

Brdnwier

16. In the New Horizon Collection wizard
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* In Step 3 Configuration

+ On the Sync page under Activation Policy
+ Change User Activated to ,
+ Under the Default Launch Client select

Select
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New Horizon Collection X

1 Connector Connection
2 Pod and Federation Name
Horizon
3 Configuration
Connector
4 Summary
Connector Name Directory
wsl-connector.euc-iivefire.com LivefireSync

Pod and Federation

Pod
Horizon Connection Server Username Smart Card Authentication True S50 Syne Local Asgignments
Horizon.euc-livefire.com administrator Disabled Disabled Enabled

Cloud Pod Architecture (CPA)

Pl bl

CANCEL BACK SAVE & CONFIGURE

17. In the New Horizon Collection wizard
* In Step 4 Summary
* Select SAVE & CONFIGURE

Dashboard ~ Users & Groups Catalog ~ Identity & Access Management Ro

< BACK

Horizon

Owverview Network Ranges

Name Description

ALL RAMGES A network for all ranges

18. On the Horizon window
+ Select BACK
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Virtual Apps Collections

Name Source Type
© Herizon Horizon

|

(@) Workspace ONE" Access

Dashbosrd = | Users & Groups | [SONISTRNR  Identity & Access Manageme

Virtual Apps Collections
X (= (e (e

NE" Acce

Py

e Apps
||||| | Apps
APPS ! virtuai anps Collection

Virtual Apps

19. From the Virtual Apps Collections Window
+ Select the radio button next to Horizon
+ Select SYNC
 Select Sync without safeguards
+ Next to Catalog select the dropdown

* Select Virtual Apps
+ Notice you now have Published Horizon Applications and a Horizon Virtual

Desktop entitlements

This concludes this exercise. Move onto the next chapter
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