NSX-T based Micro-segmentation with
VMware Horizon

Setting up a Distributed Firewall

Introduction:

NSX-T Micro-Segmentation is one of the many features we can use to secure
communication at the Transport. We will be looking at basic approaches using Micro-
segmentation and the Identity Firewall in NSX-T. The objective of this exercise to
ensure one understands the basics of implementing these rules and does not
necessarily reflect a real world scenario.

Real World Scenarios will be vastly more complex and time consuming to configure.

Before continuing, there are some pre-requisite checks that need to be done

UAG-UEM [J] NSX manager g Ap

1. Implementing the Distributed Firewall
+ On your ControlCenter server (which is also your landing server)
* Open your Google Chrome Browser
+ Select the NSX Manager icon from the favourites bar. (Accept the untrusted certificate
to continue)
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VMware® NSX-T™

admin

2. Onyour Browser
+ Login with Username admin
+ With the password VMware1!VMware1!
+ Select LOG IN

4
[J ACTIVE DIRECTORY |
A System Overview
I ADD ACTIVE DIRECTORY
Configuration
@ Appliances o
1 Get Started . Edit =fire.com
B Fabric 3 Sync Delta  orver
Sync All
g Service Deployments Delete
B3 Identity Firewall AD
3. In the NSX Admin Console
+ At the top of the NSX-T admin console select System
« Under Configuration, select Identity Firewall AD
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* In the ACTIVE DIRECTORY area, to the left of the euc-livefire.com domain, select the

+ Select

: Apps @ my-iplivefirelab/ip B VMware Horizon® @8 U

(4
7} SECURITY OVERVIE
Secu ervie Insights
East West Security
B - INTRUSION DETECTION £
b : M =
NN
4. In the NSX Admin Console
+ Select the tab
* In the left pane, under East West Security
+ Select

Configurations

@ Succe
5. In Distributed Firewall area
+ To the right, select the next to ACTIONS
« Under Settings, select
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General Firewall Settings X

General Firewall Settings

@:
= E (} z _
Auto Save C @ oot
CANCEL
6. Inthe General Firewall Settings
* Select Identity Firewall Settings tab
General Firewall Settings X
dentity Firewall Settings
P Disable
Cluster Name Enabled/Disabled
RegionAM-COMPO L, Enable

CAMNCEL SAVE

7. In the General Firewall Settings
+ Under Identity Firewall Settings
* Next to RegionA01-COMPO1, Cluster Name, ensure the toggle is set to Enable
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+ Select

Part 1

Pre-deployment check

Chrome B3 VMware Horizon Client

(-

horizon.euc-
livefire.com

£} VMware Horizon Client

© B

©

&_&) https://horizon.euc-livefi

[‘j‘ https://horizon.euc-livefire.com

mark ‘

(LT ITTT Y | WI10INST

1. Onyour ControlCenter server
+ Select and launch your

+ Select your POD Broker
+ Login as Mark with the password VMware1! and select
+ Select your entitlement
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File Explorer

Search

Run

Shut down or sign out

Run >

. Type the name of a program, folder, document, or Internet
== rescurce, and Windows will open it for you.

Open: ‘ em| w

Cancel Browse...

2. Onyour virtual Desktop
+ Select >
* Next to Open: type cmd

BN ChWindows\system32iomd. exe

IC: \Usersi\mark»ping sql.euc-livefire.com
Pinging sgl.euc-livefire.com [

Reply from : 18.45: by

Reply from : 1
Reply from
Reply from

iPing statistics for 192
kets: Sent = ¢ X .

App ate round trip times in milli
iimum = 8ms, Maximum = 1ms, Averag

rs\Wmarks:g

3. Inthe CMD interface type
* Note the 192.168.110.45 IP address
* Please NOTE! Do not close your Horizon Desktop session

NSX-T based Micro-segmentation with VMware Horizon Export Date: 2024-01-09 Page 6
02:33:57 -0700



4.

7 Security Overview

East West Security
E Distributed
Distnibuted IDS

D.ﬂ Netw

North South Security

In the NSX-T admin console

» Select Distributed Firewall

Eas! Wiesl Security

» Select the Security Tab under East West Security
o
=

Korth South Security

APPLICATION (1)

Applied

To

5. In the Distributed Firewall section

* Ensure that Application is selected
« Select ADD POLICY
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+ You will notice a Policy has been added with a default name New Policy

by Overview

Security

uted Firewall

|:| Hame ]
Desktops {0

Default L. (1)

= unDo

SoUrces
Applied T DFEW

Applied To OFW

Desti

6. Inthe Policy area you have just created
+ Under Name select New Policy under Name and replace with Desktops

&oplie

Security Inwemn Plan & Troublesheoot
«
{ ADD POLICY
\ |:| Mame =]
o M Necktone  im
Enable Logging For All Rules

Disable Logging For All Rules

Enable &ll Rules
Disalle All Rules

Delete Policy

Add Rule h

Add Palicy Above

Add Palicy Below

Aoplie

7. To left of your Desktops Policy, notice you have 3 vertical dots.

« Select the 3 vertical dots

+ Select Add Rule
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e Metworking Security nventory Plan & Troubleshoot

F . Ao
2CUTILY Overview Unpulplis

Mame I
Vest Security

Dresktops (1)
stributed Firewa e 2 I
Block ICMP to SGL

stributed IDS

Default Layerd 5. (1)

South Security

Appled To  DFW

Applied To  DFW

8. In the New Rule interface,
+ Select and change to Block ICMP to SQL

) UMD Unpubfzhed Change
D Sources Destinations
(1) Applied To  DFW

A E‘

1) Applied To  DREW

9. Under Sources

+ Select the lcon next to Any
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Set Source

Rule » Block ICMP to SGL

Megate Selections No  Negated selections
Groups (0) P Addresses (0)

ADD GROUP

Mame
(] > External
1 . N Fytarnal net

10. In the Set Source Window
+ Select ADD GROUP

Set Source
Rule Block ICMP to SGL

ons Mo

ADD GROUP o o
hame // ¥/\ Compute Members

i
[T}
=T}
I
[
i
m
1
=]

Subnet 10 * Set Members
Description Tags
11. In the ADD GROUP interface
* Under Name type Subnet 10
+ Under Compute Members select Set Members
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Select Members | Subnet 10

Add Compute Members either by creating or by directly adding them. You can also add Id

Compute members to define effective nmemberaly

ACTIONS ~

12. In the Select Members | Subnet 10 window
+ Select the IP Addresses tab

©

gl - |

13. Under ACTIONS
1. Inthe Enter IP Address area, type 172.16.10.0/24 In the bottom right-hand corner,

« Select APPLY

2. In the Set Source window select SAVE
3. Ensure that the checkbox next to Subnet 10 is selected
+ Select APPLY
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EMERGERWCY (O) INFRASTRIMTURE (O}

EM'IROMNMENT (0}

& APPLICATHON {2)

€ ) UMD s -::'LI'||::J:- shed I:"a'lge::-
] SOouUrces Destinations Services
W] Applied To  DFW
22 Subnet 10 Any ﬁ| Any
fion (1} Applied To DFW
14. Under Destinations
+ Next to Any select the Pencil
Set Destination
Rule » Block ICMP to 5QL
Megate Selections Mo  Negated selectic

Groups (0)

P Addresses (D)

ADD GROUP ] h—

Mame

15. In the Set Destination window
+ Select ADD GROUP

NSX-T based Micro-segmentation with VMware Horizon
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ADD GROUP

MName

SGL

Description

SAVE CAMCEL

16. Inthe ADD GROUP area
+ Under Name type SQL in the Group Name area

P ———————————————————————
Mame l:l}I'I'IpLITE' Members

SOL ¥  5et Members

Description Description ————————

17. Under Computer Members
+ Select Set Members
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Select Members | SQL

Add Compute Members either by creating or by directly adding them. You can also add ldentity n

Compute members to define effective membership of the group.

Membership Criteria () Members (0] IP Addresses (0) MAC Addresses (0) AD G
ACTIONS ~
192 168.110.45
18. In the Select Members | SQL area,
« Select the IP Addresses tab
« Inthe IP Addresses tab under Actions enter 192.168.110.45
* In the bottom right hand corner select APPLY
| ADD GROUP
Name Compute Members
sqL * 11ps
Description Description Tags
B by 'S Subnet 1C View Members

19. Inthe ADD GROUP area
+ Select SAVE
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0L ¥

Mame
Py H O osa
i b | Subnet 10

CANCEL APPLY

20. Ensure the checkbox next to SQL is selected
* In the bottom right-hand corner select APPLY

R TURE (L) EMWIRLDMNMER | (L) @ BFFLIE_ATEIM (2)

-:" Unpubfished I:'a1gE':-

Sources Destinations Services Profiles

Subnet 10 S0L Any E‘ Mone

21. Under Services
+ Select the Pencil next to Any
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Set Services

Rule » Block ICMP to SQL

Services (1) Raw Port-Protocols (O

Mame

g : > & ICMP ALL

o 5 &

E\P Destination Unreachable

CANCEL APPLY

Service Entries

ICMPvE
ICMPvd

CMPva

(Destination Unreac

22. In the Set Services window

+ Scroll down and select the checkbox next to ICMP ALL
« HINT, by typing ICMP in the box under services, it helps to find ICMP ALL

+ Select APPLY

'DSH CMP ALL
'DSH HTTP
HTTPS
1DSH HTTP
HTTPS
CMP ALL
iaL CMP ALL

Mane

Mane

Mone

Mane

Window .

Window ...

D - .Illlill.l. n

23. Inthe Block ICMP to SQL row,

« Under Applied To select the Pencil next to DFW
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Set Applied To

Rule » Block ICMF to SGL

Select Applied To @ DFW ()

24. In the Set Applied To window
+ Change the DFW radio button to Groups radio button

Set Applied To

Rule > Marketing Rule

Select Applied To () DFW ) Groups

ADD GROUP l h

Mame

25. In the Set Applied To window select the Groups radio button
+ Select ADD GROUP
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Set Applied To
Marketing Rule
"y DFW ) Groups

mule

Select Applied To

Compute Members

‘ ADD GROUP
Name
* Set Members

Tags

Window 1,,

Description

26. Inthe Set Applied To window
+ Under the Name area type Windows 10,
+ Under Compute Members select the Set Members

Select Members | Windows 10
r by directly

Add Compute Members either by
ctiv mbership of th

Compute members to define effect
P Addres

Membership Criteria (0)

ADD CRITERIA

Page 18

27. Inthe Select Members | Windows 10
Export Date: 2024-01-09

 Select + ADD CRITERIA

NSX-T based Micro-segmentation with VMware Horizon

02:33:57 -0700



Select Members | Windows 10

dd Identity members sep:

AD Groups (0)

~ Criterial

Virtual Maching ~ Computer Name Starts With WIOINST

CANCEL APPLY

28. In the Select Members | Windows 10 window under Criteria 1 select: -
* Virtual Machine > Computer Name > Starts With > Type W10INST
+ Select APPLY

Set Applied To

Rule » Marketing Rule

Select Applied To () DFW ) Groups

| ADD GROUP

MName Compute Members
windows 10 * 1 Criteria
Description Description 1

* SAVE CANCEL

29. In the Set Applied To window in the ADD GROUP area
+ Select SAVE
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Set Applied To

Rule » Block ICMP to SQL

Select Applied To () DFW @ Groups
Windows 10 X

Name

[ Externa
[ > External_net
[ > RDSH
[} : > saL
O > Subnet 10
: > Windows 10

1- 6 of 6 Groups

show Only Selected ()

CANCEL APPLY

30. Inthe Set Applied To window
+ Ensure the checkbox is selected next to Windows 10
* In the bottom right corner select APPLY

T Action

@ Allow

Allow
Drop

Reject

31. Under Action
+ Select the Drop down arrow next to Allow
+ Select Reject

NSX-T based Micro-segmentation with VMware Horizon Export Date: 2024-01-09
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Action

32. Inthe top right hand corner of the NSX-T Admin Console
+ Select

* Notice that the status Uninitialized now changes to Success

BN C\Windows\system32\cmd.exe

7y

= Options * ' Connect USB Device v« Send Cirl-Alt-Dl

@ Help CtrleH -
Support Information

About VMware Horizon Client

Switch to Other Desktop
Autoconnect to This Desktop
Enable Relative Mouse

Share Folders

Allow Display Scaling
Display
Send Ctrl-Alt-Delete

Disconnect

Disconnect and Log Off

33. Onyour ControlCenter server

+ Revert back to your session

NSX-T based Micro-segmentation with VMware Horizon Export Date: 2024-01-09
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From the CMD Prompt ping sql.euc-livefire.com
* You will notice now you get a Destination Host Unreachable message

Log-off from your Horizon Client session by going to Options dropdown
Select Disconnect and Log Off
Select OK to log Off

Part 2: Testing further Micro-segmentation scenarios with
Distributed Firewall Rules

Introduction:

In this exercise we will look at variable options implement Micro-segmentation. Even with
all the limitations we have in this lab setup. The variable options when configuring are
impressive. The objective of Part 2 will be to follow on from Part 1 and we look at the
variable options of the rules and how they work.

vm MNSX-T
Horne Metworking Security ventory Plan & Troubleshoot System
« =~
E=] DISTRIBUTED FIREWALL (2)
7y Security Overview I _ S
ALL RIULES CATEGORY SPECIFIC RULES
East West Security
THERMET MERGE
B Distributed Firewal
Distributed DS
a CLIC
Cly Network Introspection (E-W)
Name D
North South Secunty Lo Desktops ()] Applied To  DFW
|6 Gateway Firewa : Slock ICMP to SGL 025
= URL Analysis
Ol Network Introspection (N-5) Cy Default Layerd Sec_ (1) Applied To  DFW

Endpoint Protection

% Endpoint Protection Rules

1. Onyour ControlCenter server,
+ Switch back to your browser with your NSX-T session.
* If necessary login with the username Admin and the password VMware1!VMware1!

* Ensure you have the Security tab selected and under EAST WEST Security
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« Ensure your are in the Distributed Firewall area

vm NSX-T

£y Security Overview

East West Security

E= Distributed Firewall

North South Security

Home Networking Security Inventory

Plan & Treubleshoot System

«
E=J DISTRIBUTED FIREWALL (@)

ALL RULES CATEGORY SPECIFIC RULES

Cly Network Introspection (E-W)

M MNecktnns )] Applied

3 Gateway Firewall En 1035
Disable Logging For All Rules
=l URL Analysis b A R
i_c‘_ C_.;I N -_3_ ()] Applied
Endpeint Protection
||_'-H Endpaoint Protection Rules
Settings
|3 Security Profiles
Copy path to clipboard
2. On the NSX-T Admin Console
+ Select the 3 dots next to Desktops
+ Select Add Rule
ADD POLICY
I:I Name D
v [ ] Desktops (4) Applied To D
(] ICMP for IT Support 5096

Sales Rule

3. Inthe New Rule interface,

* Replace the name New Rule by selecting and typing Sales Rule

NSX-T based Micro-segmentation with VMware Horizon
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€ } UNDO aa I:I'U'IFJ:- shed l:"a'lge.

o SouUrces Destinations
(2) Applied To DRW
a E’h
L 1025 2 Subnet 10 =
o (1) Applied To DRFW

4. Under Sources,
+ Select the pencil icon, next to Any

Set Source

Rule » Sales Rule

Negate Selections () No

Groups (1) P Addresses (0)

5. In the Set Source window
« Select ADD GROUP
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ADD GROUP l k

Name

Sa es.|

Description

SAVE CAMNCEL

6. Inthe ADD GROUP window
* Under Name type Sales

Compute Members

¥ Set Members

MNesorintinn Taas

7. Under Compute Members
+ Select Set Members

Select Members | Sales
Add Compute Members either by creating or by directly adding them. You can also add Identity members separatzly. ide
Compute members {0 define effective membership of the group

P Addresses (0) MAC Addresses (0)

Membership Criteria (0) Members (0) P Addr

ADD CRITERIA |

8. In the Select Members | Sales Group window
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+ Select the AD Groups tab

Select Members | Sales

Add Compute Members either by creating or by directly adding the
Compute members to define effective membership of the group

Membership Criteria (0) Members (0) IP Addresses (0)

Mame

Sales

CANCEL APPLY

9. Inthe search area
+ Type Sales,
+ Select the checkbox next to Sales
+ Select APPLY

MName

Sales

Description

ﬂ SAVE CANCEL

10. Back to the Set Source window
+ Select SAVE
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CAMNCEL APPLY

11. In the Set Source Rule > Sales rule window
* Ensure the check box to the left of Sales is selected for this rule
+ Select APPLY

(] salesRule 4076 20 sales Any

12. Under Destinations next to Any
+ Select the Pencil
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ADD GROUP

> RDSH ‘-—
_ > saL

] » Subne

Show Only Selected ()

CANCEL APPLY

13. In the Set Destination window
+ Select the checkbox next to RDSH
+ Select APPLY in the bottom right corner.

sen { 1 Unpublished Ch

=]
(]
]
[F5]
{1

Destinations Services Profile:

RDSH ‘ Any ‘ None

CMPvG-.. Non

[y
]
I

CMPvA-

14. In the Sales Rule row
+ Under Services select the Pencil next to Any
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Set Services

Rule > Sales Rule

L3
Name
N > 8 CMHTT
- > @ amaTT
> @ HTTP
> A HTTPS
_ > & HTTI = b

-

Show Only Selected )

| CANCEL APPLY

15. In the Set Services window
+ Under Services type http. Notice you now have the HTTP and HTTPS checkboxes
available to select
« Select the HTTP and HTTPS check boxes
« Select APPLY

- Unpublished Change Filter by Name
Services Profiles Applied To Actic
HTTP None DFW n °
HTTRS
CMPvG-_. None DFW @
CMPwd-
16. Inthe Sales Rule row
« Under Applied To select the Pencil next to DFW
NSX-T based Micro-segmentation with VMware Horizon Export Date: 2024-01-09 Page 29
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Set Applied To

RFule » Sales Rule

Select Applied To @ DFW

17. In the Set Applied To window
+ Select the radio button next to Groups

Wiaw Membars
Wiew Membaers

u % wWindows 10 View Members

i Success

.'-|{_’

18. In the Set Applied To window,
+ Select the check box, next to Windows 10.
+ Select APPLY

Applied To Action

@ Uninitialized &

wind. @ alow~ @

19. Under Action. We will leave the default Action that being Allow

NSX-T based Micro-segmentation with VMware Horizon
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POLICY MAMAGER
' ACTIONS REVERT PUBLISH

IMMEMT (0 & APPLICATION (3)

20. In the NSX-T Admin Console
* In the top right corner PUBLISH

* We will now create a DENY ALL Groups Rule in addition to what we have just created

N MName I
v 8 Desktops (2) Af
: Marketing Rule
1 Rinck OMD #n 3048
Add Rule
Delete Rule ) Ap
Clone Rule
Copy Rule

21. In the NSX-T Admin Console > Security > Distributed Firewall
*+ Right-Click the 3 DOTS next the BLOCK ICMP to SQL checkbox
+ Select Add Rule

NSX-T based Micro-segmentation with VMware Horizon Export Date: 2024-01-09
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[ Mame ]

W I:I Desktops (4) Ap
(] ICMP for IT Support 5096
(] salesRule 4076

Deny All Groups

22. Under your Sales Rule
* In the New Rule section rename New Rule to Deny All Groups

23. In Deny All Groups rule row
+ Under Destinations select the Pencil next to Any
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Set Destination

Deny All Groups

Show Only Selected (P

CANCEL APPLY

24. In the Set Destination window,
+ Select the checkbox next to RDSH
+ Select APPLY

Name [[#] Sources Destinations Services Profiles A
Lo Desktops (2 Applied To  DFW
Markating Sule Marks RDSH HTTE Mone

Deny All Groups Ay
Block ICMP 1o S0L 2048 Subne
> Default Layer3 Section {n Appled To DEW

25. In the Deny All Groups row under Services
+ Select the Pencil next to Any
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Set Services

Services (0) o Por

>

& HTTR

@ HTTPS

°

(-]

26. In the Set Services window

1. under Services type http. Notice you now have the HTTP and HTTPS checkboxes

available to select

2. Select the HTTP and HTTPS check boxes

3. Select APPLY

{ 1Unpublished Change

Services

HTTR N
HTTPS

CMPvG-_. M

CMPv4-_

Profiles

Applied To Actic

VAT
LAy .

27. In the Deny All Groups row under Applied To select the Pencil next to DFW
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Set Applied To

ule » Marketing Rule

Select Applied To () DFW ) Groups

ADD GROUP

Mame

» Marketing

28. In the Set Applied To window select the Groups radio button

Set Applied To

cew ) Groups

29. Inthe Set Applied To window
+ Select the Windows 10 group checkbox
+ Select Apply

NSX-T based Micro-segmentation with VMware Horizon
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Destinations

rRDEH

RDSH

1 Unpublished Change

Services

CMP ALL

Profiles

Mane

MNone

Applied To Action

@ Success O

Windows @ Allow -~ ()

Windows o aiow ~ @)

Windows [ ] D

@ Success ™

€

30. Inthe Deny All Groups row
+ Under Action select the Dropdown

+ Select Drop

nges)  ACTIONS REVERT |
ICATION (4)
Applied To Action
@ SuccessC @ B
Windo o aow ~ @D &
Windo... eoop - @D &
DFW

@ Success C &

31. Inthe top right corner, of the NSX-T Admin Console

+ Select PUBLISH

+ We have now completed two rules both based on the Source .
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Home Networking Security nventory Plan & Trouble:

«
=] DISTRIBUTED FIREWALL (@

3 Security Overv

!
[14]

ALL RULES CATEGORY SPEC

East West Security
. _ ETHERMET (1
&= Distributed Firewall

o Distributed IDS

a - ADD FOLICY

Ll Network Introspection (E-W)

- Name
Morth South Security I | Desktops
B35 Gateway Firewall > ] Default Layer3 Secti

Ll Network Introspection (N-5)

32. NSX-T Admin Console > Security > Distributed Firewall
* Under CATEGORY SPECIFIC RULES in the APPLICATION section select +ADD POLICY

ETHERMET (1 CMERC
ADD POLICY
’ : MName
> ] New Policy
> : Desktops
) B Default Layer3 Section

33. You will notice you have a New Policy .1st in the policy order. We will now re-order this
policy
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+ ADD POL
* Name ID
| i[5> New Policy (0)
DY | Desktops 3
@,
r Y Default Layer3 Section m
« -
E=] DISTRIBUTED FIREWALL (@)
ALL RULES CATEGORY SPECIFIC RULES
ETHERNET (1 EMERGENCY (0)
ADD POLICY 9
W)
] MName D
> "] Desktops @
9/ | Py ] New Policy ()]
S : Default Layer3 Section (n

€y unDo

Sources

Applied To DFW

Applied To  DFW

Applied To DFW

Ar
A

Ap

34. In the NSX-T Admin Console > Security > Distributed Firewall
+ Select with a left click and hold your mouse on the 3 DOTS at the beginning of the New

Policy Line

+ Drag the New Policy down till just after Desktop Policy and release your mouse
* Your New Policy should appear in the order in the second screenshot of this image

{7 Security Overview L AULES
ALL } 3

CATEGORY SPECIFIC RULES

East West Security

o _ ETHERMET (1
B Distributed Firewall

@ Distributed IDS
+ ADD POLICY
Ly Network Introspection (E-W)

EMERGEMNCY (0}

N MHame
North South Security Y : Desktops
38 Gateway Firewa 5 "] Server Access|

== URL Analysis

L1y Network Introspection (N-S)

Endpaoint Protection

Default Layer3 Section

(3)

(@)

(M

€y UNDO

Applied 1
Applied 1

Applied 1
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35. In the NSX-T Admin Console > Security > Distributed Firewall
* In the New Policy interface, rename New Policy to Server Access

[ DISTRIBUTED FREWALL (3)
ALLRULES  CATEGORY SPECIFIC RUL
HERNET MR
+ ADD POLICY
Name
H Deskiops

P Sarusr Arroce

2 D> Deskiops
| Do Server Access
| : New Rule
T Default Layer3 Section

ES

(3) 4

() 4

(n 4

36. In the NSX-T Admin Console > Security > Distributed Firewall

+ Select the 3 DOTS in front of your Server Access Policy and select Add rule

+ Notice you now have a new rule called New Rule that is part of the Server Access

Policy

ADD POLICY
Name
- Desktops
| LoV Server Access
‘ Permit Win 10 to RDSH
- Default Layer3 Section

€y UNDC
D
(3) Applie
(n Applie
(n Applis
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37. Inthe New Rule section,
+ Rename New Rule to Permit Win 10 to RDSH

ETHERMET (1 EMERGEMCY (0} NFRASTRUCTURE (0) ENV
ADD POLICY €y UNDO . (2 Unpub
: MName ] Sources Destinations
b : Desktops (3) Applied To DFW
| Dow | server Access (1 Applied To  DFW
‘ : ] Permit Win 10 to RDSH ‘ Any n‘ Any
> : Default Layer3 Section mn Applied To DFEW
38. In the Permit Win10 to RDSH section
+ Under Sources, select the Pencil next to Any
Set Source *
e B
L ]
w elamie »
» © 2w Mam [ =t
Wi .
.
> L L ]
ﬂ 5 Windows 10 Wiew Mambers @ Success O
v Cnly Sedecied (PP
39. In the Set Source window,
« Select the checkbox next to Windows 10
« Select APPLY
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= DISTRIBUTED FIREWALL (3

ALL RULES CATEGORY SPECIFIC RULES

m
I
m
]
i
m

EMERGENCY (0 INFRASTRUCTURE ENVIRONMENT
=+ ADD POLICY ‘{_} UNMDO T 2 Unpublished Change
Name ] Sources Destinations Services
> Desktops {3 Apphed To  DFW
| EE ) Server Access (N Apphed To  DEW
I Permit Win 10 1o RDSH Windo Ay Ay
EY Defauit Layer3 Section (n Applied To DEW
40. In the Permit Win10 to RDSH section
+ Under Destinations, select the Pencil next to Any
Set Destination x
Groups (1)
> Marketing Wiew Members @ Success
> ROEH iew Members @ Success h
S 501 iew Mambers & succoss
» = @ Success
* View Members @ Success
ow Only Selected (I
e

41. On the Set Destination window,
+ Select the checkbox next to RDSH
+ Select APPLY
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ETHERME EMERGENCY ERASTRUCTURE (0 EMVIROMMENT
T+ ADD POLICY £ ) UNDO 2 Unguiblished Changes
Mame D Sources Destinations Services
- Desktops (]| Applied To DFW
| oW Server Access ] Applied To  DEW
| - Parmit Win 10 to RDSH Windo
> Default Layer3 Section (1 Applied TO  DFW

L]

Frofiles

42.

43.

NSX-T based Micro-segmentation with VMware Horizon

In the Permit Win 10 to RDSH row under Services select the Pencil next to Any

Set Services

Name
A CMHTTE
B CMHTTRS
@ =TT
> @ HTTPS

> @ HTTPS. neticp ©

In the Set Services window

1. Under Services type http. Notice you now have the HTTP and HTTPS checkboxes
available to select

2. Select the HTTP and HTTPS check boxes

3. Select APPLY
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. { 2 Unpublished Changes ter by Mame, F

estinations Services Profiles Applied To Action
9
72 RDSH ) HTTP None DFW n ® Alow
3 HTTPS
[
44. In the Permit Win 10 to RDSH row
« Under Applied To select the Pencil next to DFW
Set Applied To
Rule » Marketing Rule
ct Applied To () DFW ) Groups
| ADD GROUP
45. In the Set Applied To window select the Groups radio button
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Set Applied To

oEw @ Groups
M Cown 1 Mo
View Membi
> b
: 3 ElE Viow MEmbors

SuBnet 10 View Members

Status
Pap——
@ Success ¢
®-

Show Only Selected ()

| CAMCEL APPLY

46. In the Set Applied To window
+ Select the RDSH group checkbox
+ Select Apply

nges)  ACTIONS

ICATION (5)

|

Applied To Action

@ SuccessC © £

© &

fwindo. @ aiow v @ @

@ Success &

47. Select PUBLISH in the top right corner
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Lol = Options = LP Connect USE Device ~ oya Send

@ Help Ctrl+H
Support Information

About VMware Horizon Client

Switch to Other Desktop
Autoconnect to This Desktop
Enable Relative Mouse
Share Folders

~  Allow Display Scaling

o Send Ctrl-Alt-Delete

i [Disconnect

Disconnect and Log Off

49. Please NOTE: When Identity Based Firewall rules are applied, it is essential, to logon after
the rules have been applied. Any Active VMware Horizon sessions that you are logged into,
before starting with Part 3

Part 3. Testing the results

Some background information about our setup and what we are going to test.

* In this setup we have a Horizon Instant Clone Desktop pool with 4 Virtual machines
The Desktop Pool has two Active Directory security groups entitled to this Desktop Pool
* IT-Support
- Sales

* All 4 virtual Machines are running on the 172.16.10.0 / 24 subnet and have a VLAN ID 10 for
this subnet configured for its NSX-T segment.
+ As part of the test we have a server with IIS installed called RDSH-01a
+ Note this exercise is teaching Micro-segmentation functionality and one should not read
anything into the choice of group name for this exercise.
« We will first Test Mark Debio and Jill Verneo who are members of the Sales group. Mark
and Jill will do a HTTP connection to the RDSH-01a server.
+ We will then test Kim Markez who is not a member of the Sales Group and see what
happens when attempt to do a connection request to RDSH-01a
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Part 3:

B2 winnst

Optans = 7 Cemnect USE Devce = o Send Clib-at-Delele

o
et

n A2 Type here to search

1. Onyour ControlCenter desktop,
* Launch the Horizon client

Launch the Horizon .euc-livefire.com POD
On the Login window next to

User name: Mark

Password : VMware1!

Select Login
Select the W10INST entitlement
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] Dptiors * o Covees LD Devics = ol Serad - Dadens WINMET

2. Onyour ControlCenter desktop, launch the Horizon client
+ Launch the Horizon.euc-livefire.com POD
* On the Login window next to
+ User name: Jill
+ Password : VMware1!

+ Select Login
+ Select the W10INST entitlement

B w0EXTO1S - wOEXT0Na,euc-livefire com - Remete Desktap Connection O b4

Optices » 1 Connect USA Device v ofh Send Cirl-Aie-Delete
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3. Onyour ControlCenter desktop, open the Remote Desktops folder
1. Launch the RDP client for W10Ext01a.RDP
« Login as administrator@euc-livefire.com with password VMware1!

2. Onthe W10 client Launch the Horizon client
« Launch the Horizon.euc-livefire.com POD
* On the login window next to
« User name: kim
« Password : VMware1!

+ Select Login
+ Select the W10INST entitlement

Internet Information Services

Bienwvenue | uloa

+zct Benwenulo ©

£ 3 Whpvienvenido oy geidinie —enm o

4. Select your Mark Horizon client session
+ On the Desktop, select and launch the Edge Browser in the Task Bar
* In the Edge Browser address, type http://rdsh-01a.euc-livefire.com
+ As you can see we are able to connect to the web service on the server as Mark.
* Repeat the same test for Jill
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5 wiDEXTOa - wiOEKTOla.euc- vefire.com - Remote Desktop Connection a

Qptions = Connact USB Device + o Send Ci-ADeete

% |+ v
1dsh-0a.euc-livefire.com, #

O Hmmm...can't reach this page

o Try this
B

. M t web

L Type here to search

- o X

SBDevices > [ Fullscreen

Help

About VMware Horizon Client
@ Settings

0% Logoff Desktop

X Disconnect

5. Switch to your Horizon client session running from W10EXT01a
+ On the Desktop, select and launch the in the Task Bar
* In the Edge Browser address, type http://rdsh-01a.euc-livefire.com
« Kim is not a member of the Sales Group and would therefore be denied access. Our
Identity Firewall only allows for Sales to communicate with the RDSH-01a server.

* From the Horizon Client
+ Select the in the right corner
+ From the dropdown, select

* In the Disconnect and log off desktop? window,
+ Select

NSX-T based Micro-segmentation with VMware Horizon Export Date: 2024-01-09 Page 49
02:33:57 -0700



+ ADD POLICY
E-W)

|:| Name D Sources De:
M nacktanc ™ Applied To  DFW

Enable Logging For All Rules

ggng Marketing
Disable Logging For All Rules
Enable All Rules

Disable All Rules

Delete Policy 18 Subnet 10

es A
Add Rule Applied To  DFW

. Applied Te  DFW
Add Policy Below

Copy path to clipboard
setti..
e CATEGORY SPECIFIC RULES

¥

[ ETHERNET (1 EMERGENCY (0) INFRASTRUCTURE (0
Firewall
Ds
+ ADD POLICY ) uNDO

rospection (E-W)

Name i Sources Destinations &
rity HI Desktops  (4) Applied To  DFW
Ewias New Ruk A A

Marketing fule 3049 Marketing BOSH

rospection (M-5)

6. Switch back to your NSX-T admin console. Ensure you are still in Security > Distributed
Firewall
+ Select 3 Dots next to Desktops Policy and select Add Rule,
+ Notice you now have a New Rule

W
ALL RULES CATEGORY SPECIFIC RULES
ETHERMET (1) EMERGEMCY (O} INFRAST
wall
ADD POLICY (_“} LNDO
yection (E-W)
|_| Mame T Sources

Applied To  DFW

ill

Any
7. In the New Rule row replace New Rule with ICMP for IT Support
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ADD POLICY (_} UNDO

|| Mame 1D Sources

v | |  Desktops (4) Applied To  DFW

(] Marketing Rule 3049 7% Marketing

Destini

[ ] _I_g_H_EfDrH ‘ Any n| Any

2o R

8. In the ICMP for IT Support row under Sources
« Select the Pencil next to ANY

Set Source

Rule > ICMP for IT Support
Megate Selections Mo  Negated selections

Groups (0) F Addresses (D)

ADD GROUP ] +__

MName

9. In the Set Source window select ADD GROUP
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Mame Compute Members

T Support *  Set Members

Description Tags

10. Under the ADD GROUP area under Name type IT Support
+ Under Compute Members, select Set Members

Select Members | IT Support

AD Groups (0)

Name

IT Support

CANCEL APPLY

11. In the Select Members | IT Support window
+ Select the AD Groups tab
« Under AD Groups start typing IT Supp
+ Select the checkbox next to IT Support
+ Select APPLY in the bottom right corner
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ADD GROUP
HName Compute Members

T Support * 14D Groups

Description Tags

Show Only Selected

CANCEL APPLY

12. Select SAVE
+ Select APPLY to close the Set Source window

LICY €5 UNDO (1 Unpublish
|:| Mame D Sources Destinations Services
| Desktops  (4) Applied To  DFW
(] ICMP for IT Su.. o8 IT Support ‘ Any E‘ Any
(] Marketing Rule 3049 Marketing RDSH Ty HTTR
¢ L HTTES

13. In the ICMP for IT Support row under Destinations
+ Select the Pencil next to Any
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Set Destination
T Support
e

Groups (1) P Addresses (C

Rule » ICMP for

Megate Selectior

RIDSH

- b OT b LrouUps

show Only selected P

CANCEL APPLY

In the Set Destination window
+ Select the checkbox next to RDSH

+ Select Apply

14.

B R T T ram

€5 UNDO ces
Sources Destinations
pplied To  DFW
T Support RDsH
Marketing SDsH

{1 Unpublished Change )

Services Profiles
‘ Ay u‘ Mane
: , HTTPR Mone

¢ B HTTES

15. In the ICMP for IT Support row
« Under Services select the Pencil next to Any
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Set Services

Rule » ICMP for IT Support

Services (0) Raw Port-Protocols (0)

ADD SERVICE

Name
1+ > &3 fICMPALL
16. In the Set Services window , type ICMP
Name
Py O RcvPALL
.'_Eall_cce.ss i : a
@ Success
M Success M

1- 23 of 23 Services

Show Only Selected (P

CANCEL APPLY

17. Select the checkbox next to ICMP ALL
+ Select APPLY
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(1 Unpublished Change )

ns Services Profiles Applied To Ac

H {5 ICMP ALL Mone ‘ DFW u‘ q

H Y HTTE Mone iR rmar a

18. In the ICMP for IT Support row under Applied To
+ Select the Pencil next to DFW

Set Applied To

Rule » ICMP for IT Support

Select Applied To @ DFW () Groups

19. In the Set Applied To window
+ Change the DFW radio button to the Groups radio button
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Set Applied To

celect Apphed To () DFW () Greups
ROUR
Maen

N .

>

) M

>

> o
Pz Windows 10

Show Only Selected ()

CANCEL ‘ APPLY

20. Inthe Groups Area
+ Select the checkbox next to Windows 10
+ Select APPLY

+ ADD POLICY y uNDo 1 Unpublished Change
Mume D Sources Destinations Services Profiles
Lo Desktops (4) Applied To DFW
ICMP for 1T Su 3052 T Support RDSH CMP ALL Mane
Marketing Rulg Eipl (=] Marketing SDsSH HTTE lone
HTTES
Deny &l Grou 3050 Any RDSH H4TTP | None
HTTRS
Block ICMP to 3048 Submet 10 S0L CMP ALL Mane

21. In the Deny All Groups row under Services, select the Pencil next to HTTP/HTTPS
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Set Services

Rule » Deny All Groups

Services (2) Raw Port-Protodpls (0)
HTTP X HTTPS X
icmp
Name
] > % RICMPALL
1 : b e fa

22. Inthe Set Services window under Services type icmp

SEIVICES [ 3) RAW FUlL-FTOLOCUIS (U)
HTTP X HTTPS X ICMP ALL X
icmp

ADD SERVICE

Mame
Yoy RieMPALL
&
ICMP Destination Unrez
[ ; % &% B ICMP Foho Renly
@ Success C
@ Success

-

& Siccess

1- 23 of 23 Services

Show Only Selected (P

CANCEL APPLY

23. Select the check box next ICMP ALL
+ Select APPLY
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Applied To

LET |

Applied To

Subnet.. SGL CMP AL Mone

DEW

Windo.. RDSH %TTPE Mone

HTTPS

DFW

24. Expand the Server Access Policy
* |In the Permit W10 to RDSH row under Services, select the Pencil next to HTTP/HTTPS

Set Services

Rule » Permit W 10 to RDSH

Services (2) Raw Port-Protocols (0)

HTTP X HTTPS X

25. In the Set Services window under Services type icmp
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ADD SERVICE

Mame
> & I1CMP ALL
> (&
coess
coecs (¥ -
Show Only Selected (P

CANCEL APPLY

26. Select the next ICMP ALL
+ Select

Total Unpublished Change

T {0 a APPIICATION (R)

27. Select
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> i i = [ =

28. Review your Policies and associated Rules

[E= https://horizon.euc-livefire.com

| kim ‘
[eoeseeee |

£ VMware Horizan Client ]

(% https://horizon.euc-livefire.com

W10INST Calculate

o @

29. Onyour WIinEXT10 RDP session.

+ Using the login again as Kim with the password VMware1!
« Launch the , entitlement
* From the menu > > type cmd.exe
« Select
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ft Windows [Version 18.8.1836 95]
Microsoft Corporation. All hts reserved.

C:\Users\kim»ping rdsh-8la.euc-livefire.com

h-8la.euc-1
172.16.
172.16.
172.16.
172.16.18¢€

“Ping statistics for 172.16.18.15:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss)

Approximate round trip times in milli-seconds:
Minimus 2ms, Maximum = 2Zms, Average Zms

C:\Usersikim»

30. Inthe emd.exe window type, ping rdsh-01a.euc-livefire.com.
+ Your micro-segmentation rules using the Identity Firewall setting should ALLOW and you
should get a reply.

BAR UGN FIUTTIpL

Microsoft Windows [Version 108.0.18362.295]
(c) 2819 Microsoft Corporation. All rights reserved.

C:\Users\mark>ping rdsh-@1la.

rdsh-8la [172.16.10.15] with 32 bytes of data:
timed out.
timed out.
timed out.
timed out.

Ping statistics for 172.16.18.15:
Packets: Sent = 4, Received = 8, Lost = 4 (186% loss),

C:\Usersimark»g

31. Onyour ControlCenter server desktop, revert back to your Mark client session
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+ If the session is disconnected and logged off . Log back in as Mark with the password
VMware1!
+ Launch CMD.exe window from if this is closed.
* In the emd.exe window type, ping rdsh-01a.euc-livefire.com.
* Your micro-segmentation rules using the Identity Firewall setting should DENY and
you should not get a reply.
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