Access Monitoring

This lab we will leverage TestDrive as there is pre-populated data for us to easily see more
information coming from Access into WorkspaceONE Intelligence.

This lab will demonstrated how Workspace ONE Intelligence can be leveraged to monitor
user authentication behaviour and application adoption. This data will be fed into
Intelligence from WorkspaceONE Access.

@ Thislab can be done on your local device and does not require the VMware Learning
platform Labs

Part 1: Dashboards & Widgets User Authentication
Behaviour

@ portal.vmwdemo.com,

vmware
TESTDRIVE

Username

simeon.frank.77

Forgot Password

[ Remember me

ENTER

1. Open the browser of your choice on your local machine and navigate to
https://portal.vmwdemo.com

a. Authenticate using your username and password and click ENTER. If you don't have one
click DON'T HAVE AN ACCOUTN? SIGN UP
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https://portal.vmwdemo.com/

My Products

Digital Workspace Accelerate Cloud Journey Intrinsic Security

dile, Dynamic Warkforce

Suppert Today's Increasing

Ready to Use Experiences
Get started exploring VMware products right away on a completely set-up and integrated environment

vmware WMware Workspace ONE powered by AirWatch, is a simple,
secure, and intelligence driven enterprise platform that
Workspace ONE~ delivers and manages any app on any device /

TestDrive Walkthroughs Credentials

Username: simeon.frank.77

Experience Workspace ONE on i0S
Password: **=**** g

TestDrive Email Address: simeon.frank.77@vmtestdrive.com

Experience Workspace ONE on Windows 10 &
Experience Workspace ONE on Android
Experience Workspace ONE on MacOS &
Experience Workspace ONE on Chromebook

VMware Hands-on Labs

HOL-1857-03-UEM: Workspace ONE UEM with App & Access
Management &

2. Once authenticated make sure you are in the Digital Workspace Tab at the top and click

on the drop down Next to Workspace ONE.
a. Note your credentials here as you will need these for the next authentication.

b. Click on LAUNCH in the VMWARE Workspace ONE card

i testdrive.vidmpreview.com,

L

Workspace ONE"

Enter your TestDrive username.

simeon.frank.77

O Remember this setting

Next

vmware
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3. You will redirected to https://testdrive.vidmpreview.com in a new tab. Here enter the
username noted in step 2.
a. Click Next to procede

Workspace ONE”

simeon.frank.77

password

vmwtd.com

Forgot password?

vmware

4. Enter the password for the user account and click Sign in.
a. If you don't remember the password flip back to the previous tab and look in the
credentials box as explained in step 2.
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https://testdrive.vidmpreview.com/

Favorites Apps People For You @ Support ‘

Favorites SortA-Z v
Concur Dropbox NVIDIA- VMWARE- NVIDIA- VMWARE- NVIDIA- VMWARE- Office 365 Portal
YGPU- TEST DRIVE VGPU- TEST DRIVE VGPU- TEST DRIVE
Website Website 2 Horizon 2 Horizon = Horizon Website
v | @
Slack Workspace ONE UEM
Admin
Website Website
Z
5{/;? Favorites People For You @) Self-Service
%

1 Total Result
1 Result in App Name and Description

W % ‘Workspace ONE UEM Console
< R © *

5. Once in the Intelligent Hub click on the Workspace ONE UEM Admin tile.
* Note: If you do not see the tile click on Apps and search for UEM.

& testdrive.awmdm.com

Dashboard Devices

Hstiew Dashboard ¢ A *

Device Updates

Lifecycle > TOTAL DEPLOYMENT : 2' 525

Provisioning »

MONITOR

SECURITY OWNERSHIP

6. You should now be authenticated to Workspace ONE UEM
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Account Role:

Devices | v Intelligence & Tenant Administrator at, TestDrive
Device Administrator at World Wide Enterprises
Device Administrator at Regional Health Systems
D ds h b Oar d Device Administrator at Retail Holding Company
Device Administrator at City of Mayberry
Device Administrator at Five Oceans Bank
TOTAL DEPLOYMENT : 2 5 2 5 Tier 1 - Help Desk at Engineering
I Tier 2 - Help Desk at Professional Services
Device Administrator at Magna University

CETIRITV MANIFRCSHID

7. Inthe top right corner click on the drop down next to your administrator name.
a. Then click on the Account Role drop down and change it to Intelligence & Tenant
Administrator at TestDrive if its not already.

Intelligence Monitor

> Intelligence
Reports and Analytics >

0
DEviCES

Intelligence is about providing you with deeper insights into your entire digi

features that give you more visibility into performance issues. Experience fa

APFS & BOOKS and gain better overall efficiency with robust process automation capabilitie
compliance and user experience across your entire workflow.

60

Templates

Integrated Insights App Analytics

Get complete visibility into your Optimize app development and
digital workspace and enable deployments acrass the

data driven decisions across organization to quickly resolve
your entire environment. issues, reduce escalations and

increase user experience.

I LAUNCH |

Optin

If you opt into Intelligence and are a Workspace ONE UEM Saa$ customer, y
automatically be created in a region based on your Workspace ONE UEM Sa
region may be outside your Workspace ONE UEM region. See a list of the Int
the VMware Workspace ONE Intelligence user guide

You can opt out of this service at any time. To do so now, simply uncheck th
access to data analytics tools and features and any new data captured in Wt
cloud service. However, data collected prior to opting out will still be availab

8. Click on MONITOR then Intelligence, then LAUNCH to open Workspace ONE Intelligence
console.
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l:f_i] Workspace ONE Intelligence Q. DASHBOARDS @) vmwtd.com\simeon.frank .77
= - L

Home  Getting Started J| Dashboards | Automations  Reports  Integrations  Settings

My Dashboards My DaShboardS
Security Risk

Quick Filters: | Bookmarks
OS5 Updates
User Risk
Apps N7 Add Filter Last Modified (Newest)
Devices
My Bookmarks |:| v |:| |:|
Office 365 vs Goodle A. 200 =

9. You should now be in the Intelligence Console. In the Workspace ONE Intelligence console
click Dashboards and then click ADD DASHBOARD

7Y Workspace ONE Intelligence (O, DASHBOARDS >~ Search Dast

=

Add Dashboard

Simeon Access Dashboard

A

Add description (optional)

CAMCEL SAVE

10. Name the dashboard { } Access Dashboard. Then click SAVE at the bottom right
corner.
a. Note due to the heavy use of this environment you may get a message as shown below.

Add Dashboard

(Q Failed to add dashboard: The account-level service limit 'maximum dashboards’ is 50. Current usage is 50 dashboard(s).

11. You may encounter the above error if there are too many dashboards configured in the
environment. You can delete a dashboard you know is not being used or simply use an
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existing dashboard you can add widgets to. Otherwise look at Mike Access Dashboard as
an example and follow the steps below.

@ Workspace ONE Intelligence O, DASHBOARDS ~

Insights

< Dashboards
My Dashboards
Security Risk
0S Updates
User Risk
Apps

Devices

Automations

‘ @ Dashboard added successfully.

My Dashboards > Access Dashboard

ADD WIDGET I CUSTOMIZE LAYOUT ]

S5f Add Filter

12. Now that the Dashboard has been created (or an existing one being used), we can add
widgets. Click ADD WIDGET

Add Widget

C, Search for templates

Apps v Authentication v Automations ~

Devices ~ Hub ~ Platform ~ Product ~ Security ~

Integration » Bookmarks

Custom Widget  Create a widget from scratch

Mobile SSO Adoption (L.. B

Total Successful Logins of Users
Using Mobile §5O Authentication

2 tags

Line - Historical

PREVIEW START

E——

SELECT ALL

Workspace ONE UEM
Intelligence SDK
Carbon Black

Employee Experience

Workspace ONE Access I

Number of Deployed D.. p Users with th'
Count of Unigue Desktop App List of Users With

Identifiers Deployed as Managed Devices by Platfor
Apps Order

Metric - Snapshot Table - Snaps
PREVIEW START PREVIEW START

Intelligence
Lookout
Netskope
Wandera

Zimperium

hot

X
Order by
oo
oo
START
perium - Top Mediu.. §

Medium-Risk Threats Over Last

2k By Number Of Devices
wcted

Vertical - Historical

PREVIEW START

13. In the Add Widget screen notice all the pre-loaded widgets available.
a. Click on Integrations and then select Workspace ONE Access

Access Monitoring
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Mobile SSO Adoption (L..

Total Successful Logins of Users
Using Mobile SSO Authentication

Py
C 2 tags J

Historical

Line -

PREVIEW START

Top 5 Apps Launched B...

Top 5 Apps Launched By Unique

Users

.( 2 tags )

m Vertical - Historical

PREVIEW START

Login Failures by Authe...

Count of Login Failures by
Authentication Method Over Last
Week

Trend of User Logins

Trend of User Logins Over Last
Week

Faryvmm
C 2 tags )
Line - Historical

PREVIEW START

Top 5 Apps Launched B..

Top 5 Apps Launched By Total

Launches

.( 2 tags :.

Historical

m Vertical -

PREVIEW START

Login Failures by Error ...

Count of Login Failures by Error

Message Over Last Week

n App Launches

Count of App Launches Over Last
Week

o ame

N 2tags )

Vertical - Historical

PREVIEW START

[ ] Top Apps Launched Las...

Top Apps Launched Last Week By
Application Name

( 2 tags :.

Histarical

Table -

PREVIEW START

Top 10 Users with Faile.. J

Top 10 Users with Failed Logins Last
Week By Username

( 2 tags :.

[Tan] Vertical - Historical

PREVIEW START

Unigue User Logins n

Count of Unique User Logins Over
Last Week (Unique Active Users per
day)

.( 2 tags :.
m Vertical - Historical

PREVIEW START

14. Notice the pre-set widgets that give you various parameters for insight into Access. These
can be used to monitor your environment for potential failed logins or even authentication
methods or Top 5 App used.

Order by

Security v Integration: 1 selected

START

Top 10 Users w.. |

Top 10 Users with
Failed Logins Last Week

By Username
o
((2tags )

[Man]  Vertical - Historical

PREVIEW BTART

Unigue User Lo.

Count of Unique User
Logins Over Last Week
(Unique Active Users

per day)

T
L 2tags )

Top 10 Users with Failed Logins b4
Last Week By Username

Overview

Top 10 Users with Failed Logins Last Week

By Username

Category

Filter Results

h 4 Success Status equals (false) &

Widget Preview (2
01/01/1970 2:00 AM to 05/22/2020 1:58 PM

15. Click on PREVIEW on the Top 10 Users with Failed Logins Last week by Username Widget
to see the right side panel pop out a preview of that widget.

Access Monitoring
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a. The preview feature let's you quickly determine wether this widget gives you the data you
are looking for.

b. Click START on the Side pop our Preview window.

Top 10 Users with Failed Logins Last Week By Username age prevew ©

Last 7 day(s)
Top 10 Users with Failed Logins Last Week By Username

@
=]

Data Visualization © 40

30
HISTORICAL

20

Chart Type

0
] VERTICAL LINE TABLE

VIEW

Measure Count of UUID

Group by (Optional) Username ADD SUBGROUP

Date Range (Optional) Last 7 days

Results per group 10

. . CLOSE
Filter ©
Y  Success Status equals (false)

A 4 Success Status @ Equals false

16. The Measure Count is UDID

a. Notice the criteria to group the widget is by username
b. The filter for the data is that success status equals false

)

CANCEL BACK | SAVE I
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17. Click SAVE at the bottom right hand side of the page.

18. This widget will give you a break down of the Top 10 users with the most failed login

attempts

Insights

+ Dashboards
My Dashboards
Security Risk
05 Updates
User Risk
Apps
Devices

Automations

Top 10 Users with Failed Logins Last Week By Username

Count of UUID

40
-
—

° --
-.
0 — — -

02 Jun 03 Jun 04 Jun 05 Jun 06 Jun OF Jun 08 Jun 09 Jun

Username (45)

B Alexandr apfisterer@vmware.com [ arale.sahar.68
B cherbert@vmtestdrive.com kkoyabu phillipst

B RonnieMeng [ simeon frank.77 vmwtd.com\mayoubi

[ R g PP R T T B A I P T N |

My Dashboards > Access Dashboard

SAVE CANCEL

57 Add Filter

Top 10 Users with Failed Logins Last Week By Us..

19. Click SAVE when back on the Access Dashboard screen.
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Top 10 Users with Failed Logins Last Week By Username

ok

o
o -

e

Count of UUID

) .
O —

02 Jun 03 Jun 04 Jun 05 Jun 06 Jun O7 Jun 08 Jun 09 Jun

Username (45)

B Alexandr apfisterer@vmware.com [ arale.sahar.68
B cherbert@vmtestdrive.com kkoyabu phillipst

B RonnieMeng @ simeon.frank.77 vmwtd.com\mayoubi

- bmmnimnis menmlimad 30 BB el a3 BB Eallees

2]
2
3 30
pry
o
-
T
3
[a] 20

10

o

02 Jun 03 Jun 04 Jun 05 Jun @6 Jun 07 Jun 08 Jun 05 Jun
Username ~ (45)

B Alexandr apfisterer@vmware.com [l arale.sahar.68 [ cherbert@vmtestdrive.com kkoyabu phillipst @ RonnieMeng
B simeon.frank.77 vmwtd.com\mayoubi [l zsiying tommy.graniund.28 [l abmah2017 W felipsc W JanHolzmueller W krabin W mbarany
B Motokatu1102! aelganzoury [ Asmeal B bscoggins chris.cushanick. 70 W Halfway3how W inathan18 W kaamir td.mchris-test

B faiovanall B javiow ieromeches Irahacdi B khurriss B kitahorl sskrobut B ascheverry inelharrett B niwasa B mahendran
Refreshed a few seconds ago EDIT COLUMNS
Username Domain SuccessSta..  Authentication Method Error Messa.. | Source P A..  Event Type Event Time
kkoyabu vmtestdri... false Password subscripti... 199.249.2.. login Jun 2, 20...
simeon.fr.. wvmtestdri.. false Password subscripti... 46.196.16.... login Jun 3, 20...
vmwtd.co.. false identityProvider embedded.authMethod.certificate Passw... 10.169.69... login Jun 4, 20..
inathan18 wmwtd.co... false identityProvider.embedded.authMethod.certificate 52.188.20.. login Jun 4, 20..
simeon.fr. wmtestdri... false Password subscripti_. 46.196.16... login Jun 4, 20..
kkoyabu wmtestdri... false Password subscripti_. 8934271 login Jun 4, 20..
simeon.fr... wmtestdri... false Password subscripti... 46.196.16.... login Jun 5, 20..

21. Thisis the detailed view of the widget and lets you actually see a bit more about specific
users and their login behaviour.
a. As one of the criteria for the widget is "Success Status” = false we are only seeing
authentications that have failed.
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b. Notice some of the other parameters in the tabe section of the widget. These can all be
helpful to troubleshoot login failures or detect suspicious behaviour.
1. Authentication Method
2. Error Message
3. Source IP Address

Part 2: Dashboard & Widgets Application Adoption

In addition to data from login parameters, Access can also send Application Usage
information to Workspace ONE intelligence. The widget we will configure in Part 2 will look
at application adoption

@ Workspace ONE Intelligence O, DASHBOARDS v Search Dashboards

Insights

My Dashboards > Access Dashboard

< Dashboards
l ADD WIDGET I CUSTOMIZE LAYOUT |
My Dashboards

Security Risk
0S Updates

User Risk S Add Filter

Apps

Devices

Top 10 Users with Failed Logins Last Week By Us..

Automations
Y

\
1
| |

1. Let's add another Widget to the dashboard we used above.
a. Click ADD WIDGET on your Access Dashboard page.
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Add Widget

Q. Search for templates

Apps v Authentication ~ Automations v Devices ~ Hub ~ Platform ~ Product v Security ~ Bookmarks
SELECT ALL CLEAR ALL
g I‘) Custom Widget  Create a widget from scratch Workspace ONE UEM
'I‘ Intelligence SDK
Carbon Black
Employee Experience
Mobile SSO Adoption (L.. N Trend of User Logins n App Launches 510 Use
Total Successful Logins of Users Trend of User Logins Over Last Count of App Laut |_nteligence 10 Users
Using Mobile SSO Authentication Week Week Lookout =k By User
Netskope

2. Click Integrations and then select Workspace ONE Access from the dropdown.

Top 5 Apps Launched By Total X

Order by Launches
Automations v Devices v Hub v Platform ~  Product~  Security v Integration: 1 selected »  Bookmarks Overview
Top 5 Apps Launched By Total Launches
Category
Create a widget from scratch START Workspace ONE Access: App Launch
. ’ Filter Results
Trend of User Logi.. | App Launches n Top 10 Users with ..

Trend of User Logins Over
Last Week

Count of App Launches Over
Last Week

Top 10 Users with Failed
Logins Last Week By

&

Username Widget Preview (D)
OI/0V/1970 2:00 AM to 06/09/2020 10:04 AM
100K
Line - Histarical |E| Vertical - Historical fln] Vertical - Historical a0K
PREVIEW START PREVIEW START PREVIEW START 6ok
40K

Top 5 Apps Launc..

Top 5 Apps Launched By
Total Launches

Top Apps Launche..

Top Apps Launched Last
Week By Application Name

Unigue User Logins

Count of Unique User Logins
Over Last Week (Unique
Active Users per day)

[ Vvertical - Historical Table - Historical fln] Vertical - Historical

PREVIEW START

PREVIEW START

VIEW

PREVIEW JSTART

3. Click the PREVIEW on the Top 5 Apps Launched By total Launches and click START
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Summary
|categnry: Workspace ONE Access: App Launch I Template: Top 5 Apps Launched By Tetal Launches

Widget Preview (D)

Top 5 Apps Launched By Total Launches Last 7 day(s)

Top 5 Apps Launched By Tetal Launches
200

Data Visualization © =
HISTORICAL I
100
Chart Type l . l

[ie VERTICAL LINE TABLE
VIEW

Measure Count «of uuID

Group by {Opticnal) App Name v ¥ ADD SUBGROUP

4. Note the Category: Workspace ONE Access: App Launch, which give us the indicator that
this data is coming from Access.
1. Leave the widget settings as default and click SAVE at the bottom right side of the page.

My Dashboards » Access Dashboard

5. Now click SAVE on the Access Dashboard page where you added the two widgets.
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Top 5 Apps Launched By Total Launches

o

P
00
250

200

Count of UUID

50

App Name (12)

B NVIDIA- VMWARE- vGPU- TEST D...
B TO-WINDOWS10 @ Visio 2016

Al
g
|

m-I.-

Workspace ONE Mobile Device M..
ecs Arimin Partal B PKS el e e

VIEW

=

02 Jun 03 Jun 04 Jun 05 Jun 06 Jun O7 Jun OB Jun 09 Jun

Office 365 Portal
Workspace ONE UEM Admin

B MNiranboy

1:' 2 tags ) .

6. Click VIEW on the widget you just created, to analyze and see further details.

200

150

Count of UUID

100

4]
02 Jun

App Mame

03 Jun 04 Jun

(12)

B NVIDIA- VMWARE- vGPU- TEST D..
Workspace OME Mobile Device M.

Refreshed a few seconds ago

Username Domain

fernando.leon.26 vmwtd.co..

Shingo vmwtd.co.
cvincent vmwtd.co..
rajasekaran.t vmwtd.co..
Adlyokhin vmwid.co..

App Name

TO-WINDOWS10

Workspace ONE Mobile Device

Woaorkspace ONE UEM Admin

IBM-HCS-Excel 2016

Workspace ONE UEM Admin

05 Jun 08 Jun

Office 365 Portal @ TD-WINDOWS10 @ Visio 2016
B W51 Access Admin Portal [l PKS

Success Status Error Message

true

true

true

true

true

VeloCloud [l Dropbox

Q7 Jun

Q8 Jun

Workspace ONE UEM Admin

Source IP Address

181.198.53.120

10132184126

220.134.172.51

94.202.75.59

83.242178.199

Event Type

launch

launch

launch

launch

launch

L4

09 Jun

Intranet [l CPA-RDS-Excel

EDIT COLUMNS

Event Time

Jun 2, 202012:21 ..

Jun 2, 2020 B:56

Jun 2, 2020 9:42

Jun 2, 2020 8:25 ..

Jun 2, 2020 917 AL

7. In the details of the widget we see the data that is relavent for an administrator to
understand which applications are trending in the organization.
a. We can see the following in the table below the infographic that that may:

1. Username

Access Monitoring
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2. App Name
3. Source IP Address

Date -3 O8/02/2020

App Mame =» Workspace ONE UEM Admin

Total: 168

300

250

200

150

Count of UUID

100

50

App Name ~ (12)

B NVIDIA- VMWARE- vGPU- TEST D.. [ Office 365 Portal @ TD-WINDOWS10 @ Visio 2016 [ Workspace ONE UEM Admin

Workspace ONE Mobile Device M. [l WS1 Access Admin Portal [l PES VeloCloud [ Dropbox Intranet [l CPA-RDS-Excel

8. The infographic is also dynamic. Click on the most used application in the info-graph in my
case Workspace ONE UEM Admin is the name of the app(in light blue on my graph) and

notice a new info graph is created.

Y Empty Rule [ Custom ~  Start 06/02/2020 00:00 End 06/03/2020 00:00

Visio 2016 Woirkdav Azure-HCS-Notenad Gonale Chrome IBM-HCS-WINTO Slack Intranat WS1 Access Admin Partal

S S R S

I
14 =
12 -
-
a o o
S w0 = =
=] o o
=]
g ¢ -
g A A
[v] & @ @
o
N [
il k] &
o Q [ [s]
12:00 AM 600 AM 1200 PM 600 PM 12:00 AM
Ao Name - o

Acrobat Reader DC  Adobe Acrobat Reader  Apteligent  MVIDIA- VMWARE- vGPU- TEST D.. [ Workspace ONE UEM Admin
American Express Global Business.. Concur My Healthcare Office 365 Partal TestDrive Knowledge Base
Azure-HCS-Google Chrome  Azure-HCS-Notepad++  Workspace ONE Mobile Device M. Azure-HCS-Firefox  TD-WINDOWSIO
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9. This info-graph gives us more insight into how the Workspace ONE UEM Admin app is
being consumed and how many unique launches we have within a give amount of time.

This concludes the Analytics lab for WorkspaceONE Access.

The Workspace One Intelligence platform is already a huge value add for all things analytics
for the Digital Workspace. It will continue to be built out and integrate in a stronger way
with our Trust Network partners. If you would like to continue working on getting to know
Workspace ONE Intelligence, below is a walkthrough tutorial to become familiar with the
platform using TestDrive.

https://kb.vmtestdrive.com/hc/en-us/articles/360002445574-Workspace-ONE-Intelligence-
Overview
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