2. VMware AVI Global Server Load-Balancer

This is possibly one of the most undocumented integrations in our Horizon Stack. And

we look forward to sharing this exciting lab with you.

Part 1 Setting up Global DNS

Adding DNS Entries.
In this section, we will create DNS Entries for both Site1 and Site2.
These DNS Entries will be used as VIP in AVI GSLB Configurations later.

Part 1: Section 1: Setting up DNS Entries

Corp DNS Eritres Entity Description IP Address
dns-a.euc-livefire.com Corp DNS for Site1 172.16.20.101
dns-b.euc-livefire.com Corp DNS for Site2 172.16.50.101

%, DNS Manager

File Action View Help
@@ :"_EI_;‘D-E-'—‘-: ETI? ié—li—

%, DNS Mame
w i COMTROLCEMTER '—-I E
~ || Forward Lookup Zones j_sites

| _msdcs.euc-livefire.cor j
= _tep

-, euc-livefire.com =
| Reverse Lookup Zones j_udp
| Trust Points jcnm
| Conditional Forwarders jDu:umainDnsEnnes
jFDrestDnsanes
E—I{same as parent fo
E_Ilisame as parent fo

E—I{same as parent fo
=

1. Onyour ControlCenter server
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+ From the desktop Shortcut or TaskBar,
* Launch DNS
+ From the DNS Manager
+ Expand Forward Lookup Zones on the left hand side of DNS Menu
« Expand euc-livefire.com

File Action o View Help
o AR XE = BHE § 83

% DNS

Ty
v @ CONTROLCENTER e
w Forward Lookup Zones He
- _msdcs.euc-lvefige. o H
- euc-livefire.co [ ‘
| Reverse Lookup Zo Update Server Data Qe He
| Trust Points Reload 1P
| Conditional Forwa New Host (A or ARAA).. ::
New Alias (CNAME]... He

Mew Mail Exchanger [MX)...
New Domain... He
Mew Delegation... He
Other New Records... H
DINSSEC > Lo
All Tasks » Py
He
View ’ e
Delete He
Refresh He
Export List.. :‘
¢
Properties 1Py
He
Help He

2. In the DNS Manager Window
+ Right Click on euc-livefire.com
« Select New Host (A or AAAA)...
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dng-a Propertics T >

Host (A} Secuty
Haosl juses parent domain f kefl blank)
[l l

Fully gualified domain name (FRDN|
|dns-a eucdvefire com |

P address:
| 172162010 ]

[] Update associsied pointer (PTR) recond

3. Inthe New Host Window
* Inthe Name
+ Type dns-a
* Inthe IP address:
* Type 172.16.20.101
* Click Add Host

Mew Host X

Mame (uses parent domain name if blank):
| dns-b |

Fully qualified domain name (FQOOMN):
| dris-b. eucdvefire.com, | |

IP address:
| 172.16.50.101 |

Create assocated pointer (PTR) record
[] Allow any authenticated user to update DNS records with the

5ame oWner name

_AddHost | | Cancel

4. Repeat the steps to add Worker Node for Site-1 in the DNS Record
* In the New Host Window
* Inthe Name
+ Type dns-b
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* Inthe IP address:
+ Type 172.16.50.101
« Click Add Host
+ Close the new host window.

172.16.20.101
Hdns-b Host (Al 172.16.50.101

5. In the DNS Manager Console
+ Verify the following

+ That all entries are added in the DNS record as shown in the image above.
+ That your entries are created in the euc-livefire.com Forward Lookup Zones

Creating Delegation.

In this section, we will create Delegation using the DNS created in Section 1 for Site1

and Site2

Part 1: Section 2: Setting up Zone Delegation

o

& DNS Mame
v § CONTROLCENTER [ controkcentes
w [ Forward Lookup Zones [Mc-02s

D i

“ |j—|dcdiag~test‘lecord

Updat Server Data File

> (5l eu -livefir= =~

'_ Reload

| Conditional Fi New Host (A or AAAA)...

Mew Alias (CMAME]...

New Mail Exchanger (MX]...

Mew Domain...

New Delegation... gff—
Other Mew Records...

DNSSEC »

All Tasks »
View »

Delete
Refresh
Export List...
Properties
Help

W R e sy vy

L N

1. In the DNS Manager Window
*+ Right Click on euc-livefire.com
+ Select New Delegation...
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Mew Delegation Wizard *

Welcome to the New Delegation
Wizard

Thiz wizard helps you delegate autharity for a subdomain
to & different zone, either on this DNS server or on
anather DS server, Zone delegation can help smplify
admintrabon.

Ta continue, dick Next.

< Back Next > Cancel

2. Inthe New Delegation Wizard
+ Click Next

Mew Delegation Wizard >

Delegated Domain Hame =
Authority for the DMS domain you supply wil be delegated to a different zone, }

Spedfy the name of the DNS domain you want to delegate.
Delegated domain:
B corp)

Fully gualified domain name [FQDN):

corp.eucdivefire.com

<Back | Next> | | Cancel

3. Inthe New Delegation Wizard
+ Under Delegated domain
+ Type
« corp
* Fully qualified domain name (FQDN), should show:
+ corp.euc-livefire.com
+ Click Next
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Mew Delegation Wizard

»
Hame Servers
Yo can select one of mare name servers to host the delegated zone.
Specify the names and IP addresses of the DNS servers you want to have hast the
delegeted rone.
Mame servers:
Sarver Fully Qualified Doman Mame (FODM) IP Address
Add... Edit... Remove
Next » Cancel
4. Inthe Name Servers
« Click Add
Mew Mame Server Record k4
Enter the name of a DMS server that is authoritative for this zone.
Server fully qualified domain name: (FQDI): i
|ms-a.a.n:-hefre.mn | | Resolve |
P Addresses of this NS record:
IP Address Vakdated Dalete
<(Chck here to add an IP Address >
€9 172.16.20.101 & tmeout ocaurred during validation. b
Down
oK Cancel

5. In Server fully qualified domain name (FQDN):
« Type
« dns-a.euc-livefire.com
+ Click Resolve

* Note: It will NOT resolve unless we create the GSLB
+ Click OK
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New Name Server Record

x
Enter the name of a DMS server that is authoritative for this zone.
Server fully qualified domain name (FODN):
|ms-!:r.e|.n:-i-.eﬁre.cnm | | Resolve |
P Addresses of this N5 record:
P Address Vabdated Delete
=Chck here to add an IP Address>
£3 172.16.50. 101 A tmeout ocourred during validation. e
Down
OK Cancel

6. Inthe Name Servers
+ Click Add Again

* In Server fully qualified domain name (FQDN):
« Type
« dns-b.euc-livefire.com
* Note: It will NOT resolve unless we create the GSLB
+ Click Resolve
« Click OK
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MNew Delegation Wizard x

Name Servers e
Yfou can select ane or mare name servers to host the delegated zone.

Specify the names and TP addresses of the DNS servers you want b have host the

delegated rone.
Mame servers:
Server Fully Qualified Domain Name (FQDN) TP Address
dns-a. evcivefire. com, [172 16, 20.101]
[172.16.50.101]

dns-b.eucdivefire.com,

B | [

Mew Delegation Wizard

Completing the New Delegation Witard

“fou have successfuly completed the New Delegation
’ Wizard,
You specfied the folowing settngs:

Mame:  corp,suc-ivefire,com

To close this wizard and create the delegation, dick Finish.

< Back I Finish e{_:mcd

7. In New Delegation Wizard
*+ Click Next
* Click Finish

B DN Manager
Fle Action  View Help

A DEEE®EE

Timedtamp .

£ DhS Hame Type Oty
¥ @ CONTROLCENTER n[ﬁlull a6 parant Pokdan) Harmi Servar [M5] - latic
~ & Forwond Lockup Zones || ey oy oy Saeint Folder) Marna Servar [N5) b, saic
madcpauc-viling.cer
w0 eu-ivefeecom
s
| _sites
tep
. udp
cam
A Dowp
Pomaniimdores
. ForestDreZones
Reverse Lookup Zones
. Trust Points

e Conditionsl Formeeders
. corppriviocal

8. The Corp Delegation should look like shown in the picture above
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Part 2 Setting Up AVI GSLB

Site Configuration.
In this section, we do Site Configuration in AVI

Part 2: Section 1: Site Configuration on AVI Controller

VMware NSX ALB (Avi)

1. On your ControlCenter Server
* Open your Chrome Browser for Site-1
* In the Address bar, Enter or browse from the bookmark
+ To https://avicontroller.euc-livefire.com
+ Under Username, enter admin and VMware1!VMware1! as the password
+ Click Login
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vimw MNSX-ALB

p~—
) Dashboard GSLB Off
™ Clouds
& Cloud Resources »
@ GSLEB e

L 1O

2. Inthe NSX-ALB Console

* Navigate to Infrastructure > GSLB > Site Configuration
+ Click on the Pen symbol on the right to enable GSLB

New GSLB Configuration

gelb Active Member

Replication Mode

) Continuous Adaptive

G518 Subdomain
euc-livefire.com ]

+

Advanced Settings

Client Group P Address Type Health Monitar Broxy

_ Save and Set DNS Virtual Services

4. In the New GSLB Configuration Window

2. VMware AVI Global Server Load-Balancer

-0700

Name: GSLB

Username: admin

Password: VMware1!VMware1!

IP Address: 192.168.210.71 (Default)

Port: 443 (Default)

GSLB Subdomain: euc-livefire.com

Client Group Ip Address Type : Public (Default)
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+ Click Save

I

Simucie Subdomains delegatsd to G5LE

Active Members (Continuous Repdlcation)

5. The Site Configuration should look as shown in the pic above.

Configure Geo Profile.

Since our Multi-Site lab is in same physical location, we need to update the AVI GEO
DB with a custom configuration file so that client request coming from Site1 should
be denoted as Bangalore and client request coming from Site 2 as Seattle.

Part 2: Section 2: Geo Profile configuration on AVI

(=) Dashboard Fiease select the Geo file to uploac

A "tngcv.:a:.ﬁ;: - - - N
y Clouds

(= Cloud Resources » o
N
& G5LB e

1. In the AVI admin page
+ Goto
* Infrastructure > Upload Geo Files
+ Under Please select the Geo files to upload
* Click Select Files
+ Navigate to Desktop > Software >AVI
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+ Select newgeo.tar.gz file
* Click Open to upload the file
* From the dropdown menu

+ Select AVI as a format as shown in the Button 4

* Click Upload File

04

7 Dashboard
Ewgec.la
Clouds
(= Cloud Resources -]
& G5LB o

2. Once the upload is complete

100%

* It should denote as Upload Complete 100%

-

ww NSX-ALB

() Dashboard

Geo Profile

Couds ~ mm—r

Cloud Resources

GSLE

L

3. Under Infrastructure
+ Navigate to Geo Profile
* In the Geo Profile tab
* Click CREATE

2. VMware AVI Global Server Load-Balancer
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New Geo Profile: NewGeo

General

MName™ (

MNewGao

Entries

4. In New Geo Profile window
* Under General
* Name : NewGeo

« Under Entries
* From File Name Dropdown
+ Select newgeo.tar.gz file which we uploaded in Part 2: Section 2: Step 1
* Priority : 10 (Default)
« Format: AVI (Default)
*+ Click SAVE

admin

< a

() Dashboard =

] Name = Entries (priority)
Y Clouds - B
(= Cloud Resources > .
& G5LB w
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5. Once the Geo Profile is saved
* It should look as shown in the Pic Above

Create VIP using the IPs we configured in Part 1 for Site 1 and Site 2

Part 2: Section 3: Creating VIPs for GSLB

a NOT secure

@ my-iplivefirelab/ip Horizon®Site 1 vm  UAG-HZN-{

wnw NSX-ALB

&

VS VIPs
) Dashboard
& Virtual Services Show Al VIPs
(=3 )
- MName
& Pool Groups
& GSLB Services e
1. In the AVI Admin Page
« Go to Application > VS VIPs
« Click CREATE to create DNS VIP for Site1
2. VMware AVI Global Server Load-Balancer Export Date: 2024-01-09 02:09:00
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Create VS VIP: DNS1-VIPT

General

Mame"™ (T

e ?:

Choud

vl ault- e

WRF Cantext )
glabe

viIPs (0} D

T d——

2. Inthe Create VS VIP Page
+ Under General type
* Name : DNS1-VIP1

* Click ADD

Edit VIP: 1

General

B Enabie vie @
Private IF @

IPvd Address” (I
175 18 2 K1

IPv Address (D

CANCEL SAVE

3. In Edit VIP: 1
« Under General
+ validate Enable VIP checkbox is checked
* PrivateIP:172.16.20.101
« Click SAVE
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* Click SAVE again in the Create VS VIP Page

4. Inthe VS VIPs, page
+ Click CREATE to create DNS VIP for Site2

Create VS VIP: DNSZ-VIP1

General

Name"™ (D

ons2-vird P‘

Cloud

Drafault-Cloud

VRF Context (D

global

viPs ()t @

m_

5. Inthe Create VS VIP Page
« Under General type
* Name : DNS2-VIP1

* Click ADD

2. VMware AVI Global Server Load-Balancer
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Edit VIP: 1

General

General

Enable VIP (D
Private IP @

IPv4 Address™ (D)
172.16.50.101

IPv6 Address (D)

| CANCEL ‘ SAVE
6. In Edit VIP: 1

+ Under General

« Enable VIP checkbox

* PrivateIP:172.16.50.101

+ Click SAVE

+ Click SAVE again in the Create VS VIP Page
Apphcations

& v Al "

= Dashboard —| Mame Address
=1 Virtual Services _l . - .
7 WE VIPs
= Pools _l M52-WIFT F2M.5
¥ Pool Groups _ peForzon-Ua =

33 GSLB Services

7. The VS VIPs Page should look as shown in the pic above

In this section we create Virtual Service for Site1

2. VMware AVI Global Server Load-Balancer
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Part 2: Section 4: Creating Virtual Service for Site 1

Applications Operations Templates Infrastrecture  Admanistration
" Displaying Past & Hours w Average Yalues R Q CREATE VIRTUAL SERVICE
= Dashboard _ Mame = He... ad,.. Ap... Se.. Fo.. To...

i Virtual Services

Horizon-LaG- 172 MfA 44 Har_ 1

B Vs VIPs

= Pools Hoarizan-UaG- 172 Nia 44 Horo 1 00 fae O 0.0 ’
B Pool Groups

& G5LE Services

Honzon=las-

bt
=
B
5
s
T
=]
=
[
[
(]
=
=
(=
[
b

Hafizan-UAG- . 7172 M/A 44, Her. 0.0 /5 00 /s O 0.0 by #

1. Inthe NSX-ALB Console

+ Navigate to Applications > Virtual Services

* In the Virtual Services area

+ To the top right, select CREATE VIRTUAL SERVICE
Select Advanced Setup.

MNew Virtual Service: DMNS1

Step 1: Settings

Mame* Enabled

DNS T C '

« VIP Address »

VS VIP*

YIP-Horizon-UAG-Site-1

vip-Horizon-UAG-L7-5ite?

DM5I-VIP

Create V5 VIP

2. Inthe New Virtual Service wizard
+ Step 1: Settings area
+ Enter the following under:
* Name*
+ type DNS1
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« VSVIP *
+ Select the ,
+ Select DNS1-VIP1

|

3. To the Right of VIP Address
+ Under Profile
+ Application Profile : System-DNS
* Note:
* You will notice, TCP/UDP Profile automatically changes to System-UDP-Per-pkt

+ Service Port »
4. Under Service Port
+ Confirm Services is set to 53
2. VMware AVI Global Server Load-Balancer Export Date: 2024-01-09 02:09:00 Page 19
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5. In the Virtual Service
+ The warning message shows as
* You may want to select pool
* Ignore the message and proceed forward.

« Pool =

6. Leave the Pool Drop Down as Blank
+ Click Next
+ Under Step 2: Polices
*+ Leave it default and Click Next

« Under Step 3 : Analytics
* Leave it default and Click Next

+ Under Step 4: Advanced

2. VMware AVI Global Server Load-Balancer Export Date: 2024-01-09 02:09:00 Page 20
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Part 2: Section 5 : Creating Virtual Service for Site 2

+ Leave it default and Click Next

* Under Step 5: DNS Records
+ Leave it default and Click SAVE

In this section we create Virtual Service for Site 2

Q

« VWIP Address -

A Servi.. Pools Total ... RPS

Applications Operatians Template Infrasiruciure Addrr
& D ] LY Average Values
%) Dashboard : Mame = Health Address
i Wirtual Serices
B WEVIPs o .
= Pools [] Horzon-LIAG-L 451 .
B Pool Groups
3 GSLE Services i S : .
L] are LIAIG-L &1 .
O Horizon-LIAG-L7-51e3 .
1. In the NSX-ALB Console
+ Navigate to Applications > Virtual Services
* In the Virtual Services area
+ To the top right, select CREATE VIRTUAL SERVICE
« Select Advanced Setup.
Mew Virtual Service: DNS2
Step 1: Settings
WIP-Haorizon-UAG-Site-1
vip:Horizon:UAG:L7-5ited
Die51-wIPY
DMEZ-"."I%
2. In the New Virtual Service wizard

+ Step 1: Settings area

2. VMware AVI Global Server Load-Balancer
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+ Enter the following under:
* Name*
* type DNS2

« VSVIP *
« Select the ,
+ Select DNS2-VIP1

3. To the Right of VIP Address
+ Under Profile
+ Application Profile : System-DNS
* Note:
* You will notice, TCP/UDP Profile automatically changes to System-UDP-Per-pkt

» Service Port -
4. Under Service Port
« Confirm Services is set to 53
2. VMware AVI Global Server Load-Balancer Export Date: 2024-01-09 02:09:00 Page 22
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« Pool «

5. Leave the Pool Drop Down as Blank

+ Click Next
+ Under Step 2: Polices

+ Leave it default and Click Next

« Under Step 3 : Analytics

+ Leave it default and Click Next

+ Under Step 4: Advanced

+ Leave it default and Click Next

« Under Step 5 : DNS Records
+ Leave it default and Click SAVE

Mame =

6. Once both DNS1 and DNS2 are configured

o

Address

I
z
®000 06006 ¢

App ..  Service P. Poals Total Sere.

* The Virtual Services Should look as shown in the Pic above

2. VMware AVI Global Server Load-Balancer
-0700

Export Date: 2024-01-09 02:09:00

RFS

Page 23



Linking Virtual Service With GSLB Site Configuration

Part 2: Section 6: Integrating Virtual Service with GSLB Site

& vs  Templaies  nirasinctue Acminisinatic
- ==
=1 Dashboard
£ oy Subdomains delegated to GSLE: F -
(A Claisd Regrurcss ¥ - o
[-g--N ] -

Active Members (Continuous Replication)

Kam# Typ= P Kddrass Parl Lizsrrams [=] "=t Sile Stabn Replcation

o S - - . B )

1. In the AVI-ALB Console
* Go to Infrastructure > expand
+ select Site Configuration

+ Under Active Members (Continuous Replication)
+ Next to gslb we created earlier section
* Click on Pen Icon to edit the GSLB

Edit GSLB Site »

Mame*

aulbs Active Member

Usernarms® Pasywornd

admin

"
1P Address™ Port

192.168.210.71 a4z

+ A

Advanced Settings

Health Mositor Proxy

Geo Location Source

. s
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2. Inthe Edit GSLB Site Page
* Click on Save and Set DNS Virtual Services
* It will redirect you to Edit GSLB Site to link DNS Virtual Service to Subdomains

& Edit GSLB Site »
DME Virtual Sarace™ Subed pima=n
g = Feiecom ¥ | - |
B
| Heslth Maniter Shaeding
3. Inthe Edit GSLB Site Page
« DNS Virtual Service : DNS1
+ Subdomains : euc-livefire.com
¢ Click + Add DNS VS to add Site2 DNS
# Edit GSLB Site x
aal o] 2l
4
| Haatts Monitar Skarding
4. In the Edit GSLB Site Page
* DNS Virtual Service : DNS2
+ Subdomains : euc-livefire.com
+ Click Save
In this section we create GSLB Services
2. VMware AVI Global Server Load-Balancer Export Date: 2024-01-09 02:09:00 Page 25
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Part 2: Section 7: Creating GSLB

(i Dashboard ] Marme

H Virtual Services
& V5 VIPs
= Pools

B Pool Groups

2 GSLE Services

1. In the NSX-ALB Console

Services

+ Navigate to Applications > GSLB Services

In the GSLB Services area
To the top right, select CREATE
Select Advanced Setup.

New GSLB Service

Name®

gslb-sarvice

Application Name®

corp

+ Ade

Health Monitor

Health Monitor Scope

#) All Members Oy Mon Avi Members

Groups Load Balancing Algorithm

Geo location-based v

[ site Persistence

Minimum aumber of Servers

4]

2. Inthe New GSLB Service area configure
* Name: gslb-service
+ Application Name : corp
« Subdomain : .euc-livefire.com (default)

2. VMware AVI Global Server Load-Balancer
-0700

Subdomain™®

eue-livefire.com

a Controller Health Status
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* Groups Load Balancing Algorithm : Geo location-based

GS_E‘ o

3. Inthe New GSLB Service Page
* Scroll down to GSLB Pools
* To the right
*+ Click Add Pool >
* It opens New GSLB Pool window

€ New GSLB Pool x
Mama™®
G5Lb-5ervice:Pool ‘
Priority Pool Members Load Balancing Algorithm *
“' Ger .‘_ o
Pool Members Fallback Load Balancing Algorithm
Congistent Hash ".
Pool Members Fallback Load Balancing Algorithm Mask
Min. Health Manitars to consider server 'up
Description

4. In the New GSLB Pool Window
+ Enter the follow
* Name : GSLb-Service-Pool
* Priority : 10 (default)
+ Pool Members Load Balancing Algorithm : Geo
+ Pool Members Fallback Load Balancing Algorithm : Consistent Hash
+ Leave everything else as default

« scroll down to Pool Member

2. VMware AVI Global Server Load-Balancer Export Date: 2024-01-09 02:09:00 Page 27
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€ New GSLB Pool x

Longitude

e

5. Inthe New GSLB Pool Window
+ Under Pool Member
+ Ensure Virtual Service radio button is selected
+ Site Cluster Controller: gsib
+ Virtual Service : Horizon-UAG-L7-Site-1
« Ratio: 1 (default)
* Geo Location Source : User Configured
* Name : Bangalore
+ Latitude 12
* Longitude: 77
+ Leave everything else as Default
« Ensure the settings matches as per screenshot above

* To add Site2
* Click Add GSLB Pool Member
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€ Edit GSLB Pool %X

Enabled =
Geo Location Source
User Configured x g
Name Tag
Seattle
Latitude Longitude
47 122

Description

6. Inthe New GSLB Pool Window

+ Under Pool Member
+ Ensure Virtual Service checkbox is selected
+ Site Cluster Controller: gsib
+ Virtual Service : Horizon-UAG-L7-Site-2
« Ratio: 1 (default)
* Geo Location Source : User Configured
* Name: Seattle
+ Latitude : 47
* Longitude : -122
*+ Leave everything else as Default
« Ensure the settings matches as per screenshot above
* Click Done
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New GSLB Service

Applization Name® Subdomain

oups Load Balancing Algorithm

GSLB pool *

Hame | Priority - Algarithm Description

7. Ensure All the settings matches as per the screenshot above
+ Click Save

Kame App Domain hames Enahis Stats

& G5B Servicm

8. Settings should match as per the screenshot above
+ To Show the status as Green, it would take 2 to 3 minutes

Part 3 Testing the GSLB

Validate the configurations by enabling advance logging in AVI

2. VMware AVI Global Server Load-Balancer Export Date: 2024-01-09 02:09:00
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Part 3: Section 1: Enabling advance logging in AVI

VMware NSX ALB (Avi)

admin

1. If required login to NSX-ALB Console
* On your ControlCenter Server
* Open your Chrome Browser for Site-1
* In the Address bar, Enter or browse from the bookmark
« To https://avicontroller.euc-livefire.com
+ Under Username, enter admin and VMware1!VMware1! as the password
+ Click Login

cati Onerafions Templates  Infrastructure A dminisiration

Applcatipns © A
« DELETE J DISABLE e o
=} Dashboard C RPS CPs Open Conns Throughput i
) Virtual Services e
A DS1 0.0 ] 01 s,

I WS VIPs

& Pools N2

2. In the NSX-ALB Console
* Navigate to Applications > Virtual Services
* To the left of DNS1, select the checkbox.
+ On the right hand side of DNS1.
+ Click the pencil icon to edit the DNS1.
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Edit Virtual Service: DNS1

Enabled

3. In Edit Virtual Service: DNS1
+ Goto Analytics
« Enable Non-significant logs
*+ Click Save

CHREATE WIRTUAL SERVICE

(=5 Dinshboard
= '.""'I:l'll SETvicER .
= Pools .
4. In the NSX-ALB Console
+ Navigate to Applications > Virtual Services
« To the left of DNS2, select the checkbox.
+ On the right hand side of DNS2.
*+ Click the pencil icon to edit the DNS2.
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Edit Virtual Service: DM52

5. In Edit Virtual Service: DNS2
+ Goto Analytics
« Enable Non-significant logs
+ Click Save

In the lab environment you have two sites. Each site has 3 separate vlans. There is an
Internal, DMZ and External VLAN for each site. In Site 1, Windows 11 Client Desktop
are configured with 192.168.110.10 DNS server address.
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Part 3: Section 2: Testing GSLB

Windows Security x

Your credentials did not work

Your system administrator does not allow the use of saved
credentials to log on to the remote computer 172.16.30.40
because its identity is not fully verified. Please enter new
credentials.

wliclient-01a\craig

The logon attempt failed

More choices

1. Onyour ControlCenter server
* On the Desktop
* Openthe Folder
+ Open
* Launch
+ Login as

+ With the password VMware1!
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&S W11Client=0a - 172.16.30.40 - Remote Desktop Connection

b Command Prommpl

C:\Users\Craig=ping corp.euc-livefire.com

Pinging .euc=-livefire.co .16.20.188] with 32 bytes of data:
Reply +
Reply from
1y fro
Reply +from 172

Ping statistics for 172
ackets: Sent = U

2. In W11Client-01a
+ Open Command Prompt from desktop
* In the Command Prompt, type
« ping corp.euc-livefire.com and press enter
* You would notice the response from 172.16.20.100
+ The above IP is the VIP for Site-1

* Once the ping is complete, minimize W11Client-01a RDP Session
* Return to Control Center Desktop
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few

% Delete -

& Moveto -

Copyto~ J=lRename  New
folder
ize New
ol ite? -
o Quick sccess 2
S DC-023. RGP
Deeskts
B Cechacp &, Horizon-(Ra.ROP
¥ Dovenlacels %, ROSH-02§.RDP
2| Decuments &, S0L-02afRDP
&= Pictures K TruesSCf02a.RDP
] & wiOmgRer-02a.ROP
hol & W11Cii®nt-022.R0P
Sitel &, wi1EXT-022.RDP
Sited
. v <
Bitems 1 item selected 2.32K8
Windows Security ®

Your credentials did not work

Your system administrater does not allow the use of saved
credentials to log on to the remote computer 172.16.40.40
because its identity is not fully verified. Please enter new
credentials.

wilclient-02a\Jackie

The logon attempt failed

More choices

OK Cancel

2. Onyour ControlCenter server

* On the Desktop
+ Openthe
* Open
+ Launch
* Login as

Folder

+ With the password VMware1!

B W11Chent-02a - 172.16.40.40 - Remote Desktop Connection
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3. In W11Client-02a
+ Open Command Prompt from desktop
* Inthe Command Prompt, type
+ ping corp.euc-livefire.com and press enter
* You would notice the response from 172.16.50.100
* The above IP is the VIP for Site-2

* Once the ping is complete, minimize W11Client-02a RDP Session
* Return to Control Center Desktop

VMware NSX ALB (Avi)

admin

4. If required, login to NSX-ALB Console
+ Onyour ControlCenter Server
« Open your Chrome Browser for Site-1
* In the Address bar, Enter or browse from the bookmark
* To https://avicontroller.euc-livefire.com

+ Under Username, enter admin and VMware1!VMware1! as the password
+ Click Login
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vmw NSX-ALB

Applications erations Templates  Infrastructure  Administratic
« Displaying Past § Hours e Svarage Valges w Q
4 Dashboard ] Mame Health | Address | A.. Serv..  Pools | Tota.. | RPS
) Virtual Services
O s 00 72162( N. 53

9 VS VIPs '_c\f’j
S Il DNS2 ' 721650 N. 53

5. In the NSX-ALB Console
« Navigate to Applications > Virtual Services
+ Click on DNS1

Applications Operations Templates  Infrastructure  Administratic o
- —

7y Dashboard

& Wirtual Services
a

VS ViPs

=) Pools _'___ il R o Mar 30, 2023 1214 B - M
5 Pool Groups - -'55555*("-'._ R

& GSLB Services e
\__{,

Timestamp » Client IP Protocol DMS Regues. T Domain Mam-e  Response

s | 1 | Pams Tisa
=ag C e Slfe

6. In Virtual Service: DNS1 window
+ Goto Logstab
+ Click on Non-Significant Logs as shows in 2
* Note: If the logs are not seen, Click the refresh button as shown in 4
+ Verify the Client IP
* It should match the DNS Server IP of Site 1
* 192.168.110.10
+ Expand the + (Plus) Symbol as shown in 3
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DMS Request Type

Timestamp » Client P Protocol
03/30 1.59:01 PM 192.9%68.110.10 DP
client IP: 122.168.110.10 ; 5557

Location: India/Banaglors/- {12°M, T7°E)

DHNE Query Type: &

Domain Mame: corpeuc-livefire.cc
ID: 45923

RX Bytes 52 8

TX Bytes: 105 E

start time: 2023-03-30, 159:01:3

Domain Mame Response

Virtual Service IP: 172.16.20.101 : 53
GSLE Service Mame: ¢

GSLE Pool Mame
Service Engine: 13:
Record Source: G5LE
Opcode: QUERY
Records:

Location: BLATest (12°N, 77°E

Response Code: NOERROR

Type: &, IP Address: 172.16.20.100 (gslb:Horizon-UAS-L7-Site-1)

Truncated: False

Recursion Available: Fals=
Recursion Desired: False
Guestion Count: 1

Answer Record Count: 1
Mameserver Records Count: C
Additional Records Count C
Query: False

wildcard: Fzlz=

7. Notice the following:
+ Client IP
+ Location
* Virtual Sevice IP
* GSLB Pool Name
+ Service Engine

Page Size: | Z0

&

(=) Dashiboard
wirtusl Services
Wa VIPS

Paals

Bl Poal Groups

& G5LB Services

« Virtual Service: DNS1

CHS Request Type

8. Look the IP of DNS Server for Site2

* 192.168.210.10

* Note: If the logs are not seen, Click the refresh button.
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+ Expand the + (Plus) Symbol to the extreme right

Brotocol

Client 1P

DNE Request Type

Location: US4 /Leatile
DS Query Type: &
Domain Kame

<]

RX Byted

TX Byles

Start time

wirtual Servige 1P
LD Servite Name

G5LE Pool Mame: E5Lb-Sennce.r
Servige Enging 13205811073

Record Zource
Cpeode: CIERY
RecordE

Responie Cod
authontative True
Truncated: ®alse
Recursson Avadlable: Fal
Recursion Desired. Falie
Disgdhion Count *
angwer Recand Count: |

Nameserver Records Count ©

adg@tionsl Records Count ©
Cuery: Exlte
wildcard Faze

Domain Mame

rage[l_|

9. Notice the following:

Client IP
Location

Virtual Sevice IP
GSLB Pool Name
Service Engine

This is the end of the GSLB Lab. Hope it helpful.
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