2. Integrating Workspace ONE Access with
an existing Azure implementation

Introduction

The most common implementation of integrating with Microsoft Azure has and will always be,
where a customer is already using Microsoft Azure and we wants to bring Workspace ONE
Access to the table.

In this lab we will look at the configurations and related requirement to setup Microsoft Azure
as a 3rd Party IDP to Workspace ONE Access

The above steps assume you have your own developer account

Intro

Part 1. Configuring Microsoft Active Directory Domains & Trusts

This option might not be a mandatory requirement, if the namespace we are using
internally is publicly resolvable, in other words is not a private namespace like .local or
.priv. and is unique.

In our lab environments, the euc-livefire.com namespace is resolvable. This however,

is not a unique namespace, as everyones Microsoft Active Directory environment is
sharing a common namespace. For us to be able to integrate our lab environments
with Microsoft 365, its necessary to associate a unique namespace with an individual
Microsoft 365 account. Each attendee has been offered a unique DNS Zone namespace
under the *.euc-livefire.com namespace.

In this session we will associate this unique namespace with Microsoft Active Directory
using the Active Directory Domains & Trusts feature
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2. In the Administration Tools menu
* Select the Active Directory Domains and Trusts shortcut

‘ﬂ Active Directory Domains and Trusts

File Action View Help

L Alea (IERCNEY

ﬂ Active Directory Domains and Trustl | hioeen | ry—

B euc-livefire.corr Change Forest.., ;
1
Change Active Directory Domain Controller...
Operations Master...
Raise Forest Functional Level...
View »
Refresh
Export List...
Properties
Help
3. In Active Directory Domains and Trusts
* In the Inventory
+ Select and right click
+ Active Directory Domains and Trusts
* Select Properties
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UPN Suffixes

addtional logon security and simplifies user logon names.

them tao the following list.
Atemative UPN suffixes:

Active Directory Domains and Trusts [ ControlCenter.e...

? X

The names of the cument domain and the root domain are the default user
principal name (UPN) suffixes. Adding altemative domain names provides

I you want altemative UPN suffixes to appear during user creation, add

them to the following list.
Altemative LUPN suffixes:

corpXX¥¥ buclivefire com | | Add
Remove
oK Cancel Apply Help
Active Directory Domains and Trusts [ ControlCenter.e... ?
UPN Suffixes

The names of the cument domain and the root domain are the defautt user
principal name {UFPN) suffixes. Adding altemative domain names provides
additional logon security and simplifies user logon names.

i you want attemative UPM suffixes to appear during user creation, add

Add

corp2ha eucHivefire com

Cance

Apply

Remove

Help

4. In the Active Directory Domains and Trusts window

+ Under Alternative UPN Suffixes
+ Enter the FQDN of your Azure Domain
« e.g. CorpXXX.euc-livefire.com

+ where XXX is your assigned Domain Identifier
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+ Select Add

oy Paste Move Copy Delete
E] Paste shortcut to- to- -
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Open file location

Author
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5. In the Administrative tools folder

+ Select Active Directory Users and Computers shortcut

« Select open

: Active Directory Users and Computers
File Action View Help
e nm 8| XEG=H

FleET

] Active Directory Users and Com|| Name

[] Saved Queries &, Jill Verneo
w -}F'j euc-livefire.com

ol &, Mark Debio
[ Builtin
. Sal
|| Computers % A
w (2] Corp

3| Computers

2| HelpDesk

2] ITSupport

2] Marketing

2 Sales
2| Domain Controllers
[| ForeignSecurityPrincipal:
] Managed Service Accour
[ Users

6. In the Active Directory Users and Computers Console
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+ Expand the euc-livefire.com hierarchy
+ Select Corp OU and expand
 Select Sales

o rE /A XER BT RiavT D

] Active Directary Users and Com|| Name

[] Saved Queries &, Jill Verneo
- _f_f] euc-livefire.com %_
| Builtin £ Sales Copy...

] Computers Add to a group...

w [Z] Corp .
B Computers Disable Account

o] HelpDesk Reset Password...
@] ITSupport Move...
:'—l Marketing Open Home Page
1| Sal
Lo Send Mail
2| Domain Controllers
| ForeignSecurityPrincipals All Tasks ¥
] Managed Service Accour
|7 Users Cut
Delete
Rename
Properties
Help

7. In the Active Directory Users and Computers Console
+ Select the Mark Debio user object
* Select Properties
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Mark Debio Properties ? X

Member Of Dialin Environment Sessions
Remote control Remote Desktop Services Profile COM+
General Address Account Profile Telephones  Organization

User logon name:

| @comp25a eucdivefire.com ~

User logon name (pre-Windows 2000):
[EUC-LIVEFIRE: | [Mark

Logon Hours... Log On To...

[ Urlock accourt

Account options:

[ User must change passwond at next logon 2
[ User cannot change password

Paszword never expires

[ Store password using reversible encryption W

Account expires

(® Never
(O End of: Saturday , August 20, 2022

Cancel Apply Help

8. Inthe Mark Debio properties
+ To the right and In line with Mark
* From the Dropdown
+ Select your Alternate suffix eg. CorpXXX.euc-livefire.com
« where XXX is your assigned Domain ID

+ To close Mark Debio Properties
+ Select OK
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Jill Verneo Properties ? X

Member Of Dialin Environment Sessions
Remote control Remate Desktop Services Profile COM+
General Address Accourt Profile Telephones Organization

Uzer logon name:

Li] @comp25a eucdivefire.com ~

Uger logon name {pre-Windows 2000):
[EUC-LvEFIRE | [

Logon Hours.. Log On To...

IS8 LUSEIU FIUpSI LS

Member Of Dial-n Environment Sessions
Remate control Remate Desktop Services Profile COM=
General Address Account Profile Telephones Organization

Lger logon name:

@comp25a.eucivefine com ~
User logon name (pre-Windows 2000):
[EUC-LIVEFIREY | [Femando
Tom Marios Properties 7 X
Member Of Diakin Environment Sessions

Remote control Remote Desktop Services Profile COM=
General Address Account Profile Telephones QOrganization

Usger logon name:

[Tom] @comp25a.eucivefire . com ~

User logon name (pre-Windows 2000):
[EUC-LIVEFIREY | [Tom

Logon Hours... Log On Ta...

9. Inthe Active Directory Users and Computers Console
+ Repeat the above mention steps for at least these accounts :
* In the Sales OU :- Jill Verneo
* In the Marketing OU: - Fernando Dusello
* In the Marketing OU: - Tom Marios
* In IT Support OU: - Kim Markez
+ In Developers OU: Craig Sroser, Jackie Puun, Malcolm Barneo, Nancy Encrarna

ntegrations Settings

Directories

ntegrate your enterprise directories with VMware \

ADD DIRECTORY v

. ﬁ - All Directories

Okta Catalog Directory Name T Type T Domains T Synced Groups Synced Users Last
Okta Catalog

rectory Local Directory 1 0

° EUC-livefire Active Directory Over LDAP 1 53 12 Apr
(Directory is currently 12:5¢
being synced. Refresh to

10. Onyour ControlCenter server
+ Switch to your Browser
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+ Select your Workspace ONE Access session
* In the Integrations > Directories area > EUC-Livefire area

Authentication Methods

Directories
Connectors

Integrate your enterprise directories with VN
Directones
Connector Authentication Methods | ADD DIRECTORY v l

Hub Configuration
All Directories

=

Identity Providers

Magic Link — ©
Okta Catalog il
Sync without safeguards
People Search
UEM Integration © EuCivefie
4
11. In the EUC-Livefire Directory
* Next to Sync
* Select the Dropdown
 Select Sync without Safeguards
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&) NewTab X +

C 0 & https://aw-simeonmardev.vidmpreview.con /SAAS/auth/0

my-ipJivefire.lab/i Horzon®Site 1 vm UAG-HZN-Ola vm UAG-HZN-0Tb  |A Avi Vantage Control... ww= HZN Cloud veenter-01a UEM Carbon Black Cloud & Lookout
y-1p P —

Edit bookmark

Name VMware - Workspace ONE

URL https://aw-simeonmardev.vidmpreview.com/SAAS /auth/0

Bookmarks bar

Other bookmarks

MNew folder Save Cancel

rToovwTe wr

12. Take the URL for WorkspaceONE Access and add /SAAS/auth/0 and save it to your
bookmarks. This will ensure we will be able to login after we have done the federation with
Azure.

Part 2: Preparing the Microsoft 365 environment to use a
dedicated domain name

* Introduction: In preparation for Part 2
* In your browser open a new tab
* In the address bar
+ enter https:\\portal.office.com
+ Log in with your Cloud admin credentials
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eveloper.mic feo: X m Dashboard - Mi

C ‘D & office.com

@ vCenter02a vm UAG-HZN-02a wm UAG-HZN-02b === App Volume

3 o — Office

rePoint ﬁ Teams

amer

1. In the top left-hand corner off Microsoft 365
+ Select the Select the 9 dotted square
* Once the Apps pop out expands
+ Select Admin

Microsoft 365 admin center

— 7q01p
I 1 Home

R Users b

f*  Teams & groups e

= Billing b4

ﬁ Setup

=== Show all

2. In the Microsoft 365 admin center window
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+ Select Show all

% Teams & groups e
Pa Roles " ‘
& Resources e
B8 Billing v
R
Az
1 Support i o
203 Settings I
&E’ Setup
' Renorts 5 b
3. In the Microsoft 365 admin center window
« Under Support
« expand Settings
B Resources v
B Billing v
2 Support b
503 Settings a
5 gence
4. In the Microsoft 365 admin center window
+ Under Settings
« select Domains
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A= aediun

Domains

Home

Domains

Domain name T

(] wiy2ronmicrosoft.com (Default

-+ Add domain

Buy domain

5. In the Domains area
+ Select + Add domain

Styles

el

rel!

rel!

el

el!

Conpll e

Carplaf
Corpldf
Corpdsf
Carpléf

@ NOTE: Before moving onto the next section, ensure that you are 100% clear

what YOUR registered Domain will be

* In the course lab we will use a Domain naming convention based on the location we

are delivering at.

« We will use the convention corpXXX.euc-livefire.com
« Where XXX is your Assigned Domain, which you will find in Microsoft Teams in the

Attendee Accounts sections

+ On the Microsoft 365 admin center ensure the Connect a domain you already
own radio button is selected and below type your registered Domain nhame
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Microsoft 365 admin center P Search

Domains > Add domain

§ paddomai Add a domain

Domain name

If you already own a domain like contoso.com, you can add it to your
O Connect domain

Domain name

Finish corp26z.euc-livefi re.curﬂ|

O

Learn how to add a domain

Microsoft 365

Add a
domain o

1inn a ramman Aamain remictrar

6. In the Microsoft 365 admin center window
* In the Add domain area
* Under Yes, add this domain now
+ enter corpXXX.euc-livefire.com
+ Where XXX is your assigned Domain identifier

+ At the bottom of the page
 Select Use this domain

2. Integrating Workspace ONE Access with an existing Azure implementation Page 14
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Microsoft 265 admin center

B Search (At + 5)

& Install Office

| How do you wan

@ Add domain

Domain name

Before we can set up corp21.euc-livefire.com. we need

Domain verilication

(@) Add a TXT record to the domain's DNS records

Add users Becammended if you can create new DMNS records

I':_:l I you car't achd a TXT record, add an MX record ©

oO—0

Connect domain =
Recommended anly if TET records aren't supportes

Continue

7. In the Microsoft 365 admin center window
* In the How do you want to verify your domain?
« Ensure the radio button next to Add a TXT record to the domain's DNS records is
enabled (default)

+ Select Continue

Verify you own this domain

We detected your DMS hosting provider is- Amazon Web Services (AWS) 7

Go to your domain's registrar or DMNS hosting provider, go to DNS management page for corp!
TXT record that uses the values below. When finished, come back here and select Werify and we
damain by finding the new record

This won't affect your existing services like email, and you can remove the record as soon as you
Step-by-step instructions

TXT name

3 corp2sa (or skip if not supported by provider)

value
@ msB1757T38

TTL

B 3600 [or your provider default)
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8. In the Microsoft 365 admin center window
* In the How do you want to verify your domain?
+ Below TXT value
+ Copy the MS=ms ......
+ In the following steps, we will have this value entered into your assigned Zone
database in AWS Route 53 using vRealize automation

@ Do step 9: VRA automation on a separate browser profile.

If you were doing your Azure registration on the Site 1 profile then might be helpful to
do the VRA on the Site 2 Profile and have both profiles open side by side.

d Services » +

m vralab.lvefire.dev

vm UAG-HZN-02b Horizon® Site 2 w= HZN Cloud |\ AviVantage Control... @ wvcenter-Dia w= VRA )

ze Automation

VMware vRealize Automation

GO TO LOGIN PAGE

2. Integrating Workspace ONE Access with an existing Azure implementation Page 16
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9. Onyour Controlcenter desktop,
+ Onyour Site 2 browser
+ Openanew Tab

* In the Address bar
+ enter https://vra.lab.livefire.dev/
+ Select GO TO LOGIN PAGE

£
Iivefire lab e
]
Hext
10. Inthe Workspace ONE Login
+ Under Select your domain
+ Ensure livefire.lab selected
+ select Next
¢
o

Fargon passwaond?
Change 13 a different damain

WITHA AN

11. In the Workspace ONE login

2. Integrating Workspace ONE Access with an existing Azure implementation Page 17
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+ Under username
+ Enter your assigned dwuser0XX account
« XX will be your assigned Student Login ID

+ Under password
* Enter your assigned password

* Select Sign in

(:i:'.l We collect data to deliver, analyze and improve the service, to customize your
of this data is collected using cookies and similar tracking technologies. To lear

vmw vRealize Automation - Cloud Services Console

My Services

285! Service Broker

12. In the vRealize Automation - Cloud Services Console
+ Under My Services
+ Select Service Broker

2. Integrating Workspace ONE Access with an existing Azure implementation Page 18
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Catalog Deploviments

My Resource Usage v
O Wkis Count O CPLU Count

Catalog ltems Gren)

uﬁ Update MX Records
vRealize Orchestrator W

Projects: AW-aAttendees

REQUEST

M. Update TXT Recor..

l vRealize Qrchastrator W

Projects: AW-Attendees

13. In the My Resource Usage window
* Under update TXT Records
« Select REQUEST

(i) We collect data to deliver, analyze and improve the service, to customize your ex
\L)

dizable certain cookies, see our Cooke Usage page

vmw vRealize Automation - Service Broker

Catalog Resources Approvals

New Request

"ﬁ- Update TXT Records

Sub Hosted Zone COrpXXX
Prefix *
TXT record value * MS=ms24411496

14. In the New Request page
+ Update the following next to:
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+ Sub Hosted Zone Prefix* enter your domain
* enter CorpXXX, XXX represents your assigned domain

« TXT record value* Paste your TXT value (from step 7)

+ Select SUBMIT

Deployments &=

HE §

H T

Step-by-step instructions
TXT name
Y Corp31 (or skip if not supported by pror
TXT value
[ MS=ms97238454

TTL

™ 2= P E B
1 3600 (or your provider default)

This video shows how to verify
registrar and adding a TXT recc

© 1:34 min video

Verify

15. On your Microsoft 365 admin center page
+ When the vrealize automation is complete
* Select Verify

2. Integrating Workspace ONE Access with an existing Azure implementation Page 20
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Domains > Add domain

§ e t  How do you want to connect your

| .

C ctd i

i) Chasudenss domain?

® Connection options

| Connect your domain to your Microsoft services so you can use email and instant messaging. There are a couple of 4
O Einish depending on how you'd like to manage domain name service (DNS) records for your domain corp28r.euc-livefire.
O ¥

Learn more about DNS records

Add your own DNS records
We'll provide a list of DNS records that you'll need to add for your domain at your DNS hest,

Maore options

16. In the Microsoft 365 admin center window
* Inthe Connect domain section
+ At the bottom of the page
« Select Continue

MX Records (1)

YWeew instructions for MY Records

Pracrity

Recard Hast Marme Paints 1o addres or value

Expected Y corp2sa :-ia-E.JE ivefire-com02i.mail protectionoutlook.com. [y 0

17. In the Microsoft 365 admin center window
* Inthe Connect domain > ADD DNS records section
« Next to MX records (1)
+ Expand the dropdown
+ Under Points to address or value and in line with Expected

+ Copy the output

2. Integrating Workspace ONE Access with an existing Azure implementation Page 21
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@ = hitpsy//developer.microsoft.cor X m Dashboard - Microsoft 365 Dev . X

< C 1{t & vralablivefiredev

my-iplivefire.lab/fip Horizon®5ite 1 vm UAG-HZMN-01a wm UAG-HZN-01b

@ We collect data to deliver, analyze and improve the service, to customize

disable certain cookies, see our Cookie Usage page.

vmw Service Broker

Catalog Approvals

«

Deployments Geoee

& Deployments

N Mame
) Resources w

All Resources

> : I' Update TXT Recorg

18. Switch back to your Service Broker session
+ Select the Catalog tab

vmw Service Broker

Catalog ResoUres Approvals

My Resource Usage ~

Catalog Items Gi=o)| v |

n-i'.. Update MX Records ._-I_

vRealize Orchestrator W

W= Attendees Projects

REQUEST
19. In the Catalog area
* Under Update MX Records
« select REQUEST
2. Integrating Workspace ONE Access with an existing Azure implementation Page 22
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Catalog Resources Approvals

New Request

'i" Update MX Records

Sub Hosted Zone COrpXxx
Prefix *
MX record value * corpXXX-euclivefire-comO2i.mail.protec

Please note xxx is your attendee identifier.

20. In the Service Broker
* New Request
+ Update MX Records page
* Next to:
+ Sub Hosted Zone Prefix* enter corpXXX
* Where XXX is your assigned Domain identifier

+ MX record value* paste your MX record

+ Select SUBMIT

2. Integrating Workspace ONE Access with an existing Azure implementation Page 23
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MX Records (1)

View instructions for MX Records

Record Host Mame

Expected [y corp2sa

CNAME Records (1)

TXT Records (1)

Advanced options

Points to address or value

|E corpdra-euclivefire-cor

21. On the Connect domain page

+ At the bottom
+ Select Continue

Microsoft 365 admin center

Domains > Add domain

° Add domain

Q Connect domain

@ Finish

/O Search

©Domain setup is complete

corp8r.euc-livefire.com is all set up and you can now view and manage it from your domains list.

You can now go to Active users to add new users and set up email addresses or aliases for everyone who needs to

livefire.com for email.

Next steps
Go to Active users

View all domains

Was it easy to add your domain?

22. In the Microsoft 365 admin center window
* In the Setup is Complete page

2. Integrating Workspace ONE Access with an existing Azure implementation
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+ Select Done

If you are using an existing account, its very likely you wont have to change your
default domain. Validate and if necessary do the change

Hama Damains

Domains

+ Add doffai Ay domain [ ) Refresh

Domain name | Status
O corpleuc-livefire.com (Default) : -ﬁ Healthy
B 7ginponmicrosoft.com : @ Healthy

23. In the Domains area

24.

Under Domain name

+ Next to your unique *.onmicrosoft.com domain
+ select the checkbox

« Under Domains, in the Task area
+ Select Set as default

This will replace your current default domain, corp21.euc-
livefire.com. When you add new users, their email addresses and
usernames will use this new domain. If a user has multiple email
addresses, the default domain is used as their reply-to address.

Set as default

Set this domain as default? Pe

In the Set this domain as default? window

+ Select Set as default

2. Integrating Workspace ONE Access with an existing Azure implementation
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Home > Domains

@ Snloec3.onmicrasoft.com s now your default demain.

Domains

<+ Add domain 5 Buy domain C_: Refresh

Domain name | Status
B  Snkxc3.onmicrosoft.com (Default) @ Healthy
O corpSa.euc-livefire.com : @ Healthy

25. In the Domains page
+ Validate your default configuration

o Your assigned domain should NOT be your (Default) domain. Your setup should look

like the above example

2. Integrating Workspace ONE Access with an existing Azure implementation
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Part 3: Using Microsoft Azure AD Connect for user provisioning

to Microsoft Azure

= = Copy path - G = f | Easy actess * =
Pim to Quick Copy Paste Move Copy  Delete Rename FHew Praperti
access [E] Feste shortos tor to- = folder ¥
Clipboard Organize Mew
i - 4 w software » Applications » Arzurefiles » ADConnect s
Sitel Cal Mame Date modified Type
Sitel isl' AzureADC onnect.msi 3/15/2022 240 PM 'Windows Installe
Systerm32
Open File - Security Warnin >
B This PC v " ¢
B 3D Object
3 Jects We can't verify who created this file. Are you sure you want to run this file?
I Desktop
& Decuments ;El Mame: ..plications’ Azurefiles\ADConnect\ AzureADC onnect. msi
= =
& Downloads | b Type: Windows Installer Package
J.’ Music Frem: \\honzon-01a.euc-lvefire.com’software'Applications...
| Pictures
B videos
1 eal Miele £

1. Onyour ControlCenter server

+ Open the Software shortcut
+ Navigate to the Applications > Azurefiles >ADConnect folder.

« Double- click the AzureADConnect.msi
* On the Open File - Security Warning window
+ Select Run

2. Integrating Workspace ONE Access with an existing Azure implementation
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il Microsolt Axue &

Welcome to Azure AD Connect

Wvedcome

Express Seftmngs

I Run this installation tocl on the server where the synchronization service companent will be
installed.

fgure ctive Directony Conrect infegrates your onr-premises and anling drectones

This imstaliation tool wi
* Guide you in selecting a solution (for example. password hash synchronization or federation with A0
F5}
= Irtall identity synchronization and other Microsoft softeare componaents required for deploymant
= Enable application felemetry ard component health data by dedault. You can change what data is
shared with Micrasoft by updating your peiwacy settings.

Learn more about hybrid identity

e gw to the license terms and privacy notice.

2. On the Welcome to Azure AD Connect window
* Nextto |l agree to the license terms and privacy notice
+ Enable the check box
* Select Continue

i Microsoft Azure Active Direct

Express Settings

Express Settngs

5 Y i Wind .: A Ay Torett W & . -
fequired Compaonents If you have a single Windows Server Active Directory forest, we will do the following:

Usar Sign-In = Configure synchranization of identities in the curent AD forest of ELC-LIVERRE

Configure password hash synchranization from on-premises AD to Azure AD

tart an initial synchronization

Symnchranize all attributes

Enable Auioc Upgrade
Leam mare about express settngs

Select Customze o choose adwvancad deployment options or import sethings firom am ex sting server,

Customize Use express settings

3. In the Express Settings window

2. Integrating Workspace ONE Access with an existing Azure implementation Page 28
Export Date: 2024-01-09 03:59:34 -0500



« Select Use express settings

+ Microsoft Azure Active Directony Connect

Express Settings

Connect o Azure AD

Lonnec

Configura

Connect to Azure AD

Enter your Azure AD ghobal administratar or iybad igentity administrator credentials. 7]

USERMAME

choudadmard®Tgl1 1 p.onmicrosoft.com |

PASEWCRD

CXTETTTTY

5. On the Connect to Azure AD window,

 Under USERNAME

+ Enter your documented Azure Cloud Admin account

+ Under PASSWORD

+ Enter your documented Azure Cloud Admin password

+ Select Next
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dge Microsoft Azure Aol Director y Connect

Express Seltings

Conmect to Azure AD

Conmect to AD DS

Configure

Connect to AD DS

Enter the Active Dirsctory Domain Senioes enterprise adminisirator credentiale: a

USERMAME

|EI.Il.' -LIVEFIRE\administraior

FASSWORD

[TEETT] I-q

Previous

6. On the Connect to AD DS window,

* Under USERNAME

* Enter EUC-Livefire\administrator

+ Under PASSWORD
* Enter VMware1!

+ Select Next
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soft Azure Actree Direci

Express Settings
Connect o Azure AD
Cormect to AD DS

Agure AT signi-in

Cordgure

Azure AD sign-in configuration

T use on-premises oredentials for Azure AD sigrein, UK suffiees should match one of the venfied
oustom domains in Azure AD. The following tabke ksts the UPN suffees defingd in wour on -premises
emaronment, ._:Iu:um; wath the mah:hn; custom domam in Aune,

Active Directory LUPMN Suffix
| euc-tvetive com Mot sdded 1@
|
| comp2t.euc-livefire.com verdied

o] Cntinue without match ng 3l UPN suffees to vendied domans
will mot be able to sign-in to Azure AD with on-premises credentials if the UPH suffix

| does not match o verified domain. Learn mare

Previous

7. On the Azure AD sign-in c

onfiguration page

+ Validate that your custom Azure Domain has been Verified
* Next to Continue without matching all UPN suffixes to verified domains

+ Select the Check bo

+ Select Next

X

& Microsoft Azure Active Directory Connect

Expresz Setinas
Express Sethings
Connect 10 Azure AD
Connact to AD DS

Azure AD sign-in

Ready to configure

Once you click Irstall, we will do the following:

¢ Install the synchronization engine

+ Configure Azure AD Cormectar

= Canfigure ewe-livefire.com Connectar

= Enable Password hash synchromization

= Enable Auto Upgrade

= Canfigure syrchranization senaces an this computer

B s the synchronzation prooess when conhiguratson completes,
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8. Onthe
« Nextto

+ Enable the check box

+ Select

window

+ Getting to the next step could take a few minutes.

i Microsoft Azune Actiee Direchon y Connect

Express Settngs
Lonnect bo Ax
et

azure AD Sign

Cordiguns

e A0

Configuration complete

A AD Connect corfiguration suoceeded, The synchronization process has been infiated

N The configuration is complete. You can now log in to the: Bzure or Office 365 portal to verify
thart user accounts fram yeur local directary have boen created. Then, do a text sign-on 1o the

|| Azare portal. Learn more about the next steps and managing Axure AD Connect
1] The Active Directary Recycle Bin is not enabled for your farest {euc-livefire.com] and is stromgly
| recommeended. Learn more about enabling the Active Directory Recycle Bin
Amare Active Directory is configuned te use AD attribute m5. D% ConsistencyGuld as the souroe
anchar atbributs, Useri will pot be able b3 lag an wntil yoir fed ign darvics ik Fgiirad
| with the same attribute. Learn mone

9. On the Configuration complete window

+ Select Exit

@ Give the replication about 5 minutes to work
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Part 4: Configuring Microsoft 365 licensing

B Microsoft
Sign in

Email, phone, or Skyp

(4]

Mo account? Create one!

Can't access your account?

1. Onyour ControlCenter server
1. Using the following URL
+ https://admin.microsoft.com/Adminportal/
Home?source=applauncher#/homepage

2. Login back to your Microsoft 365 Tenant
+ With cloudadmin username
+ With your CloudAdmin password

2. Integrating Workspace ONE Access with an existing Azure implementation
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https://admin.microsoft.com/Adminportal/Home?source=applauncher#/homepage

Microsoft 365 admin center

= A, Add a user
fnt  Home
] Display
R Users >
| Active users ] Mark |
Contacts
] On-Pr
Guest users
Deleted users O Rowar
o Teams & groups e O] Sandr

3. In the Microsoft 365 Admin center
* In the left-hand pane under Home,
« Select Users
« Select Active users.

Active users

-'._ Add 3 uigs — Muilbe-factor authentication £ Fafrdkh Dalefe yger .";_ Rikat passwornd "°" Fanage predisct licenses

- Drsplary narme Usemase | Licerages

O Tom Maries Torv@iconp 3 2uc-ivefire.com Urlicengad

a On-Premises Divectory Synchroniza... : Sy _CONTROUCEMTER _babT4aclcbeliBiogiic ormicratalf  Urlicerad

[ Sandra Falmares i Saredezals cnmicroaof oo Uslizesmed

(] Rowan Tunjay Eiowanioompd.sac-lvefrecom Urlicereed

= Pradeep Gupta LS PraderG@qEE enmisreichoom Wigreashs 365 §5 Davalaper i
= Patti Fernandez L FattF@zgijconmicrosoftcom Microsoft 285 E5 Develaper (w
H Mestor Wilke "-:'_- MestorWi@zgBic.onmicrosoft oom Microsofs 165 E5 Develaper (v
= Bdiriam Graham ey MriamGDagdis-onmisrnol oo Microaoft 365 £5 Develaper (v
[ ] Megan Bowan Q Megan §andjronmirrosott.oom Microsoft 285 ES Develaper (v

4. In the Active Users area
* Notice that you have Licensed and Unlicensed users
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5.

* It appears that in addition to us syncing in our account Microsoft creates dummy

accounts for use

+ The dummy user accounts have already been licensed and we only can have up to 25

licensed users

+ Ensure you select only DUMMY accounts with Microsoft 365 E5 Developer licensing

+ At the top of browser select Delete user
+ DO NOT Delete your Cloudadmin account

@ This process is purely to keep it clean with euc-livefire accounts.

It wont be necessary to do this step if you have a pre-assigned account

- T . - c
= Add auser g Multi-factor authentication | Refresh $24 5 selected >

= Delete user

O Dezplay name 1 Wea .
- 2y Peset passwornd
[ Admim : Adt ™ Manage product licenses
O Admind : ads = Change domains
v  Export users
O Engel Markhame H Cha — ’ )
T, Manage groups
v Fernanda Dusello Q Fe
" Manage contact information
- .-_ |
> B Jinvemeo 2, (] .
) Edit sign-in status
Kevin Ikin a, Kewin@7q01 1p.onmicrosoftcom
u Kim Markez F{ Eim@ Ta0 1p.anmicrasafloam
Mark Debio a Marki@Comp2 1.euc-livefire.com
—

In the Active Users area
« Select the radio buttons next to
* Fernando Dusello
« Jill Verneo
« Kevin Ikin
+ Kim Markez
« Mark Debio

* From the top menu options
+ At the top of the Active Users area, next to Refresh,
+ select Manage product licenses

@ everyone needs to license their newly synced accounts in Microsoft 365

2. Integrating Workspace ONE Access with an existing Azure implementation

Export Date: 2024-01-09 03:59:34 -0500

Page 35



Manage product licenses

5 users selected ()

What would you like to do with the licenses for these users?

(@) Replace

Unassign existing licenses and assign new ones.
() Assign more

Keep the existing licenses and assign more,

L_) Unassign all

Licenses (1) ~

Microsoft 365 E5 Developer (without Windows and Audio Conferencin|
19 of 25 licenses available

Apps (61) e

6. Inthe Manage Product licenses window
+ Next to Replace,
+ Select the radio button

* Next to Microsoft E5 Developer (without Windows and Audio Conferencing)
+ Select the Checkbox
« Select Save Changes.

Part 5: Configuring Microsoft Azure for Workspace ONE Access
authentication

& Favorites | VMware Intelligent H. X Workspace ONE Access

— = ‘D ' portal.azure.com

@ my-iplivefirelab/i = Sign in to Microsoft Azure - portal.azure.com

portal.azure.com - (

portal.azure.com down

1. Onyour ControlCenter server
* Open your Site 1 Chrome Browser
* Open anew Tab
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* In the Chrome address bar
+ enter https://portal.azure.com

a Microsoft

Sign in

to continue to Microsoft Azure

Cloudadmin20@oooac.onmicrosoft.com

Mo account? Create one!

Can't access your account?

MNext

2. In the Microsoft Azure Sign in page
* enter YOUR CloudAdmin account
+ select Next

=" Microsoft
& cloudadmin20@2drvgm.onmicrosoft.com

Enter password

Forgot my password

3. Inthe Microsoft Azure Enter password page
 enter your Password
* select Sign in
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a Microsoft

cloudadmin20@2drvgm.onmicrosoft.com
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

: Don't show this again

Mo Yes

4. In the Microsoft Azure Stay signed in? page
+ select Yes or No

5. In the Microsoft Azure Admin Portal
* In the left Inventory
+ select Microsoft Entra ID
* select Enterprise Applications
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Microsoft Azure £ Search resources, services, and docs (G+/)

Home > MSFT | Enterprise applications > Enterprise applications

FH Enterprise applications | All applications

MSFT - Microsoft Entra ID
“ -+ New application O Refresh i Download (Export) o Preview info == Columns & Preview feal

Overview

0 oveniew View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Pr
# Diagnose and solve problems The list of applications that are maintained by your organization are in application registrations.

Manage | X Search by application name or object ID Application type == Enterprise Applications < Application 11

6. Inthe Enterprise applications area
+ select + New application

Home » MSFT | Enterprise applications > Enterprise applications | All applications »

Browse Microsoft Entra Gallery

-+ Create your own application A Got feedback?
yo p

The Microsoft Entra App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single s
prebuilt templates to connect your users more securely to their apps. Browse or create your own application here. If
organizations to discover and use, you can file a request using the process described in this article.,

| X Search application Single Sign-on : All User Account Management : All

Cloud platforms

Amazon Web Services (AWS) Google Cloud Platform

dWs

S

Google Cloud
7. Inthe Browse Azure AD Gallery area
* select + Create your own application
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Create your own application X

&7 Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app?

I Workspace ONE Access o I

What are you looking to do with your application?
O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Azure AD (App you're developing)

f;) Integrate any other application you don't find in the gallery (Mon-gallery)

We found the following applications that may match your entry
We recammend using gallery applications when possible.

@5 Mywerkspace

8. Inthe Create your own application area
* below What's the name of your app?
« enter Workspace ONE Access

+ select Create

Home > 2drvgm | Enterprise applications » Enterprise applications | All applications > Browse Azure AD Gallery >

H Workspace ONE Access | Overview

Enterprise Application

B overview
m Deployment Plan
~ X Diagnose and solve prablems

Manage

Properties

& Qwners

& Roles and administrators
&2 Users and groups

3 single sign-on

$ Provisioning

©  self-service

Security

®& Conditional Access

- | WOMKSQRACE WnNE ACDESS |

Application ID @
| efo3zasa-dsaz-sfog-beed-.. [ |

Object I (D
[ s2o77526-6930-4149-0201-.. [y |

Getting Started
—_———————

& 1. Assign users and groups —3 2. Set up single sign on
Provide specific users and groups access Enable users to sign into their application
to the applications uzing their Azure AD credentials
Assign users and groups Get started

————————————

® 3. Provision User Accounts '__ 4. Conditional Access

= -
Automaztically create and delete user Secure access to this application with
accounts in the application customizable access palicy.
Get started Create a policy
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9. Inthe Workspace ONE Access | Overview page

* select 2. Setup single sign on

Homa > Zdregm | Enterprise applications » Enterprise applications | &ll applications

3 Workspace ONE Access | Single sign-on

Enterprise Application

Browse Azure AD Gallery » Workspace ONE Access

Single sigr-on (S50) adds secunty and corenence when users sign on 1o applications m Azure Active Directory by enabling & user

B overdew n your organization o sign in to every application they use with only one acoount. Dnce the user logs into an application, that
credential is used for all the other applications they need access to. Learm mora.

[ﬂ] Deployment Flan
# Diagnose and sobve problems

Manage

Properiies

Select a single sign-on method

& Cwmers ® Disabled

E

Lisers and groups

@ 'E.'ngle sil;rh;n

Dr;‘ﬂsimin;

; . Simgle sigr-on is not enabled. The user
Fuoles and administrators wan't be able to launch the app fram

My Apps.

C  salf-senvice a Password-based

Fassword storage and replay using a
web browser extension or mabile app.

Security

® Congitional Access

Help me decide

e —

{3 SAML
Rich and secure suthentication to

appheations using the SAML [Security
Assertion Markup Language] protocol.

_
% Linked

Lirk to an application in My Apps
andfor Office 365 application launcher.

10. In the Workspace ONE Access | Single sign-on page

+ select SAML

Home » 2drvgm | Enterprise applications » Enterprise applications | All apgplications

Workspace ONE Access | SAML-based Sign-an

Ertarprisa App

aticn

B Overview
[ oeployment Pan

- # Diagnose and solve problems:

Set up Single Sign-C

Browse Azure AD Gallery » Workspace ONE Access

9 Change single sign-on mode plicat £ Got feedback?

nwith SAML

A0 5350 implementation based on federation protoceks improves security, reliability, and end wser experiences and is easier to

implement. Chooss SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or CWwth, Learn

Manage micre.
Il eroperties
Onirvérs o
Roles and administrators

Users and groups

(CH

Single sign-on

&

I Provisigning

G Self-service 9

Security

& conditional Access

Basic SAML Configuration

Identifiar (Entity 1D

Reply URL (Assertion Consumer Service URLL  Required

Sign on URL
Relay State (Optianal)
Logout Url {Dptional)

Attributes & Claims

A il out requined fields in Steg 1
ghvenname

SUmame

emailaddress

name

Unigue User kdentifier

Fead the configuration guide & for help mtegrating Worsspace OMNE Access.

& edit

Required

user.givenname
UBErsurmame

usermail
USErUSErprinopaliname
usaruseroringealname

11. Inthe Workspace ONE Access | SAML-based Sign-on page
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+ In the Basic SAML Configuration area
* note that Identifier (Entity ID) and Reply URL (Assertion Consumer Service URL)

are required
+ We will now switch to Workspace ONE Access for this information

+ On your ControlCenter server
« switch to your Workspace ONE Access sysadmin console

® Favontes | VMware Intelligent Hi X Workspace ONE Access

« C 0 & aw-livefirernelmarchdev.vidmpreview.com

v |JA

@ my-iplivefirelab/ip Horizon®Site 1 vm UAG-HZIN-O1a

Virtual Apps )
Add and configure web ap

Virtual Apps Collections

Policies NEW

Global Launcher Preferences — o
| | | Application

12. In the Workspace ONE Access admin Console
+ select the Resources tab
* In the Resources inventory
+ select Web Apps

Resources ntegrations Settings

Web Apps

Add and configure web applications.

nces
Type

Application
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13. Inthe Web Apps area
+ select SETTINGS

Settings

Global

Approvals
I Approvals

SaaS Apps

SAML Metadata

access to those applications from the Workspace ONE catalog.

Enable Approvals

()No

Manage access to applications that require approval from your organization before
applications can be used. Requiring approval automatically enables the Licensing
option within Saas app configuration. When enabled users will need to request

SAVE

14. In the Settings window
+ select SAML Metadata

Settings

Global
Approvals
Saas Apps
SAML Metadata

Application Sources

Download SAML Metadata ~ Generate CSR

This is your organization's SAML-signing certificate. It is used to authenticate log
relying applications, such as WebEx or Geogle Apps. Copy and paste the certifiq
applications so they can accept logins from Workspace ONE Access. For integra

utilizing SAML 2.0, you can use the metadata URLS below.

SAML Metadata @
Identity Provider (IdP) metadata [? Copy URL
| Senvuce Prowder (SPymefa ™ >% - -
Sasaloh in new tab

. Open link in new window
Signing Certificate ©

Open link in incognito window

Expires Open link as »
April 12, 2033

o
1ssuer Copy Mk address

Settings

Global

Approvals
SaaS Apps
I SAML Metadata

Application Sources

Download SAML Metadata Generate CSR

This is your organization's SAML-signing certificate. It is used to authenticate

logins from Workspace ONE Access to relying applications, such as WebEx or

Google Apps. Copy and paste the certificate below and send it to the relying

applications so they can accept logins from Workspace ONE Access. For
integrating with other relying applications utilizing SAML 2.0, you can use the
metadata URLs below.

service Provider (SP) metg

Open link in new window

Open link in incognito vindow

Signing Certificate ®

Open link as b
Expires
March 4, 2033

Copy link address

ssuer

15. In the Settings window
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« under SAML Metadata
+ select and right-click Service Provider (SP) metadata
« select Save link as.....

+ select and right-click Identity Provider (IdP) metadata
* select Save link as.....

NOTE: In this exercises we will only use the Service Provider metadata. In a later exercise we

will use the Identity Provider metadata.

& seve i
4 4 + ThisPC » Downloads +

Qrganize = Mew folder

) Harme Date modified Type Size

o Qeck access

uagdeploy
Il Desketoy
F = Full Clone Developer (1)sml

File folder

XML Document

= Full Clone Developeracml XML Docurnent
= Documents

-
& Downloads  #
3
& Pictures +
hel
Sitel
SiteZ
System32
B This PC
2B 30 Objects
B Desliop
% Documents
4 Downboads
B Music
&= Pictures
B video:

Ea Local Disk (C3)

M
i Hetwork .

File name:

Save astype: MWL Document (*aomd)

~ Hicesoldes

Cancel

16. In the Save As window
+ select Save

Cpen

Always open files of this type
Show in folder
Cancel

= spxml

17. In the bottom left-corner of your browser
* next to sp.xml
+ select the dropdown
* select Show in folder
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Clipboard Organize
¥ > ThisPC > Downloads »
) Name -
155
2 i~ uagde;:loy
|_| es-configjson
ds o = -
= idpxml
s # = spamml
* 5 Vidmaird Open
[ Edit wiwmpad”
Y @ ngre
Open with
v
Give access to
Restore previous versions
s
Send to >
his Cut
ds Copy
v Create shortcut
n selected 5.76 KB —
Rename
Properties

18. In the Downloads folder

+ select and right-click sp.xml

+ select Edit with Notepad

++

[.:]" CAUsers\Administrator\Downloads\sp.xml| - Notepad++ [Administrator]
File Edit Search View Encoding Lanquage Settings Tools Macro  Run
cHHEH®B B Always on Top
- Teggle Full Screen Mode F11
Brew 2 Hepxn Pﬂgg L
ost-It T
1 [He<rxm1 )
2 SWR1b Diﬁfﬂﬂiﬂﬁ FF’E‘E Mﬂdﬁ T
f' an View Current File in > !
- TXdhc ¥
= UOENT Show Symbaol >4
6 S023P |
5 foom >
uhB88Z T
g VNSV Meowve/Clone Current Document > |
@ JEgao Tab >
11 rP3gb ¥
— NS 45W ocus on Another View Fa )
13 9eeCl Hide Lines AltsH )
14 JsepM -
15 D3AMB Fold All Alt+0 !
T “ D lmEmld AL Bl s Tlede , O >

19. In the Notepad ++ application

+ select View
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 select Word wrap

(o] (m] [b] [

" encoding="UTF-8"?-<mdiENCityDeSCriptor xmlns=s:md="urn:casis:names:tc:5AML:2.0:metadata" cacheDugatic
DS" er ID#“ht;E: [/aw-livefirernelmarchdev.vidmpreview.com/SAAS/APT/1.0/CET /metadata/sp.xml"

or AuthnRequestsSigned="false"™ WantlAssertionsSigned="true" protocolSupportEnumeration=

7/2000/09 /xmldsig#"><ds:X509Data><ds:X508%Certificate>

JIHARIB+cHG)DANBgkghk 1 GO9wDBAQsFADBWMS AwHgYDVOODDBAWTXdhemUg
¥dlcjEIMCMGAIUECgwe Vet TEIWRUDZJUKVSTKVMTUF SQO0hERVY 6UOFNTDEL
1CcHNM JMwMzE zMTUzM j EwWhcNMzMwMzEwMTU zM ] EwW ] BWMS AwHgYDVOODDBAW
TkgTWFuYWd1lcjE1MCMGAL DECgwcVet TEIWRUZJUKVSTKVMTUF SQOhERVY 6
MCVVMwgg L iMADGCSgGSIb3DQEBAQUAAL ICDWAWggIKACICAQCv+EEYD8BDA
?pQUVYr?VlI1InithHLﬂY!RGfYGTGFHIE54ORTVLVqu3UdD2jG23kX+Wu

20. Inthe Notepad ++ application
* In the XML code
+ find entitylD
+ Copy the URL which ends in sp.xml

+ Save the URL in a new tab in Notepad++

urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</md:NameIDFormat><md:NameIDFormatc:>
urn:oasis:names:tc:SAML:2.0:nameid-format: transient</md:NameIDFormat><md:NameIDFormat>>
urn:ocasis:names:tc:SAML:1.1:nameid-format:x5095ubjectName<,/md:NameIDFormat><md:AssertionConsumerService Binding=

"orn:oasis:names:to:SAML:2.0:bindings :HTTP-POST" Location="https://aw-livefirernelmarchdev.vidmpreview.com/SAAS fanth/saml /response"
index="0" isDefault="true"/><md:AssertionConsumerService Binding="urn:ocasis:names:tc:SAML:2.0:bindings:HTTP-Artifact" Location=
"https: //aw-livefirernelmarchdev.vidmpreview.com/SAAS/anth/saml /artifact" index="1" isDefault="false"/>

21. Inthe Notepad ++ application
* In the XML code
* Find the code
+ AssertionConsumerService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location

+ Copy the URL that ends in response after this
+ Save the URL in your new tab in Notepad++

File Edit Search View Encoding Language Settings Tools Macre Run  Plugins Window 7
cBDEHB s Gl simbh| oy as BEF|HTIEEECLa® @ ED R
Brew 2 3| B 3 [';]newim|

1 Enticy ID
2 https://faw-livefirernelmarchdev.vidmpreview.com/SAAS/API/1.0/GET/metadata/sp.xml

Response
https:ffaw;livefirernelmarchdev.videIE?iew.comfsnhsfauthfsamlfresponsﬂ

L4 S P
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22. Inthe Notepad++ application

* Note which is your entity ID

* Note which is your Response

+ Switch back to your Azure Admin Portal

Home > 2drvgm | Enterprise applications » Enterprise applications | All applications > Browse Azure AD Gallery > Workspacs ONE Access
Workspace ONE Access | SAML-based Sign-on
Ertarperise Application

Y Change single sign-on mode B¢ Got feedback?
B
) Depicyment Plan Set up Single Sign-0On with SAML
.

« Diagnose and solve problems: . .
An 550 implementation based on federation protocols improves security, relizbility, and end user experiences and is easier to

mplement. Chooss SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or Olwth, Learm

Manage maore
1 Properties
! Read the configuration guide o for help ntegrating Workspace ONE Access
& Onwners o
. Bassc SAML Configuration 5 .
& Roles and administrators & Edit
& Users and groups Identifier (Entity ID) Required
Reply URL (Assertion Consumer Service URL}  Regquired
D single sign-on Sign on URL Optiona

i Relay State (Optiona)
¥ Frovisoning Legout Url (Opticnal)
© seff-service 9 Attributes & Claims

Ak Fill out requirad fields in Step 1

givenname usergivenname
Security surmame: usarsurname
emailaddrass usermail
% Conditional Access rame useruserprinapainame
Unigue User kdentifier usgruserpringpalname

23. Inthe Workspace ONE Access | SAML-based Sign-on page
* In the Basic SAML Configuration area
+ select Edit

ices, and docs (G+/)

drgm | Enterprss applieate - Basic SAML Configuration

pace ONE Acces

aplication

f—? Got feedback?

W = Identifier (Entity ID) * @
The unigue 1D that identifies yeur application to Azure Active Directory. This value must be unigue ocross oll applications in
vour Aryre dctive Directory tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550

Add identifier

jeg Reply URL (Assertion Consumer Service URL)* @
The reply URL is where the application expects to receive the duthentication token, This i also referred to gs the JAssertion
Consumer Service” (ACS) in SAML

ment Plan

se and solve problems

nd administrators :
Add reply URL

nd groups

24. In the Basic SAML Configuration window
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+ under Identifier (Entity ID) *
« select Add Identifier

=AbGaley - Basic SAML Configuration

JNE Acces

& save

F!? Got feedback?

Identifier (Entity ID) * @

The unigue 1D that identifies your application to Azure Active Directory:. This value must be unigue ocross oll applications in
your Azure Active Directory tenant. The default identifier will be the audience of the SAML response for IDP-initioted 550

' problems
Default
https://aw-livefirernelmarchdev.vidmpreview.com/SAA85 API1.0/GET /metadata /spaml —y | j 0] ;
Add identifier
ators Reply URL (Assertion Consumer Service URL) * @
The reply URL is where the application expects fo receive the authentication token. This is also referred to as the “Assertion
Consumer Service”™ (ACS) tn SAML,
Add reply URL
L -
25. In the Basic SAML Configuration
+ under Identifier (Entity ID) *
* Paste your Entity ID
eApGaler > W Basic SAML Configuration
JONE Acces
H save &' Got fesdback?
Identifier (Entity ID) * @
The unigue ID that identifies your application to Azure Active Directory. This value must be unigue ocross all applications in
your Azure Active Directory tenant. The default identifier will be the qudience of the SAML resporse for IDP-initigted 550.
¢ problems
Default
https:/faw-livefirernelmarchdev.vidmpreview.com/SAAS (API/1.0/GET/metadatafspaml W | D]
Add identifiar
ratore Reply URL (Assertion Consurmer Service URL)* @
The reply URL is where the application expects o receive the guthentication token. This is olso referred to as the Assertion
Consumer Service” (ACS) in SAML
Sign on URL (Optional)
Sign on URL 5 used if you would like to perform service provider-initigted single sign-ovn. This value is the sign-in page URL for
e your gpplication. This field is unmecessary if you want to perform identity provider-initiated single sign-of. y
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26. In the Basic SAML Configuration
« under Reply URL (Assertion Consumer Service URL) *
* select Add reply URL

resgurces, services, and docs (G+/)

rome  Browse fzure AD Galey - W Basic SAML Configuration
Workspace ONE Acces

Enterprise Application Save & Got feadback?

B overview Identifier (Entity ID)* @

IDII D[’l}' ment Pla he unigue 1D that identifies your application to Azure Active Direc ory This value must be unigue acrass all .F.’_‘l!‘l‘.ﬂ.fﬂ.‘.ﬁ 1y
oy P 4 sToe [l
ur Azure Active Directory fenant. The default identifier will be the audience of the SAML respanse for IDP-inihioted S50,

A Diagnose and solve problems

Default
Manage - -
Htps:,.‘.-‘;\'.'-lr.-e'lrernelmar:t’ dev.vidmpreview.com,/SAASAPI1.0/GET/metadata/spamml
il Properties Add identifer
& Owners
& Roles and administrators Reply URL (Assertion Consumer Service URL) *
& Users and groups The reply URL is where the application expects to receive the guthentication token, This is also referred fo gs the "Assertion

Consumer Service” (ACS) tn SAML.

D Single sign-on
Index Default
# Provisioning
B Application proxy https:/faw-livefirernelmarchdev.vidmpreview.com/SAA5 suth/saml/response y | | (D
Add reply URL
G self-service .
Sinn on URL (Ootionall
27. In the Basic SAML Configuration
« under Reply URL (Assertion Consumer Service URL) *
+ Paste YOUR Response URL
+ At the top of the page
+ select Save
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Microsof‘l Azure £ Search resources, services, and docs (G+/)

Home > Browse Azure AD Gallery > W Basic SAML Confi

¢ Crese s resouree Workspace ONE Acces
ﬁ Home Enterprise Application |"| Save (é? Got feedback
Bl Dashboard %
= Al services # overview ~ Identifier (Entity ID) * ©
. Deployment Plan The unique 1D that identifies your

your Azure Active Directory tenant

e - . Diagnose and solve problems
&23 All resources X g P

[%) Rresource groups Manage —
https://aw-livefirernelmarchdey

@ App services It properties Add identifier

4> Function App & Owners

& sSQL databases Reply URL (Assertion Consu

The reply URL is where the applica|
Consumer Service” (ACS) in SAML,

% Azure Cosmos DB

B8 virtual machines

@ Load balancers @ Provisioning

- ) https://aw-livefirernelmarchdey

== Storage accounts B} Application proxy P/

Add reply URL
4> Virtual networks C  self-service
B Azure Active Directory Custom security attributes . )
(preview Sign on URL (Optional)

@ monitor Sign on URL is used if you would (i

| & advisor . Security - your application. This field is unney

28. Inthe Workspace ONE Access area
* Just above Single sign-on
+ select Users and groups

SUUTLED, MEIVILE:, alll UuLs |7 /)

Home > Browse Azure AD Gallery > Workspace ONE Access

2a Workspace ONE Access | Users and groups

Enterprise Application

# Overview
[l Deployment Plan

A Diagnose and solve problems

Assign users and groups to app-roles for your applicatio

Manage

£ First 200 shown, to search all users & gro...

ill Properties

& Owners Display Name C

L. moles and administrators Mo application assignments found

5 ol

29. Inthe Workspace ONE Access | Users and groups area
 select + Add user / group
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we HZN Cloud

v UAG-HZN-01a wm UAG-HZN-01b /A AviVantage Control...

Horizon ®@5ite 1

O search resources, services, and docs (G+/)

Home > Browse Azure AD Gallery > Workspace ONE Access | Users and groups

Add Assignment

2drvgm

30. Inthe Add Assignment area
* click on None Selected

Users and groups

[2oed

DE | Developers

% Users and groups

[2nl

-
‘ IS8 1T Support

ce ONE Access | Users and groups
tor
T Add user/group
@ The application will appear for assigned users within My Ap|

+ problems
Assign users and groups to app-roles for your application herg

|2 First 200 shown, to search all users & gro...

Display Name
O |F Developers
[} m Marketing
D Sales

O 8 rsuepon

rators

31. Inthe Users and groups area
* In the search area
+ enter DEV
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+ select

* Inthe search area
* enter Sales
+ select Sales

* In the search area
+ enter Marketing
 select Marketing

* Inthe search area
« enter IT support
+ select IT support

In the bottom right-corner
+ click on Select

Add Assignment

A\ When you ass gn a group to an application, only users directly in the group will have access. The assignment
does not cascade to nested groups.

Users and groups
4 groups selected.

Selecta role

32. Inthe Add Assignment area
+ At the bottom of the page
+ select Assign
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Home » MSFT | Enterprise applications

» Enterprise applications | All applications » Browse Azure AD Gallery > Workspace ONE Access

2a Workspace ONE Access | Users and groups

Enterprise Application

N

ik Roles and administrators

48 Users and groups

d

2 Provisioning

£ Application proxy

C Self-service

<+ adduser/group | &7 Editassignment [8] Remove 42 ZE Columns | & Gotfe

o The application will appear for assigned users within My Apps. Set 'visible to users? to no in properties to prevent this. =

Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the applic:

| 42 First 200 shown, to search all users & gro...

Display Name Object Type

D - Developers Group

] - IT Support

Security .
D LU Sales
® cConditional Access D m ol
Marketing

o - -
ia  Permissions

@ Token encrvotion

Group
Group

Group

33. Inthe Workspace ONE | Users and groups area
* note the assigned groups
* select Single sign-on

reh resources, services, and docs (G+/)

Home » Browse Azure AD Gallery » Workspace OMNE Access

Workspace ONE Access | SAML-based Sign-on

Erterprnie Applicatan

T Upload metadata file g Change single sign-on mode

| Overview = name
Unigue Lizer Identifier
(I Deployment Plan

= A Diagnose and solve problems o
SAML Certificates
Manage

Token signing certificate
Il Properties

= Test this application A

USErESENpNNCpaIiname
useruserprincipalnamse

Status Active

B Owners Thumbgrint TIC220AE0ESOFATSE3 19FE46TBSLEEFSF
Expration 31742026, 32110 PM

& FRoles and administrators Motification Email Cloudadmin2 (4@ 2drvgm.onmicrosoft.com
App Federation Metadata Url | httpsylogin.microsoftonline com bdBes

& Users and groups )
Certificate (Basesd) Download

D single sign-on Certificate (Raw)

N Federation Metadata XML ad

&' Provisioning

e Application proxy Verification certificates (optional) (Preview)

& self-service Required ]
ACtive o
Expired 0

Securi

k-4 urity x o Lk o ol Pt N1

34. Inthe Workspace ONE Access | SAML-based Sign-on area

* |In the SAML Certificates area
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+ next to Federation Metadata XML
+ select Download

¥ | |4 = | CAUsers\Administrator\Downloads

. , e
sy Cut iz ha
x‘ ’ Maove to X Delete = L
s ':':"l:":-" I)BH'I -'F IQ
Pinto Quick Copy Paste Copy to [l Rename New
access [7] Paste shorteut : folder
Clipboard Organize MNew

T ‘v« Local Disk (C:) » Users » Administrator * Downloads »

el

% Documents # *  Name
| Pictures 4 uagdeploy
hol ﬁl AirwatchAgent.msi
Sitel £ Full Clone Developer (1).xml
Site? = Full Clene Developerxml
System32 =] spaml
5] VidmAirWatchRootCertificate.cer
&8 This PC = Workspace ONE Access.xml
- 30 Objects
I Deskiop
=| Documents

35. On your ControlCenter server
+ browse to your Downloads folder
* In the Downloads folder
* note you have a Workspace ONE Access.xml file

* In preparation for the next Part switch to your Workspace ONE Access Admin console
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Part 6: Configuring Workspace ONE Access to be an Identity
Provider for Microsoft Azure

Monitor Accounts {esources Integrations settings

ldentity Providers

Manage authentication methods in the Workspace Ol

Connector Authentication Methods ADD
Hub Configuration
Identity Provider Name T Authentication Me
Magic Link System Identity Provider Password (Loca
Okta Catalog Built-in
DP for EUC-livefire Password (cloud

EM Integration

1. Onyour Workspace ONE Access admin console
« select Integrations
* In the Integrations inventory
+ select Identity Providers
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Monitor Accounts Resources Integrations settings

Authentication Methods

ldentity Providers

Connectors

Manage authentication methods in the Workspace ONE Ac

Directones

Connector Authentication Methods

Hub COF‘igU'atiDl'\ SAML IDP

OpenlD Connect IDP

workspace IDP

Magic Link

Built-in IDP
Okta Catalog
People Search DP for EUC-livefire

UEM Integration

Authentication Methods

Password (Local Direc

Password (cloud deplg

2. In the Identity Providers area
* in the top right corner
+ select ADD
* In the drop down menu
 select SAML IDP

ldentity Providers > Add SAML IDP

Identity Provider Name * Azure Active Directory

SAML Metadata

Binding Protocol HTTP POST
“ L % | Downloads
Bl o e v
4 Cut
* |_‘l & U Moveto~ M
Wi Copy path
PintoQuick Copy Paste Copy
access [#] paste shorteut Lopyto
Clipboard Qrganize
« « 4 & » ThisPC » Downloads »
Sitel A Name
Sitel usgdeploy
System32 8! AirwatchAgent.msi
\ O This PC =] Full Clone Developer (1)xml
=] Full Clone Developerxml
"B 3D Objects
=] spxml
I Desktop (5] VidmairwatchRootCertificate.ce
= Documents =] Workspace OME Accessaxml
> 4 Downloads

B Music
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3. Inthe New Identity Provider window

* nextto

+ ldentity Provider Name

« enter Azure Active Directory

+ Switch to your Downloads folder

Clipboard

Organize

1T ¥ » ThisPC » Downloads »

m3d

bjects
'op
ments
loads
-

res

5

Disk (C:)

My

MName

uagdeploy
f%l AirwatchAgent.msi
= Full Clone Developer (1).xml

= Full Clone Developer.xml
] VidmaAirWatchRootCertificate.cer
= Workspace OME Access.xml
Open
Edit
[l Edit with Notepad++
|=* Share

sp.xml

Open with

4. Inthe Downloads folder

+ select and right-click the Workspace ONE Access.xml file

* select Edit with Notepad++
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& C\Users\Administrator\Downloads\Workspace ONE Access.xm

File Edit Search View Encoding Language Settings  Tod

o Hh:l =] Dd—-
Brew 2 | B 0| B

1 <7¥Xml vers

Always on Top

Toggle Full Screen Mode
Post-It

Distraction Free Mode

WView Current File in

Show Symbol

Zoom

Move/Clone Current Document
Tab

Word wrap

Focus on Anocther View

Hide Lines

Fold All

5. In the Notepad++ application
* In the title bar
+ select View

+ disable word wrap

+ Click your mouse in the Notepad++ area

*+ With your Keyboard
+ Enter CTRL+A
* Enter CTRL+C
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Monitor Accounts Resources

Authentication Methods
Connectors

Directories

Connector Authentication Methods
Hub Configuration

dentity Providers

Magic Link

Okta Catalog

People Search

UEM Integration

Integrations Settings

Binding Protocol

HTTP POST

SAML metadata is used to establish trust with the IdP.

Identity Provider Metadata

(URL or XML)

Identify User Using

Name ID format mapping from SAML
Response

Name ID Policy in SAML Request

ngMYykHGBIWdAE+HVD98gCpgkCI0+Xk++UI+re6DBPMVPBQLX0k3J</X508Certiticate> =
<IX509Data><;’Key\nfo></KeyDescr\ptmxsingle]_ogoutSefwce
Binding="urn:casis:names:tc:SAML:2.0:bindings:HTTP-Redirect”

Location="https://login. mrcrosoﬁonllne com/741d8c10-6b83-4abs-addi-2cdeb4a3bs2be/sami2" />
"urn:oasis:names:tc:SAML:2.0:bindings:HT TP-Redirect"”

f onlme comf741d8c10 6b83 4ab8 addf- 2cd6b43h52beﬂsam12 />

Location="https:/flogin. mrcr050nonllne com/741d8c10-6b33-4abs-addf- 2cd6b43h52be,"sam12 > -
</IDPSSODescriptor></EntityDescriptor> y

" PROCESS IDP METADATA ]l

© NamelD Element () SAML Attribute

Name ID Format Name ID Value

+ ADD

urn:oasis:names:tc:SAML1L.1:nameid-format:unspecified

| send Subject in SAML Request (when available) @

6. Inthe Azure Active Directory window

* nextto

« SAML Metadata
+ under Identity Provider Metadata (URL or XML)
+ paste your XML Metadata

Identify User Using

Name ID format mapping from SAML

Response

Name ID Policy in SAML Request

© NamelD Element (

Name ID Format

) SAML Attribute

Name ID Value

urn:oasis:names:tc:SAML.1:nameid-format:unspecified

|:I Send Subject in SAML Request (when available) @

7. Inthe Azure Active Directory window

* Inline with

* Name ID Format
+ to the right

+ select the + ADD twice

2. Integrating Workspace ONE Access with an existing Azure implementation

Page 59

Export Date: 2024-01-09 03:59:34 -0500



Name ID format mapping from SAML Name ID Format Name ID Value
Response

urn:oasis:names:tc:SAMLI.:nameid-format: userName

[

urn:casis:names:tc:SAML.1:nameid-format:¢ userPrincipalName

+ ADD

8. In the Azure Active Directory window
* below
* Name ID Format
* 1Istrow
+ from the drop down
* select urn:oasis:names:tc:SAML:1.1:nameid:format:unspecified

* Name ID Format
« 2nd row
+ from the drop down
« select urn:oasis:names:tc:SAML:1.1:nameid:format:emailAddress

Name ID format mapping from SAML Name 1D Format Name ID Value

Response
urn:oasis:names:tc.SAMLI. T nameid-format: userName ]
urn:ocasis.names:icSAMLI T nameid-format:s userPrincipalName i

9. In the Azure Active Directory window
* below
* Name ID Value
* 1strow
+ from the drop down
+ select username

* Name ID Format
* 2nd row
+ from the drop down
* select userprincipalname
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Network

Select which networks this IdP can be accessed from. Choose from the available network ranges from the list below.

10. In the Azure Active Directory window
« Inthe Users area
* next to EUC-livefire
+ select the checkbox

* In the Network area
* next to ALL RANGES
+ select the checkbox

Authentication Methods

Select which authentication methods the IdP will use to authenticate users..

Authentication Method SAML Context

AAD Password urn:oasis:names:tc:SAML:2.0:acclasses:Password

11. In the Azure Active Directory window
* In the Authentication Methods area
* below Authentication Methods
* type AAD Password

+ below SAML Context
+ from the dropdown
* select urn:oasis:names:tc:SAML:2.0:ac:classes:Password
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Monitor Accounts Resources Integrations settings

Connectors ]der’]tlty prOViderS > Add SAML lDP

A e SAVE l CANCEL
Connector Authentication Methods l

Identity Provider Mame ~
Magic Link

Okta Catalog

SAML Metadata

People Search

Azure Active Directory

12. In the Azure Active Directory window
+ scroll to the top of the page
* select SAVE

[E‘;] Workspace ONE A

Hesources

Welk

Add and

13. In the Workspace ONE Access Admin Console
+ Select the Resources tab
+ select Policies

2. Integrating Workspace ONE Access with an existing Azure implementation
Export Date: 2024-01-09 03:59:34 -0500

Page 62



Resources Integrations

Policies

Manage access policies to establish trust between user

Policies ADD POLICY EDIT

Policy Mame

o default access policy set

EDIT DEFaL

14. In the Policies interface
* next to default access policy set
« select the radio button
« select EDIT

Configuration
f e applica

T

[}

15. In the Edit Policy window,
* In the left column
* Select Configuration

* To the left of Web Browser,
 Select All Ranges
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and user is registering FIDO2 autherticator = (TP N

Then perfarm this action Authenticate using
than the user may authenticate sing AAD Passwerd D @ &
If the preceding method fais or is ot applicable, then Password (Cloud depkayment I
If the preceding method fais or is not applicable, then Baseward (Local Dirsctory]
w

CAMNCEL SAVE

16. In the Edit Policy Rule window
* Next to then the user may authenticate using *
* select AAD Password

+ Next to if preceding method fails or is not applicable, then *
+ select Password (cloud deployment),

« Select ADD FALLBACK METHOD
* Next to if preceding method fails or is not applicable, then *
+ select Password (Local Directory)

+ Select SAVE at the bottom of the window
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Configuration

You can create a list of rules to access the applications selected. For each rule, select the IP network range,

[
[}

= ALL RANGES

reauthenticating

Device Type

Web Browser

Workspace ONE App .

Authentication

AAD Password+2

Password (cloud depl

n access the applications, the auth methods, and the maximum number of hours users cai

Re-authenticate

8 Howr(s)

2160 Hour(s)

® ADD POLICY RULE

17. In the Edit Policy Rule window
 Select + ADD POLICY RULE

< CONFIGURATION

If a user's network range is -
and the user accessing content from -

and user belongs to group(s)

and user is registering FIDO2 authenticator -

Then perform this action

then the user may authenticate using -

if the preceding methaod fails or is not applicable, then

~ g method fails or is not applicable, then

Add Policy Rule

ALL RANGES

Windows 10

Rule applies to all users if no group(s) selected.

()\J-o

Authenticate using..

AAD Password

Password (cloud deployment)

Password (Local Directory)

18. In the Edit Policy Rule window
* Next to: -
+ and user accessing content from*
+ select Windows 10
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+ then the user may authenticate using*
+ select

+ if the preceding method fails or is not applicable, then
+ select

+ Select
+ if the preceding method fails or is not applicable, then
+ Select

+ At the botom right hand side of the page
+ Select

Configuration

19. In the Edit Policy window
* Next to ALL RANGES for Windows 10
+ Select the and drag to the top

+ Select on the Edit Policy Page
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2 Summary

Applications

C f'l"'.'-.':‘l.I’P.rIx'.-I'l

eis ALL RANGES

20. On the Edit Policy Page.
+ Summary tab
+ Select SAVE

Part 7: Inserting Office 365 Deep Links into Workspace ONE
Access

We will divide this Part into 4 steps
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Step 1. Inserting Deep links for Microsoft Word

Workspace ONE Access X

€ C O

@ my-iplivefirelabfip

Session expired

# aw-livefirernelmarchdev.vidmprevie

Horizon®5ite 1 vm  UAG-HZN-01a

Web Apps

Add and configure web applications
rtual Apps Collections
bal Launcher Preferences

] | Application

1. Onyour Controlcenter server.

* In the Workspace ONE Access Admin Console
+ Select the Resources tab

* |In the Resources menu
« Select Web Apps

« Select NEW
New SaaS Application

OR EROWSE FROM CATALDG
1 Definition

et o

" - MName - Q)

Microsoft Word

Description
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2. Inthe New Saa$ Application wizard

1. Definition area
* below Name *

* type Microsoft Word

Ilcon(d

B Open
- v T

Organize v New folder

~
# Quick access
I Desktop
-‘ Downloads

':f' Documents

% % % R

= Pictures
hol
Sitel
Site2
System32
= This PC
~B 3D Objects

| Excel_128x128.png

=] Microsoft Teams_128x128.png
=| OneDrive_128x128.png

= OneMote_128x128.png

=| Qutlook_128x128.png

=| PowerPoint_128x128.png

=| SharePoint_128x128.png

| Skype_128¢128.png

=| Word_128x128.png

=) Yammer_128x128.png 3/6/2023

» Network » horizon-012.euc-livefire.com » software » icons

Mame Date modified

2:28 PM

Type

PNG File
PNG File
PNG File
PNG File
PNG File
PNG File
PNG File
PNG File
PNG File
PNG File

e | Word_128x128.png

v| [ vl Fites ()

Cancel

3. Inthe New SaaS Application wizard

1. Definition area
* below lcon *

+ click on SELECT FILE ....

* browse to

* \\horizon-01a.euc-livefire.com\software\icons

+ select Word_128x128.png

+ select Open

* In the bottom right-corner

+ select NEXT
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New SaaS Application

| Definition Single Sign-0On

2 Configuration Authentication Type *

Web Application Link

Target URL -
4. Inthe New SaaS Application wizard
2. Configuration area
* below Authentication Type *
« from the dropdown
 select Web Application Link
New SaaS Application
1 Definition Single Sign-On
2 Configuration Authentication Type -
o Web Application Link
Target URL -
https:#leginmicrosoftonline.com/login.srf?wa-wsig@inl O&whr=corpX XX euc-livefire com&wjepl

Open in Workspace ONE Web (]

() No

5. In the New Saa$S Application wizard
2. Configuration area
* below Target URL *

+ Copy the URL below and edit in Notepad++ the following in Blue with your
assigned domain suffix and then copy the edited URL and Paste under the
Target URL

+ https://login.microsoftonline.com/
login.srf?wa=wsignin1.0&whr=EXAMPLEDOMAIN.euc-
livefire.com&wreply=https://office.live.com/start/Word.aspx?auth=2

* In the bottom right corner
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https://login.microsoftonline.com/login.srf?wa=wsignin1.0&whr=EXAMPLEDOMAIN.euc-livefire.com&wreply=https://office.live.com/start/Word.aspx?auth=2
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https://login.microsoftonline.com/login.srf?wa=wsignin1.0&whr=EXAMPLEDOMAIN.euc-livefire.com&wreply=https://office.live.com/start/Word.aspx?auth=2

+ select NEXT

New SaaS Application X

Definition

1 Deefinition

2 Configuration MName
Microsoft Word

3 Summary
Description

lcon

Categories

Configuration

Authentication Type

Target URL
https:flogin micrasoftanline com/login s?waswsigninl 0&whr=corpX XX euc-divetire com&wreply=https fatfice live
L Malinia=

CANCEL BAC SAVE & ASSIGN

6. Inthe New SaaS Application wizard
3. Summary area
+ bottom right corner
* select SAVE & ASSIGN

Assign

_| Apphcation: ‘Microsoft Word' added successfully

Selected App(s): Microsoft Word

care Jear Groups

Developers

Fa?\ Developersi@euc-ivefire.com

Selected Users / User Groups Deployment Type

% Developers@euc-livefire.com Automatic

CANCEL SAVE
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7. In the Assign window
+ Under Users / User Groups
* In the Search area
 type Developers,
+ select Developers@euc-livefire.com

+ Under Deployment Type
* select Automatic

* In the bottom right corner
+ select SAVE

8. In the Assign window
+ Under Users / User Groups
* In the Search area
* type Sa,
* select Sales@euc-livefire.com

+ Under Deployment Type
+ select Automatic

* In the bottom right corner
*+ select SAVE
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Assign

Selected App{sk Microsoft Word
mard
#2 Warketingfteuc-ingalire com
(] -
! Hoyment Type Entitlement Type Provissoning Status Retry
& kmiteuc-lvaline com
(bmats e BROVISIONING STATUS
& Markfeuc-ivetre.com
witomatic rchide &

9. In the Assign window
« Under Users / User Groups

* Inthe Search area

* type Mark,
+ select Marketing@euc-livefire.com

+ Under Deployment Type
+ select Automatic

* In the bottom right corner
+ select SAVE
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Assign

Selected App(s): Microsoft Word

Selected Users / User Groups Deployment Type
2 Developers@euc-iivefire com Automatic

8 sales@euc-livetie com Automatic

= Ha'ketlrgge'_-:-l'.'e-‘l'e CIOATi AULSELC

8, IT Suppori@euc-ivefire. com User-Acthvated

LJser-Actvated

Entitlement Type

InChide

Inchide

INvChide

Inchide

Provisioning Status Retry

PROVISIONING STATUS

FPROVISIONING STATUS

PROVISIONING STATUS

PROVISIONING STATUS

ANCEL

9. In the Assign window
+ Under Users / User Groups
* In the Search area
 typelT,

+ select ITsupport@euc-livefire.com

+ Under Deployment Type
+ select Automatic

* In the bottom right corner
*+ select SAVE
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Step 2. Inserting Deep links for Microsoft Excel

Workspace ONE Access X \ Session expired

& cC O # aw-livefirernelmarchdev.vidmprevie

@ my-iplivefirelab/ip Horizon®Site 1 vm  UAG-HZN-01a

@ Workspace OMNE Access

"""""" Accounts Resources Integrations Settings
| v Web Apps
(s Add and configure web applications
Virtual Apps Collections
Launcher Preference

] | Application

1. In the Web Apps area.
« Select NEW

New SaaS Application

1 Definition Definition

2 Configuration Search i

OR BROWSE FROM CATALOG

Description

2. Inthe New SaaS Application wizard
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1. Definition area
* below Name *
 type Microsoft Excel

B Open
1 » Metwork » honzon-0la.euc-livefire.com » software » icons
Organize « New folder
A
€ Mame Date modified Type
o Quick access
¥ Excel 128x128.png 3/6/2023 2:28 PM PMG File
I Desktop +
=| Microsoft Teams_128x128.png 32 PNG File
I +
‘_’ Drpieilonds | OneDrive_128x128.png PMG File
=| Documents 7| OneNote_128123.png PNG File
&= Pictures =] Qutlook_128x128.png PNG File
hol =| PowerPoint_128x128.png PNG File
Sitel 7 SharePoint_128¢128.png PMG File
Gited =] Skype_128x128,png PNG File
2| Word_128¢128.pn PMNG File
System32 Prg N
= Yammer_128x128.png PMG File
[ This PC
“B 2D Objects
ne: | Excel_128128,png v| Al Files (=) v

3. Inthe New SaaS Application wizard
1. Definition area
* below Icon *
« click on SELECT FILE ....
* browse to
* \\horizon-01a.euc-livefire.com\software\icons

 select Excel_128x128.png
+ select Open

* In the bottom right-corner
+ select NEXT
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New SaaS Application

Single Sign-On

Authentication Type *

Web Application Link

Target URL -

4. In the New SaaS Application wizard
2. Configuration area
* below Authentication Type *
« from the dropdown
 select Web Application Link

New SaaS Application

1 Definition Single Sign-On

Web Application Link

Authentication Type *

Target URL -

https:#leginmicrosoftonline.com/login.srf?wa-wsig@inl O&whr=corpX XX euc-livefire com&wjepl

Open in Workspace ONE Web (§

C) No

5. Inthe New SaaS Application wizard
2. Configuration area
* below Target URL *

+ Copy the URL below and edit in Notepad++ the following in Blue with your
assigned domain suffix and then copy the edited URL and Paste under the

Target URL

 https://login.microsoftonline.com/

login.srf?wa=wsignin1.0&whr=corpXXX.euc-

livefire.com&wreply=https://www.office.com/launch/

excel?auth=2&home=1
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* In the bottom right corner
+ select NEXT

MNew SaasS Application

Definition
2 Configuration Mame

Microsoft Ward

3 Summary
Desoription

loon

Categories

Configuration

Authentication Type

Target URL

https:{login crosoftonine.com/loginsriwa=wsign

|

| SAVE & ASSIGN

6. Inthe New SaaS Application wizard
3. Summary area
+ bottom right corner
* select SAVE & ASSIGN
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Assign

5_1 Apphcation: "Microsoft Excel' added successfully.

Selected App(s): Microsoft Excel

~ :5'1'&':‘3!31
2y Developers@euc-livefire.com
Selected Users / User Groups Deployment Type

& Developers@euc-livefire.com Automatic

CANCEL SAVE

7. In the Assign window
+ Under Users / User Groups
* In the Search area
*+ type Developers,
+ select Developers@euc-livefire.com

+ Under Deployment Type
+ select Automatic

* In the bottom right corner
*+ select SAVE
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AN

8. In the Assign window
+ Under Users / User Groups
* In the Search area
* type Sa,
* select Sales@euc-livefire.com

+ Under Deployment Type
+ select Automatic

* In the bottom right corner
*+ select SAVE
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Assign

Selected App{sk Microsoft Word
mard
#2 Warketingfteuc-ingalire com
(] -
! Hoyment Type Entitlement Type Provissoning Status Retry
& kmiteuc-lvaline com
(bmats e BROVISIONING STATUS
& Markfeuc-ivetre.com
witomatic rchide &

9. In the Assign window
« Under Users / User Groups

* Inthe Search area

* type Mark,
+ select Marketing@euc-livefire.com

+ Under Deployment Type
+ select Automatic

* In the bottom right corner
+ select SAVE
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Assign

Selected App(s): Microsoft Word

Selected Users / User Groups Deployment Type
2 Developers@euc-iivefire com Automatic

8 sales@euc-livetie com Automatic

= Ha'ketlrgge'_-:-l'.'e-‘l'e CIOATi AULSELC

8, IT Suppori@euc-ivefire. com User-Acthvated

LJser-Actvated

Entitlement Type

InChide

Inchide

INvChide

Inchide

Provisioning Status Retry

PROVISIONING STATUS

FPROVISIONING STATUS

PROVISIONING STATUS

PROVISIONING STATUS

ANCEL

9. In the Assign window
+ Under Users / User Groups
* In the Search area
 typelT,

+ select ITsupport@euc-livefire.com

+ Under Deployment Type
+ select Automatic

* In the bottom right corner
*+ select SAVE
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Step 3. Inserting Deep links for Microsoft Powerpoint

Workspace ONE Access X \ Session expired

& cC O # aw-livefirernelmarchdev.vidmprevie

@ my-iplivefirelab/ip Horizon®Site 1 vm  UAG-HZN-01a

@ Workspace OMNE Access

________

Accounts Resources Integrations Settings

Web Apps

Add and configure web applications

Virtual Apps Collections

] | Application

1. In the Web Apps area.
« Select NEW

New SaaS Application

1 Definition Definition
2 Configuration Search (i

OR BROWSE FROM CATALOG

Name ")

Microsoft Powerpoint

Narrrindiom T

2. Inthe New SaaS Application wizard
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1.

Definition area

below Name *

 type Microsoft Powerpoint

E Open
A > Network » horizon-01a.euc-livefirecom » software » icons
Organize + New folder
= Name Date modified Type
s Quick access
= Excel_128x128.png 3/6/2023 2:28 PM PMNG File
Il Desktop * ) )
| Microsoft Teams_128x128.png 3/6/2023 2:28 PM PNG File
o+
f Drowmiioads | OneDrive_128x128.png 3/6/20232:28PM PG File
=| Documents = OneNote_128x128.png 3/6/20232:28PM  PNG File
&= Pictures + =| Outlook_128x128.png 3/6/2023 2:28 PM PNG File
hol | PowerPoint_128x128.png 3/6/2023 2:28 PM PMNG File
Sitel =| SharePoint_128x128.png 3/6/2023 2:28 PM PMNG File
Site2 =| Skype_128x128.png 3/6/2023 2:28 PM PMNG File
= Word_128x128.png 3/6/2023 2:28 PM PMNG File
System32 )
= Yammer_128x128.png 3/6/2023 2:28 PM PNG File

ne: | PowerPoint_128x128.png v| All Files (*.%) e

Cancel

3. Inthe New SaaS Application wizard
1. Definition area
* below Icon *
« click on SELECT FILE ....
* browse to
* \\horizon-01a.euc-livefire.com\software\icons

 select PowerPoint_128x128.png
+ select Open

* In the bottom right-corner
+ select NEXT
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New SaaS Application

1 Definition Single Sign-On

Authentication Type *

Web Application Link

Target URL -

4. In the New SaaS Application wizard
2. Configuration area
* below Authentication Type *
« from the dropdown
 select Web Application Link

New SaaS Application

1 Definition Single Sign-On

Authentication Type *

Web Application Link

Target URL -

https:#leginmicrosoftonline.com/login.srf?wa-wsig@inl O&whr=corpX XX euc-livefire com&wjepl

Open in Workspace ONE Web (§

() No

5. Inthe New SaaS Application wizard
2. Configuration area
* below Target URL *
+ Copy the URL below and edit in Notepad++ the following in Blue with your
assigned domain suffix and then copy the edited URL and Paste under the
Target URL
 https://login.microsoftonline.com/

login.srf?wa=wsignin1.0&whr=corpXXX.euc-
livefire.com&wreply=https://www.office.com/launch/powerpoint?auth=2

* In the bottom right corner
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+ select NEXT

New SaaS Application
1 Definition Definition
2 Configuration MHamae
Microsaft Powerpoint
3 Summary
Description
Icoam
@
Categones

Configuration

Authentication Type

Mone

Target URL

https#login micresoftonline . com/login s wa=wsigninl 0&whr=corpaoc euc-bvetire. comBwreph=hitps fwwwooffice

Aommmme Paliaioe

CANCEL BACE [ SAVE & ASSIGN

6. Inthe New SaaS Application wizard
3. Summary area
+ bottom right corner
* select SAVE & ASSIGN

Assign

() Appécation: "Microsoft Powerpoint” added successfully

Selected App(s). Microsoft Powerpoint
Users / User Groups

), devel

FE-?'% Developers@euc-livefire.com

Selected Users / User Groups Deployment Type

% Developers@euc-livefire.com Automatic

CANCEL SAVE
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7. In the Assign window
+ Under Users / User Groups
* In the Search area
 type Developers,
+ select Developers@euc-livefire.com

+ Under Deployment Type
* select Automatic

* In the bottom right corner
+ select SAVE

8. In the Assign window
+ Under Users / User Groups
* In the Search area
* type Sa,
* select Sales@euc-livefire.com

+ Under Deployment Type
+ select Automatic

* In the bottom right corner
*+ select SAVE
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Assign

Selected App{sk Microsoft Word
mard
#2 Warketingfteuc-ingalire com
(] -
! Hoyment Type Entitlement Type Provissoning Status Retry
& kmiteuc-lvaline com
(bmats e BROVISIONING STATUS
& Markfeuc-ivetre.com
witomatic rchide &

9. In the Assign window
« Under Users / User Groups

* Inthe Search area

* type Mark,
+ select Marketing@euc-livefire.com

+ Under Deployment Type
+ select Automatic

* In the bottom right corner
+ select SAVE
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Assign

Selected App(s): Microsoft Word

Selected Users / User Groups Deployment Type
2 Developers@euc-iivefire com Automatic

8 sales@euc-livetie com Automatic

= Ha'ketlrgge'_-:-l'.'e-‘l'e CIOATi AULSELC

8, IT Suppori@euc-ivefire. com User-Acthvated

LJser-Actvated

Entitlement Type

InChide

Inchide

INvChide

Inchide

Provisioning Status Retry

PROVISIONING STATUS

FPROVISIONING STATUS

PROVISIONING STATUS

PROVISIONING STATUS

ANCEL

9. In the Assign window
+ Under Users / User Groups
* In the Search area
 typelT,

+ select ITsupport@euc-livefire.com

+ Under Deployment Type
+ select Automatic

* In the bottom right corner
*+ select SAVE
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Step 4. Inserting Deep links for Microsoft Outlook

Workspace ONE Access

€ C O

@ my-iplivefirelab/ip

X Session expired

& aw-livefirernelmarchdev.vidmprevie

Horizon®5ite 1 vm  UAG-HZN-01a

@ Workspace OMNE Access

_______

ccounts Resources Int

| i Web Apps
= Add and configure web applications
= e |:| Application
1. In the Web Apps area.
« Select NEW
New SaaS Application
1 Definition Definition
2 Configuration Search
o o OR BROWSE FROM CATALOG
Name ")

Microsoft Outloo

NMarrrintinn

2. Inthe New SaaS Application wizard
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1. Definition area
* below Name *
 type Microsoft Outlook

E Open

Ea > Network » horizon-01a.euc-livefirecom » software » icons

Organize v New folder
= Name

# Quick access

= Excel_128x128.png

Il Desktop * )
| Microsoft Teams_128x128.png
f Powetiads  # | OneDrive_128x128.png
= Documents ¢ = OneNote_128x128.png
&= Pictures *» = Outlook_128x128.png
icons =| PowerPoint_128x128.png
Sitel =| SharePoint_128x128.png
Site2 =| Skype_128x128.png
= Word_128x128.png
System32

=| Yammer_128x128.png

Date modified

3/6/2023 2:28 PM
3/6/2023 2:28 PM
3/6/2023 2:28 PM
3/6/2023 2:28 PM
3/6/2023 2:28 PM
3/6/2023 2:28 PM
3/6/2023 2:28 PM

Type

PNG File
PNG File
PMNG File
PMG File
PNG File
PNG File
PNG File
PNG File
PNG File
PNG File

ne: | Qutlook_128x128.png

v| [ Al Files (%)

Cancel

3. Inthe New SaaS Application wizard
1. Definition area
* below Icon *
« click on SELECT FILE ....
* browse to

* \\horizon-01a.euc-livefire.com\software\icons

+ select Outlook_128x128.png
+ select Open

* In the bottom right-corner
+ select NEXT

2. Integrating Workspace ONE Access with an existing Azure implementation

Export Date: 2024-01-09 03:59:34 -0500

Page 91



New SaaS Application

Single Sign-0On

2 Configuration Authentication Type *

Web Application Link

Target URL -

4. Inthe New SaaS Application wizard
2. Configuration area
* below Authentication Type *
« from the dropdown
 select Web Application Link

L EE———————
plication ’
Single Sign-0On

Authentication Type " {

Web Application Link

Target URL -

rofile&redirect_uri=https%3a%2fk2foutiook office 365 com&gomain_hint=corpxxx euc-livefire com

n&scope=openid+p

Open in Workspace ONE Web G

e BT

5. In the New Saa$S Application wizard
2. Configuration area

* below Target URL *
+ Copy the URL below and edit in Notepad++ the following in Blue with your

assigned domain suffix and then copy the edited URL and Paste under the

Target URL
* https://login.microsoftonline.com/common/oauth2/
authorize?client_id=00000002-0000-0ff1-ce00-000000000000&response_mode=form_

livefire.com

* In the bottom right corner
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+ select NEXT

New SaaS Application
1 Definition Definition
2 Configuration MHamae
Microsaft Powerpoint
3 Summary
Description
Icoam
@
Categones

Configuration

Authentication Type

Mone

Target URL

https#login micresoftonline . com/login s wa=wsigninl 0&whr=corpaoc euc-bvetire. comBwreph=hitps fwwwooffice

Aommmme Paliaioe

CANCEL BACE [ SAVE & ASSIGN

6. Inthe New SaaS Application wizard
3. Summary area
+ bottom right corner
* select SAVE & ASSIGN

Assign

) Appiication: "Microsoft Outiook’ added successfully.

Selected App(s): Microsoft Outlook
Users / User Groups

), deve

FE-?'% Developers@euc-livefire.com

Selected Users / User Groups Deployment Type

% Developers@euc-livefire.com Automatic

CANCEL SAVE
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7.

8.

In the Assign window
« Under Users / User Groups
* In the Search area

* type Devel

opers,

+ select Developers@euc-livefire.com

+ Under Deployment Type
* select Automatic

Selected App(s): Microsoft Outlook

- I:-_ rou DE‘-

re I le
2 W

4]

Wt

4]

-

It

& IT Support@euc-livefire.com

7% Developers@euc-livefire.com

Mloym

Autom

In the Assign window

« Under Users / User Groups

* In the Searc

h area

+ type IT support
+ select IT support@euc-livefire.com

+ Under Deployment Type
+ select Automatic

* In the bottom right corner

+ select SAVE
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Part 8: Testing to see if the Federation works

Ctrl+T

Ctrl+M

Mew Incognito window  Ctrl+ghift+N
Histony b
Downloads Ctrl+]
Bookmarks L4
Zoom - 100w =+ ra

1. Onyour Control Center server
+ Onyour Chrome browser
+ Open up an Incognito session
* In the address bar enter your Workspace ONE Access tenant url

o Microsoft
Sign in

craig@corp19r.euc-livefire.com

Car 't mmmmee eI e rl
o [ 3CCess ¥ Qur GL\.C‘JPT:

Next

2. In the Microsoft Sign in window
* enter

« craig@corpXXX.euc-livefire.com
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« XXX =your assigned domain

+ select Next

B® Microsoft
€ craig@conp19r.euc-livefire.com

Enter password

Sign in

B Microsoft
craig@corp9r.euc-livefire.com
Stay signed in?

Do this to reduce the number of times you are asked
to '-.Il':ll'l n.

|| Don't show this again

Mo

-
L

3. In the Microsoft Sign in window
+ Under Enter password
+ enter VMware1!

+ select Sign in
* In the Stay signed in? window
+ select NO
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& Favontes | Visbware Intelligent H. X =

&« o O & aw-livefirehznmpod2 1bvidmpreview.com

e rvy-ip.livefirelabsip Horizen®Site 1 == App Volumes Site 1 wm UAG-HZN-01a wn UAG-HZN-01b Y

@ EUCLF Favorites People For You

Apps

4. In the web Intelligent Hub
+ Select Apps

< C O & aw-livefirernelmarchdev.vidmpreview.com

& my-iplivefirelab/ip Horizon®Site 1 vm UAG-HZN-01a wm UAG-HZMN-01b |

@ EUCLF Favorites Apps People For Yq

Q Search Apps

All Apps

i : @

Microsoft Excel Microsoft Outlook Microsoft Por

T Website Gy w0 T Website G} T T Website

4. In the web Intelligent Hub
« Under Apps
* Select Microsoft Excel
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5. In the Help us protect your account window
 Select, Skip for now (xx days until this is required)
* XX represents whatever you see on your screen)

+ Select Next

C Y @& office.com

& my-iplivefirelab/ip Horizon ®Site 1 wm UAG-HZN-O1a wm U

Excel

.:' -2 g The Office apg

Create new

R iB Do D

Blank workbook Welc

@ Al (© Recently opened 2
| g Name

L2

6. In the office.com window
* Notice you have access to your Microsoft 365 applications

+ Using deep links, we are able to publish these applications individually to Workspace ONE
Access
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