1. Setting up Workspace ONE

In this lab you (as the admin) will be setting up the platform for the digital workspace. We
will integrate Workspace ONE UEM with Workspace ONE Access, Hub Services and
Workspace ONE intelligence.

You will install the Access connector and configure Active Directory integration to sync
users.

Part 1: Access, UEM and Intelligence setup

Part 2: Enable Experience Management

Part 3: Workspace ONE Access

Part 4: Installing and configuring the Workspace ONE Access Connector

Part 5: Configure Directory Sync with Workspace ONE Access Connector

Part 6: Workspace ONE Hub Services Integration with Workspace ONE Access
Part 7: Configuring Workspace ONE Hub Services

Part 8: User Provisioning to UEM
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Part 1: Access, UEM and Intelligence setup

23 Login X 2 Settings-Password Manager X | +

<« c & dw-livefire.awmdm.com/AirWatch/Login?ReturnUrl=%2FAirWatch%2F

3 Login

Workspace ONE" UEM

Username

damian fustor@gmail.com
) Remember

Password

Log.in as a different user

Trouble logging in

vmware: airwatch

1. On the Control Center open Chrome and navigate to the UEM admin console sign in.
* Browser to https://dw-livefire.awmdm.com
+ Sign in with your credentials (your E-mail + VMware1!)

NOTE:If this is your first time signing in you will have to set a security question and a PIN.
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https://dw-livefire.awmdm.com/

GETTING

STARTED
Groups & Settings

Configurations

Groups > Groups & Settings

Manage advanced consc
MONITOR Integrations
] Groups
DEVICES Create and manage custon
All Settings
& Setup, installation, Console

ACCOUNTS
Configurations
Establish the foundational
e sRes Integrations
Set up and configure the 3i

0O

CONTENT

TELECOM

o

GROUPS &
SETTINGS

2. Inthe UEM console navigate to GROUPS & SETTINGS > All Settings

Sett\’ngs SimeonMarDev

System @

Getting Started

Getting Started
Branding

Branding

~ [Enterprise Integration _ _ )
cnterprise \r[egratlor

Certificate Authorities

Security
Content Gateway Help
Cloud Connector Localization
Directory Services Terms of Use
Email (SMTP) S/MIME
VMware Tunnel Advanced

VMware Tunnel Proxy

Peer Distribution
Third-Party Proxies
Pull Service Installers

SMS

Syslog
v Workspace ONE Access

* Cynfiguration

Access Management
> Security

Help

3. Inthe Settings page navigate to System > Enterprise Integration > Workspace ONE
Access > Configuration
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Settings

v System
Getting Started
Branding
~ Enterprise Integration

Enterprise Integration Services
Certificate Authorities
Content Gateway
Cloud Connector
Directory Services
Email (SMTP)
VMware Tunnel

ViMware Tunnel Proxy

v

Peer Distribution
Third-Party Proxies
Pull Service Installers
SMS

Syslog

~ Workspace ONE Access

[ Configuration ]
Access Management

4. Inyour Workspace ONE UEM Admin console
+ Navigate to Groups and Settings > All Settings > System > Enterprise Integration>
Workspace ONE Access > Configuration

Systern  »  Enterprise Integration

Workspace ONE Access

server

Establish trust bepseen users, devices and the hybrid cloud for a seamless user EXpern

COMFIGURE

5. Under the Server area,
+ Select CONFIGURE
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6. On the Connect to Workspace ONE Access window,
* Select CONTINUE

Connect te Workspace ONE Access

o o Credentials

is will help you establish the connection between VMware Unified Endpoint Management and Workspace ©

Tenant URL* hieps:

username ™

est o
TEST CONNECTION

Test to confirm Workspace ONE UEM and

TEST CONNECTION

Test connection successful!

BACK SAVE

7. Onthe Connect to Workspace ONE Access window enter the following:
+ Tenant URL: Your Tenant (for example: https://aw-livefirehorizonrn.vidmpreview.com/)
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NOTE: You should have received an e-mail from no-reply@livefire.solutions with this URL.
Check your SPAM folder if you don't see it.

« User Name: Your Tenant Admin account
« Password: Your Tenant Password
+ Select TEST CONNECTION to ensure Tenant configuration has been entered successfully.

+ Select SAVE and close the settings window

Server
Establish trust between users, devices and the hybrid cloud for a seamless user experience and powerful conditional access to a unified app catalog with web, native and virtual apps.

URL https://aw-simeonfebdevlivefire.vidmpreview.com

Admin Username administrator

Active Directory Basic ENABLED DISABLED @
Basic User Sync ENABLE @

Use this Action Button to update Workspace ONE Access-UEM configuration to use Auto-Generated UEM APl Key

USE AUTOGENERATED API KEY

Certificate

Enable Workspace ONE UEM certificate provisioning for use with Workspace ONE Access and Mobile 550. Export the issuer certificate on this page so that you can establish trust with Workspace ONE Access
authentication adapters.

R
DELETE

8. After you come back to the settings page for Workspace ONE Access Click ENABLE under
Certificate > Certificate Provisioning

Certificate

Enable Workspace ONE UEM certificate provisioning for use with Workspace ONE Access and Mobile SSO. Export the issuer certificate on this page so that you can establish
trust with Workspace ONE Access authentication adapters.

Certificate Type Pfx
Valid From 3/7/2023
Valid To 3/9/2043

Thumbprint CGE34E63D4F289944855FF2686B61E836723B079

ssuer Certificate
DELETE

9. After the certificate has been enabled click EXPORT, this should download the certificate to
the downloads folder. We will come back to this certificate at a later stage.
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Settings

> System

Genera
Enrollment

Friendly Name

Lookup Fields
Message Templates
Notifications
Privacy

Passwords

Shared Device

Advanced

~

Android

v

Apple
> QNX

v

Chrome OS5

v

Windows

v

Peripherals

v

Advanced

SimeonMarDev

Devices & Users  » General

Enrollment @

Authentication Management Mode Hub Integration Terms of Use Grouping Restrictions Optional Promp
Current Setting () Inherit (@ Qverride

s

Getting Started

To start device enrollment, a user is asked to enter their work email address.

If the user's email domain has been registered below, then the device is automatically enrolled into the appropriate Organization Group, based on the domain of the email add
If the user's email domain is not registered, they can enroll by entering the AirWatch Server host name and Group ID manually.

End users can also authenticate with the Self-Service Portal using this same method.

0 ADD EMAIL DOMAIN

Nc

10. In the left navigation panel of the Settings page navigate to Devices & Users > General >
Enroliment and click Override.

No Records Found

Authentieation Mode(s) Basic [ Directory [ Authentication Proxy
Source of Authentication for Intallizant Hubs [———

Devices Enroliment Mode * @ Open Enroliment (0 Registered Devices Only

User Enrollment for i0S 13+ and mac0S 10.15+ devices ENABLED

Require Intelligent Hub Enrollment for i0S ENABLED

Require Intelligent Hub Enrollment for mac0S ENABLED

isaBLED @)

o)
isasLeD K@)

isaBLeD K@)

Child Permission O Inheritonly O Overrideonly @) Inherit or override

SAVE

11. Scroll down and change Source of Authentication for Intelligent Hub to WORKSPACE
ONE ACCESS > Click SAVE at the bottom of the page.

NOTE: We are doing this as we want the user to authenticate during enrollment with

Workspace ONE Access.
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Devices & Users ¥ General

Enrollment @

Authentication Management Mode Hub Integration

Please save the restrictions before creating policy or assi
Current Setting

Enrollment Restrictions

signing policies to groups

Terms of Use Grouping Restrictions

Optional Prompt

(O Inherit (@ Override

User Access Control

\:I Restrict Enrollment To Known Users

Set limit for maximum enrolled devices at this Organization Group
and below

Policy Settings

[) Restrict Enroliment To Configured Groups

DisABLED O]

Customization

12.

to Known Users click SAVE at the bottom of the page

Scroll to the top of the page and click on the Restrictions tab > uncheck Restrict Enrollment

NOTE: The reason we are removing this check is because users will be created on the fly throug
the AirWatch provisioning adapter in Workspace ONE Access.

Settings

SimeonMarDev

> System Devices & Users » General

~ Devices & Users

v Shared Device ®

(O Inherif] @ Override

(O Prompt User For Organization Group

(@ Fixed Organization Group

(O User Group Organization Group

Enrollment
X Friendly Name Current Setting
Lookup Fields
Message Templates
Groupin,
Notifications e
Privacy
Passwords Group Assignment Mode
Shared Device
Always Prompt for Terms of Use
Advanced
> Android
> Apple
Security
> QNX
> Chrome 05
Require Shared Device Passcode
> Windows
> Peripherals Auto Logout
> Advanced

13. In the left navigation page for Settings navigate to Share Device and click Override. For
Group Assignment Mode click Fixed Organization Group. Click SAVE at the bottom of the

page.

TIP: We will use staged devices later in the lab, this will allow devices that have been enrolled
with the staging user to automatically be assigned to your organization group. This improves

the user experience!
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ce ONE UEM / Livefire Prod / sfrank-01 ~

=
GETTING Users hd Accounts » Users
S[.I“H'EL] _
List View 0 7
List View
Roles
MONITOR
Enrollment Status = Filters Y ADD W ¢ EXPC
g Batch Status General Info Add U%Dr Enrollment Organization Group User Group:
DEVICES .
Users Settings » Batch Import
£ User Groups >
ACCOUNTS o
Administrators > No Records Found
LDAP Sync
APPS & BOOKS
D
CONTENT

14. Close the settings page. Navigate to Accounts > Users > List View and click ADD > Add
User

Add/Edit User x

Security Type ® BASIC

Username * staginguser

Password ¥ ViMware123 Hide

Confirm Password * Wiiware123 Hide

Full Name ® Staging Middle Name User

Display Name

Email address * no-reply@euc-livefire.com

Email Username

SAVE SAVE AND ADD DEVICE CANCEL

15. Now fill in the following:
+ Username: staginguser
+ Password: VMware123
+ Confirm Password: VMware123
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* Fullname: Staging User
« Email address: no-reply@euc-livefire.com

Add/Edit User X

Genera) Advanced

Advanced Info

Email Password Show

Confirm Email Show
Password

v Staging

Enable Device I ENABLED DISABLED
Staging

single User Devices ENABLED DISABLED

Single User Devices® | Standard - Users are asked to logina v

Multi User Devices DISABLED
SAVE SAVE AND ADD DEVICE CANCEL

16. Atthe top of the Add/Edit User click Advanced tab. Scroll to the bottom and expand
Staging.
+ Enable Device Staging: ENABLED
+ Single User Devices : ENABLED
* Single User Devices: Standard - Users are asked to log in after staging
* Multi User Devices: DISABLED
Click SAVE.

NOTE: In a future lab we will use an enrollment script to automate the enroliment of persistent
desktops. This can be used also if IT or OEM is staging devices prior to delivery to end-user.
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conTeNt

HZNADVINTRNELPOD26

Groups & Settings >

Configurations

B v v v

17. In the Workspace ONE UEM admin console
1. Select GROUPS & SETTINGS
2. Select Configurations
3. Inthe Group & Settings > Configurations window
« Select GO TO CONFIGURATIONS

T ———
5 Groups & Settings >
- Configurations ©

. Establish the foundational settings, customizatic

Name

5 Groups & Settings >
»  Configurations ©

Establish the foundational settings, custc

O, int

Configuration Name

Intelligent Hub

Microsoft Intune® App Protection Po

Categories

Dell Integration
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18. Under Configurations
* In the Enter a name or category area
« Type Int

« Under Configuration Name
* Select Intelligent Hub

Horizon®5ie 1 =2« App Volumes Site 1 v UAG-HZN-Da  wn LUAC

3 a3 & Setting: 3

» Intelligent Hub

Review and edit settings below to configl

Hub Services

Hub Services lets you provide employees

Qo
ole)

Unified App Catalog

Highlight commonly used apps. promaote

Mote: Notifications and People capabilitie

GET STARTED

19. Under Hub Services
+ Select GET STARTED

Activate Hub Services

T t has already been configured for Workspace ONE ACCess

Tenant URL https- i aw-

Do you want to use this same Tenant to activate Hub Services?

NO YES

20. In the Activate Hub Services
« Select YES
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E . Overview Monitor >
' Intelligence

Opt in and launch Workspace ONE Intelligence.

App and Profile Monitor

Templates >

MONITOR

‘\

- AR
DEVICES 1
-

Reports and Analytics > Insights through Intelligence

Opt in to Intelligence

[ LAUNCH 1

g Do

21. Inthe UEM admin console navigate to MONITOR > Intelligence and click LAUNCH

Weicome to
Workspace ONE Intelligence

22. You will get a prompt for the new interface. Simply click Dismiss. Then type in your e-mail
address.

« Fill in the Details (Don't have to be real) for Terms of Service and click ACCEPT
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Introducing Improved Navigation

We've simplified the top navigation menu so it's easier than ever to find what you need in
Workspace ONE Cloud Admin Hub

NEXT

23. (If there is a pop-up) Close the Introducing Improved Navigation pop-up.

ﬁ;:ﬂ Workspace ONE

Workspace Marketplace Integrations Accounts

ntegrations / Data Sources ©

@ Data Sources

& Workflow Connectors SET UE SEFUR
Horizon Cloud fﬁ Workspace ONE Access
=
Authorize Horizon Cloud Services integration with Workspace ONE Intelligence to monitor, analyze Authorize Workspace ONE Access as a data source to stream data about Workspace ONE users
and report on your Horizon user, desktop and application data and events to Intelligence.

SET UP SET UP

24. Navigate to Integration > Data Sources > Workspace ONE Access > SET UP
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Set Up Workspace ONE Access x

Workspace ONE Intelligence can connect to a Workspace ONE Access instance registered to your tenant. You can
authorize this instance to stream data from Workspace ONE Access to Workspace ONE Intelligence

=
Monitor Apps Logins Track App Adoption and Usage
Authorize: Workspace ONE Access X

Intelligence would like to get access to Workspace ONE Access for the following
> Connector Permissions
v Authorization Details
Provide your Workspace ONE Access Console URL below.

Authorized URI https://aw-simeonmardev.vidmpreview.com|

You will be redirected to Workspace ONE Access to authorize.

CANCEL CONNECT TO WORKSPACE ONE ACCESS

25. Click GET STARTED on the pop-up.
+ Under Authorization Details > Authorized URI type in the URL for your ACCESS tenant.
« Click CONNECT TO WORKSPACE ONE ACCESS

"%
ol

¢

Workspace ONE™

Workspace ONE Intelligence Integration

Do you authorize sending user and event data from VMware Workspace ONE Access to
Workspace ONE Intellizence?

Woarkspace ONE Access authorized successfully. X

A connection between your Workspace OMNE Access instance and Workspace ONE Intelligence is created.

FINISH

26. If you are already authenticated to Workspace ONE Access click Accept on the new tab that
opens up.
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+ Otherwise authenticate to Access using your administrator account.
+ Username: administrator
+ Password: VMware1!

+ Click Finish when you are re-directed back to Access.

[f:ﬂ Workspace ONE Intelligence

‘Workspace Marketplace Integrations Accounts
«
Integrations

Data Sources o

& Workflow Connectors
Quick Filters: (" Trust Network )

e "

@ Unified Access Gateway I"I Workspace ONE Hub Services
Authorize Unified Access Gateway as a data source to ingest data about edge services to Authorize Workspace ONE Hub Services that lets you design and set up how employees use the
Intelligence Workspace ONE Intelligent Hub app to access, discover, and connect with corporate resources,

teams, and workflows within a company.

SET UP SET UP

Horizon Cloud fﬁ Workspace ONE Access
=
Authorize Horizon Cloud Services integration with Workspace ONE Intelligence to monitor, analyze Authorize Workspace ONE Access as a data source to stream data about Workspace ONE users
and report on your Herizon user, desktop and application data and events to Intelligence.

27. Inthe Intelligence console navigate to Integration > Data Sources > Workspace ONE Hub
Service > click SET UP

Authorize: Workspace ONE Hub Services X

Intelligence would like to get access to Workspace ONE Hub Services for the following:

» Connector Permissions

uthorization Details

Provide your Workspace ONE Hub Services Console URL below.

Authorized URI https://aw-simeonmardevvidmpreview.com/

You will be redirected to Workspace OME Hub Services to

CANCEL CONNECT TO WORKSPACE ONE HUB SERVICES

28. Click GET STARTED on the pop-up and click Authorization Details > the Authorized URI
should be your Workspace ONE Access URL.
* Click CONNECT TO WORKSPACE ONE HUB SERVICES
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System Domain

£

Workspace ONE Intelligence
Integration

DECLINE ACCEPT

29. If you aren't already logged into Workspace ONE Acces you will be prompted to
authenticate. Then ACCEPT the authorization to send data to Intelligence.

s / Data Sources @ Quick Filters:

@ Horizon Cloud U] Workspace ONE Access ) Desktop Advanced Telemetry
Authorize Horizon Cloud Se E
eport on your Horzo

30. Back in the Intelligence console now find Desktop Advanced Telemetry in the Integrations
Setup page and click on SETUP.
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Enable Desktop Telemetry X

Enable Experience Management desktop telemetry to send performance and stability data about devices and
applications to Workspace ONE Intelligence.

Prerequisites - Workspace ONE UEM console version 2010 or later, Workspace ONE Intelligence Hub version 20.10 or

CANCEL I ENABLE I

later

31. Click ENABLE at the prompt. You will now be able see device and application performance
metrics in Intelligence. (We will come back to this at a later stage)

Data Sources

@ Unified Access Gateway 0 Workspace ONE Hub Services

2 My Workspace

@ Dashboards
83 Freestyle

D Reports

% Unified Endpoint Management v

Let Workspace ONE Freestyle
Orchestrator do the heavy liftinc

0S Updates

% Virtual Apps & Desktops >

& Workspace Security

32. Inthe Workspace ONE Intelligence Admin console, click Integrations > click Workflow
Connector.
* You will be redirected to Workspace. Click GET STARTED.
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Ir

_ll Workspace ONE Intelligence

rkspace Marketplace Integrations Account

Workflow Connectors @

*  Search name and description

0 Workspace ONE Hub Services r? Workspace ONE Intelligence
A

Built-in Workspace ONE Hub Services actions Built-in Workspace ONE Intelligence actions

33. Navigate back to Integrations > Workflow Connectors and click + ADD

Add New Workflow Connector

.';" Slack Web API

£} Workspace ONE UEM
Y Workspace ONE UEM

SET UP WORKSPACE ONE UEM

now ServiceNow

a0 Wit OrKspace UNE UEM Console to

manage device, user and resource actions

U_fa"‘ ore

34. Click on Workspace ONE UEM in the Add New Workflow Connector window.
* Click SET UP WORKSPACE ONE UEM
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Authorize Connector: Workspace ONE UEM ®

v Authorization Details

(D Click here for more information on how to set up this connector More information
Base URL hitps:fdw-livefire awmdm.com/
Auth Type Basic Authentication
User Name nerdo kimmelman@gmail.com
Password &
Workspac... ﬁ

CANCEL

35. Fillin the Authorize Connector: Workspace ONE UEM:
« Base URL: https://dw-livefire.awmdm.com/
« Auth Type: Basic Authentication
* User Name: {YOUR EMAIL ADDRESS}
+ Password: VMware1!
+ Workspace ONE UEM API Key - Flip to Workspace ONE UEM Admin Console
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36. In a new tab open Workspace ONE UEM Admin Console - https://dw-

SimeonAprDev

Groups > Groups & Settings >
3’8 Configurations

FREESTVLE Integrations

2y Google BeyondCorp Cor
Access Integration (Tech

Set up your Google BeyondCorp integratio

g Workspace ONE UEM device data such as

compliance state in the Google conditional

policies
o
=
SETUP
D
=

@

GROUPS &
SETTINGS

livefire.awmdm.com/

+ Navigate to GROUPS & SETTINGS > All Settings

Settings

System
Getting Started
Branding
» Enterprise Integration
> Security
Help
> Localization
Terms of Use
S/MIME

Hub URLs
Event Notifications
REST API
Device Root Certificate
Secure Channel Certificate
Site URLs
Query String Authentication
Other
* Devices & Users
* Apps
> Content

5 Eemait

SimeonAprDev

System » Advanced » API

REST APl @

General Authentication Usage

Current Seting

REST API URL https://as1605.awmdm.com/API
Enable APl Access ENABLED DISABLED [ ()
© 200

e e ————

astro_air_api_account_og 2248 | [Admin

vidm_admin_api_key_og 2248 R B e

z+8va’
*HH2Y850m

vidm_enroliment_api_key_og_22| [Enroliment User ¥

adMbiuglyk66x420+2jjoj43vPDO+ETkmd
Xnb1x28Qk=

AirWatchAPl ‘ Admin

No

No

No

37. Inthe Settings page navigate to System > Advanced > AP| > REST API.

* Click Override.
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https://dw-livefire.awmdm.com/
https://dw-livefire.awmdm.com/

dxweq No
‘ astro_air_api_account_og_2248 | Admin LB B et KAvM=

SuavT No
‘ vidm_admin_api_key_og_2248 | Admin v | [FEEER yJEg=

z+8va No
‘ vidm_enrol r"e':_a:r_ke)'_og_22-| Enroliment User ~ *Ex*Y880=

adMbiuglyk66x470+2jjoj43vPD0+ETkmd Yes
[ Airwarchap | [Admin Bl Wbib1x250k

Child Permission Inherit only Override only Inherit or override

38. Copy the API Key for the AirWatch API Service and click SAVE.

Authorize Connector: Workspace ONE UEM @© X

v Authorization Details

(@) Click here for more information on how to set up this connector More information
Base URL https:fdw-livefire awmdm.com/
Auth Type Basic Authentication
User Name nerdo.kimmelman@gmail.com
Password = seeeees f

Workspac... AD)

CANCEL AUTHORIZE |

39. Navigate back to the browser Tab with Workspace ONE Intelligence.
+ Click the Pencil icon in the Workspace ONE UEM API Key field
+ Paste the API Key into the Workspace ONE UEM API Key field
« Click AUTHORIZE
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Part 2: Enable Experience Management

In this exercise you will enable Experience Management in Workspace ONE Intelligence.
This will allow for the device to send telemetry and metrics to Intelligence and report on the

following and more -

* Device Heal, Application Health

« Performance and Stability

« OS Crashes

*+ Login, and Logout

« Boot and Shutdown events and duration
« Windows Services Status

« Windows Performance Monitor Data

NOTE: In this lab we will simply enable this function so that devices will begin their
reporting, we won't actually have any metrics at this point.

Experience Management

1@ Templates >

1. Inthe Workspace ONE Intelligence Console
* navigate to Marketplace > Solutions > Experience Management
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l’m Workspace ONE Intelligence

Workspace  Marketplace  Integrations  Accounts
&«

& Explore
< Integrations >
& Solutions v . 1

Experience Management

Vulnerability Management
B Templates >

E Desktop Devices & Apps Q Mobile Devices & Apps

roactively identify and remediate desktop device

Enhance empl experience by leveraging proact

K.

Improve employee experience using data-driven insights ar

data from tl

LEARN MORE LEARN MORE
Q Virtual Desktop & Apps rQE] Frontline Workers Add-on

tical frontline u

Access out of the box Horizon das! n, utilization and status. Addr

deliver improved outcol

3T LcARN MORE B3V L=ARN MORE

2. Inthe Experience Management page
+ Click SET UP on the Desktop Experience Management

< BACK

Enable Desktop Experience Management

Verify that Workspace ONE UEM is connected, then enable desktop telemetry.
v Workspace ONE UEM Connection

The Workspace ONE Intelligence Connector service collects data from Workspace ONE UEM. Make sure the Workspace ONE Intelligence connector status
is "Authorized." If not, visit Workspace ONE Intelligence Requirements [ to review the connection requirements.

Status: Authorized &

3. Inthe Enable Desktop Experience Management
+ select NEXT to authorize the right server.
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{ BACK

Enable Desktop Experience Management

Verify that Workspace ONE UEM is connected, then enable desktop telemetry.

> Workspace ONE UEM Connection

~ Desktop Advanced Telemetry

Enable desktop advanced telemetry to collect the data used to calculate experience scores. Learn more about desktop telemetry 7

SAVE & Enabled

4. In the Enable Desktop Experience Management wizard
+ Under Desktop Advanced Telemetry
*+ select SAVE

@ Workspace ONE Intelligence

Workspace Marketplace Integrations Accounts
&

&) Explore

@ Integrations >

& Solutions v

Experience Management

vulnerability Management
B Templates 5 E Desktop Devices & Apps

Improve employee experience using data-driven insights and workflows to proactively identify and remediate desktop device issues.

VIEW IN WORKSPACE |LEARN MORE © Enabled

5. You should now have Desktop Experience Management Enabled.
* Click View this will take you to the Workspace Tab.
* NOTE: There is no data in here as of yet.
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@ Workspace ONE Intelligence

‘Workspace Marketplace Integrations Accounts

«

& My Workspace Experience Score

2 Dashboards

28 Freestyle

0O Reports
& Unified Endpoint Ma... =t
& Virtual Apps & Deskt... z

& Experience Manage...
]J?

Qfﬁ“

Launching Experience Management dashboard...

v v v v

& Workspace Security

Experience Score will be displayed here in 4 hour(s). You can review and define thresholds in the meantime:.

VIEW THRESHOLDS

After device have registered with UEM we will see Desktop telemetry here.

Part 3: Workspace ONE Access , Connector pairing pre-
requisites

In this lab you will download the Workspace ONE Access connector configurations. These
configurations will be used later in Part 4 to installe the Workspace ONE Access connector.
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A

Workspace ONI

Usemame

administrator

Password

|

System Domain

Forgot Password?

Change to a different domain

1. Onyour ControlCenter server
+ Open your Workspace ONE Access, Admin console URL

+ Under Username
¢ enter Administrator

* Under Password
 enter VMware1!

* Select Sign In

TA
Tenant Admin
TA
Workspace ONE Access Console
Manage Hub Experience
Account
Sign out (=

1. Setting up Workspace ONE Export Date: 2024-01-08 13:58:59 -0700 Page 27



2. Inthe Web Intelligent Hub Console
+ To theright,
« select TA

* From the dropdown
+ select Workspace ONE Access Console

] E vehrempod.Vidmpreview.com

my-iplivefirelab/ip Horizon®Site 1 wm  UAG-HZMN-01a vm UAG-HZ

g
(&J Workspace ONE Access

Monitc Accounts Resources Integrations Settings

% Comnector™

Connectors

Host L

3. In the Workspace ONE Access Console
« Select Integrations
+ Under Integrations
 Select Connectors

* |In the Connectors area
+ Select NEW

Connector Usage Confirmation

n Latest Warkspace ONE Access Connector

4. In the Connector Usage Confirmation window
+ Select the radio button, next to :-
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+ Latest Workspace ONE Access Connector

+ Select OK

Confirm the latest Workspace ONE Connector

Click confirm to use the |latest Workspace OME Access Connector. This will enable you to integrate with Horizon, Horizon

Cloud with Single-Fod Broker, or Citrix

CANCEL COMNFIRM

5. In the Confirm the latest Workspace ONE Connector window
+ Select CONFIRM

Add Mew Conmector Lowenboad Installer

1 Dirwaslaad Irrilalag

6. Inthe Add New Connector window
1. Downloader Installer area
+ Select NEXT
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Acld Maw Conneclos Cowenload Configuration Fike

2 Download Configuration Fie

. COWNLOAD CONFIGURATION FILE ik

es-config.json ~

7. Inthe Add New Connector window
2. Download Configuration File area
« Next to Password: enter VMware1'VMware1!
+ Next to Reenter Password: enter VMware1'VMware1!
* Select DOWNLOAD CONFIGURATION FILE
+ note an es-config.json file gets downloaded

+ Select NEXT

Add Mew Connector SUMmmary

¥ Summary

8. In the Add New Connector window
3. Summary window
+ Select CLOSE
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Open

Always open files of this type

Show in folder

B eoo nfig.json

9. On your ControlCenter server browser
+ Next to the es-config.json
+ Select the Dropdown
+ Select Show in folder

¥ A 7 | C:\Users\Administrator\Downloads

“ Home Share View
W [ 2 e B X =]
— W Copy path

Pin to Quick Copy Paste Move Copy  Delete Rename New

access [7] Paste shorteut tor tov - folde
Clipboard Organize

1 ‘ » This PC » Local Disk (C:) » Users » Administrator > Downl

~
o Name

# Quick access
B Deskt sitel
eskto
P ‘ aiteld
“ Downloads

o uagdeploy
£ Documents # desktop.ini
=] Pictures * || es-config.json
Certificate Bund j ils-patch-veenter Open with
Horizon i sitelzip [&f Edit with Notepad++
Sited ¢ site2aip 12 Share
Site2 Give access to
I This PC Restore previous versions
s
] 3D Objects Send to
[ ] Desktop Cut
':f' Documents Lo ‘h
B ono i - Fonsba sbhadid

10. In the File Explorer window
+ Select and right-click the es-config.json file
+ Select Copy
* In the left pane
 Select Desktop
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Home Share WView
* |j o Cut :
&=

W Copy path
Pin to Quick Copy Paste Move Copy [l

S [7] Paste shorteut ¢4 to
Clipboard QOrgan
€« v 4 [ > ThisPC » Desktop »
I Desktop e Name -
" Downloads  # Remuote Desktops
=| Documents CA console.msc
&= Pictures - desktop.ini
hol # DNS
Sitel ':_’:,' Postman
- 72 PuTTY
s Site 1 profile - Chrome
System32 . Site 2 Profile - Chrome
v I This PC . software
» _Jl 3D Objects
» [l Necktnn

o * Network > horizon-0la.euc-livefire.com » software »

~

nts o & Name Date
o ACCESS 221
ADFS 3
App Volumes 211/, )

11. In the File Explorer window
+ Desktop area
+ Select the Software shortcut
* In the Software folder
* Open the ACCESS folder

o D dh Cut - x I gl

W Copy path f1
o Quick Copy Paste Move Copy  Delete Rename New
rcess [£] Paste shorteut 4, to - folder
Clipboard Organize M
v 4 » Metwork » horizon-01a.euc-livefire.com » software » ACCESS »
E Documents ## * Name Date medified
=/ Pictures o vidm Connector HOL Process 3/1/2021 T:46 A
hol || dualbootupdate.tar.gz 2/25/2021 &:17
Stel J es-config,json 2/21/2022 414
Site? | £ jre-Bu201-windows-x64.exe 10/7/2020 9:49
System32 :I Workspace_ONE_Access_Connector_|nst...  2/21/2022 2:39
Workspace-ONE-Access-Connector-Inst..  2/21/2022 2230
! This PC
P 3D Objects
Il Desktop View ?
=| Documents Sort by ?
Group by b
Refresh

Music

; Downloads
b
-

Customize this folder...

B videos
_’=_ Local Disk (C:)
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12. In the File Explorer window
+ ACCESS folder
+ Paste your es-config.json file

+ Close your File Explorer window

Part 4: Installing and Configuring the Workspace ONE Access

connector

' Iﬂ = | CAUsers\AdministratorDesktopiRemote Desktops\Sitel

Home Share View
/‘ﬂt I—l ¥ cut x
|

| Copy path

Pin to Quick Copy Paste Move Copy Delete Rename Mew
access [7] Paste shortcut to to - folde
Clipboard Organize
« v » ThisPC » Desktop » Remote Desktops » Sitel
Horizon g Mame Date mod
— % Horizon-01a.RDP 2/18/2022
Site2 B, RDSH-01a.RDP 4/13/204
5 2/23/2022
+ T This PC B TrueSS0-01a.RDP 23,
] & W10Client-01a.RDP 2/11,/2022
_J 30 Objects o
B wlDEXT-01a.RDP 3/16/2022
B Desktop -l A0 At 012 BOID 2/4/2022 1
= Documents . WS1-Connector.RDP 4/3/2018 ¢
* Downloads
J‘l Music

| Pictures

1. Onyour ControlCenter server
+ On the Desktop.
* Open the Remote Desktops\Site1 folder
+ Select and launch the WS1-Connector.RDP shortcut
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Control Panel

Location: Control Panel

‘,.\0
# Metwork 1230 0M licat
2. Onyour WS1-Connector server
+ Openthe Folder
+ Select the Folder
+ Select and Launch
Open File « Secunty Warning o,
Do you want to run this file?
[ ] Hame okepace-OMNE-A¢cess- Lonnector-installer-22,09,1.0.exe

Publicher: YMwarc, lnc.
T:..TII:‘: Spplication
Fromz  \\honzon-0a\softwaret ACCESS\Workspace-OMNE-ficc...

“

While files from the Internet can be useful, this file bype can potentially
r harm your computer. Only run software from publishers you trust
hat's the risk?

E Alwmys ask before opening this file

3. Onyour WS1-Connector server
* On the Open File - Security Warning window
+ Select
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D T T R e Y T S S — - i

g Workspace OME Access Connector - Installabion Wizard =

1 Welcome to the Installation Wizard for
Waorkspace ONE Access Connector 22.09.1.25 -

The Installstion Wizard wil install Workspace ONE Access
Connector on your computer. To oontnue, dick Mext. 1

®

Workspace ONE™ Access 12
y?
12

YWARMING: This program is protected by copyright law and
international restes,

< Badk Mexk = Cancel

4. On the Workspace ONE Access Connector - InstallShield Wizard

* In the Welcome to the Installation Wizard for Workspace ONE Access Connector
22.09.0.0

+ Select Next

ﬁ Workpace ONE Accsis Connector - Installation 'Wizard Tl
Liormes Agrecment ﬁg m
Fease read the foliowing boense agreement carefuly, o
|
. IVMWARE GEMERAL TERMS i

By downloading or using an Offering, Customer agrees to be bound by
the terms of the Agreement.

1. OFFERINGS. .

(%) 1 accept the terms in the bcense agreement Print
'::Ill:hml mcrept the ferms i the boense agresment

e

5. Onthe Workspace ONE Access Connector - InstallShield Wizard
+ Licence Agreement window
+ Select the radio button next to:-
+ |l accept the terms in the license agreement

+ Select Next
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ﬂ Workspace ONE Access Connector - Installation Wizard X
Service Selection f ﬁ
Select services you want to install, <>

Click on an icon in the list below to change how a feature is installed.
Feature Description

Directory Sync Service This Service i ired if
. ) is Service is required if you
=59 - | User Auth Service ) want to sync users from your
<=3 ~ | Kerberos Auth Service Active Directory / LDAP servers,

<=3 = | Virtual App Service

This feature reguires 227ME on
your hard drive.

Install to:
C:¥Program Files\ Change...

Insta

[ ¥
(=

(1)

. <o =

6. On the Workspace ONE Access Connector - InstallShield Wizard
+ Service Selection window
+ Select Next

ﬂ Workspace OME Access Connectar - InstallShield Wizard s

Specity Configuration File fﬁ
==

Select the configuration file that you dovwnloaded from the 'Workspace ONE
Acoess console and enter Its password,

Click on Browss for the configur ation file.

r'u_hn-'um-ﬂia'.snf'h'fﬂ WECESS \ms-ronfig. json Browse. ..

Password: e

[ enable FIPS
See Instaling WMwere Workspace ONE Acosss Cormector 22.05.0.0, Vit the websie.

Ins Elishield

coak [ Tewr ][ conce

7. Onthe Workspace ONE Access Connector - InstallShield Wizard
+ Specify Configuration File window

* In the box in front of Browse...
* type \\horizon-01a\software\ACCESS\es-config.json

* Next to Password: type VMware1!VMware1!

+ Select Next
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ﬂ Workspace ONE Access Connector - Installation Wizard X

Select Default or Custom Installation f %
Select the type of installation that works best for your needs, <z
(®) Default

ﬁ Uses default values for most settings.

() Custom

| Lets you configure settings such as ports, certificates, proxy and
| syslog servers.

<o ==

8. In the Workspace ONE Access Connector - InstallShield Wizard
*+ keep Default
+ select Next

Specify the user name and password of the domain account that will be used to run

Specify Service Account f m
the Kerberos Auth Service and the Virtual App Service, <>

The user account must be in the form DOMAINJsername.

Liser name:
|et.|c-hfe'fre.cu|n1adm'rmsh'atur Browse...

Password:

|| 'l'l'l'l'l'l'll'l

i

<o ==

9. Inthe Workspace ONE Access Connector - InstallShield Wizard
+ Specify Service Account window
+ Under User name: type
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+ euc-livefire.com\administrator

« Under Password:
+ type VMware1!

+ Select Next

ﬂ Workspace OME Access Connector - Installation Wizard

Ready to Install the Program [?QE]

The wizard & ready to begin instalaban, Cange

Click Install to begin the instalabon,

[ you want to review or change any of your nstallation settongs, didc Badk, Chok Cancel to
exit the wizard,

Installed /Configured Application
UserauthServce : Configured on Port 3090 Proxy Server : Not Configured
DirectorySyncService : Canfigured on Pork BIE0 Syskog Server : Mot Configured

virhalappService ; Configured an Port 3003
KerberosfuthService : Configured on Part 443

Mo of Trust root certificates :0 SEL Certificate : Custom

Instalshield

SN -

10. Inthe Workspace ONE Access Connector - InstallShield Wizard
+ Ready to Install window

+ Select Install

@ The Installation of the Workspace ONE Access Connector will take about 10 minutes to
complete. Continue with Part 5 while the installation is going. Check back periodically

to ensure it has su

1. Setting up Workspace ONE
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ﬂ Workspace ONE Access Connector - Installation Wizard
Installation Wizard Completed

The Installation Wizard has successfully installed Workspace
OME Access Connector. Click Finish to exit the wizard.

®

Workspace ONE™ Access

] show the Windows Installer log

A

In the Workspace ONE Access Connector - InstallShield Wizard
+ Installation Wizard Completed window
* Select Finish

11.

Part 5: Configuring Directory Sync with Workspace ONE Access

connector

@ First we will configure the Attributes. Note! Every organisation will need to research
their requirements when deciding whether or not to set attributes to required. For
specific applications where this needs to be considered, if the associated user object

does not have the attribute, authentication might fail.
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® Favorites | Intelligent Hub x Workspace ONE Access

& C 0O & aw-livefirernpod22.vidmpreview.com/ws1-ad

@ my-iplivefirelablip Horizon®Site 1 wvm UAG-HZN-01a wvm UAG-

@ Workspace ONE Access

User Attributes

he default Workspace ONE Access dir

1. In the Workspace ONE Access Admin console
* Select Settings
 Select User Attributes

A AviVantage Control... w= HZN Cloud & wvcenter-01a

-ustom Attributes

@ ADD ROW

2. Inthe User Attributes console
* In the right area under Custom Attributes
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« Select ® ADD ROW 2 times

Custom Attributes
A 1 Ur OWwim att utes nC 1o the direct 0 to the d reCLory's attnoutes page o map tng
...... ute
—
bjectGuid
managerDN

3. In the User Attributes console
+ Under Name

+ Add the following additional attributes
* note this is case sensitive :

+ objectGuid
« managerDN

& Favorites | Intelligent Hub x Workspace ON

< C O B aw-livefirernpod22.vidmprevie

& my-iplivefirelab/ip Horizon®5ite 1 vm  UAG-HZIN-(

User Attributes

The default Workspace ONE Ac

Default Attributes

4. |In the User Attributes console
« Under User Attributes
+ Select SAVE
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&« C { & aw-livefirernpod22.vidmpreview.com

@ my-ipnvefirelab/ip Horizon®Site 1 vm  UAG-HZN-01a

@ Workspace ONE Access

Directories (1)

System Directory

5. In the Workspace ONE Access admin console.
+ Select Integrations,
« Select Directories

Aonitor Accounts Resources Settings

Atk

Authentication Methods

Directories

ntegrate your enterprise directories with VMware Work

Connector Authentication Methods ADD DIRECTORY

- S S
Hub Configuration

Active Directory

dentity Providers LDAP Directory

Magic Link Local User Directory

6. Inthe Directories area
+ To the right
+ Select Add Directory
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* In the Add Directory dropdown
* Select Active Directory

Integrations Settings

Directories » Add Active Directory

ntication Methods

v 1 Directory Information

Directory Name * Euc-livefire

Type © Active Directory over LDAP

‘ CANCEL NEXT |

(O Active Directory over Integrated Windows Authentication

7. Inthe Add Active Directory Page,
« Under Directory Information
+ Directory Name: type EUC-Livefire

+ Ensure the Active Directory over LDAP radio button is selected

+ Click NEXT

v (@ Configure Directory

Directory Sync and Authentication

Directory Sync Hosts

Authentication

User Authentication Hosts - WSi-Connector euc-livefire.com (Active)
User Name sAMAccountName

External ID objectcuID

Server Location @ This directory supports DNS server location

Encryption [ Require STARTTLS for all connections

Bind User Details

Base DN dc=EUC-Livefire dc=com
Bind User DN en=administrator ou=corp.dc=EUC-Livefire dc=com
Bind User Password ~ seesessee

8. Inthe Configure Directory section,
+ Leave the Directory Sync and Authentication as default
* In the Bind User Details area
+ Enter the following Next to :
+ Base DN: dc=EUC-Livefire,dc=com

1. Setting up Workspace ONE Export Date: 2024-01-08 13:58:59 -0700

Page 43



« Bind DN: cn=administrator,ou=corp,dc=EUC-Livefire,dc=com

« Bind DN Password: VMware1!

+ Select Save

v 3. Select Domain(s)

Select at least one domain

Domains (€ cuc-ivetire com

SAVE

9. Inthe Select the Domains page,

« euc-livefire.com (EUC-LIVEFIRE)

+ Select Save.

Map the Workspace ONE Access attributes to Active Directory attributes. To manage the list of required attributes or to add attributes that are not lis|

Attribute Name in VMware Workspace
ONE Access

employeelD

Attribute Name in Active Directory

employeelD

managerDN

manager

Employee Manager ID

NickMame

Custom Value

Custom Value

objectGuid

objectGUID

Employee organization ID

Phone

Profile of an user

5.  Sync groups

Custom Value

telephoneNumber

Custom Value

-

10. On the Map User Attribute page
+ Map the following attributes :

+ (what you enter here is case sensitive)
* managerDN select custom input and type manager

« Scroll down next to:-

+ objectGuid: select objectGUID

* Click SAVE

1. Setting up Workspace ONE
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Connectors

Connectors (Legacy)

Directories

Connector Authentication Methods
Hub Configuration

Identity Providers

Magic Link

Okta Catalog

People Search

UEM Integration

Create Group

Give a name to the top-level group

Name dc=euc-livefire,dc=com

@ Directory Information

© Configure Directory

©  Select Domain(s)

@ Map User Attributes

Directories » Add Active Directory

5. Sync groups

Select the groups you want to sync

Enter the top-level group that you would like to use as  filter. Click the Select Groups button to apply your filters, and select specific groups to sync t

Sync nested group members

Top-level group name

CANCEL m

Groups to sync

Actions

11. On the Select the Groups you want to sync page,

1. Click the +ADD

2. Under Create Group

* enter dc=euc-livefire,dc=com

3. Click ADD

v 5.  Sync groups

b

Select the groups you want to sync

Enter the top-level group that you would like to use as a filter. Click the Select Groups button to apply your filters, and select specific groups to sync to the directory.

Sync nested group members

Top-level group name

de=euc-livefire,dc=com

Groups to sync

i ([@)seiect 2l

Mapped Group Results

SELECT GROUPS

Mapped Group(s)

All groups in this DN are selected

Actions

Top-level Group(s) per page

Mapped Group(s) Results per page

10

10

1Top-level Group(s)

1Mapped Group(s) Result

1. Setting up Workspace ONE
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12. On the Select the Groups you want to sync page,
« Under Select All
+ Select the check box

+ Select Save.

v 6. Syncusers

Select the users you want to sync

Enter the User DNs to sync, for example, CN=Users,DC=example,DC=com. All users found under the DN are also synced. To use LDAP filters with the DNs, append a semicolon to the DN, then enter
the filter, for example, CN=Users,DC=sales,DC=example, DC=com;(&(objectClass=User)(objectCategory=Person)(UserAccountControl=512})). To exclude any users from syncing, provide exclusion filters.

+ ADD
Specify the user DNs Verify Action(s)
lou=corp dc=EUC-Livefire dc=com TEST (1]

User Dn(s) per page 10 1User Dn(s)

Filters to exclude users

+ ADD

13. In the Select Users you would like to sync window
« Under Specify the user DNs
+ edit the existing syntax so that it reads
« ou=corp,dc=EUC-Livefire,dc=com

* Select Save

> @ Sync groups

> & Syncusers

v~ /. Sync Frequency

Sync Frequency Every hour

SAVE I SAVE & SYNC

14. On the Sync Frequency window
+ On Change the Sync Frequency to Every hour
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* Click SAVE & SYNC

Monitor Accounts Resources Integrations Settings
Authentication Methods . .
Directories

nterprise directories with VMware Workspace ONE Access to sync users and groups. Learn more

Connectors

dentity Providers

Magic Link
Okta Catalo A Type v Domains v Synced Groups Synced Users. Last Synced Attempt Alerts
ta Catalog
People Search 4
T [ B Active Di LDA 1 12 Apr 13, 2023, 2:4817 PM I
UEM Integrati S
Direc 1 2 Dire

15. On the Directories window
+ Refresh your browser window
* Note the Synced Groups and Synced Users

& C O & aw-livefirernpod22 vidmpreview.com/ws1-admin

@ my-iplivefirelab/ip Horizon®Site 1 vm UAG-HZN-01a wm UAG-HZN-01b

@J.J Workspace ONE Access

16. In your Workspace ONE Access admin console
* Select Settings
 Select Login Preferences
+ Under Login Preferences
+ Select EDIT
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jratior Settings

Branding
| Login Preferences Login Preferences

nfigure Login Preferences

OAuth 20 .'\v’l.ﬂi'ﬂﬂ.’"\"'.’-l'l'

Password Policy EEHE

Show system domain on login page i B

Hide "Change to a different domain” link

on legin page

Use email address to sign in to Workspace
ONE App

Enable persistent cookies for user sessions (4

Sync group members to the directory I
when adding group

URL address for rendering VMware

17. Inthe Login Preferences area
* Inline with:

+ Sync Group Members to the Directory When Adding Group
+ select the Checkbox

CANCEL SAVE

18. In the Login Preferences area
* In the bottom right
* select SAVE
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® Workspace ONE A

Monitor Accounts Resources Integrations Settings

Authentication Methods

Directories

Connectors

ntegrate your enterprise directories with VMwar

Connector Authentication Methods l ADD DIRECTORY ~ ]

Hub Configuration

All Directories

dentity Providers

Magic Link
Okta Catalog Directory Name T Type
L pe ) £ “
People Search Systemn Directory Local Di
L=
EUC-Livefire Active [

UEM Integration

19. In the Workspace ONE Access console
* select Integrations
* select Directories

Authentication Methods

Directories

Connectors

ntegrate your enterprise directories with VMware Workspace ONE Access to sync users and ¢

Directonies

Connector Authentication Methods I ADD DIRECTORY v ]

Hub Configuration

All Directories

dentity Providers

Magic Link
Okta Catalog Directory Name T Type T Domains
Papple Search System Directory Local Directory 1
UEM Integration Active Directory Over LDAP 1
20. In the Directories area
« select EUC-Livefire
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1. Setting up Workspace ONE

® Workspace ONE Access

lesources Integrations Settings

Authentication Methods

Directories » EUC-Livefire

This page contains detailed information about the selected directory.

Connectors

Type: Active Directory Over LDAP

Connector Authentication Methods

l SYNC l DELETE
Hub Configuration

Sync with safeguards

dentity Providers

Magic Link

Okta Catalo General Information

=

People Search Directory Name *

UEM Integration

Directory m

Sync Logs Sync Settings

EUC-Livefire

»  Active Directory Owver LDAP

Active Directory over Integrated Windows Au

In the EUC-Livefire directory area
* In the right corner
* Next to Sync
+ select the dropdown
+ select Sync without Safeguards

Export Date: 2024-01-08 13:58:59 -0700
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Part 6: Workspace ONE Hub Services Integration with
Workspace ONE Access

® Favorites | Intelligent Hub x Workspace ONE Access

€« - C O ® aw-livefirernpod22 vidmpreview.com/ws1-admin

@ my-iplivefirelab/ip Horizon®5ite 1  vm UAG-HZIN-01a wm UAG-HZIN

e
[E}'I Workspace OME Access

Connectors Hub Configura

e Review and edit settings to ¢

Hub Services

Hub Services
5 e

1. Inthe Workspace ONE Access admin console
+ Select
* Select Hub Configuration
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Accounts Resources Integrations Settings

Hub Configuration

eview and edit settings to configure employees’ Hub experience, functionality, and access 1

Connector Authentication Methods e

A

Hub Confiauratio
dentity Providers

Hub Services

Hub Services lets you provide employees with a single destination to access, discover and

People Search 9 Q h

2. In the Hub Configuration window
« Under Hub Services
« Select LAUNCH

Optimize the Intelligent Hub experience

Getting started with Hub Services

Custamize for spechc groups
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@; Workspace ONE LOG OUT OF HUB SERVICES

LEARN MORE

] Migrate all App Catalog settings @ Discard all App Catalog settings
Select to migrate all Catalog settings from UEM to Hub Services Select to discard all App Catalog settings from UEM and create new settings in
* Customer OG settings in UEM will be used as the default App Catalog Hub Services. By default, all platforms will have App Catalog enabled

settings in Hub Services.
* Any overrides at child OGs in UEM will become templates that are assigned

to Smart Groups based on the OGs

MIGRATE DISCARD

3. Inthe Optimize the Intelligent Hub Experience window
* Select BEGIN
+ If you get a choice select DISCARD

= S g B aw-livefirernpod25.vidmpreview.com/cata

Q@ my-iplvefirelabfip Horzon®S5ite 1 v UAG-HZN-01a  wm UAG-HZN-01b & &« Vantage Control—. == HZN Ci

Workspace ONE

Home

View announcements and metrics about Intefligent Hub

Templates

App Catalog
Custom Tab
Cptayee SeR-senice Welcome to Hub Services

MNotifications

Manage your employees' Inteligent Hub experience.

Digital Badge

People

PRI YiEome Configuration Checklist

System Seflings Keep track of the Intelligent Hub features you've configured

4. In the Welcome to Hub Services
* Review the associated options.
* In Section 7: We will configure Hub Services
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Part 7: Configuring Workspace ONE Hub Services

Global Settings

eeeeeeeeeee

1. In Workspace ONE Hub Services
+ Select the section

+ Find Logos > Organization Logo , to the right select

* In the left pane,
« Under Quick access, select
+ Select
+ Select and open
+ Select
+ Select

* and select
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Home

Templates People

Allow employees to discover the
App Catalog

Versions are not available for this feat
Branding

Custom Tab i
Global Settings

Employee Self-Service These default settings will be us

Notifications

Passport Define whether to enable the Pe
People Enable (@)
People

Virtual Assistance

New Hire Welcome
SAVE

System Settings

2. Inthe Workspace ONE Hub Services page
* In the left pane, select People
« Under People area,
* next to Enable People,
* move the toggle to the right

+ Select SAVE
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l Waorkspace ONE

Custom Tab

SHOM: GLOBAL =

T o p——

Global Settings

dicate whesher to enable 8 cuskom sk by defaus |

Ancrokd and K08 T

Wmb (;

Open Link in (W ls) [ -

Titie

AL rittps Kwwaw Live ire soiution
Posiinn [ - atE

3. Inthe Workspace ONE Hub Services page
* From the left menu,
+ Select the Custom Tab.
+ Next to Enable Custom Tab,
* move the toggle right.

Next to Web

* move the toggle right.

Next to Title

+ enter: EUCLF (Best practice is not use a label longer than 6 characters).

Next to URL:

+ enter https://www.Livefire.solutions

Next to Position,

+ enable the First radio button.

Select SAVE
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Reading list

LOG OUT OF HUB SERVICES Tenant Admin

4. To the top right of the Workspace ONE Hub Services page
« Select LOG OUT OF HUB SERVICES

Part 8: User Provisioning to UEM

Organizations can leverage the provisioning adapter in WorkspaceONE Access to provision
users into Workspace ONE UEM. This implementation does not require the AirWwatch Cloud
Connector and will leverage SAML JIT to create users in UEM during the enroliment process.

(—- C‘ ] aw-simeonmardev.vidmpreview.com/ws1adminui/#/workspace/resources/web-apps/list

€3 Login €)Y VMware - Workspa...

Accounts | Resources ntegrations  Settings

Web Apps

Add and configure web applications.

Virtual Apps

Virtual Apps Collections

Policies catecories v | [ more v | | [ seTTiNGs

Global Launcher Preferences

] Application Type

2. In the Workspace ONE Access admin console navigate to Resources > Web Apps > NEW
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New SaaS Application X

[ 1 Definition ] Definition

2 Configuration Search®

Q,

3 Access Policies
OR BROWSE FROM CATALOG

4 Summary

Name * @

Description @

lcon@

SELECT FILE...

3. Click on OR BROWSE FROM CATALOG

<DE
3 Application(s) s7airwat] )
Type  Status =
samL20 +
samL20 +
saML20 E |
st tems
New SaaS Application [ X
1 Definition Definition
2 Configuration Search®

Q Airwatch Provisioning

OR BROWSE FROM CATALOG

Name * @

Airwatch Provisioning

Description®

AirWatch Provisioning App

cancer| NSNS

4. Search for AirWatch and click on the + Next to AirWatch Provisioning. Click NEXT after your
return to the New SaaS Application page.

NOTE: Ensure you are not selecting the AirWatch without the Provisioning.
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Edit SaaS Application X

1 Definition Single Sign-Cn

2 Configuration Authentication Type *@

SAML 2.0
3 Access Policies

4 Provisioning Configuration * @
URL/XML @ Manual
5 User Provisioning
Single Sign-On URL *@

6 Group Provisionin
4 I https:.f/dw—livefire.awmdm.com/lient\tyServicef'SAML/AssertionService.ashx?binding=HtipPost

Recipient URL *
https://dw-livefire. awmdm.com/fidentityService/SAML/AssertionService ashx?binding=HttpPost

Application ID *@

7 Summary

donotchange

Username Format *@

Unspecified

Username Value @

${user.userName}

5. Change the Single Sign-On URL and Recipient URL to match dw-livefire.awmdm.com
(leave what comes after the URL there) and click NEXT

New SaaS Application X

1 Definition Access Policies

Access policies specify the criteria that must be met in order to access applications. Select access policies to manage

2 Configuration
user access to specific applications below.

3 Access Policies
default_access_policy_set

4 Summary

CANCEL BACK NEXT

6. Click NEXT on the Access Policies
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New SaaS Application

1 Definition
2 Configuration
3 Access Policies

4 Summary

Configuration
Manual

Single Sign-On URL
https:/www.dw-livefire.awmdm.com/IdentityService/SAML/AssertionService.ashx?binding=HttpPost

Recipient URL

https:/www.dw-livefire. awmdm.com/IdentityService/SAML/AssertionService.ashx?binding=HttpPost

Application ID
donotchange

Username Format

Unspecified

Username Value

${user.userName}

Relay State URL

ADVANCED PROPERTIES v

Access Policies
Access Policy

Open in Workspace ONE Web
No

CANCEL I BACK ” SAVE & ASSIGN I SAVE

7. Click SAVE

Monitor Accounts  Resources Integrations  Settings

Web Apps

Virtual Apps

Web Apps

Add and configure web applications.

Virtual Apps Collections
Policies

Global Launcher Preferences

] l DELETE l l CATEGORIES v l l MORE v l l SETTINGS

Type

SAML 2.0

8. Now in the Web Apps screen select the application and clic EDIT
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Edit SaaS Application

Provisioning Adapter Configuration

1 Definition

2 Configuration You can use the Provisioning Adapter for Workspace ONE UEM to automatically provisio
Workspace ONE UEM tenant from the VMware Workspace ONE Access service. Make st

3 Access Policies provisioning tool is enabled when you set up the Workspace ONE UEM provisioning adaj

I 4 Provisioning l Enable Certificate Auth @
o i
5 User Provisioning

Workspace ONE UEM Group ID *
# simeonmar

l TEST CONNECTION l

6 Group Provisioning

7 Summary

Enable Provisioning

()No

9. In the Edit SaaS Application you will now see more options, click on Provisioning and
change Enable Certificate Auth enter your UEM GrouplD.
* Click TEST CONNECTION

Edit SaaS Application X

1 Definition Provisioning Adapter Configuration

2 Configuration You can use the Provisioning Adapter for Workspace ONE UEM to automatically provision users and groups in the
Workspace ONE UEM tenant from the VMware Workspace ONE Access service. Make sure that no other account

3 Access Policies provisioning tool is enabled when you set up the Workspace ONE UEM provisioning adapter

4 Provisioning Enable Certificate Auth @

5 User Provisioning @ e

o Workspace ONE UEM Group ID *

6 Group Provisioning
simeonmar

7 Summary

TEST CONNECTION

Enable Provisioning

e @ -

CANCEL BACK NEXT
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10. The connection should be successful and now ensure Enable Provisioning is ticked and

click NEXT.

Edit SaaS Application

1 Definition

2 Configuration

3 Access Policies

4 Provisioning

S User Provisioning
6 Group Provisioning

7 Summary

User Provisioning

Select the attributes with which to provision users in Workspace ONE UEM. For example, the information sent from the

VMware Workspace ONE Access service can be the user name, first name, last name, and email address. Atti

with an asterisk are required for provisioning.

Attribute Name
User Name
First Name
Last Name
User Email
User Principal Name
External Id

User Domain

Role

(® ADD MAPPING

bute names

Value

${user.userName}

${user firstName}

${user lastName}

${user email}

${user userPrincipalName}

${user Externalid}

${user.domain} =

Full Access x

CANCEL

11. Leave the User Provisioning values as default and click NEXT

Edit SaasS Application

1 Definition

2 Configuration

3 Access Policies

4 Provisioning

5 User Provisioning
6 Group Provisioning

7 Summary

Group Provisioning

Group provisioning creates corresponding security groups in Workspace ONE UEM. Note: Provisioning a group does not

entitle members of the group to the application. To entitle Workspace ONE UEM to members of the group, go to the

Assign page and add the group

Group Name

@ ADD GROUP

Group Mail Nickname Status

No groups found.

CANCEL BACK NEXT

12. On the Group Provisioning click ADD GROUP
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Add Group to Provision

Group Name *
O, Developers@euc-livefire.com
Nickname *

Developers

CANCEL SAVE

13. Type Developers@euc-livefire.com and give it the nickname Developers. Click SAVE.

Edit SaaS Application X

1 Definition Group Provisioning
2 Configuration Group provisioning creates corresponding security groups in Workspace ONE UEM. Note: Provisioning a group does not
entitle members of the group to the application. To entitle Workspace ONE UEM to members of the group, go to the

3 Access Policies Assign page and add the group.

4 Provisioning

Group Name Group Mail Nickname Status
5 User :’.'OVISIOniﬂg D Developers@euc-livefire.com Developers Ready to provision
6 Group Provisioning
@ ADD GROUP ]
7 Summary

CANCEL BACK NEXT

14. Now click ADD GROUP again.
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< GROUP PROVISIONING Add Group to Provision

Group Name *
O, Sales@euc-livefire.com

Nickname *

ﬁ; Sales

CANCEL SAVE

15. Type Sales@euc-livefire.com and give it the nickname Sales. Click SAVE
* Repeat the process for Marketing and IT support

Edit SaasS Application X

1 Definition Group Provisioning

2 Configuration Group provisioning creates corresponding security groups in Workspace ONE UEM. Note: Provisioning a group does not
entitle members of the group to the application. To entitle Workspace ONE UEM to members of the group, go to the

3 Access Policies Assign page and add the group

4 Provisioning

[J  Group Name Group Mail Nickname Status
5 User Provisioning [0 sales@euc-livefire.com Sales Provisioned
R Marketing@euc-livefire.com Marketin Provisioned
6 Group Provisioning o o ?
[ Developers@euc-livefire com Developers Provisioned
7 Summary
[J 1T support@euc-livefire.com T Provisioned

@© ADD GROUP

CANCEL BACK

16. Click NEXT.
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Edit SaasS Application X

1 Definition Definition

2 Configuration Name
Airwatch Provisioning

3 Access Policies .
Description

4 Provisioning Airwatch Provisioning App

o Icon
5 User Provisioning E
6 Group Provisioning

7 Summary

| Categories

Configuration

Authentication Type
SAML 2.0

Configuration

Manual

Single Sign-On URL

https/www dw-livefire awmdm . com/IdentityService/SAML/AssertionService ashx?binding=HttpPost

Recipient URL

https://www.dw-livefire awmdm.com/IdentityService/SAML/AssertionService ashx?binding=HttpPost

CANCEL I BACK ﬂ| SAVE & ASSIGN] SAVE

17. Click SAVE & ASSIGN on the summary page.

Assign

(© Application: "AirWatch Provisioning’ updated successfully

Selected App(s): AirWatch Provisioning

Users / User Groups

Q

Selected Users / User Groups Deployment Type Entitlement Type

Include X

F'& ALL USERS

CANCEL
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18. Search for ALL USERS and add them. Change Deployment Type to Automatic and click
SAVE.

You have finished setting up and integrating Workspace ONE UEM, Access, and Intelligence.
Now that our digital workspace platform is prepared we can think about integrating with
Microsoft Azure.
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