1. Horizon Linux Multi-Session Farms

Linux can and has been a fundamental platform for developers to work from. From a licensing
perspective, in many cases organization like to keep costs down in favour and would then
consider Linux as an alternative. The Linux integration with VMware Horizon is not well
documented. Like the Windows Operating system where we have both Virtual Desktop
infrastructure and RDS Published applications, Linux too has a Virtual Desktop and Application
based offering. In this session we will look at the RDS equivalent of Linux, that being Linux
Multi-Session. One of the objectives in this guide is take you through step by step to deploy a
Linux based Multi-Session Farm and then have Published Applications.

Full credit to Rahul Jha in the EUC-Livefire team to bring together the underlying requirements
to make this work

Part 1. Preparing an Ubuntu base for Horizon Linux Multi -
Session for Site 1

We will complete the following tasks

* We domain join the Linux Master
+ We configure TrueSSO for Linux Master
+ We install the Horizon Agent

Section 1. Domain joining the Linux Master

Avi Vantage Control.. == HZN Cloud @ wvcenter-0la

Getting Started

LAUNCH VSPHERE CLIENT
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1. Onyour Control Center server
+ Open your Site 1 Chrome Browser
+ On the Favourite Bar
+ select the vcenter-01a shortcut
+ Under Getting Started
 select the LAUNCH VSPHERE CLIENT area

VMware® vSphere

administrator@vsphere.local

LOGIN

2. In the VMware vSphere client area
* In the username area
+ enter administrator@vsphere.local

* In the password area
+ enter VMware1!

+ At the bottom of the screen
+ Select LOGIN
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3. In the VMware vSphere client
* In the Hosts & Clusters Inventory
* select the virtual machine
* Note: Power on the if it's off

* In the Virtual Machine Details area
* Next to IP Addresses (2)
« make a note of YOUR specified assigned DHCP IP address

* Note: In the example its 172.16.10.151

. your Site 1 Chrome Browser

9 f

Recycle Bin PulTY

{J‘
gor

Sitel Profile - Control Panel
Chrome

4. On the ControlCenter server desktop
+ Select and launch the shortcut
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@ PuTTY Configuration

Category
Session

Logeng

Terminal

Keyboard

Bel

Translation
+- Selection
Colours

= Connection

Data

Proxy

leinet

Rlogin
#- 55H

ST

Help

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Fort
172.16.10.157 22
C_Dnnection t_}'DE: ~ N _
(JRaw () Telnet () Rlogin @ SSH () Seral

Load, save or delete a stored session
_Sa\red Sessiong
LinuxMaster-1a

Default Settings Load

esxi-02a eucdivefire com

- Save
nsxmgr-01a eucdivefire com
5 e
vcsa-01a eucdivefire com Delete
Close window on exit:
(O Mway: (O MNever  (® Only on clean exit
Cpen Cancel

5. In the Putty Configuration window
« under Host Name (or IP address)

* enter

« under Saved Sessions
+ enter

+ select

+ select
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6. Inthe Putty Window
* next to login as:
* enter vmware

* next to password:
+ enter VMware1!

+ with your keyboard
« select

@ vmware@linuxmaster-1a; ~

7. In the Putty window
* enter sudo nano /etc/hosts
* next to password for vmware:
* enter VMware1!

&P vmware@linuxmaster-1a: ~

8. In the Putty window
+ Verify inline 2 that we have already appended
* linuxmaster-1a.euc-livefire.com
* linuxmaster-1a
+ With your keyboard
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* press

9. Inthe Putty window
* Install the winbind and samba packages
+ enter the following command
+ sudo apt install samba krb5-config krb5-user winbind libpam-winbind libnss-
winbind

* If prompted for Password, enter VMware1!
* If not, press Y to install.
+ validate that winbind is already installed and its the newest version

« sudo apt install tdb-tools
* If prompted for Password, enter VMware1!

10. In the Putty window

enter the following command
sudo nano /etc/samba/smb.conf

* next to password for vmware:
+ enter VMware1!
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11. In the Putty window
+ with your Keyboard, move your Cursor down until its two spaces below [global]

12. In the Putty window
. the following from below
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security = ads

realm = EUC-LIVEFIRE.COM
workgroup = EUC-LIVEFIRE.COM
idmap uid = 10000-20000

idmap gid = 10000-20000

winbind enum users = yes

winbind enum groups = yes
template homedir = /home/%D/%U
template shell = /bin/bash

client use spnego = yes

client ntimv2 auth = yes

encrypt passwords = yes

winbind use default domain = yes
restrict anonymous = 2

kerberos method = secrets and keytab
winbind refresh tickets = true

. in your Putty console

13. In the Putty window
+ Using your keyboard,

* move your down, until you find workgroup = WORKGROUP

* Replace WORKGROUP with EUC-LIVEFIRE
« As shown in the screenshot above
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Save modified buffer?

14. To Save the smb.conf
+ Using your keyboard,
* Enter
* Press
* Press to exit

ﬁ; vnware@linuxmaster-T1a: /

15. Retsart smbd.service
« sudo systemctl restart smbd.service

16. In the Putty window
+ enter the following command
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sudo nano /etc/krb5.conf

@ wmware@linuxmaster-l1a: ~

GNU nano ©.2
libdefaults]

17. In the Putty window
* In the [libdefaults] section
+ using your keyboard, move the cursor below default_realm = EUC-LIVEFIRE.COM
+ paste the following one by one
« dns_lookup_realm = true
« dns_lookup_kdc = true

18. In the Putty window
+ using your Keyboard, move your down until you find {realms}
* leave your Cursor over the ATHENA.MIT.EDU
+ with your Keyboard
* press
* press the
* move your one row up

1. Horizon Linux Multi-Session Farms Export Date: 2023-12-14 09:28:33 -0500 Page 10



19. In the Putty window
* Above ATHENA.MIT.EDU
+ type in the following

EUC-LIVEFIRE.COM = {

kdc = controlcenter.euc-livefire.com

admin_server = controlcenter.euc-livefire.com

20. In the Putty window

* move your down to {domain_realm}

* Open a new row, between {domain_realm} and .mit.edu = ATHENA.MIT.EDU

21. In the Putty window
« Below {domain_realm}
* type the following

euc-livefire.com = EUC-LIVEFIRE.COM
.euc-livefire.com = EUC-LIVEFIRE.COM
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22. In the Putty window
* using your Keyboard
« enter to save
* enter to exit

23. In the Putty window
+ enter the following command

sudo nano /etc/nsswitch.conf

@ vmware@linuxmaster-1a: ~

24, In the Putty window
+ change the following to

* Next to:
+ passwd: files winbind
+ group: files winbind
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« shadow: files winbind

* To Save
* Type CTRL +5S

*+ To Exit
« Type CTRL + X

25. In the Putty window
+ enter the following command
+ sudo kinit administrator
+ with your keyboard
* Press

+ Next to Password for administrator@EUC-LIVEFIRE.COM:
* type VMware1!

26. In the Putty window
+ enter the following command
 sudo klist
+ with your keyboard
* Press
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27. In the Putty window
+ enter the following command

sudo net ads keytab create -U administrator

« Next to Password for [EUC-LIVEFIRE.COM\administrator]:
* type VMware1!

@ vmware@d linuxmaster-Ta: ~

28. In the Putty window
+ enter the following command

sudo net ads join -U administrator

« Next to Password for [EUC-LIVEFIRE.COM\administrator]:
* type VMware1!

29. In the Putty window
+ enter the following command

sudo systemctl restart winbind.service
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@ vmware@linuxmaster-1a: ~

30. Inthe Putty window
+ enter the following command

* with your keyboard
* Press
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@ vmware@linuxmaster-1a: ~

31. In the Putty window
+ enter the following command
* wbinfo -g
* with your keyboard
* Press
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32. In the Putty window
+ enter the following command

sudo reboot

* nextto [sudo] password for vmware:
* type VMware1!
* Press

@ PuTTY (inactive)

& Restore

= Minimize

x Close
Event Log

MNew Session...
Restart Session
Duplicate Session

Saved Sessions

ol | C_aa

Alt+F4

33. In the Putty window (inactive)
« select the
* From the drop down menu
« select

34. In the Putty window
* nextto login as:
¢ enter vmware
+ with your keyboard
* press

* next to password :
« enter VMware1!
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+ with your keyboard
* press

Section 2. Configure TrueSSO for Ubuntu Desktop

LAUNCH WEB CONSOLE

1. On your Ubuntu desktop,
« To install the pkcs11 support package
* In the Putty session enter
+ sudo apt install libpam-pkcs11
+ when prompted for password
+ enter VMware1!

2. Onyour Ubuntu desktop,
+ to Install the libnss3-tools package
* In the Putty session enter
+ sudo apt install libnss3-tools
+ with your keyboard
* Press (no password required)
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cently added Windows Server

Synchronization Service WebSenace...

synchronization Rules Editor %

Synchronization Service Server Manager

(i

Windows
Administratn...

A

)
Remote
Desktop...

3. Onyour ControlCenter server

+ select the START button

* Inthe Menu

+ select Window Administrative tools

— - Copy path - G - i
Copy Move Copy Delete Rename New
‘J Paste shortcut to= to- - folder
Clipboard Qrganize M
1 ‘= » Control Panel » System and Security * Administrative Tools
Ll
] Mame Date modified
luick access
Remote Desktop Services 2/772022 11:26 4
Desktop o ) ) ) B
Terminal Services 9/15/2018 T:19 4
Downloads o s . o . 074 E AT A 8
onmieads ™ Active Directory Administrative Center 9/15/2018 T:13 4
Documents  # ;; Active Directory Domains and Trusts 9/15/2018 714 4
Pictures ¢ ¥ Active Directory Module for Windows Po...  9/15/2018 7:13 4
icons =% Active Directory Sites and Services g
Sitel s Active Directory Users and Computers g/
. =4 i 9
Site? e ADSI Edit g
#r Certification Authori g/
System32 :ﬂ] . =
s+ Component Services g
"his PC W Computer Management g/
3D Obiects & Defragment and Optimize Drives g

4. In the Administrative Tools area
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« select Certificate Authority

File

Home Share Wiew

= | Manage

Shortcut Tools

B [] & 4B

Pin t4
aqg

i’,‘.l certsrv - [Certification Authority (Loca\CONTROLCENTER

File

Action View Help

o ATERERESE T D

L) Certification Authority (Local) H Name

v &

co ou —ra _ertificates
" Revoked Cer All Tasks > |

p— . tificates
__ lzsued Certif :

— ) View * lequests
.| Pending Req

| Failed Reque Refresh 2

—~= : Template

Certificate Te Export List...

5. In the Certificate Authority console
+ select & right-click CONTROLCENTER-CA

* in the drop menu

+ select Properties
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CONTROLCENTER-CA Properties ? X
Extensions Storage Ceitificate Managers
Enroliment Agents Auditing Recovery Agents Security

General Policy Module Exit Module

Cesication authortty (CA)

Name: CONTROLCENTER-CA

CA certificates:

Cedificate #0

View Certificate
Cryptographic settings
Provider: Microsoft Software Key Storage Provider
Hash slgorthm SHAZ56

ok ™
»  Certificate

r—
el Details Certiffation Path

_a Certificate Information
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6. Inthe CONTROLCENTER-CA Properties
« select View Certificate
* In the Certificate window
« select the Details tab

& Certificate X

General Detals Certification Path

Show: | <All> i
Field Value A
I Jversion v3
| serial number 53721658515620874c4babel. .
|| signature algorithm sha255RSA
—|signature hash algorithm sha2s6
=] tssuer CONTROLCENTER-CA, ucHiv. ..
[=Jvalid from Monday, March 1, 2021 4:54:...
=]vaid to Sunday, March 1, 2026 5:04:2...
_‘:.lhiﬂrl CONTR O CENTER 8 aniedive ~

Edit Properties. Copy to File...

o ]

7. In the Certificate > Details tab
+ select Copy to File....

&* Certficate Export Wizard

Welcome te the Certificate Export Wizard

This wazard heips you copy cerbificates, certificate trust bsts and cerbficate revocation
Ists from a certificate stone to your disk,

A certificate, which is isswed by a certfication authority, i a confirmation of your identity
arnd contains nformation used to protect data or to =stablish s=cure network
connections. A cerbficate store 5 the system area where certificabes are kept.

To contirue, dick Hext.
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8. In the Certificate Export Wizard
+ Welcome page
+ select Next

€& & Certficate Eqport Wizard

Export File Format
Certificates can be exported in a vamety of file formats.

Select the format you want to use:
(®) DER. encoded binary ¥.509 {.CER)
() Bame-54 encoded X, 509 [.CER)
() Crypitographic Message Syntax Standard - PKICS 27 Certificates (,P78)

cates in the certificaton path If possible

Ouoe al cert

Cancel

9. In the Certificate Export Wizard
+ Export File Format page
+ next to DER encoded X.509 (.CER)
+ select the radio button

+ select Next
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€ ¢ Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:
|C:‘|,certiﬁcahes‘|,certiﬁcahe.cer | | Browse...

L3

Mext Cancel

10. In the Certificate Export Wizard
* File to Export page
+ select Browse
* browse to C:\certificates\
* next to File name:
« enter certificate
+ select Save

+ select Next
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== Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You hawe spedfiad the following settings:

C:'oer Sficates \er tificate..cer
Ng

Include al certificates in the certification path No

File Format

Export Keys

DER Enooded Binary X.509 [ cer)

11. In the Certificate Export Wizard

« Completing the Certificate Export Wizard page
+ select Finish

to close the The export was successful message and Export wizard
+ select Ok

to close the Certificate window
+ select OK

to close the CONTROLCENTER-CA Properties window
*+ select OK

Close the Certsrv admin console
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B Login - 4

Iﬁ New Site Session
& administrator @vsphere.local@vesa-01a.euc File protocol:
I esxi-02a.eucHivefire.com '

@ vmware@172.16.60.191 S i
Host name: Port number:
|172.16.10.189 |l 2z
User name: Password:
|vmware | |""""| |
Save [ . Advanced... Iv

£ >

e~ vomage (Bow | o || e

[ show Login dialog on startup and when the last session is dosed

12. Onyour ControlCenter server
+ Launch your WinSCP client
* below Host name:
+ enter your IP address

* below Username
« enter vmware

+ below Password
« enter VMware1!

+ select Login
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15 Remote Help
) Queue ~ Transfer Settings Default

1M & % vmware + (= =[] -
» 3 = Download - * Edit = K

lirectory

er

- P P M
[id

er Documents
Downloads
Music
Pictures
Public
snap
Templates

Videos

13. Inthe WInSCP client
+ select the UP arrow twice

mote Help
Jeue ~ Transfer Settings Default

2% feroot> ~ [ -~ -
> @ > |G Download ~ | 7 Edt - 3¢ o [ Pro

~
MName

L2

[# bin
boot
cdrom
dev
etc
home

[z lib

[z lib32

[ libbd

=

L
- R A

libx32
lost+found
media

a swapfile 2,693,

14. In the WinSCP client
+ select and open the tmp folder
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Coucertificates

: Share View

) § ==

= % Copy path
¢ Paste

Ill Faste shortout

Clipboard

¢« B X =F ) Ney

£ Eas
Move Copy  Delete Rename Mew
to~- to~ - folder
Organize Mew

» This PC » Local Disk (C:) » certificates

Mame
ess -
- ] certificate.cer
[ Wildeard2023.phx
H o+
nts +
o+

5,

Date modified

4/18/2023 7:59 AM

2ATF2023 3:08 PM

15. On the Controlcenter server
« From the desktop, Taskbar
+ Open the folder Icon
« browse to C:\ > Certificates

tmp CE-E- e - (B A Q@ | D FindFies |5

@ Download ~ D’ Edit - 3¢ Iél Properties Ef Mew ~

ftmp/

MName - Size Changed Rights Owner

e . 3/3/2023 11:27:39 AM TWHT-KT-X root
hsperfdata_root 4/18/2023 $:18:27 AM PWKI-XF-X root
snap-private-tmp 4/17/2023 3:49:15 PM PWK-=-==- root
systemd-private-744f... 4/13/2023 1:28:57 PM root
systemd-private-744f... 4/18/2023 $:18:19 AM root
systemnd-private-744f.., 4/13/2023 1:28:50 PM Wi------ root
systemd-private-744f... 4/13/2023 1:28:50 PM PWK-=-=== root
systemd-private-744f.., 4/13/2023 1:28:50 PM root
systemd-private-744f... 4/13/2023 1:28:50 PM PW-=-=== root
systemnd-private-744f.., 4/13/2023 1:28:49 PM nWx=-====~ root
systemd-private-744f... 4/13/2023 1:28:49 PM PAK-=-=== root
systemd-private-744f... 4/13/2023 1:28:49 PM PWK-=-=== root
systemd-private-744f.. 4/13/2023 1:28:53 PM root
tracker-extract-3-files... 4/17/2023 3:49:14 PM TWK------ gdm
tracker-extract-3-files... 4/17/2023 3:49:14 PM w------ vmware
VhwareDnD 4/13/2023 1:28:49 PM rwxrwxrwt root
vmware-root 4/18/2023 %:18:42 AM wx--=--- root
wvmware-root_682-269... 471372023 1:28:50 PM WK------ root

Gl - BB 2023-759:45 AM PW-rW-r-- vmware

D certificate.pem 2KB  4/18/2023 8:05:36 AM PW-r---= root

D krb3cc_0 2KB  4/18/2023 T:38:03 AM PW-====== root

D pam_pkes11.conf T1KB  4/12/2023 £:31:55 AM TW-TW=-r-- vrmware

16. On the Controlcenter server
* From the C:\Certificates folder

+ select and drag certificate.cer to WinSCP /tmp/ folder
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@ vmware@linuxmaster-1a: /ftmp

17. On your Ubuntu desktop,
+ to Locate the root CA certificate that you downloaded,
* In the Putty session enter the following commands
« cd /tmp
« Is
+ you should see the certificate.cer certificate

18. On your Ubuntu desktop,
+ Convert the CER file to . PEM format
+ This will also serve to validate the file format
* In the Putty session enter the following commands
+ sudo openssl x509 -inform der -in /tmp/certificate.cer -out /tmp/
certificate.pem

* Once the file is converted, run the following command to validate
- Is
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vmware-root_647-3988163046 4/10/2023 11:50:4.

19. On your Ubuntu desktop,
+ Make an/etc/pki/nssdb directory to contain the system database
* In the Putty session enter
« sudo mkdir -p /etc/pki/nssdb

« If prompted for password for vmware:
+ enter VMware1!

20. On your Ubuntu desktop,
+ to Use the certutil command to install the root CA certificate to the system database/etc/
pki/nssdb
* In the Putty session enter
« sudo certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/
certificate.pem

21. Onyour Ubuntu desktop,
+ Copy the root CA certificate to the/etc/pam_pkcs11/ca certs directory.
* In the Putty session enter

mkdir -p /etc/pam_pkcs11/cacerts

sudo cp /tmp/certificate.pem /etc/pam_pkcs11/cacerts
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22. On your Ubuntu desktop,
+ To Create a hash link for the root CA certificate. .
* In the Putty session enter

Section 3: Deploying the Linux Horizon Agent

- e

Recycle Bin f

1

l. I!

Sitel Profile - Control Panel
Chrome

Notepad++ WinSCP

1. Onyour ControlCenter server
+ from the Desktop
* launch the shortcut
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B Login - X

administrator Jocal @vesa-01a.eucdivef File protocol:
esxi-02a.euchvefire.com pr— »
Host name: Port number:

172.16.10.151 || 2]

User name: Password:

‘VI‘I‘IWBI’E | |------“| ‘
Save hd Advanced... |v

| , ~

- sz~ o[ e

A show Login dislog on startup and when the last session is dosed
Warnin, L] ? x

I Continue connecting to an unknown server and add its
—  host key to a cache?
Tha servar's host kay was not found in the cache. You have no guarsntes that
the senver is the computer you thnk it is.
The senver's EJ25519 ey details are:
Algorithm: ssh-ed28519 255

SHA-256  ODdERgrPrfiHEIatoXG TS0 Tmge THAPO0- WOl Vg=
MO% 38:8357:0brbe: 06 0:d% T 3a:0e:d T 1 26890

I you trust this host, press Ves. To con
cache, press No. To abanden the conn,

Copy key fingerprints to dpboard

| Yes [ Mo Cancel Help

2. In the WinSCP window
* In the left pane
+ select New Site

* In the right pane, under
* Host name:
* enter your LinuxMaster IP

+ User name:
* enter vmware

+ Password:
 enter VMware1!

+ Select

* In the Warning window
+ select
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R & %o

» g »

ci
rectory 2|
r Zi
r 1

vmware  ~ lg-ﬁ_—\ojfl &

Downloads

Pictures
Public

snap

Templates
Videos

/home/vmware/ _ o

Size Changed

3/3/202311:2
3/3/2023 11:3
3/3/202311:3
/2023 11:3
3/3/2023 11:3
3/3/2023 11:3-
3/3/2023 11:3
3/3/2023 11:3-
3/3/2023 11:3
3/3/2023 11:3

3. In the WinSCP window

* In the right pane Navigate to
+ from the dropdown denoted as 1

+ Select /<root>

+ Home > vmware > Downloads

+ Open

Pin to Quick Copy
access

Clipboard

€ o ov e
&= Pictures
icons
Sitel
Site2
Systern32

& This PC
_J 3D Objects
[ Desktop
Documents
* Downloads
J! Music
&=/ Pictures
i Videos

Share

[

Paste

Extract ‘Whorizon-01a.euc-
View Compressed Folder Tools
b Cut « Moveto = 3 Delete - T
w.] Copy path 7
- B - Mew
EI EacieeRorent B Copy to Eﬁ Rename e
Organize MNew

<« horizan-01a.euc-livefire.com » software » Horizon * Linux

xh

Mame

5 certificate.cer

A

D pam_pkcs1l.conf

D WMware-hori

& L 0E_£A TU0E 0 1000 AT

Open with
g Edit with Notepad++
& Share

Restore previous versions

Send to

Cut

Create shortcut
Delete

Rename
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4. On the ControlCenter server desktop

* Openthe shortcut
* Openthe folder
+ Select > >
file
+ select
+ Switch back to
Ak Download ~ (= = [{] ~ 4= - T B0 & [ FindFile:
+ * Mew +
fhomefvmware/Downloads/
¢ | Mame Size Changed Rights
2| ] 332003 11:43:02 AM Pkt ---
Go Ta v
2 Refresh Cul+R
1 Add Path to Bookmarks Crrl+B
[ Fier.. Chrls At F
Copy Path to Clipboard Crrl+]
triV
mands
Upload ? X

Upload file "vMware-horizonagentdinux-x86_64-2306-8. 10.0-21968037. tar.gz' to remote directo

;:’ omefvmware Downloads /. w

Transfer settings
Transfer type: Binary

[ ransfer in background (add to transfer queue)
Transfer settings... |' Cancel Help

oo not show this dialeg box again

5. In the WinSCP window

* In the right pane
+ select and right-click to launch the menu

+ select

* In the Upload window
+ select

+ Switch back to your session

@ vinware@linuxmaster-1a: ~

6. In the Putty window
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* If required
+ Next to login as:
* type vmware

* next to password:
* type VMware1!

7. Inthe Putty Console
+ enter the following command:

sudo apt install open-vm-tools-desktop open-vm-tools

* with your keyboard
* press

* next to password for vmware:
+ enter VMware1!

+ from the output
+ validate that open-vm-tools is installed and you have the latest version

1. Horizon Linux Multi-Session Farms Export Date: 2023-12-14 09:28:33 -0500 Page 34



8. Inthe Putty Console
* with your keyboard

+ type
 cd /home/vmware/Downloads/

* In the /Downloads$ path
+ with your keyboard
* Typels -l
* Press
* Type tar -zxvf VMware-horizonagent-linux-
x86_64-2306-8.10.0-21968037.tar.gz
* Note: The above command will extract the files from the compressed
agent bundle

9. In the Putty Console
+ /Downloads$
+ with your keyboard
+ type Is to list the files
+ type cd VMware-horizonagent-linux-x86_64-2306-8.10.0-21968037/
* Press

10. In the Putty Console
* Install Linux Agent with TrueSSO Mode and Multi-session mode enabled
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* In the VMware-horizonagent-linux-x86_64-2303-8.9.0-21434177 folder
+ enter sudo ./install_viewagent.sh --multiple-session -T yes
* with your keyboard
* Press
+ if prompted [sudo] password for vmware:
* type VMware1!
* Press
+ when prompted, Are you sure to install Linux agent (y/n)?
+ typeY
* Press

11. Once the agent installation is complete,
* Message will show up
* Installation Done

12. In the Putty Console
+ type

sudo nano /etc/vmware/viewagent-custom.conf

* Press

13. In the Putty Console
+ NANO console
+ using your keyboard, to the bottom of this window
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* below #AppEnable=FALSE
* enter
OfflineJoinDomain=samba
NetbiosDomain=EUC-LIVEFIRE

* using your keyboard
* To SAVE
* Press CTRL +5S

e To EXIT
* Press CTRL + X

J raawg aviLteuL tov tov - Tolder
Clipboard Organize MNew
\ » Metwork * horizon-01a.euc-livefire.com # software » Horizon » Linux
s
MName

cess

=] certificate.cer

|j pam_pkes(™

|j VMware-h Open with tar.gz
| Edit with Motepad++

Share

ads

=nts

B E]

Restore previous versions

Send to )

Cut
Copy

Create shortcut
wte Delete

| Rename

=nts Properties

ads

14. On ControlCenter server
« On the taskbar
« Launch the folder icon
« Browse to \\horizon-01a.euc-livefire.com\software\Horizon\Linux
* In your File Explorer window
+ select and copy pam_pks11.conf
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Local Mark Files Commands Session Options Remote Help
B ® @ @& [0 Queve -

B vmware@172,16.10.189 X [ New Session

MY & 3 Synchronize

4:'._ »

»

C\..\Documentsh
Mame
uagdeploy
WindowsPowerShell

15. On ControlCenter server
« switch to
« In WinSCP
* browse to folder
* In the TMP folder
+ paste

@ vmware@linuxmaster-1a: /ftmp

»
+

[+ *

tmp (@

[# Download ~ [ Edit ~ 3¢

ftmp/

MName
snap-private-tmp
systemd-private-a2f746792%a3
systemd-private-a2f746792%a3
systemd-private-a2f746792%a3
systemd-private-a2f7467929a3
systemd-private-a2f746792%a3.
systemd-private-a2f746792%a3
systemd-private-a2f746792%9a3
systemd-private-a2f746792%a3.
systemd-private-a2f746792%a3
systemd-private-a2f746792%a3
tracker-extract-3-files. 128
tracker-extract-3-files. 1000
VMwareDnD
vmware-root
vmware-root_647-3988163046

sl ControlCenter.cer

ControlCenter.pem

16. In your Putty session
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@ wvimware@linuxmaster-1a: /tmp

17. Inyour Putty session, modify the permission of pam_pkecs11.conf that we just copied in step
16
« sudo chmod 777 /etc/pam_pkcs11/pam_pkcs11.conf
* Is -l /etc/pam_pkcs11/pam_pkcs11.conf
loads/V 42177

Slinuxrnastes-1a: ~Dewnl Mucare-horizanagent-linw

ﬁl WITIAATE

-xB6_B4-2303-8.0.0-21

18. Set the access permissions for the /etc/krb5.conf configuration file to 644
« sudo chmod 644 /etc/krb5.conf
* Is -l /etc/krb5.conf

Section 4. Predefining settings for seamless app launches

Many applications on first launch require a range of configurations. We will mitigate these
challenges with the following command line functions

1. In the Putty Console
+ enter sudo -i
+ with your keyboard
* press

+ when prompted for password for vmware:
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« enter VMware1!

2. Inthe Putty Console
+ enter cd /etc/
+ with your keyboard
* press

« enter mv skel skel.bak
*+ with your keyboard
* press

3. In the Putty Console
« enter cp -R /home/vmware skel
+ with your keyboard
* press

+ enter Is skel
* with your keyboard
* press

4. In the Putty Console
+ enter chown root:root -R skel
+ with your keyboard
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* press

* enter reboot
 with your keyboard
* press

@ PuTTY (inactive)

& Restore

= Mimimize

TiIZE

x Close Alt+F4
Ewvent Log
MNew Session...
Restart Session

Duplicate Session

Saved Sessions b

Pt C_aa°

5. In the Putty window (inactive)
« select the
* From the drop down menu
« select

6. Inthe Putty window
* nextto login as:
¢ enter vmware
+ with your keyboard
* press

* next to password :
+ enter VMware1!
+ with your keyboard
* press
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Part 2. Configuring Horizon to Deploy a Linux Multi-Session

Farm for Site 1

Introduction. We will configure the following

+ Configure the Linux Farm for Site 1
+ The Site 2 Farm Configuration has already been done

Configuring the Linux Farm

@ Wedcome to Viware vSphens x +

&« 2> O {y @& veenter-0daeuc-livefire.com

a "|'|_|,'-||_'|.||.'Er-||'|2_'.li|t|_.'|r_'| Horzon ®5ite 1 v LAG-HZM-01a v LAG-HFM-01k lﬂ. :u.l'l.l'ar'lr_iu;E Conlt

vmware

Getting Started

LAUNGCH VSPHERE CLIENT

Documentation

Widtware vSphere Documentation Center

w= HIZM Cloud @ veenter-Dla

1. Onyour ControlCenter server
+ Open your Site 1
* In the Favourites Bar
+ select the vcenter-01a shortcut
+ Under Getting Started
+ select LAUNCH VSPHERE CLIENT
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VMware® vSphere

administrator@vsphere.local

LOGIN

2. Inthe VMware vSphere client
* In the Username area
* type administrator@vsphere.local

* In the Password area
+ type VMware1!

+ Select LOGIN
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vSphere Client

omh o5 B8 @

- veenter-Ola.euc-livefire.com
~ [ RegionD1A

~ (0] Bangalore
[0 esxi-Ota.euc-livefire.ce
& Avi-SE
& BLR-FC-1
& BLR-FC-2
& BLR-Inst-1
£ BLR-Inst-2
BLR-Inst-3

1713

cp-replica-17a5¢685-2

(2]

cp-replica-beddicgcc

=]

cp-template-16b7c73«

2]

cp-template-6Bcc45e

LinuxMaster-1a

I

¥

GJ RDSBLR-1
Power

& Take Snapshot...

f@ Manage Snapshots

Delete All Snapshots

3. In the VMware vSphere client
* Hosts & Clusters Inventory
+ Right Click and ShutDown the LinuxMaster
* Once the VM is Powered off
*+ Right- click LinuxMaster-1a
* In the Menu, select Snapshots > Take Snapshot...

Take snapshot X

darme Horizon Linux Agent

L]

1

CANCEL CREATE

4. In the Take snapshot window
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* Next to Name
* Type Horizon Linux Agent

+ At the bottom of the window
* select CREATE

[ viphere - LinuxMaster-1a - Sur * Ej New Tab

c o (-

@ my-iplivefirelaby/ip Horizon®5ite 1 v n UAG-HZIN-01a wm UAG-H3

5. Onyour Site 1, Chrome Browser
* In the Favourites Bar
+ select the shortcut

VMware Horizon®

Version 2212

administrator

EUC-LIVEFIRE e

B Remember user name

6. In the Horizon Login Console
* In the Username area
* enter administrator
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* In the Password area
* enter VMware1!

+ select Sign In

n VMware Horizon®

Help Desk

Users and Groups

Inventory

Applications

7. In the VMware Horizon Admin Console
* Expand Inventory
« Select Farms
* Inthe Farms area
« Select Add

Add Farm
O Manual Farm (@D
e vCenter Server

_ﬂ Storage Optimization

8. In the Add Farm wizard
1. Type area
*+ Accept the default
* In the bottom right corner
+ Select Next
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Add Farm

° Type

vCenter Server
2 vCenter Server
®  ycenter-01a_euc-livefire.com

€ storage optimization

O InstantClone @

9. Inthe Add Farm wizard
2. vCenter Server area
*+ Accept the default
* In the bottom right corner
« Select Next

Add Farm

° Type

° vCenter Server

0 ::_l ) Storage Optimization

Storage Policy Managemer

o Do not use VMware Virtual SAN

&,'-.:’-rtual SAM is not available bec;
[] Use Separate Datastores for R

10. Inthe Add Farm wizard
3. Storage Optimization area
+ Accept the default
* In the bottom right corner
+ Select Next
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Add Farm - LinuxBLRFarm

@ ee *m

° v enter Server
Description

° Storage Optimization

4 |dentification and Settings ACcess Group

11. Inthe Add Farm wizard
4. ldentification and Settings area
+ Configure the following:-
« Under *ID
* enter LinuxBLRFarm

Pre-launch Session Timeout (Applications Only) @
Mever -

Empty Session Timeout (Applications Only) @
Immediate

When Timeout Occurs

Log Off

Logoff Disconnected Sessions

Immediate

[] Bypass Session Timeout [

Allow Session Collaboration [ Enabled o

e Whbwrars Blast Proroco
Viiware Blast Frotog

Max Sessions Per RDS Host

No More Than ol

Maximum sessions allowed per BDS Host is 150

12. Inthe Add Farm wizard
4. ldentification and Settings area
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+ Configure the following:-
+ Under Farm Settings
+ Default Display Protocol
+ Blast

« Allow Users to Choose Protocol
* No

+ Under Pre-launch Session Timeout (Applications Only)

¢ select Never

+ Under Empty Session Timeout (Applications Only)

+ select Immediate

+ Under When Timeout Occurs
+ select Log Off

+ Under Logoff Disconnected Sessions
+ select Immediate

« Under Max Sessions Per RDS Host
+ select No More Than enter 3

+ Select Next

Add Farm - RDSH25-0a
o Type

o vCenter server

° Storage Optimization

o ldentification and Settings

+ Load Balancing Settings

Use Custom Script. [ Enabled

Include Session Count Enab

« CPL Usage Threshold
il
* Memory Usage Threshold

Ll

* Disk Queue Length Threshold

il

+ Disk Read Latency Threshold

a

13. In the Add Farm wizard
5. Load Balancing Settings area
*+ Accept the default
* In the bottom right corner
+ Select Next
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Add Farm - LinuxBLRFarm

Asterisk (*) denotes requir
@ e
Basic
B Enable Provisioning @

o vCenter Server Srop Provisioning on Ermor

Virtual Machine Naming
e Sigrage Qpuimization

* MNaming Pattern

LinuxBLR-
o Identification and Settings
Farm Sizing

= Maximum Machines
° Load Balancing Setmings

- ) *  Minirnum Number of Ready (Provisis
6 Provisioning Settings :
o

\__ @ vCenter Settings “

14. In the Add Farm wizard
6. Provisioning Settings area
+ Configure the following:-
+ Under *Naming Pattern
+ enter LinuxBLR-

+ Under *Maximum Machines
* enter 2

+ Select Next
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Add Farm - LinuxBLRFarm

P Storage Optimization
Default Image

@ (cenufication and serings
« Golden Image in vCenter

» Snapshot

@ Load Balancing senings

@ Provsioning settings

et e
7 wCenter Settings
* WM Folder Location

Select Golden Image

Operating System | all

® () LinuxMaster-1a fRegiend Afvm/LinuxMaster-1a

T

g [0

15. In the Add Farm wizard
7. vCenter Settings area
+ Configure the following:-
+ Under *Golden Image in vCenter

+ Select Browse

* In the Select Golden Image window
* next to LinuxMaster-1a
¢ select the radio button

+ Select Submit
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Default Image

* Golden Image in vCenter

/Region01A/vm/LinuxMaster-1a | | Browse |
* Spapshot
| | Browse |
Virtual Machine Location
*

Select Default Image

Golden Image in vCenter /Region01 At

m/LinuxMaster-1a

he time the snapshot was taken. Before cloning the snapshort, run the Carbon

lack scan in the golden image to the recommended 100%

Snapshot Details

Snapshot

®  Horizon Linux Agent

Carbon Black Sean (% Complete) Description Path

03/07/2023, 12:57 PM fHorizt

16. Inthe Add Farm wizard

7. vCenter Settings area
+ Configure the following:-
* Under *Snapshot
* Select Browse

* In the Select Default Image window
* next to Horizon Linux Agent

¢ select the radio button

+ Select Submit
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Default Image

= Golden Image in vCenter
/Reglon01ANM/LINUXMaster-1a
* Snapshot

fHorizon Linux Agent

Virtual Machine Location

* VM Folder Location

WM Folder Location

Select the fodder 1o $tore the VM

By Region01A

Browse

In the Add Farm wizard
7. vCenter Settings area

+ Configure the following:-
« Under *VM Folder Location
+ Select Browse

* Inthe VM Folder Location window

+ select the Region01A

+ Select Submit
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* VM Folder Location

/Region01A/NmM Browse

Resource Settings
* Cluster \

Browse

* Resource Pool

Select Cluster

Select a cluster on which to run the

Region01A

[E) Bangalore

=

18. In the Add Farm wizard
7. vCenter Settings area
+ Configure the following:-
* Under *Cluster
+ Select Browse

* In the Select Cluster window
+ select the Bangalore

+ Select Submit
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Resource Settings

* Cluster

/Region01A/host/Bangalore

‘ ‘ Browse I

* Resource Pool

g —

‘ ‘ Browse ‘

* Datastores

Resource Pool

Select a resource pool to use for this Farm

[ Bangalore

e ]

S—

19. In the Add Farm wizard
7. vCenter Settings area
+ Configure the following:-
+ Under *Resource Pool
* Select Browse

* In the Resource Pool window
+ select the Bangalore

+ Select Submit
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* Resource Pool

Region01A/mostyBangalore/Resources
* Datastore:
Network -

Select Instant Clone Datastores

Select the instant clone datastores to use for this Automa

can be selected

Datastore Caparcity (GB) F
) E Corplun0ia 599.75 2
A Warning x

20. Inthe Add Farm wizard
7. vCenter Settings area
+ Configure the following:-
« Under *Datastores
+ Select Browse

* In the Resource Pool window
* nextto CorpLunO1a
¢ select the radio button

« Select Submit
* In the Warning window
« Select OK
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Add Farm - RDSH25-01a

o
[ =t
& o
Q-
@ o
o

VM Compute Profile Settings

21. Inthe Add Farm wizard
7. vCenter Settings area

+ Leave the VM Compute Profile Settings as default

+ Review your configurations
* In the bottom right corner
+ Select
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Add Farm - RDSH25-0Ma

o o
Domain

@ voenter server cur-lefire comiadminseranr@eus-Inefine com
* Al Contarer

@ swrape cotimization [ — -
O alkow Resrse ol Bxsling Cormpuler Adiorty @

° Iderciication and Sestings
Imapge Publish Computer Azcount

AD Container

[ s |
22. In the Add Farm wizard
8. Guest Customization area
+ Configure the following:-
« Under *AD Container
+ Select Browse
* In the AD Container window
+ expand OU=Corp
 select OU=Computers, OU=Corp
+ Select Submit
Add Farm - RDSH25-01a
e e Asterisk (*) denotes required field
Damain
e vCenter Server euc-livefire.comiadministrator@euc-livefire.com)

* AD Container

o 5[1]"321? DD[II'I'IIEEEIUI’I ou=¢ I}I'I"'IFII.I'[EI'E_GU=':DI'|J

Reuse of Existing Computer Accounts

° Identification and Sextings
Image Publish Computer Account
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23. Inthe Add Farm wizard
8. Guest Customization area
+ Configure the following:-
« Under *AD Container
+ Next to Allow Reuse of Existing Computer Accounts
+ Select the CHECKBOX

* In the bottom right corner
+ Select Next

Add Famm - RDSHI S0

e o ¢ o0 o0 ©o0 o o

L =

24. In the Add Farm wizard
9. Ready to Complete window
+ Review your configuration
+ Select Submit

@ Wait for at least 20 minutes for the provisioning to complete
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A
ﬂ VMware Horizon®

Machines

wCenter RDYS Hoses

Machine | Al

RD5 HosI

nventory

25. In VMware Horizon Admin Console
+ under Inventory
« select Machines
* In the Machines area
« select the RDS Hosts tab

T Filter

Status

Available

Available

1. Horizon Linux Multi-Session Farms Export Date: 2023-12-14 09:28:33 -0500

Page 60



26. Inthe Machines / RDS area
+ scroll to the right
+ wait & keep refreshing the page until the Status says Available for both servers

@ Thereis aknown bug which we are trying to resolve where both the newly created
VMs may have the duplicate IP. However as a workaround, we would need to remove
the network adaptor and re-add them for bot the newly created VMs

Part 3. Configuring Horizon Linux Multi-session published
applications in VMware Horizon

We first publish applications in Site 1 and repeat the process in Section 2 for Site 2

Section 1. Linux Multi-session assignments with VMware
Horizon for Site 1

m VMware Horizon*

System He

Problem RDS Hosts

Events

System Health

Monitor
Dashboard
Events
Sesslons
Help Desk

Users and Groups

Inventory

Desktops

Farms
Machines

Settings

1. In the Horizon Administration Console
* Select Inventory > Applications
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m VMware Horizon®

Application Pools

(499 | efmme—

| Add Manually |

Add from Installed Applications -
Add from App Volumes Manager
1D Source
uUsers and Groups
2. In the Application Pools area
+ Select Add
+ Select Add from installed Applications
. Application Pool Type
Desktop Pool @ RDSFarm
LinuxBLRFarm
Select installed applications
Name h P:
Files fu
TeXinfo u
Advanced Network Configuration usr/bin/nm-connection-editor
Alslefiot Solitaire Usrgamesssol
Archive Manager fusritinAfile.roller
Backups usribinidela-dup
Cakculator fusrrbin/gnome-calculator h
(1| calendar jusr/bin/gnome-calendar
rhararters mzrihinfennme.rhararters T
3 1 I( ) Select all Pages Rows perpage (20 W 1- 20 of 46 rows 1|#3 >

3. In the Add Application Pool wizard
1. Select Applications area
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+ To display alphabetically
+ select Name

*« Under Name
+ Select the checkbox next to:-
* Calculator

Startup Applications fusr/bin/gnome-session-propertie
Startup Disk Creator fusr/binfusb-creator-grk
Sudoku Jusr/games/gnome-sudoku
Systemn Maonitor fusr/binfgnome-system-monitor
Terminal fusr/binfgnome-terminal
3 p | }- select all Pages Rows per page

B Pre-launch

Connection Server Restrictions

None | Browse

— -

4. In the Add Application Pool wizard
1. Select Applications area
+ To move to page 2 of the menu
* In the bottom right,
+ select the arrow

« Under Name
+ select
* Sudoku
* Terminal
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2 1 B Select all Pages
Pre-Launch
Connection Server Restrictions

None | Browse l

Category Folder

None | Browse

Client Restrictions

B Entitle Users After Adding Pool

Multi-Session Mode @

it

5. In the Add Application Pool wizard
+ Select Applications area
» scroll down
+ select the checkbox next to:-
* Pre-Launch

+ select Next

1. Horizon Linux Multi-Session Farms Export Date: 2023-12-14 09:28:33 -0500 Page 64



Add Application Pool
Edit the ID and display name for selected applications.
e Select Applications
1D Display Name Path
2 Edit Applications
| Calculator ‘ ‘ Calculator ‘ fusribin
Sudoku ‘ Sudoku ‘ fusriga
Cancel ‘ | Previous ‘
6. Inthe Add Application Pool wizard
2. Edit Applications area
« Select Submit
Bl Erititlemengs J-Q
[ oo |

7. In the Add Entitlements window
+ select Cancel
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@ nalater exercise, Instead of creating a local Entitlement, we will create a single multi-
site Global Entitlement

& my-iplivefirelab/ip o 5 Iy ZH-01a wn UAG-HZM-0Ib [ AviVantage Control.. [ veenter-0la

ﬂ VMware Horizon® Cluster Cluster-HORIZON-01A

Application Pools
Add ~ E Entidements  ~| | Applicatior

Access Group | Al

O o Source Display Name
O | Calculator Mative Apps Calculator

O | sudoku Mative Apps Sudaoku

L Terming Mative Apps Terminal

Applications

Farme

8. Inthe Application Pools area
* Note the Site 1 published Linux Multi-session applications

Section 2. Linux Multi-session assignments with VMware
Horizon for Site 2

1. Onyour ControlCenter server
« from the Taskbar
« select the Site 2 Browser Profile (red browser)
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ornzon® b @ LinuxMaster-2a

0 ® honzon-0/7a euc-livafire com/fadmin /#

02a wm UAG-HZN-02k Horizon® Site 2 |\ . i Vantadq

2. Inthe Site 2 browser profile
+ from the Favourites bar
+ select the Horizon Site 2 shortcut

VMware Horizon®

Version 2212

/I Session timed out, please login again.

administrator

LTI T

EUC-LIVEFIRE e

Remember user name

3. In VMware Horizon login page
* inthe Username area
* enter administrator

* in the Password area
+« enter VMware1!

* select Sign in

@ If login fails, note the message to REFRESH your browser and try again
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w VMware Horizon®

Problem RDS

em Health

Monitor

Dashboard

4. |nthe Horizon Administration Console
* Select Inventory > Applications

n VMware Horizon®

Users and Groups

Inventory

5. Inthe Application Pools area
+ Select Add

+ Select Add from installed Applications

1. Horizon Linux Multi-Session Farms
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Application Pools
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| add Manually |

-

Add from Installed Applications

Add from App vVolumes Manager

¥ Source
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Add Application Pool

1 Select Applications

e Edit Applications

3 1 ()P selecrall Pages

Application Pool Type

Desktop Pool @ RDSFarm

sea-FARM

Select installed applications

Name ‘M

Additional Drivers usr/bir
rioinfnm-connection-&ditor
games/sol
binsfile-roller
usr/bin/deja-dup

fusr/bin/gnome-calculator _

fusr/binfgnome-calendar

irfhinfonamea.rharartars

Rows perpage |20 w 1- 20 of 45 rows

6. Inthe Add Application Pool wizard

1. Select Applications area
+ To display alphabetically
« select Name

« Under Name

+ Select the checkbox next to:-

* Calculator
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Startup Applications fusr/bin/gnome-session-propertie
Startup Disk Creator fusr/binfusb-creator-gtk
Sudoku J/usr/games/gnome-sudoku
System Monitor fusr/bin/gnome-system-monitor
Terminal fusr/binfgnome-terminal
3 1 l_) Select all Pages Rows per page

B Frelaunch

Connection Server Restrictions

None | Browse

—- -

7. In the Add Application Pool wizard
1. Select Applications area
+ To move to page 2 of the menu
* In the bottom right,
+ select the arrow

« Under Name
« select
* Sudoku
* Terminal
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2 1 B Select all Pages
Pre-Launch
Connection Server Restrictions

None | Browse l

Category Folder

None | Browse

Client Restrictions

B Entitle Users After Adding Pool

Multi-Session Mode @

it

8. In the Add Application Pool wizard
+ Select Applications area
» scroll down
+ select the checkbox next to:-
* Pre-Launch

+ select Next
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Add Application Pool
Edit the ID and display name for selected applications.
e Select Applications
1D Display Name Path
2 Edit Applications
| Calculator ‘ ‘ Calculator ‘ fusribin
Sudoku ‘ Sudoku ‘ fusriga
Cancel ‘ | Previous ‘
9. In the Add Application Pool wizard
2. Edit Applications area
« Select Submit
Bl Erititlemengs J-Q
[ oo |

10. In the Add Entitlements window
+ select Cancel
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@ nalater exercise, Instead of creating a local Entitlement, we will create a single multi-
site Global Entitlement

Wihware Honzon ®@: Cluster-HOR X B viphere - LinuxMaster-2a - Snap X +

W C 0 # horizon-02a.euc-livefire.com/admin/#/main/apppool:

wn UAG-HZMN-02a w»m UAG-HZIN-0Zb Horizon® Site 2 A Avi Vantage Control.. [« voenter-02a == VRA

ﬂ VMware Horizon®* Cluster Cluster-HORIZON-024

Entitlements Application lcon More
Source Display Name Fool or Farm
Native Apps Calculator sea-FARM
e App udo 2354

11. In the Application Pools area
* Note the Site 2 published Linux Multi-session applications

@ In preparation for Part 4, switch to your Horizon Admin Console on Site 1

Part 4. Configuring Global Entitlements for the Multi-
session Assignments

In a multi-site setup, USABILITY of Enterprise applications can be critical. Users require a
seamless user experience. As part of Cloud Pod Architecture we are able to setup Global
Entitlements that give administrators the ability, to entitle users to Applications and
Desktops in a multi-site scenario. This makes the application more USABLE in an Enterprise.

In Part 4, we fulfill the first steps in setting up a multi-site solution
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Section 1. Configuring Global Entitlements for Published
Applications on Site 1

VVMware Horizon*

version 2212

administrator

Remember user name

1. Onyour Site 1 Browser
* Horizon Admin Console login
* In the Username area
+ enter administrator

* In the Password area
 enter VMware1!

+ select Sign in
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2.

1. Horizon Linux Multi-Session Farms

Search Sessions

Users and Groups

Tot:
Inventory
ops
Applications
Global Entitlements
Horizon Agents -
7]
"]
=]

Domains

In the Horizon Admin console

+ Menu pane
* below Inventory
+ select Global Entitlements
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Step 1. Adding Calculator to Global Entitlements for Site 1

C O # horizon-01a.euc-livefire.com

my-iplivefire.lab/ip Horizon®Site 1 vm UAG-HZN-01a wm UAG-HZN-01b N Avi Vantage

Cluster Clus

ﬂ VMware Horizon®

Global Entitlements

‘ Add | I D |FederationGrDup v

Access Group | All

Name Display Name

Enterprise Corp Instant Clone  Emterprise Desktop

Help

arch Sessions

ers and Groups

1. In the Global Entitlements area
+ select Add

Add Global Entitlement

Desktop Entitlernent

@ Application Entitlernent
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2. Inthe Add Global Entitlement window
* nextto:
1. Type
* Next to Application entitlement a
« select the radio button

* In the bottom right-corner
+ select Next

Add Global Entitlement

° Type General
Asterisk (*) denotes required field
* Name
2 Name and Policies
| Enterprise Corp Calculator
Display Name

9 Users and Groups

| Calculator]

Federation Access Group @

| ,

Description

0 Ready to Complete

3. Inthe Add Global Entitlement window
* nextto:
2. Name and Policies
« under Name
+ enter Enterprise Corp Calculator

« under Display Name
« enter Calculator
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Add Global Entitlement

pe @
Q O s

« Name and Policies

Default Display Protocol D

Allow Users to Choose Protocol

Muilti-Session Mode (3

e i | m

4. In the Add Global Entitlement window
* nextto:
2. Name and Policies
+ under Policies > Scope
+ select the radio button
» All Sites

+ under Default Display Protocol
+ from the dropdown
+ select VMware Blast

+ below Allow Users to Choose Protocol
+ from the dropdown
+ select NO

* nextto Pre - Launch
+ select the Checkbox

* In the bottom right-corner
+ select Next
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5.

6.

Add Global Entitlement

| Ao |

User Name

3 Users and Groups

&) Ready to Complete

In the Add Global Entitlement window
* nextto:
3. Users and Groups

+ under Add users or groups to the global entitlement

+ select Add

Find User or Group

Type B uUses B Group
Domain | Ertire Directory

Mame/User Name

Descripthon

Find

Name User Name Ermal
sales salesseucineline com

1 (}'.:-:e:-:a = H

In Falder

Description

suc-vefire. comrConprsales

In the Find User or Group window
* in line with Name/User Name
* next to Starts with
+ enter Sales
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+ under Description
+ select Find

« under Name
* next to sales
+ select the checkbox

* in the bottom right-corner
+ select OK

Add Global Entitlement

E Hame ard Policies

3 Users and Groups

Ready 1o Compiete

7. Inthe Add Global Entitlement window
* nextto:
+ Users and Groups
« under Add users or groups to the global entitlement

¢ select Add
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Find User or Group X

Type Lize Group
Domain Entire Diractory
MNameflUser Name Srams with

Description

8 mame User Namae Ema Description n Foddar

w
i

Developers Developersieu-ivelire euc-lvefing. comiCorpDevelopers

8. In the Find User or Group window
* in line with Name/User Name
* next to Starts with
+ enter Developers

+ under Description
+ select Find

« under Name
* next to sales
+ select the checkbox

* in the bottom right-corner
+ select OK
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Add Global Entitlement

Add usars ar groups to the global emitlemant
Q- e———
a Narme and Policies
User Name Domains Email
ﬂ Reeady to Complete
1 j £ il Pajg w | W
9. In the Add Global Entitlement window
+ select Next
Add Global Entitlement
Mame erprize Corp Caloulator
©
Display Mame alcw
o Marme and Palickes
Federation Access Groug
ﬁ Uasrs arid Grougs Connection Server Restrictions MEne
Category Folder dong
User Assignment Floaming
Scope All Gites
Usa Home Site Disabied
Auromatically Clean Up Redundant Sessions Disable
Default Display Protocol Vidhaare Blast

Bl | loare o Chnnes Broreenl

10. In the Add Global Entitlement window
4. Ready to Complete section
* in the bottom right-corner

+ select Finish
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lorizon® Pod Cluster-HORIZON-01A

Global Entitlements

Add | Edir Delet ‘FederationGruup

Access Group ‘ All hd

Name Display MName

Enterprise Corp Full Clone Desktop Developers

Enterprise Corp Instant Clone Enterprise_De

Calculator

11. In the Global Entitlements area
* select Enterprise Corp Calculator

F,

& my-iplivefirelab/ip Horizon®Site 1 vm UAG-HZM-01a wm UAG-HZN-01b /A Awi Van

ﬂ VMware Horizon®* Cluster

Enterprise Corp Calculator

Summary Local Pools Users and Groups

‘ Edit ‘

General

12. In the Enterprise Corp Calculator window
+ select the Local Pools tab
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H VMware Horizon®

Summary Local Pools

Problem RDS Hosts

Events

‘Add“_—

Cluste

Enterprise Corp Calculator

Users and Groups

‘ (D MNumber of pools shown may be less than the

13. In the Enterprise Corp Calculator window
* In the Local Pools tab area
+ select Add

Assign Pools - Enterprise Corp Calculator

@ Select Pools vo Add. Only local pools matching certain global entidement configurations are listed. Learn

more about adding pools to Flobal entitlements,

D Dusp ay Mame
Caloulator Calculator

Brmina ErMIng

14. In the Assign Pools - Enterprise Corp Calculator window
« under ID
* next to Calculator
+ select the checkbox

+ select Add
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ﬂ VMware Horizon® f

Enterprise Corp Calculator

Summary Local Pools Users and G

‘f-‘«dd‘

Number of pools shown may be less th:
Search Sessions ‘ @ P Y l

Users and Groups
D Display Name

Inventory
Calculator Calculator

Global Entiiements

Horizon Agents

15. In the VMware Horizon Admin console
* Note your Global Entitlement now has a local assignment

+ called Calculator

* In menu pane
+ under Inventory
+ select Global Entitlements
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Step 2. Adding Sudoku to Global Entitlements for Site 1

x VMware Horizon®: Cluster-HO!

Login

e C 0 ® honzon-01a.euc-livefire.com/admin/#

vm UAG-HZN-01a vm UAG-HZN-01b A AviVantage Co

e m_y—lp_l nwefirelab/ip Horizon ®@Site 1

Cluster Cluste

ﬂ VMware Horizon®

Global Entitlements

| Add | Edit Delet |FederationGrDLIp v

Access Group ‘ All

Name Display Name

Search Sesslons
Enterprise Corp Instant Clone  Enterprise Desktop

Users and Groups

Enterprise Corp Calculator Calculator

Inventory

1. In the Global Entitlements area
+ select Add

Add Global Entitlement

Desktop Entitlerment

| 1 Type
@ Application Entitlernent

8 Name and Policies

0 Users and Groups
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2. Inthe Add Global Entitlement window
* nextto:
1. Type
+ Next to Application entitlement
« select the radio button

* In the bottom right-corner
+ select Next

Add Global Entitlement

° Type General
Asterisk (*) denotes required field
* Name
2 Name and Policies
| Enterprise Corp Sudoku
Display Name

9 Users and Groups

| Sudoku

Federation Access Group @

| ,

Description

0 Ready to Complete

3. Inthe Add Global Entitlement window
* nextto:
2. Name and Policies
« under Name
+ enter Enterprise Corp Sudoku

« under Display Name
« enter Sudoku
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Add Global Entitlement

Scope (D
-ﬂ Type o v Ciras
W ns

+ Name and Faolicies Within g

Use Home Site ()
ﬂ Users and Groups

Auroma san Lip Re AT S T
€} Feadyto Complete Deefault Display Protocol

Allow Users 1o Choose Protocol

Cliont Bectrictiore. (3

Mulii-5eszion Mode (D

4. In the Add Global Entitlement window
* nextto:
2. Name and Policies
+ under Policies > Scope
« select the radio button
« All Sites

+ under Default Display Protocol
« from the dropdown
+ select VMware Blast

+ below Allow Users to Choose Protocol
+ from the dropdown
+ select NO

* nextto Pre - Launch
+ select the Checkbox

* In the bottom right-corner
+ select Next
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5.

6.

Add Global Entitlement

| Ao |

User Name

3 Users and Groups

&) Ready to Complete

In the Add Global Entitlement window
* nextto:
3. Users and Groups

+ under Add users or groups to the global entitlement

+ select Add

Find User or Group

Type B uUses B Group
Domain | Ertire Directory

Mame/User Name

Descripthon

Find

Name User Name Ermal
sales salesseucineline com

1 (}'.:-:e:-:a = H

In Falder

Description

suc-vefire. comrConprsales

In the Find User or Group window
* in line with Name/User Name
* next to Starts with
+ enter Sales
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+ under Description
+ select Find

« under Name
* next to sales
+ select the checkbox

* in the bottom right-corner
+ select OK

Add Global Entitlement

E Hame ard Policies

3 Users and Groups

Ready 1o Compiete

7. Inthe Add Global Entitlement window
* nextto:
+ Users and Groups
« under Add users or groups to the global entitlement

¢ select Add
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Find User or Group X

Type Lize Group
Domain Entire Diractory
MNameflUser Name Srams with

Description

8 mame User Namae Ema Description n Foddar

w
i

Developers Developersieu-ivelire euc-lvefing. comiCorpDevelopers

8. In the Find User or Group window
* in line with Name/User Name
* next to Starts with
+ enter Developers

+ under Description
+ select Find

« under Name
* next to sales
+ select the checkbox

* in the bottom right-corner
+ select OK
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Add Global Entitlement

o |:'-3t il ar Eroups 13 e g ar eman!
a el Lisar Hame Domains Email
ﬂ Reeady to Complete
1 j walaclall Pag W
9. In the Add Global Entitlement window
+ select Next
Add Global Entitlement
Federation dccess Group
° Type
Conmection Server Restrictions |ore
e Hame and Policies Category Folder -
Sape All Site

° LUsers angd Groups

4 Ready o Complete

Use Home Site

Defaulr Display Protocol

Allow Users to Choose Protocol

Mlulti-Session Mode

Pre-Launch

Chienit Restrictions

Users and Groups

LAZabeed

10. Inthe Add Global Entitlement window
4. Ready to Complete section
* in the bottom right-corner
+ select Finish
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m VMware Horizon® Pod Cluster-HORIZON-01A

Global Entitlements

[ Add | Delet ‘Federation Group ~

Access Group ‘ All v

Name Display Name

-

Enterprise Corp Full Clone Desktop Developers

Enterprise Corp Instant Clone Enterprise_Desktop

Enterprise Corp Calculator Calculator

Sudoku

11. In the Global Entitlements window
* select Enterprise Corp Sudoku

@ my-iplivefirelab/ip Horizon®Site 1 vm UAG-HZN-01a wm UAG-HZN-016 A AviVa

Cluste

Enterprise Corp Sudoku

Problem vCenter VMs 0 Summary Local Pools Users and Groups

Problem RDS H

‘ Edit ‘

General

12. In the Enterprise Corp Sudoku window
+ select the Local Pools tab
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— & 'D & horizon-01a.euc-livefire.com/admin/#/main/g

@ my-ipJvefirelab/ip Horizon ®@Site 1 vm UAG-HZN-01a wm UAG-HZN-01b A Awvi Va

Cluste

n VMware Horizon®

Enterprise Corp Sudoku

Local Pools Users and Groups

Summary

P -

@ MNumber of pools shown may be less than the

Search Sesslons

Users and Groups

Inventory

13. In the Enterprise Corp Sudoku window
* In the Local Pools tab area
« select Add

Assign Pools - Enterprise Corp Sudoku

@ Select Pools to Add. Only local pools matching certain global entilernent configurations are listed. Learn

more about adding pools to global entitlements.

s Display Mame
Sudoku Sudoku
Termina Terminal

ROWS DEr page |20 W 1-2af 2 rows

1 1 j Select all Pages

14. In the Assign Pools - Enterprise Corp Sudoku window
« under ID
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* next to Sudoku
+ select the checkbox

+ select Add

m VMware Horizon®

Enterprise Corp Sudoku

Summary Local Pools Users and G

‘Add‘

Number of pools shown may be less thy
Search Sesslons ‘ @ P Y I

Users and Groups
D Display Name

Inventory

Sudoku Sudoku

.Lpp cations
Farms
Machines

Global Entitlements

15. In the VMware Horizon Admin console
* Note your Global Entitlement now has a local assignment
+ called Sudoku
* In menu pane
+ under Inventory
+ select Global Entitlements
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Step 3. Adding Terminal to Global Entitlements for Site 1

Vhbware Horizon® : Cluster-HD X |.|_'-|_.| i

[ .|_'-:ji|| X

< C Y @& horizon-D1a.euc-livefire.com/ad &/ mair

@ my-iplivefirelab/ip Horizon®Site 1 wm UAG-HZN-0la = UAG-HIN-OIb |\ Awvi Vantage Contro

E VMware Horizon® Cluster Cluster-H{

Global Entitlements

Add Mm Group

Access Group | All

Name Msplay Mame

Search Sesslons
Enterprise Corp Instant Clone  Emterprise Desktop

Users and Grou, PS

Enterprise Corp Sudaku Sudaku
Inventory
Enterprise Corp Calculator Calculator

D
-'-".FZ plications

Farms

1. In the Global Entitlements area
+ select Add

Add Global Entitlement

Desktop Entitlerment

| 1 Type
@ Application Entitlerment

3 MName and Policies

0 Users and Groups
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2. Inthe Add Global Entitlement window
* nextto:
1. Type
+ Next to Application entitlement
« select the radio button

* In the bottom right-corner
+ select Next

Add Global Entitlement

Q e General
* Name
2 MName and Policies
Enterprise Corp Terminal
Display Mame

E) Users and Groups

| Terminal|

-~ . Federation Access Gro @
¥ Ready to Complete g W

Description

3. Inthe Add Global Entitlement window
* nextto:
2. Name and Policies
« under Name
*+ enter Enterprise Corp Terminal

+ under Display Name
« enter Terminal

1. Horizon Linux Multi-Session Farms Export Date: 2023-12-14 09:28:33 -0500 Page 97



Add Global Entitlement

e Type

¥ Feady o Complece

Soope

Default Display Protocod

Alloaw Uksiers to Chioase Protacol

Mlubti-Session Mode

4. Inthe Add Global Entitlement window

* nextto:

2. Name and Policies

+ under Policies > Scope
+ select the radio button

+ All Sites

+ under Default Display Protocol
« from the dropdown
+ select VMware Blast

+ below Allow Users to Choose Protocol
+ from the dropdown
+ select NO

* nextto Pre - Launch
+ select the Checkbox

* In the bottom right-corner

+ select Next
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5.

6.

Add Global Entitlement

| Ao |

User Name

3 Users and Groups

&) Ready to Complete

In the Add Global Entitlement window
* nextto:
3. Users and Groups

+ under Add users or groups to the global entitlement

+ select Add

Find User or Group

Type B uUses B Group
Domain | Ertire Directory

Mame/User Name

Descripthon

Find

Name User Name Ermal
sales salesseucineline com

1 (}'.:-:e:-:a = H

In Falder

Description

suc-vefire. comrConprsales

In the Find User or Group window
* in line with Name/User Name
* next to Starts with
+ enter Sales
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+ under Description
+ select Find

« under Name
* next to sales
+ select the checkbox

* in the bottom right-corner
+ select OK

Add Global Entitlement

E Hame ard Policies

3 Users and Groups

Ready 1o Compiete

7. Inthe Add Global Entitlement window
* nextto:
+ Users and Groups
« under Add users or groups to the global entitlement

¢ select Add
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Find User or Group *

Type Lise: Grsuap
Domain Entire Directory
Name/lser Mame Stars with develope
Description Srar
Name User Name Ema Description n Folder
Developers Developersfew -vefire euc-lvefing. comiCorpDevelopers

8. In the Find User or Group window
* in line with Name/User Name
* next to Starts with
+ enter Developers

+ under Description
+ select Find

« under Name
* next to sales
+ select the checkbox

* in the bottom right-corner
+ select OK
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Add Global Entitlement

©
a Narme and Policies

3 Users and Growps

ﬂ Reeady to Complete

Lisar Hame Domains Email

9. In the Add Global Entitlement window

+ select Next

Add Global Entitlement
e
ﬂ Mg and Poliss

a Liseers and Groups

4 Ready to Comphee

Mama Everpartiss Corp Tidriing

Dimplay Narre Tarminal

Federation Arcess Group

Connection Server Resarictions Hane

Canegory Foldar Mo
Soapa All Sites

Use Haena Site Disakbited
Defmulc Display Protoool Vidware Blast

Allows Users to Choose Provocol

Mult-Zassion Moda Cal e

Brad zismrh

10. Inthe Add Global Entitlement window
4. Ready to Complete section
* in the bottom right-corner

+ select Finish
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m VMware Horizon® Pod Cluster-HORIZON-01A

Global Entitlements

‘ Add ‘ Delet ‘FederationGroup v

Access Group | All -

Name Display Name

Enterprise Corp Full Clone Desktop Developers

(O | Enterprise Corp Instant Clone Enterprise_Desktop
Applications ~ | - )

Enterprise Corp Calculator Calculator
Farms -~ .

I Enterprise Corp Sudoku Sudoku

Terminal

Global Entitlements

Settings

11. In the Global Entitlements window
* select Enterprise Corp Terminal

@ my-iplivefirelab/ip Horizon®Site 1 wm UAG-HZN-01a wm UAG-HZN-01b |/ AwviVa

m VMware Horizon® Cluste

Enterprise Corp Terminal

Problem vCenter VMs 0 Summary Local Pools Users and Groups

Problem RDS H

‘ Edit ‘

General

12. In the Enterprise Corp Terminal window
+ select the Local Pools tab
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— C O # horizon-01a.euc-livefire.com/admin/#/main/g

e my-ipJivefire.lab/ip Horizon®Site 1 vm UAG-HZN-01a wm UAG-HZN-01b A Awvi Va

m VMware Horizon® Cluste
Enterprise Corp Terminal

Summary Local Pools Users and Groups

|Add“-_

‘ @ MNumber of pools shown may be less than the

Search Sesslons

Users and Groups

Inventory

13. In the Enterprise Corp Terminal window
* In the Local Pools tab area
+ select Add

Assign Pools - Enterprise Corp Terminal

@ Select Pools to Add. Only local pools matching certain global entitlement configurations are listed. Learn

more about adding pools 1o global entitlements

D Display Name
Terminal Terminal
: y @ pescie - Rowsperpage [0 w]| 1.1of1r0

14. In the Assign Pools - Enterprise Corp Terminal window
« under ID
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* nextto Terminal
+ select the checkbox

+ select Add

E VMware Horlzon®

Enterprise Corp Terminal

Summary Local Pools Users and Gro

| Add |

| @ Number of pools shown may be less than

Users and Groups

Invento Iy
. . o Display Name

Terminal Termina

15. In the VMware Horizon Admin console
* Note your Global Entitlement now has a local assignment

+ called Terminal

@ In preparation for Section 2, switch over to your Site 2 Browser

Section 2. Configuring Global Entitlements for Published
Applications on Site 2

0 Use your Site 2 Browser in this section
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VVMware Horizon*

version

administrator

EUC-LIVEFRE v

Remember user name

|

1. Onyour Site 2 Browser
* Horizon Admin Console login
* Inthe Username area
« enter administrator

* In the Password area
 enter VMware1!

+ select Sign in
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2.

1. Horizon Linux Multi-Session Farms

Search Sessions

Users and Groups

Tot:
Inventory
ops
Applications
Global Entitlements
Horizon Agents -
7]
"]
=]

Domains

In the Horizon Admin console

+ Menu pane
* below Inventory
+ select Global Entitlements
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Step 1. Adding Calculator to Global Entitlements for Site 2

VMware Horizon @: Cluster-HOF X ¥ Login

= cC 1O # horizon-02a.euc-livefire.com/admin/#/main/glot

wmn JAG-HIN-02a v UAG-HIN-02b Horizon® Site 2 A foa Vantage C

E VMware Horlzon®

Mame Display Name

Enterprise Comp Instant Clons Enterprizs Desky

Emerprise Corp T=rminal TETRINS

Enterprise Corp Calculator Calculam

1. In the Global Entitlements window
 select Enterprise Corp Calculator

vm UAG-HZN-02a wm UAG-HZN-02b Horizon® Site 2 |\ AviVantage Control... [} vce

m VMware Horizon®

Enterprise Corp Calculator

] Local Pools Users and Groups Home Site Owen

[ean |
General

Users and Groups

nventory v Enterprise Corp Calculator

ection Server Restr

2. In the Enterprise Corp Calculator window
+ select the Local Pools tab
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ﬂ VMware Horizon® Cluste

Enterprise Corp Calculator

Summary Local Pools Users and Groups

Problem RDS Hosts

Events

‘Add“_—

‘ (D MNumber of pools shown may be less than the

3. In the Enterprise Corp Calculator window
* In the Local Pools tab area
+ select Add

Assign Pools - Enterprise Corp Calculator X

@ Select Pools vo Add. Only local pools matching certain global entidement configurations are listed. Learn

more about adding pools to Flobal entitlements,

D Dusp ay Mame
Caloulator Calculator

Brmina ErMIng

4. In the Assign Pools - Enterprise Corp Calculator window
« under ID
+ next to Calculator
+ select the checkbox

+ select Add
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vm UAG-HZN-02a wm UAG-HZN-02b Horizon® Site 2 |\ Avi Vantage

ﬂ VMware Horizon®

Enterprise Corp Calculator

Summary Lacal Pools Users and Groug

|£\dd|

| @ Number of pools shown may be less than t

Users and Groups

] Display Name

Calculator Calculator

5. Inthe VMware Horizon Admin console
* Note your Global Entitlement now has a local assignment

+ called Calculator

* In menu pane
+ under Inventory
+ select Global Entitlements
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Step 2. Adding Sudoku to Global Entitlements for Site 2

VMware Horizon®: Cluster-HOR. X [% Login

« C O & horizon-02a.euc-livefire.com/admin/

vm UAG-HZN-02a wm UAG-HZIN-02b Horizon® Site 2 A, Avi Vantage Control...

ﬂ VMware Horizon®

Global Entitlements

| Add ‘ Federation Group  ~
Access Group | Al - ‘
Name Display Name

Enterprise Corp Instant Clone  Enterprise Deskiop

1. In the Global Entitlements window
* select Enterprise Corp Sudoku

VMware Horizon®: Cluster-HOR. % [/ Login

&« c 0 # honzon-02a.euc-livefire.com/admin/#/main/glo

wvm UAG-HZN-02a wvm UAG-HZN-02b Horizon® Site 2 |\ Awvi Vantage

H VMware Horizon®

Enterprise Corp Sudoku

Local Pools Users and Group

[est |
General
users and Groups )
nventory v Enterprise Corp Sudoku
None
Applications
Entitled Users a
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2. In the Enterprise Corp Sudoku window
+ select the Local Pools tab

VMware Horizon ®: Cluster-HOR X = Login

L c 0‘ B horizon-02a.euc-livefire.com/admin/#/

vm UAG-HZN-02a wm UAG-HZN-02b Horizon® Site 2 |/ Avi Van/

ﬂ VMware Horizon®

Enterprise Corp Sudoku

Users and g

Summary Local Poals

B

‘ @ Number of pools shown may be less th

3. In the Enterprise Corp Sudoku window
* In the Local Pools tab area
« select Add

Assign Pools - Enterprise Corp Sudoku

@ Select Pools to Add. Only local pools matching certain global entilernent configurations are listed. Learn

more about adding pools to global entitlements.

D Dusplay Name
Sudoku Sudoku
Terminal Termiral

ROWS DEr page |20 W 1-2af 2 rows

1 1 } Select all Pages
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4. In the Assign Pools - Enterprise Corp Sudoku window

« under ID
* next to Sudoku
+ select the checkbox

+ select Add

VMware Horizon®: Cluster-HOR' X 5 Login

&« c 0 # horizon-02a.euc-livefire.com/admir

vm UAG-HZN-02a wm UAG-HZN-02b Horizon® Site 2 [ Awi Vanf

ﬂ VMware Horizon®

Enterprise Corp Sudoku

Summary Lacal Pools Usersand C

| Add |

| @ Number of pools shown may be less th

] Display Name

Sudoku sudoku

5. In the VMware Horizon Admin console

* Note your Global Entitlement now has a local assignment

+ called Sudoku
* In menu pane
+ under Inventory
« select Global Entitlements

1. Horizon Linux Multi-Session Farms

Export Date: 2023-12-14 09:28:33 -0500

Page 113



Step 3. Adding Terminal to Global Entitlements for Site 2

VMware Horizon ®; Cluster-HOR. X [ Login

& G' 0 & horizon-02a.euc-livefire.com/admin/#/main/global_enti

vm UAG-HZN-02a wm UAG-HZN-0Z2b Horizon® Site 2 [\ Avi Vantage Control...

n VMware Horizon®

Global Entitlements

| Add ‘ Federation Group
Access Group | Al - |
Name Display Name

terprise Desktop

Enterprise Corp Terminal Tegming

Enterprise Corp Calculator Calculator

1. In the Global Entitlements window
 select Enterprise Corp Terminal

VMware Horizon®: Cluster-HOR X #l Login x

&« : Ly 0 #@ honzon-02a.euc-livefire.com/admin/#/main/global_en

vm UAG-HIN-02a wm UAG-HZN-02b Horizon® Site 2 |\ Awi Vantage Control..

m VMware Horizon®

Lsers and Groups Ho

3

General

Enterprise Corp Terminal
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In the Enterprise Corp Terminal window

2.
+ select the Local Pools tab

VMware Horizon®: Cluster-HOR. X (% Login

hornizon-02a.euc-livefire.com/admin/#/mai

€« C 0 4

vin UAG-HZN-02b

Horizon® Site2 |\ Avi Vantage Cont

vm  UAG-HZN-02a

H VMware Horizon®

Enterprise Corp Terminal

Users and Groups

Summary Local Pools

| Add | h

| @ MNumber of pools shown may be less than the aciu

In the Enterprise Corp Terminal window

3.
* Inthe Local Pools tab area
« select Add
Assign Pools - Enterprise Corp Terminal x

@ Select Pools to Add. Only local pools matching certain global entitlerment configurations are listed. Learn
more about adding pools 1o global entitlements
D Display Name
Terminal Terminal

1 1 @D o ge rowsperpage [0 w] 1-1071 o
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4.

15.

In the Assign Pools - Enterprise Corp Terminal window
+ under ID
* next to Terminal
+ select the checkbox

+ select Add

VMware Horizon®: Cluster-HOR X [ Login

& o> O 0 & horizon-02a.euc-livefire.com/admin,/#

wvm UAG-HZN-02a wm UAG-HZN-02b Horizon® Site 2 | A

ﬂ VMware Horizon®

Enterprise Corp Termir

Summany Local Pools Lser

| Add |

| @ MNumber of pools shown may be

¥ Display Name

Terminal Termina

In the VMware Horizon Admin console
* Note your Global Entitlement now has a local assignment
« called Terminal

Part 5. Integrating Multi-session apps with Workspace ONE
Access

In Part 5

+ We will create Deep Links that will point to the Published Multi session Applications
+ Each Web App link will then be assigned to the relevant security groups
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Step 1. Deploying a Deep link for the Enterprise Corp Calculator
Global Entitlement

Usemame

administrator

System Domain

Forgol Password?

Change to a different domain

1. Onyour ControlCenter server
* Open your Workspace ONE Access, Admin console URL

+ Under Username
* enter Administrator

+ Under Password
 enter VMware1!

+ Select Sign In
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“— ] ﬂ & aw-livefirernelmarchdev.vidmpreview.com

& my-iplivefire.lab/ip Harizon 8 Site 1 UAG-HZN-Ma wn UAS-HZM-01b & Awi Vantage Control.. == HZHN Cloud
}will be discontinuad soon. nization is using

(£ Unsupported WMware identity Manager Co B 51 & }
" New updates svailable. Learn what's new in C sz notes. Learn what's new in Hub ¢

[R] Workspace ONE !
L&

e Web Apps

Virtual Apps Colections
Polices == M= | [(more~ | | [ sevrmnes
Hoad LaumCher eferences —

H Application Type

2. In the Workspace ONE Access Console

+ select Resources
+ Under the Resources > WEB Apps area

¢ select NEW

New SaasS Application

1 Definition Definition
2 Configuration Searchi
OR EROWSE FROM CATALOG

Name "D

Enterprise Corp Calculator

Description (i

lconi@

3. Inthe New SaaS Application window
1. In the Definition area

+ under Name
* enter Enterprise Corp Calculator

« under lcon
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+ select SELECT FILE ...

& Cpen
+ » Metwork » horoon-01a.euc-livefeecom > software & icons

Organize = Py Psldiai

“ Mame Diate modified
st Chuick access
mr . . = calculstorpng
5| deskiop-divakopeijpg
¥ Dowrdoads =| Emterprise Desktopjpg
[£ Documerts < Excel_128128,ng
= Pictures 4 %] Micrasoft Teams_128:128 png
Dumip =| netificationg.prg
Toons =| Omelivre_ 128128 png
- «| Oneblote_128128.png
) Dutlook_| 5123,
Systern32 - P
5| PewwiPeird 1130028, pRg
B This PC = QRCODEpng
W 3D Objects & SharePoint_12Bx12Epng
B Deskiop | Skype_128:128.9ng
= ok
4 Documerts :"“ ’IH
g inalgng
& Downlouds
i = uag.prg
' Music | Werd_12B128.png
& Pictures =] Yamiirie_ 1286128 pig
B videos
i Local Dk (€
g Nebwork
3 hericon-a.euc
W tscliora W

Type

BHG Fim
IP7G Fila
IPG File
PHG Fle
PHG Fle
PHG Fla
PHG Fle
PHG Fle
PHG Fle
PHG Fla
PHG Fle
PG Fla

PHG File

PR IPG Fils

M PHG Rle

PNG File
PG Fle

PHG Fili

IKE
14 KE
dKE
1KE
4KE
£ KE
4 KE
1KE
5 KE
4KE
1KB
5 KB
5 KE
TEE
1KE
S KB
1KE
3KE

File rarne | calculstor.png

I ]

4. In the File Explorer > Open window
* In the Quick Access pane
+ select Desktop
* in the Desktop area
+ select software > software > Icons
* in the Icons folder
+ select calculator.png

+ select Open
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Mew Saas Application

1 Definition Definition
i Search
BROWSE ATa
Harne -
Entemprse Corp Ca b
Description
con
—

Categaory

5. In the New SaaS Application window
1. In the Definition area
« Select NEXT

New SaaS Application

1 Definition Single Sign-On

ka
(]
Q
-
=h
w0
[
=
w
-7
Q
=

Authentication Type "
SAML 2.0

OpenlD Connect
SAML 11
4 Summary SAML 2.0

Web Application Link

6. Inthe New SaaS Application window
2. In the Configuration area
* below Authentication Type *
+ from the dropdown
+ select Web Application Link
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New SaasS Application

1 Definition Single Sign-On
2 Configuration

Authentication Type ~q

Wty Application Link
3 Summary

Target URL -

hittps.fcorp.euc-ivefire comyportal/webclient/index htmilFapplicationMame=Calculatod

Open in Workspace ONE Web (I

I No

CANCEL BACK NEXT

7. In the New SaaS Application window
2. In the Configuration area
* below Target URL *
+ enter the following URL

https://corp.euc-livefire.com/portal/nativeclient/Calculator?action=start-
session&desktopProtocol=BLAST&launchMinimized=false

* In the bottom right corner
+ select NEXT
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Mew Saas Application

Defiration
2 Configuraiis Hame
il
3 SiATERY
Description
keon
Categonies

Configuration

Authentication Type

Target URL
hifpsfoom suc-ivefire comfporislteebclentindex Himi*appicationMsme=Calculator

Access Policies

Opeh i Werkipacs ORE Web

8. In the New Saas Application window,
3. In the Summary section
*+ Select SAVE & ASSIGN

Assign

Selected App(s): Enterprise Corp Calculator

I FE,‘. Developers@eucdivefire.com
Deployment Type

9. In the Assign window
« Under Users / Groups
+ Enter Devel
+ Select Developers@euc-livefire.com
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(s): Enterprise Corp Calculator

- & com
Hoyment Type

= Developers@eucivefire.com Automatic

Selected Users [ User Groups Deployment Type

# Developers@eucHivefire.com Automatic

& Sales@euc-ivefire com Automatic

10. In the Assign window
+ Under Users / Groups
+ Enter sales
« select sales@euc-livefire.com

+ Under Deployment type
* From the dropdowns
+ Ensure both Sales and Developers are set to
« Automatic

* In the bottom right corner
+ select SAVE
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OUrces ntegrations Settings

Web Apps
Add and configure web applications
m I CATEGORIES J I MORE | l SETTINGS J
|:| Apphcation Typs
(] Il Enterprise Ful Cone Desktops Web Application Link

] & Migrosoft Exce Bl A Ink
O g Microsoft Outlook Web Applica ink
O e M ft Powerpoint &b Ap ink
0O & M ft Word Web Applica ink
(] [ n L

11. In your Workspace ONE Access Console
+ Web Apps interface
* Note your Enterprise Corp Calculator Web Application Link
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Step 2. Deploying a Deep link for the Enterprise Corp Sudoku
Global Entitlement

“ C O & aw-rnelaprdeviivefire.vidmpreview.com/ws1adminui/#/work

@ my-iplivefirelab/ip Horizon®Site 1 vm UAG-HZN-01a wm UAG-HZN-01b A A

[‘8“ Workspace ONE Access Q

Accounts Resources
‘ Web Apps

s Add and configure web applications

i S e [J | application
O | mm Enterpri Clone Desktops
O atch B sning
O Enterprise Corp Calculato
O mmE ise Instant ows 11 De
1 1 - £o =

1. Inthe Workspace ONE Access Console
+ under the Resources > WEB Apps area
+ select NEW
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New SaaS Application

1 Definition Definition

Configuration Searchi

OR BEROWSE FROM CATALDG

Mame =@

Enterprise Sudoku

Description (3

2. Inthe New SaaS Application window
1. In the Definition area
« under Name
+ enter Enterprise Sudoku

« under lcon
* select SELECT FILE ...
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I Desktop
4 Downloads

4 Documents
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Sl
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B i PC
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4 Documents
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=] Pictures
. Yidens

e Local Disk (T
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Hama
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= notifications.prg
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= mgipng
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File rarre: | sudoingjpg

software ons v B
Dt mdified Type Size
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3. Inthe File Explorer > Open window

* In the Quick Access pane

+ select Desktop
* in the Desktop

area

+ select software > software > Icons

* in the Icons folder
+ select sudoku.jpg

+ select Open
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Mew Saas Application

1 Definition Definition
uration Sarch
oR B WiE FR ATA
——

Hame -
Enberprize ooy
Dhirgcripitiom ]
o
Cabegory

4. In the New SaaS Application window
1. In the Definition area
« Select NEXT

New SaaS Application

) Definition Single Sign-On

%]

Configuration Authentication Type =@

SAML 20
OpenlD Connect
SAML 1.1

Summary SAML 2.0

Web Application Link

5. In the New SaaS Application window
2. In the Configuration area
* below Authentication Type *
+ from the dropdown
+ select Web Application Link

1. Horizon Linux Multi-Session Farms Export Date: 2023-12-14 09:28:33 -0500 Page 128



New SaasS Application

Single Sign-On

2 Configuralion Authentication Type * 1
Web Application Link
3 Surmnmary
Target URL -
https.ifcorp euc-vefire com/portaliwebclient/indsx htmi?apphcationhame=Sudoiku

Open in Workspace ONE Web 1

o L=

CANCEL BACK NEXT

6. Inthe New SaaS Application window
2. In the Configuration area
* below Target URL *
+ enter the following URL

https://corp.euc-livefire.com/portal/nativeclient/Sudoku?action=start-
session&desktopProtocol=BLAST&launchMinimized=false

* In the bottom right corner
+ select NEXT
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New Saas Application

1 Defirition Drefinition
2 Configuration Hame

3 Summary
Descriphon

Categones

Configuration

Authentication Type
HMonz

Target URL

https oo euc Hivefire comiportaliwebclent/indes_ hemi?appicationiame=Sudaiou

Access Policies

Cpen in Warkspace ONE Web
P

cance. [ wac [ save s asson | [ EEEN

7. In the New Saas Application window,
3. In the Summary section
*+ Select SAVE & ASSIGN

Assign

Selected App(s): Enterprise Sudoku

care § | lear (e e
LSSHETS f WSET \SNOURs

dev

I 8 Developers@euc-ivefire com ﬁ
eployment Type Entitlerment

Mo assignments found

8. In the Assign window
+ Under Users / Groups
+ Enter Devel
+ Select Developers@euc-livefire.com
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1. Horizon Linux Multi-Session Farms

Assign

Selected App(s): Enterprise Sudoku

ar (e e

CEfTS 3 G

Selected Users f User Groups Deployment Type

& Developers@euc-ivefire.com Automatic

Entitlerment Type

nclude

In the Assign window
+ Under Deployment type
* From the dropdown

+ Developers are set to
* Automatic

Assign

=) Apphcation: "Enterpnise Sudoky’ added successtully

Selected App(s): Enterprise Sudoku

r&y Salesieucivefire.com

@& Developers@euc-ivefire.com

Depl

10. In the Assign window
+ under Users / Groups
enter Sales

+ select Sales@euc-livefire.com
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Assign

() Appbcation: Enterpnse Sudoku’ added successfully

Selecte

d App(s): Enterprise Sudoku

Selected Users / User Groups

e}

Developers@eucivefire.com

=

&
4]

esBeuclivefire.com

CANCEL

Deployment Type

Automatic

Automatic

11. In the Assign window
* Under Deployment type
* From the dropdown

+ Developers are set to
« Automatic

* In the bottom right corner
*+ select SAVE
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m catesories v | [ MoRe v |
R
C ne Desktops
-] Enterprise Corp Ca tor
: R Ente i De: !
0 | BB Enterprise Sudoku
O Enterprise Termina
0 =
C & ok
] e oint

I

12. In your Workspace ONE Access Console

+ Web Apps interface

* Note your Enterprise Sudoku Web Application Link
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Step 3. Deploying a Deep link for the Enterprise Corp Terminal
Global Entitlement

“ C ) & aw-rnelaprdeviivefire.vidmpreview.com/ws1adminu

@ my-iplivefirelab/ip Horizon®Site 1 vm UAG-HZN-01a vm UAG-HZN-01

@j Workspace ONE Access 0,

1. Inthe Workspace ONE Access Console
+ under the Resources > WEB Apps area
+ select NEW
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New SaaS Application

1 Definition Definition

Configuration Search(]

OR BROWSE FROM CATALDG
4 Summary
Mame = (O

Enterprise Terminal

Description 3

2. Inthe New SaaS Application window
1. In the Definition area
« under Name
+ enter Enterprise Terminal

« under lcon
* select SELECT FILE ...
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Cancel

3. Inthe File Explorer > Open window
* In the Quick Access pane
+ select Desktop
* in the Desktop area

+ select software > software > Icons

* in the Icons folder
* select terminal.png

+ select Open
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Mew Saas Application

1 Deedinition Definition
[Comecrre ]
. -]
4. In the New SaaS Application window
1. In the Definition area
« Select NEXT
New SaaS Application

1 Definition Single Sign-On

2 Configuration Authentication Type *

. ~ SAML 2.0

S OpeniD Connect

SAML 1.1
4 Summary S&ML 2.0

Web Appiication Link

5. In the New SaaS Application window
2. In the Configuration area
* below Authentication Type *
+ from the dropdown
+ select Web Application Link
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Mew SaasS Application

1 Definition Single Sign-Cn
2 figuration Authentication Type * (I

Wieh Appkcation Link
3 Suminar

¥

Target URL

"-'I'.I: sA'corpeuc-ivefire.comy/portal webchentindex. htmi?applicationMames Terminag

Open in Workspace ONE Web ([

o

CANCEL BACK NEXT

6. In the New SaaS Application window
2. In the Configuration area
* below Target URL *
+ enter the following URL

https://corp.euc-livefire.com/portal/nativeclient/Terminal?action=start-
session&desktopProtocol=BLAST&launchMinimized=false

* In the bottom right corner
« select NEXT
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7.

8.

New Saas Application

3 Summary

Definiticn

Hame

Damcription

kon

-

Canfiguration

Athenbcation Type

Target UAL

Access Policies

Dpan in Werkspace OME Wab

In the New Saas Application window,
3. In the Summary section
*+ Select SAVE & ASSIGN

Assign

() Applcation: "Enterpnse Terminal’ added successtully

Selected App(s): Enterprise Terminal

= User Gre i“.

Selected Users / User Groups

a8 Developers@eucdivefire.com

e

Deployment Type

Automatic

In the Assign window
« Under Users / Groups

Enter Devel

* Select Developers@euc-livefire.com
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Assign

(%) Applcation "Enterprise Terminal’ added successfully

Selected App(s): Enterprise Terminal

LT

Selected Users / User Groups

Deployment Type
7 Developers@euc-ivefire. com

Automatic

9. In the Assign window

+ Under Deployment type
* From the dropdown

+ Developers are set to
* Automatic

Assign

(>) Apphcation: "Enterpnise Terminal' updated successtully

lected App(s): Enterprise Terminal

sale

1

r&y Salesieucivefire.com

Hoyment Type

i Developers@eucivefire.com Automatic

10. In the Assign window
+ under Users / Groups
*+ enter Sales

+ select Sales@euc-livefire.com
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| Assign

() Application: "Enterprise Terminal' updated successtully

Selected App(s): Enterprise Terminal

Selected Users / User Groups Deployment Type Entitlernent 1
&5 Developersi@eucivefire.com Automatic nclude
%, Sales@euc-ivefire.com Automatic nclude

11. In the Assign window
* Under Deployment type
* From the dropdown
+ Developers are set to
« Automatic

* In the bottom right corner
* select SAVE

1. Horizon Linux Multi-Session Farms Export Date: 2023-12-14 09:28:33 -0500

Page 141



IIL"!)' Workspace ONE Access

12. In your Workspace ONE Access Console
+ Web Apps interface

* Note your Enterprise Terminal Web Application Link

Part 6 Testing Multi-Session Horizon integration with
Workspace ONE Access using CPA Global Entitlements

We will conclude this entire lab with a test to validate the configuration we have
implemented
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Testing Multi-session Horizon Integration with Workspace ONE
Access

Ctrl+T

Ctrl+MN

hift+MN
History k
Downloads Ctrl+l
Bookmarks r
foom - 100%  + : ]

1. On your Control Center server
* Onyour Chrome browser
+ Open up an Incognito session
* In the address bar enter your Workspace ONE Access tenant url

=" Microsoft
Sign in

I:raig@'corp}{}{}{.Euc—linreﬁre.com

Can't access your account?

Mext

2. In the Microsoft Sign in window
* enter
« craig@corpXXX.euc-livefire.com
+ where XXX is your assigned Domain ID
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+ select Next

B® Microsoft
€ craig@corp19r.euc-livefire.com

Enter password

Sign in

B Microsoft
craig@corp9r.euc-livefire.com
Stay signed in?

Do this to reduce the number of times you are asked
to '-.Il':ll'l n.

|| Don't show this again

Mo

-
L

3. In the Microsoft Sign in window
* Under Enter password
+ enter VMware1!

+ select Sign in
* In the Stay signed in? window
+ select NO
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& Favonites | Visbware Intelligent

X +

&« o O & aw-livefirehznmpod2 1bvidmpreview.com

e rvy-ip.livefirelabsip Horizon ®5ite 1

¢

Apps

BApp Violumes Site 1

EUCLF Favorites

wm AG-HZMN-01a

People

v UAG-HIN-0TE &

For You

4. In the web Intelligent Hub
+ Select Apps

® Apps | Vidware Intelligent Hub X0 +

C {t & aw-rmelaprdedivefire vidmpreview.com

e
@ my-iplvefinelatip Hofzan®5ite 1 wm UAG-HIN-0la  wm UAG-HZN-0T6

Mew Apps

Entapaise Full Clans
Deskiops

All Apps

Ertapaise Full Clans
Deskiops

A Ao Vanlage Cantral.
Favenstities Apps Poapis For 'oed Suppan
Q1 Searchagps
M Appd Al Apps
EIME
> L
Lk U=
Enleiprise Cop Entarpniss Instant Enlespns: Sudoku
Caloulxor Clgne VAndows 1
e
b ]
kU -
Enleiprise Cop Entarpniss Instant Enlespns: Sudoku
Caloulaior Clane: \Windiows 11

2 weenter-01a

Calegerias v

Enfaphise Temminal

Entaipiise Temminal

Carban Black Clen

Micnzsaf E

5. In the web Intelligent Hub
+ Under New Apps

+ select Enterprise Corp Calculator
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Undo Basic v

]
|
]
x

7 8 9 + v
4 5 6 X X
1 2 3 -
0 % +

6. On your ControlCenter session
* Note your Calculator has launched
* Feel free to try launch Sudoku & Terminal
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