3. Manual and Automated Enrollment

This lab will demonstrate how enrollment can be done manually, but also how it might be
automated using a staging account.

Part 1 : UEM SAML Authentication

Groups > Groups & Settings

All Settings 2
"

=i
Configurations " All Settings

Groups & Settings

Manage advanced console-wide settings
nres ntegrations
0 Groups
Create and manage custom named groups fo
All Settings
= Setup, installation, Console settings, and othe
Configurations
Establish the foundational settings, customiza
Integrations
Set up and configure the 3rd Party Integratior
N
&
&
&
GROUPS &
SETTINGS

1. On the Control Center open authenticate to the Workspace ONE UEM console. (dw-
livefire.awmdm.com)
« Navigate to Groups & Settings > All Settings
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Settings

oz ]

Getting Started

Branding

I Entemrise Iﬁratjon I

Certificate Authorities

Content Gateway
Cloud Connector
Email (SMTP)
VMware Tunnel

VMware Tunnel Proxy

w

Peer Distribution
Third-Party Proxies
Pull Service Installers
SMs

Syslog

w

Workspace ONE Access

> Security

| »

SimeonMarDev

System » Enterprise Integration

Directory Services @

Server User

Current Setting

Directory Type *

Use SAML For Authentication

Azure AD Integration

Child Permission

@ Inherit

None

ENABL! DISABLED

() Override @) Inherit or override

ENABLED

) Inherit

) Override

DISABLED

1. Navigate to System > Enterprise Integration > Directory Services and click Override.

System » Enterprise Integration

Directory Services @

(® Directory Services integrates with your organization's LDAP infrastructure. When Directory Services is enabled, Users and User Groups in Workspace ONE UEM are linked to objects in LDAP. You can assign profiles,
applications and content based on a user’s group membership. Ongoing LDAP synchronization detects any changes within the system and can automatically perform necessary updates across all devices for affected

users or require administrative approval before any changes occur.

Currently, Directory Services has not been setup for this Organization Group. Please click Configure button to start the setup wizard, or click the Skip link to configure settings manually.

CONFIGURE

T

Skip wizard and configure manually

2. Click Skip wizard and configure manually
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Current Setting () Inherit (@ Override

Directory Type * None v | (G
Use SAML For Authentication DISABLED
Enable SAML Authentication For * Admin (z‘u

Enroliment
Self-Service Portal

Use New SAML Authentication Endpoint ENABLED DISABLED | (7)

SAML 2.0

mport Identity Provider Settings

A\ To load the imported settings, click save. Any changes made to the form will be lost.

Service Provider (AirWatch) ID *

dentity Provider ID*

A\ Enabling SAML authentication for directory users will bypass other authentication modes. Ensure that the Identity Provider returns the ‘objectGUID’ attribute as part of the SAML response

Request

Request Binding Type @ Redirect () POST () Artifact

3. Click ENABLED for Use SAML For Authentication
*+ Click UPLOAD for Import Identity Provider Settings

& Open >
“ v 4 " » ThisPC » Downloads » v 0 Search Downloads o
Organize v New folder = ™M @
A~
. MName

Date modified 1
s Quick access

B Desktop  # . uagdeploy 9/20239:36 AM  F
|| es-config.json J

e = Full Clone Developer.xml ¥

| Documents # 3/21/2023 8:20 AM X

&S Pitures  # spxm 3/20/2023431PM 3
icons 5l VidmAirWatchRootCertificate.cer 3/20/2023 10:47 AM S
Sitel & Workspace ONE ACCESS.xml 3/20/2023 4:35 PM ]
Site2
System32

& This PC

—B 3D Objects

Il Desktop

E Documents

‘ Downloads

Jﬂ Music v £ 5

File name: |idp.xml ~| Al Files ) v

Cance'

4. Navigate to the downloads folder and select the idp.xml previously downloaded.
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Response
Response Binding Type @ Redirecc (O POST () Artifact

/SAML/AssertionService.ashx?binding=HttpRedirect

N .

Sp Assertion URL

Authentication Response Security* None
Allowed ck Skew * 0
Allowed Clock Skew 3 @
Certificate
dentity Provider Certificate UPLOAD
Service Provider (AirWatch) Certificate UPLOAD

Export Service Provider Settings

ENABLED DISABLED

b
[
c
5
o
=
=]
]
w
m
o
Q
]

Child Permission (O Inherit () Override @ Inherit or override

| m START SETUP WIZARD

5. Click SAVE at the bottom of the page. After the save you will see the page populated with the
correct information.

Service Provider (AirWatch) ID ¥ AirWatch

dentity Provider ID* https://aw-simeonmardev.vidmpreview.com/SAAS/API/1.0/GET/metadata/idp.xm

A\ Enabling SAML authentication for directory users will bypass other authentication modes. Ensure that the Identity Provider returns the ‘objectGUID’

Request

Request Binding Type (O Redirect POST | O Artifact

dentity Provider Single Sign-On URL* https:/{aw-simeonmardev.vidmpreview.com/SAAS/auth/federation/sso

NamelD Format * Unspecified
Authentication Request Security ® Nene v
Response

Response Binding Type ) Redirect | @ POST § () Artifact

Sp Assertion URL ~/SAML/AssertienService.ashx?binding=HupPost

Authentication Response Security * None
,* 3

Allowed Clock Skew

Certificate

6. Change both Request Binding and Response Binding to POST. Click SAVE at the bottom of
the window.
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Part 2: UEM Auto-Discovery

Settings SimeonMarDev

> System Devices & Users  » General

Errollment o
nrolimen
(General )

Enrollment

Authentication Management Mode Hub Integration Terms of Use Grouping Restrictions Optional Prompt
Friendly Name JR—
Lookup Fields

Current Setting O Inherit @ Override

Message Templates

Notifications

Privacy
Getting Started
Passwords
Shared Device To start device enroliment, a user is asked to enter their work email address.
If the user's email domain has been registered below, then the device is automatically enrolled into the appropriate Organization Group, based on the domain of the email address entered.
Advanced If the user's email domain is not registered, they can enroll by entering the AirWatch Server host name and Group 1D manually.
End users can also authenticate with the Self-Service Portal using this same method.
> Android
> QNX Geoun ID
> Chrome OS
> Windows

> Peripherals

> Advanced No Records Found

> Apps

1. In the Settings page of Workspace ONE UEM click on Devices & Users > General >

Enrollment and click + ADD EMAIL DOMAIN

Add Email Domain X
Organization Group SimeonMarDev
Business email Domain * corpl4r.euc-livefire.com
Confirmation email kim@corp14r euc-livefire com
address *

2. In the Add Email Domain option fill in the following:
+ Business email Domain - corpXXX.euc-livefire.com
+ Confirmation email address: kim@corpXXX.euc-livefire.com
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+ Ensure you are filling in your unique corp identifiers in the fields. We are using Kim who is
a member of the IT staff.

+ Click SAVE at the bottom of the page.

B2 Microsoft

Sign in

kim@corp14r.euc-livefire.com

@ Sign-in options

B8 Microsoft
< kim@corp14r.euc-livefire.com

Enter password

3. Now open an Incognito window and navigate to WorkspaceONE Access. You will be re-

directed to login.microsoftonline.com. Authenticate using Kim@corpXXX.euc-livefire.com
and VMware1! click Sign in
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vm UAG-HZN-02a wm UAG-HZN-02b Horizon® Site2  w= HZN Cloud

Carbon Black Cloud & Lookout

@ veente

A AviVantage Control

@ EUCLF Favorites People For You Support KM
Q Search Apps
All Apps Categories v
All Apps
N
Microsoft Excel Microsoft Qutlook Microsoft Powerpoint Microsoft Word
Bwebsite (D) w7 Bwessite () 1¥ 7 Website ® o
Categories
All Apps Websites
. . . .
4. In the VMware Intelligent Hub click Apps at the top now click Microsoft Outlook
Favorites Inbox = Filter Workspace ONE UEM Email Domain Registration Q
) Inbox {’:’ AirWatch . . P N
Workspace ONE UEM Email...  10:49 AM AirWatch <noreply@awmdm.com> ’
Sent tems Workspace ONE UEM Email Domain Re... ° To: Craig Stroser Tue 49 AN
7 Drafts

Add favorite
Folders
£3 Inbox 1
2 Drafts
B> Sent ltems
Deleted Items
€3 Junk Email
T Archive
(@ Notes
Conversation ..
Conversation ..
Create new fo

Groups

vmware

Workspace ONE UEM Email Domain Registration - 3/21/2023
Damian Fustor,

‘Your email domain has been registered for email based enroliment. Please verify your email address by
clicking the below link

sterDomain/GS40K3 ]

gwm)s ids1605.awmdm.com/DeviceManageme:

Once your email domain is confirmed, users who enroll using an email address with the same domain will
be enrolled into the following URL and Group ID.

Enroliment URL: [ds 1605 awmdm com]ds 1605 awmdm com
Group ID: simeonmar

Please contact your IT helpdesk if you have any questions: nore;

Regards
Workspace ONE UEM

55 Perimeter Cener West

Copyright ©202

vare. Inc. Al rights reserved. | 1

5. Once Outlook Mail Client opens, Navigate to the email from AirWatch in your Inbox.
* Click on the link in the Email to confirm the domain registration.
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Email Domain Registratia

2

<

Workspace ONE" UEM

Email Domain Registration Success

Your email domain has successfully been registered for simplified enroliment. Users
enrolling devices using the following email domain will be activated into the server and group

listed below.
Email: corpl14r.euc-livefire.com
Server
URL- ds1605.awmdm.com
Group ID:  simeonmar

6. You will be redirected to the confirmation webpage.

» System
~ Devices & Users
¥ General

Enroliment
Friendly Name
Lookup Fields
Message Templates
Notifications
Privacy
Passwords
Shared Device

Advanced

w

Android

w

Apple

> QNX

w

Chrome OS5

w

Windows

w

Peripherals

w

Advanced

Devices & Users » General

Enrollment @

Authenti Managemel Hub Integ Terms o Group Restrict
Current Setting () Inherit (@ Override

Getting Started

Optional F Customi;

To start device enroliment, a user is asked to enter their work email address.
If the user's email domain has been registered below, then the device is automatically enrolled into the appropriate Organization Group,

based on the domain of the email address entered

If the user's email domain is not registered, they can enroll by entering the AirWatch Server host name and Group ID manually.

End users can also authenticate with the Self-Service Portal using this same method.

I 0 ADD EMAIL DOMAIN

Items 1-1 of 1

Search List | (o]

Page Size: | 20 -

7. In the UEM settings page. You will see the domain Status as Complete.
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Part 3: Enrolling Intelligent Hub on Microsoft Windows 11

@ Step 1:Enrolling W11Client-01a on Site 1 user Craig

@ Steps 1 &2 could all be done in parallel, So whilst waiting for enrollment to complete
on one virtual machine, feel free to move on the next step

[ # pi|) X =] T3, New item + B % Oper
8 Copy path 7] Easy aceess . L [t Eait
x Copy P o Move Copy Delete Rename _New " puopertes
eshotct | tow
T Windows Security

Your credentials did not work

> ThisPC » Desktop > Remote

rrrrr

s not the use of savec.
% Horizon-01aRDP cres uter 172.16.30.4C
, Truesso-

ter new

&, w1EXT-012.RDP

% it 010 f0P wiidient-Ota\craig
%5 WinSRU-01a.RDP [I-
% wsi-C
The logon attempt failed
- More choices
This PC
B 30 Objects ok Cancel
I Desktop
& Document s
& Downloads
D m

(@ Se¢ you have s 32bitor 64-bit
version of Windows:

Serch s
D et o0 s
2 il

0 intel unison

O intel stock

>
>
>
i 0 intell >

B Qsea .18 F s Bl Ol

1. Onyour ControlCenter server

+ On the Desktop open the Remote Desktop folder.
+ Open the Site1 folder

+ Select the W11Client-01a RDP client and
+ Sign-in with

+ username: wl1client-0O1a\craig
+ Password: VMware1!

* To the right of the Start button
* in the search area,

+ start typing intel

* Select the Workspace ONE Intelligent Hub
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* Please Note! If the Workspace ONE Intelligent Hub does not load,
« From the RUN > Services.msc > Start the Airwatch service
+ Attempt to re-launch the hub

Workspace ONE Intelligent Hub - 0 X

Email or Server Address

craig@corp1dr.euc-livefire. I:DIT4

Next

| |

2. Under Email or Server Address,
« Enter craig@corpXXX.euc-livefire.com (replacing XXX with your unique corp ID)
+ Select Next
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| Workspace ONE Intellgent Hub

| " Microsoft

Signin

I craig@corp 1dr.euc—lhfef|re.con{ I X

Can't access your account?

I Next I

| Q Sign-in options

Terms of use  Privacy & cookies ...

3. You will be re-directed to Microsoft Azure as your identity provider for authentication

in your user again and click Next.

B2 Microsoft

€ craig@corpl4r.euc-livefire.com

Enter password

Workspace ONE Intellgent Hub

2= Microsoft
craig@corp4r.euc-livefire.com
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

] pon't show this again

e

Terms of use  Privacy & cookies ..

4. Type in the password VMware1! and click Sign in and select No .

3. Manual and Automated Enrollment
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W

Hello, Craig
Welcome to SimeonMarDev

5. On the Congratulations window,
« Select
« Click
« Select

Step 2 : Enrolling W11Client-02a on Site 2 with the user Jackie

3. Manual and Automated Enrollment Export Date: 2023-12-11 16:29:43 -0500 Page 12



ggggggggg

use of saved
\puter 172.16.40.40
Please enter new.

s+ !
| ﬁ A 1client-02a\Jackd
* &, W11Client-022.RDP wifclient-02a\Jackie
‘‘‘‘‘ - |‘—|

Sitel %5 wi1Master-022.RDP

The logon attempt failed
System32
More choices
v B ThisPC
3 30 Objects
I Desitop

3 Documents

oK Cancel

& Downloads

& Qse HLupDe€eR

6. Onyour ControlCenter server
* On the Desktop open the Remote Desktop folder.
+ Open the Site 2 folder

+ Select the W11Client-02a.RDP client and
+ Sign-in with
+ username w11iclient-02a\jJackie
« Password VMware1!

+ To the right of the Start button in the search area, start typing intel
* Select the Workspace ONE Intelligent Hub
* Please Note! If the Workspace ONE Intelligent Hub does not load,
+ From the RUN > Services.msc > Start the Airwatch service
+ Attempt to re-launch the hub
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Workspace ONE Intelligent Hub =i (n] b4

)

4

Email or Server Address

jackie@corp14r.euc-livefire.com

7. Under Email or Server Address,
* Enter jackie@corpXXX.euc-livefire.com
+ Select Next

Workspace ONE nteligent Hub - 0 x

13 2% Microsoft
Sign in

jackie@corp14r.euc-livefire.cor| X

Tems of use  Privacy & cookies .-
Workspace ONE nteligent Hub - 0 x

B Microsoft
€ jackie@corpi4r.euc-livefire.com

Enter password

8. Fill in the same email again and click Next. Then type VMware1! for the password and click
Signin
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10.

3. Manual and Automated Enrollment

‘Ward an een Betler experience?

In the Workspace ONE Intelligent Hub
+ Select

¢

Hello, Jackie
Welcome to SimeonMarDev

e N
=@ vmware
0
e fa
8 aop
@
=]
Your browser can't play |
® s Learn more
0 - What Livefire Attendees have sai

On the Congratulations window,
+ Select
. the Intelligent Hub
+ Select
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Part 4: Automated enrollment of persistent desktops

In order to standardize day-2 operations for specific use-cases it may be beneficial to enroll
persistent desktops (VDI). As these desktops are dedicated and not floating this gives the
users greater flexibility to customize their workspace.

Please note this KB for further explanation of supported virtual platforms for enrollment.
Note: UEM does not support non-persistent desktop enrollments

In this exercise you will use vSphere VM Customization Specifications to execute a script
that will enroll the Workspace ONE Hub with UEM after a successful login to a persistent
desktop. This script will include UEM server URL, GrouplD, Staging user and msiexec
switches. You can read further about command-line_enrollment here.

Getting Started

I LAUNCH VSPHERE GLIENT

Documentation

VMware vSphere Documentation Center

VMware® vSphere

administrator@vsphere local

[Kelcll]

1. On the Control Center open Chrome site 1 Profile. and click on the vcenter-01a bookmark.
* Click on Launch vSphere Client
* Now Authenticate with administrator@vsphere.local and VMware1!
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vSphere Client O

(A Home

<‘3’> Shortcuts

4% Inventory

[ Content Libraries
& Workload Management

B Global Inventory Lists

[Fu‘. Policies and profiles ]
L 2 )

o BUO DEDIOY

= Hybrid Cloud Services

< Developer Center

‘B Administration

| Tasks

Eil [m g

Events
© Tags & Custom Attributes

#3 Lifecycle Manager

<= Cloud Provider Services
@ NSX

P vRealize Operations

2. Expand the hamburger menu on the left and click Policies and Profiles.

vSphere Client

VM Storac

Policies and Profiles

E2 VM Storage Policies CREATE

i VM Customization Specifications

D Mame

L Host Profiles

8% Compute Policies ()| & Mana
(4 Storage Policy Components 0| & vvo
M = I P

3. Click on VM Customization Specifications
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— ‘ VM Customization Specifications
Palicies and Profiles

E VM Storage Policies
NEW IMPORT.. EpIT... UPLICATE ~ EXPORT  DELETE

ization Specifications

fication
Name Edit spe fficatio T Guest OS T Last Modified

[ Host Profiles

By Compute Policies Full Clone Developer Windows

CZ Storage Policy Components

4. Click on Full Clone Developer and click EDIT...

Full Clone Developer - Editing

Name and target OS

Registration information

Password * .......................................................I
Computer name
Windows license Confirm password ® = sssecesscsssissesnnestaisanssnestsnssanssnessansansanes
Administrator password
- Automatically logon as Administrator
Time zone

Number of times to logon automatically 2

Commands to run once

Network
Workgroup or domain

Ready to complete
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Full Clone Developer - Editing
Name and target OS

Registration information msiexec /i "C:\UEM\AirwatchAgent.msi" /quiet /I°v c:\Enroliment\Verbose.log ENROLL=Y IMAGE=N SERVER=d: ‘

Computer name
Windows license
Administrator password
Time zone
Network
Workgroup or domain

Ready to complete

ce ONE UEM 1 Livefire Prog nerdo.kimm...
<
o

1 Group

Global / Livefire Prod / nerdo.kimmelman@gmail.com
Groups v

roup 1D

nerdokimmelma7343

Organization Groups

. List View
m Details Add Child Organization Group
MONITOR Types
Name * nerdo.kimmelman@gmail.com
User Groups -
o P!
Devices Assignment Groups Group ID nerdokimmelma73a3
App Groups -
pp Group Type*
Admin Groups -
= ountry™®
£ Al Settings > Country United States

Configurations

5. a. On the left navigation click on Administrator password and change the "number of
times to logon automatically" to 2

b. On the left navigation click on Commands to run once - now type in the below command
(Make sure to change the GrouplD) and click ADD

NOTE: Your group ID can be found in WorkspaceONE UEM by hovering over your Organization
Group.

msiexec /i "CA\UEM\AirwatchAgent.msi" /quiet /I*v c:\Enroliment\Verbose.log ENROLL=Y
IMAGE=N SERVER=ds1605.awmdm.com LGName=YOURGROUPID USERNAME=staginguser
PASSWORD=VMware123 ASSIGNTOLOGGEDINUSER=Y

@ Breakdown of the above script:

/i = install

/quiet = completely silent

/1 = log levels and log paths path must be in quotes

ENROLL = Select 'Y' to enroll

IMAGE-= if this flag is set to 'Y', the agent will be put into image mode.
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LGName = organization group id.

USERNAME = Enter the username for the user you are enrolling or the staging
username if staging the device on the behalf of a user.

ASSIGNTOLOGGEDINUSER = Select 'Y' to assign the device to the logged in domain
user.

For further switches click HERE.

Full Clone Developer - Editing x

Name and target 0S

Registration information logoff
Computer name “

Windows license

. msiexec /i "CAUEM\AIrwatchAgent msi” /quiet I*v c:\Enroliment\Verbose. log ENROLL=Y IMAGE=N SERVER=ds1605.awmdm.com LGName=simeo...
Administrator password

Time zone
Network
Workgroup or domain

Ready to complete

Full Clone Developer - Editing X

Name and target OS

Registration information Enter a new command

Computer name

Windows license

o msiexec /i "C\UEM\AIrwatchAgent msi® /quiet I*v c:\Enroliment\Verbose.log ENROLL=Y IMAGE=N SERVER=ds1605.awmdm.com LGName=nerdo

Administrator password
logoft

Time zone

Network
Workgroup or domain

Ready to complete

6. Type logoff and click ADD
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Full Clone Developer - Editing
Name and target OS
Registration information nter a new command
Computer name

Windows license

msiexec /1 "CAUEMAIrwatchAgentmsi™ /quiet v c\Enroliment\Verbose. log ENROLL=Y IMAGE=N SERVER=ds1605.awmdm.com LGName=simec.

Administrator password
logoff
Time zone

Network
Workgroup or domain

Ready to complete

2 items

CANCEL I OK I

7. Click OK at the bottom of the page.

m UAG-HZN-01a wm UAG-HZN-01b A Awi Vantage Ce

VMware Horizon*

Version 2306

administrator

EUC-LIVEFIRE ¥

B remember user name

8. Onyour Site 1 browser session
* In the Bookmarks bar
+ click on the Horizon Site 1 shortcut
* In the VMware Horizon login
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* In the password area

In the username area
+ enter Administrator

+ enter VMware1!

* select Sign in

m VMware Horizon®

Users and Groups

Inventory

Desktops
I

Desktop Pools

Add

Access Group [ All

Display
0 B wi0-BLR-INST BLRW1
0 & WI11-BLR-FC W11-FC

9. On the left navigate to Desktops and click W11-BLR-FC
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m VMware Horizon® Pod C

W11-BLR-FC
—_—
summary Machines sessions Entitlements Events Policies

-—
Restart Desktop H Reset Virtual Machine H Rebuild ‘ Mc

Machine DNS Name Agent Version Agent L
& W11-BLR-F... w11-blr-fc-1.euc-livefire.com Unknown N/A
& W11-BLR-F... w11-blr-fc-2.euc-livefire.com 8.8.0-21067308 N/A

Users and Groups
Inventory

Desktops

10. Click on Machines then click the check box to check the two existing VMs. Now click
Remove

A Remove Virtual Machine X

What do you want to do with the selected virtual machines?

Remove VMs from View Manager only
The virtual machines will remain in vCenter.
@ Delete VMs from disk
The virtual machines will be deleted. This operation cannot be undone.

You are about to perform this operation on 2 virtual machines.

Are you sure want to continue ?

Cancel ‘ ﬂ

11. Select Delete VMs from disk and click OK.
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W11-BLR-FC

mary Machines Sessions Entitlements Events Policies Policy Overrides

More Commands  ~

T Filter ‘ &

O || Agent Version Agent Upgrade State Agent Upgrade Result Connected User Assigned User Machine Alias Host Datastore Status
O 8.8.0-2106 N/A esxi-01a.euc-livefire.com  CorpLun0la Deleting
N/A esxi-01a euc-livefirecom  Corplun0la Deleting

12. This process will take some time grab a coffee and come back (up to 20 minutes).
It will first delete the existing VMs then re-build them with the customization we have set.

NOTE: Use the Status column to see what task is currently being worked on.

Part 5: Final Testing

ZN-01a vm UAG-HZN-01b A AviVantage Control.. ww= HZNCloud @ vcenter-01a UEM Carbon Black Cloud & Lookout

Pod Cluster-HORIZON-01A ( O User Search ) About | @ & @ &  administrator v
Summary  Machines  Sessions  Entitlements  Events  Policies  Policy Overrides
More Commands V‘
Fae [0
O | AgentVersion Agent Upgrade State Agent Upgrade Result Connected User Assigned User Machine Alias Host Datastore Status
iz O N/A N/A esxi-0laeucdivefirecom  Corplun0ia | Available
Deske
——— NIA esxi-01a.euclivefire.com  Corplun0la Available

1. Flip back to Chrome profile Site 1 and in Horizon ensure your Machines are in the Status
Available.
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£ VMware Horizon Client - [m] X

+ AddSever (8 Settings ®

horizon-02a.euc- horizen-01a.euc-
livefire.com livefire.com

2. Open the Horizon Client on your Control Center machine and connect to server
horizon-01a.euc-livefire.com

£ VMware Horizon Client - ]

[?@ https:/fhorizon-01a.euc-livefire.com

‘ malcolm ‘

........| |

3. Now authenticate with malcolm and VMware1! click Login.

3. Manual and Automated Enrollment Export Date: 2023-12-11 16:29:43 -0500

Page 25



£ VMware Horizon Client

<

| [?@ https://horizon-01a.euc-livefire.com
_—

BLRW10 W11-BLR-FC

4. Double click the W11-FC (Machine not assigned) desktop.

5. Once the desktop has loaded click Start and type Hub. Launch the Workspace ONE
Intelligent Hub.
* You can slo just wait eventually the Hub will launch on it's own.
« Click I Agree
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Devices

List View
[ LastSeen = General Info

i Malcolm W11-BLR-FC-1 Desktop 6 15
/ Livefire Prod / SimeonMarDev

’ UEM Managed | Corporate - Dedicated

m Craig W11CLIENT-01A VMware7,1 a ba

/ Livefire Prod / SimeonMarDev
UEM Managed | Corporate - Dedicated

LS
E
L}
ER

m Jackie W11CLIENT-024 VMware7,1 a ba

/ Livefire Prod / SimeonMarDev
’ UEM Managed | Corporate - Dedicated

LAYOUT l EXPORT w I |Search List

Platform

Windows Desktop
VMware20,1
10.0.22621

Windows Desktop
VMware7/,1
10.0.22621

Windows Desktop
VMware7/,1
10.0.22621

User

malcolm@euc-livefire.com
Malcolm
Malcolm Barneo

craig@livefire.com
Craig
Craig Stroser

jackie@euc-livefire.com
Jackie
Jackie Puun

Malcolm. Device name is W11-BLR-FC-1

If you open Workspace ONE UEM you will see that the device has been enrolled to

+ Notice | haven't had to authenticate Malcolm to the Hub it took these credentials from
the signed in user as defined by the installation script.

2" Microsoft

Sign in

malcolm@corer,euc-Rveﬁ re.c0m|
i ]

Can't access your account?

Q Sign-in options

Next
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7. Inthe Intelligent hub you will now be re-directed to Azure for authentication as we have set
the authentication method.

+ type Malcolm@corpXXX.euc-livefire.com and click Next.

a5 Microsoft

& malcolm@corpl4r.euc-livefire.com

Enter password

9

'Il'..'.’

Forgot my password

8. Type password VMware1! and click Sign in.

@ Microsoft
malcolm@corp14r.euc-livefire.com
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again
-

9. Check Don't show this again and click Yes.
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3 W11-FC (Machine not assigned)

¢

Hello, Malcolm
Welcome to SimeonMarDev

IT is installing all the tools you need to get started. We will let
you know as soon as it's ready for use.

Get Started while your apps continue downloading.

10. Click Get Started. You are now logged into the Intelligent Hub.

Workspace ONE Intelligent Hub

i Apps

EUCLF

Favorites Q, Search Apps

e 9

Qo
Q0

Apps All Apps Categories v

®

People
All Apps

(1]

For You

®

Support

ks o3 @ s

Microsoft Excel Microsoft Outlook Microsoft Powerpoint Microsoft Word

£ Website @ b £ Website @ b £ Website @ < £ Website @ g

11. You should see your apps now as pre-configured in previous labs.
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[E]) CtrisAi+Del B USBDevices > O Fullscreen t?

Help

About YMware Horizon Client

Return to Desktop and Application Selection Screen

Settings
© g

0% Logoff Desktop

12. Disconnect from this Horizon Session.

g VMware Horizon Client

Log off server?

You will be logged off the server.

(0] 4 Cancel

™.

13. Click the back arrow then you are asked if you want to log off, click OK.

This concludes the manual enrollment of device in to Workspace ONE UEM and automated

enrollment of persistent VMs into Workspace ONE UEM.

Author:; Simeon Frank
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