WorkspaceOne Hub Enroliment

Part 1: Pre-Requirement for Enrollment

There are some pre-requirements on the Workspace ONE UEM console before you enroll
your device. for getting the Intelligence Hub application to work well. VMware is moving
away from the AirWatch Agent and Workspace One application and consolidating under a
single application referred to as the Workspace ONE Hub. We have to configure
Workspace ONE Access and Workspace ONE UEM to provision applications, we will
configure the Hub Services for additional features.

Settiﬂgﬂ Reinhart_harizen
* System Devices & Users ¥ General
~ Devices & Users
v General Enroliment
Enrollment
Friendly Name Authentication
Lookup Fields
Messase Trmnlates Current Setting

1. Login to your WorkspaceOne UEM Admin Console
+ Selectto > > > >
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Authentication Maode(s) Basic [f@ Directory | | Authentication Proxy

Source of Authentication for Intelligent Hub | LTSI DRI  WORKSPACE ONE ACCESS [

Devices Enrallment Mode * (® open Enroliment () Registered Devices Only

User Enrolliment for i05 13+ and macDs 10,15+ ENABLED DISABLED [N

devices o

Require Intelligent Hub Enrollment for i0S ENAELED DISABLED | (7%

Require Intelligent Hub Enrollment for macOs ENABLED DISABLED [Nl

Child Permission G-Il'l'l_"lll.:llly [:}Dw:llldr_' anly ®|I'-|1I_'II|.LFI Orverride

2. Under the Authentication Tab
+ Select ENABLED next to "Require Intelligence Hub Enroliment for iOS"
+ Select SAVE at the bottom right corner.

Settings Reinhart_harizon

* System Apps » ‘Workspace ONE )

* Devices B Users

General
I ~ Apps ;

» App Scan

Workspace ONE Web
~ Workspace ONE e

Application Categories

Authentication Pub

Current Setting

Paid Public Applications

. jui thenticat
App Restrictions Reguire Authentication

External App Repository

o ) Reauthenticate
Application Remaowal Profozrion

~ AirWatch Catalog

Stan dalo'o log

(-

Featured ations Child Permission *

3. You will now have to enable the catalog service in the Hub application
 Select All Settings > Apps > WorkspaceOne > AirWatch Catalog > General
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Platforms

@ Publish the catalog to devices in this Organization Group. Legacy Catalog settings
deliver the catalog within Intelligent Hub.

Legacy Catalog (i0S) ENABLED DISABLED

Full Screen ENABLED DISABLED

Legacy Catalog (macD5) ENABLED DISABLED

Legacy Catalog (Android) ENABLED DISABLED

Legacy Catalog (Windows Desktop) ENABLED DISABLED

Intelligent Hub Catalog (i0S) ENABLED DISABLED

Intelligent Hub Catalog (macOS) ENABLED DISABLED

Intelligent Hub Catalog (Android) ENABLED DISABLED

Intelligent Hub Catalog (Windows ENABLED DISABLED
Desktop)

4. Under the Publishing tab ensure the following are ENABLED next to
+ "Intelligence Hub Catalog (iOS)"
+ "Intelligence Hub Catalog (Android)"
+ "Intelligent Hub Catalog" (Windows Desktop)
+ Select Save at the bottom right.
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Part 2: Enabling Hub Services & People Search

TA

Administration Console

Account

fii Apps

Sign out

® Workspace ONE™

TA

Tenant Admi

rehznintrn.vidmpreview.col

UEM = Dynamic Environ.. 8% Outlook £} WS1-Access

Hub

ctios une|
Hub Configuration
Hub Se loyees with a single destination to

Qo
ao

Urified App Catalog

Highlight commonly used apps, promote apps as
display frequently used apps and more.

LauNCH

1. We will enable Hub Services and People Search inside of Workspace ONE Access
+ Navigate to your unique Workspace ONE Access SaaS Tenant Admin Console

* Authenticate using your Admin credentials. (Select Domain as System Domain)

+ Select the and select

+ On the Workspace ONE Access
+ Select the tab
* From the drop-down, select
+ Select

WorkspaceOne Hub Enrollment
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2] |

Migrate Your App Catalog Settings

Discard App Catalog Settings X

Permanently discard all App Catalog settings from Workspace ONE UEM?

This action cannot be undone.
CANCEL DISCARD

2. Inthe Introducing Templates page
« Select NEXT
+ Select GOTIT
* In the Discard all App Catalog settings area
* select DISCARD
+ When prompted, select DISCARD
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3. In the Workspace ONE Hub Services inventory

+ Select
+ Enable People by turning the green. Select SAVE.
* In the Inventory, above People, select the Tab.

+ Enable by turning the
In the Title area type:
« EUCLF (Best practice is not use a label longer than 6 characters).

URL: https://www.livefire.solutions.
+ Next to Position, ensure the First is selected.
+ Select

* On the left menu, select
* Ensure Enable App Ratings is on (default is ON)
* Leave the rest as default

+ Select
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https://www.livefire.solutions./

U"_\J Workspace ONE Hub Services

Home
App Catalog App (
Define the
Branding
Catalog L

Employes Self-Service

Customize

Moo
Name

People

£ New Ap
Virtual Assistance
New Hire Welcome

i Recomt
System Settings

atage

Employee Self-Service

Configure a self-service tab for employees to access helpful links and manage their de

Define whether to enable the self-service tab by default in Intelligent Hub
Enable Employee Self-Service O

Tab Name Support

Configurations

Configure device self-service and helpful links for employees.

4. Enabling Employee Self-Service,
* In left navigation panele select
+ This is enabled by default. No action needed. Take note of the configurable options. For
example Helpful Links or how to guides. This might be helpful for onboarding as one
example

Reading List

LOG OUT OF HUB SERVICES Tenant Admin

5. In Workspace ONE Hub Services, To the right of the page
+ Select
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& aw-livefirehorizonrn.vidmpreview.com/'

= Apps UEM w |Intelligent Hub Home | Salesforce 'ff? Workspace ONE

@ Workspace ONE™ Access

Dashboard -~ Users & Groups Catalog =~ Identity & Access Management Raoles
Web Apps
Virtual Apps

Virtual Apps Collaction

VMware Workspace ONE Access™ Build 203488694bb2bTh8. Copyright £ 2013-202(
products are covered by one or more pate res.com/gospatents

6. Select the tab,
* From the dropdown select

@ Workspace ONE™ Acces:

Dashboard = Users & Groups Catalog v Identity & Access Management

Disable launche
Global Settings

[ Windows
Remote App Access -
[)Mac OSX
User Portal Branding [ Mabile
User Portal Configuration Save
People Search
ceess Management Rales
People Search

Enable People Search

Users can search for users based on name and email. Enabling People Search requires syncing of the additional attributes to the

directory.

7. Select

+ Select the next to Enable People Search
+ Select
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& Access Management Rales

People Search

Sealect the directory to configure People Search attributd V{11 81 1= G0
LivefireSync

8. Select the Directory LivefireSync

People Search

Soeth sty 10 conuts ok Sosich amesces [ LieoSyr 3

rge pago.

g
)
§
5

k]
0000000 0OCOeODOOCOO

9. Note the following with the associated dropdown

+ distinguishedName, checkbox is enabled

+ managerDN, checkbox is enabled

+ title, checkbox is enabled

+ select Next

+ Validate the associated attributes are associated in the Attribute Name Directory
+ distinguishedName = distinguishedName
* managerDN = manager
. title = title
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+ Select Next

caes Managesmesd Aoles

People Search

Spacily tra Usees thal youl want 1o syne

Tiz usss the People Ssarch app successhuly, o wisn shoulkd be anoed 6 the direciony. IT the Workepace ONE Accaes pereios i nol alresdy conligueed 10 ayre all usan, spedly
e distinguished name | 0N} to syna all users.
Maotes This User ON is added fo e direciory sync protle that is st up in Direciony = Sync Soting = Users

Entar as CHsusen, DG s<comaire D=com.
Spacily the uisss OMa

Ol =zamp, DC =euc-ivefie, Do =com

10. On the People Search page
« Under the Specify the user DNs edit the default CN=Users,DC=euc-livefire,DC=com
« OU=Corp,DC=euc-livefire,DC=com
« Select Save & Sync

Select Your Domain
euc-livefire.com v

O Remember this setting

vmware

.

Workspace ONE

v

username
demale.striteo

password

euc-livefire.com
Forgot password?
Change to a different domain

vmware

11. Onyour Laptop / Desktop
* Open an Incognito window on your browser and navigate back to your Workspace ONE

Access tenant
« Under Select Your Domain,
+ select euc-livefire.com,
« select Next
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* Login using your custom Active Directory Account custom user and VMware1! e.g.

demale.striteo
+ Select Signin

12. Select People

Looks like you just moy
A6 your favorte apps here for g

Add Favorites

preview.com,

ops For You Support

3 Total Results

KM Kim Markez

™ Tom Marios

MD  Mark Debio

* In the search interface type Mar
* Notice the search results

+ Select an individual user and notice you can see information related to the user.
+ Notice we have limited information regarding the users
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Notepad++

Postman

PuTTY (64-bit)

Search

;
-

v

. VMware

Terminal Services

FX Active Directory Administrative Center

73 Active Directory Domains and Trusts

Windows
Administrativ...

Al
)

Remote

Desktop...

9

Google Chrome

¥ Active Directory Module for Windows Po...

Si% Active Directory Sites and Services

+ Active Directory Users and Computers

%7 ADSI Edit
7 Certification Authority

P
#*+ Component Services

13. Switch to your ControlCenter server
+ On the ControlCenter server Desktop,
+ Select the START button,

+ To the right, select the Windows Administrative Tools icon

 Select and open Active Directory Users and Computers

top

e A 40 XL

| Active Directory Users and Comn
Saved Queries
W f:, euc-livefire.com
Builtin
Computers
v 2] Corp
3| Computers
3 | HelpDesk
= ITSupport
= | Marketing
z Sales
= Domain Controllers
ForeignSecurityPrincipal:
| Managed Service Accour

] @ = M@ 6w

MName
5 demale striteo
5 Fernando Dusello

EEMarketing
E)Tum Marics

14. In Active Directory Users and Computers
« Expand the Corp > Marketing OU
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Name

E, demale striteo
S Fernando Dusello
2 Marketing

‘ Copy...

Add to a group...

!mv—:——l

Disable Account

Reset Password...
Move...

Open Home Page
Send Mail

All Tasks >

Cut
Delete

Rename
Properties
Help
Tom Marios Properties 7 x
Member Of Dialdn Environment Sessions

Femote control Remote Desktop Services Profile COM+
General  Addrese  Account  Profle  Telephones  Organization

Job Title: ‘D!redwr of Marketing |

Department: lMadv.ehng |

Company: | Livefire |
Manager
Name: ‘ |

15. In the Marketing OU
+ Select and right-click Tom Marios, select Properties
* In the Properties, select the Organization tab and enter the following:
* Nextto:
+ Job Title: Director of Marketing
+ Department: Marketing
« Company: Livefire

+ Select OK to close Your custom user Properties
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16. In the Marketing OU

+ Select and right-click YOUR unique CUSTOM ACCOUNT , select Properties
* In the Properties, select the Organization tab and enter the following;:

* Nextto:

+ Job Title: Solution Specialist
+ Department: Marketing

« Company: Livefire

* In the Manager area, select the Change button
* In the Select User or Contact window, under Enter the Object name to select

enter: Tom Marios
* Select Check Names
+ Select OK

+ Select OK to close the Tom Marios Properties

WorkspaceOne Hub Enrollment
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Dashboard ~  Users & Groups | Catalog

Directories  Identity Providers  Password Ry

Directories (2)

Directory Name Type

System Directory Local Dire

e

Dashboard ~  Users & Groups || Catalog

Directories Identity Providers Password Rec:

< Back o Directories

ot

LivefireSync

Type: Active Directory over LDAP

R
Sync with Safeguards

Sync without Safeguards

£F Sync Settings
[ Delete Directory

17. Onyour Laptop / Desktop
+ Switch to your Workspace ONE Access Admin Console
 Select the Identity & Access Management tab
+ Select Manage
+ Under Directories, Select LivefireSync
+ Select Sync
 Select Sync without Safeguards
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0 Favorites Apps People For You Support

Q search People

My Manager

™

Tom Marios
Director of Marketing

DS demale striteo

Solution Specialist

profile Organization

Ty Tom Marios.
Divector of Marketing

ps  demalestriteo.
Soluton Specalist

18. On your Laptop / Desktop
+ Switch to your Incognito session
* If necessary, Log out and the log back in with your Custom User Account
+ Select the People Tab,
* Note your Manager

* In the Search People area, enter your Custom user
* Note, the associated attributes and structure in the People Area
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Configurations

- Configurations (]

Estabish the fou —

19. On your Laptop / Desktop
+ Switch to your Workspace ONE UEM Console
+ Select GROUPS & SETTINGS > Configurations
+ Under Configurations type Hub
+ Under Name select Intelligent Hub

® [ Groups & Semtngss Contigur X € Favores | Intelligent Hub. % | © Favoeitas | Inteligent Hub % | ) werkspoce ONEHub Serviee % | ) Workapace ONEHub Servies % | 4

& C (0 & dw-ivefire.awmdm.com/airviatchiasis/contigurations/rubconfigurations x @

un © a

> Groups & Settings

Intelligent Hub
~ Configurations.

= Hub Services
Hub Services lets you provide employees with a single destination to access, discover and connect with corporate resources, teams and workflows. Enable Hub

Serviges 1o deliver helpful, new fealures, Inchuding

3o 0 O

" Unified App Catalog Notifications Feople
s ommenly used s0ps, pIOMote spps 8 part  Allow emaloyees to receive notifications including Let emalovees view organizational charts and easily
of a campaign, display frequently used apps and more. password expi int information and other  search for and contact colleagues.
important updates.
- capabilties are only avallable with Cloud Hub Services and Access Tenant
GET STARTED
=

Activate Hub Services

A Tenant has already been configured for Workspace ONE Access

Tenant URL hitps #faw-livefire-

markusmd4d vidgmpreview.com

Do you want to use this same Tenant to activate Hub Services?

HO YES
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20. In the Workspace ONE UEM Console
* In the Intelligent Hub window, select
* In the Activate Hub Services, select
* You are now ready to configure Hub Services

Part 3 Intelligence Hub Enrollment

Section 1. Android - Intelligence Hub Enroliment

Android Virtual Device Manager

Your Virtual Devices
Android Studio

NOTE, this part can either be done with a Physical Android device or the Android Emulator

1. This lab will walk you through how to enroll an android device in Device Profile mode using
the WorkspaceOne Intelligence Hub.
*+ Launch your Android Studio Emulator configured on Day 1
* In the Your Virtual Devices window under Actions, select the button
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2. Openthe APP on your android device
1. Select
In the Sign in window, enter your email, select
Enter your Password window, select
On the Add phone number? page, and select
On the Terms of Service page, select
On the Google Services page select
On the Want to stay in the loop? select
On the Google Play select , twice

ONOoOULhkWN
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432 B9 Q9@ -

<~ itelligent hub ‘v.

r ﬁ ntelligent Hub
& VMware Workspace ONE

6%k 10M+ 3]
41K reviews )

- -

e ot
-~ ,EERL
& N A = wle-B
‘ @ -
S h O &E
'.)% E ' -
- |- = —
Vidware Workspace ONE

You might also like

3. Search for Intelligent Hub
+ If you are prompted for payment information, select

+ Select

Fi1a0 s I vzﬂ

r \ Intelligent Hub

- Vidware Workspace ONE

You might also like =2

4. Next to Intelligent Hub, select
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0

Email address or server

https:;}JFIw livefire.awmdm.com

MEXT

.

Allow Hub to make and manage
phone calls?

5. Under the Email address or server area,
« Type https://dw-livefire.awmdm.com

+ Select

* When prompted select

6. In the Intelligent Hub

WorkspaceOne Hub Enrollment

Viio: o - van

https://ds1605.awmdm.com

Group 1D
HorizonINTRN

Groups & Settings > Groups % Login v

C O & dw-livefire.awmdm.com)s

HorizenINTRN

Group: H
Al Serings HorizonINTRM . Settings
— Configurations
= Manage advanced console-w
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* Under Group ID, enter your Workspace ONE UEM org Group ID.
* If you dont know your Group id hover over the dropdown menu for your
organizational unit.

« Select NEXT

Select Your Domain

euc-livefire.com v

Remember this setting

7. Under Select Your Domain
* Select euc-livefire.com
+ Select Next

* Under Username,
 Enter your custom Active Directory Username.

* In the Password area,
* Enter VMware1!

* Select Sign in
+ If prompted to Save password to Google? , select No thanks
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8. On the Privacy window,
« Select | UNDERSTAND

702 S0 8E - *an
Privacy

R
)

Your privacy matters.

Wiiware Workspace OME collects informatien that Is
requirad to provide secune access to your wark data and
applications, Belaw you will find an averview of data
collected by Weorkspace ONE and Hub to provide optimal
performance, security and support. For infermation about
how your company handles infermation collected by
Waorkspace OME, please contact your company.

For information regarding the data WMware collects in
connection with your use of this application for product
improvernent and other analytics purpases, see the Trust &
Assurance Center and Viware's Privacy Notices.

Contact yvour company's IT administrator if you want to find
out how to un-enroll your device and discontinue access to
this app.

Device Management

Tap here for an overview of data collected from this device
to provide access to work resources and to secure company
data stored on this device, The data collected is based on
yaur company's configuration. Your company has access to

this data and some or all of the data collected may be visible
te yaur IT administrator.

TUNDERSTAND

T4 09

<  Data Sharing

Want an even better app experience?

Help us improve and develap new app features and
functionality that will make you even more productive

We would like to collect infarmation about your usage of aur
app to better understand how users interact with aur apps
and how we can improve the app experiance. We analyze this
usage data in the aggregate and not in any way that identifies
o, You can change this setting at any time.

For information about how Vidware handles your usage data if

you elect to share this data with Viware, visit
htto: rvmiware. cam/help/privacy. html

9. On the Data Sharing window,
 Select | AGREE

WorkspaceOne Hub Enroliment
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705 MO QA - von

Let's set up your work profile

View terms

4 ® ]
10. On the Let's set up your work profile,
+ Select Accept & continue
T Qe - il

Only the data in your work profile
is visible to your IT admin

11. On the Let's set up your work profile page
+ Select Next
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il J : A - -
¥ UMware Livefire Solutions

Exporting the NSX-T DFW
contiguration via the Policy
API

August 2
ucacamards
we 8 Commen

So

Customized MacOs/Linux Z5H
Terminal Experience

12. Notice the process in the enrollment phase on Android Enrollment.

+ When you see this, you have completed your Android Enroliment with Intelligent Hub

Section 2. Windows 10 Intelligent Hub Enroliment

Internet Explorer )
ga| ¥ System Information >
, Search the web ' Open
p i~ See web results 3 H Pin to Start
= Pin to taskbar
} App seftings
1= Rate and review
& share
fil Uninstal

Workspace ONE Intell

WorkspaceOne Hub Enrollment
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In this Lab we will Enroll a Windows 10 VM using the latest WorkspaceOne Intelligence Hub

1. Onyour ControlCenter server
+ On the Desktop open the Remote Desktop folder.
+ Select the W10Client01 RDP client and
+ Sign-in with username administrator
+ Password VMware1!

+ To the right of the Start button in the search area, start typing intel
* Select the Workspace ONE Intelligent Hub
* Please Note! If the Workspace ONE Intelligent Hub does not load,
+ From the RUN > Services.msc > Start the Airwatch service
+ Attempt to re-launch the hub

Wicrks pece ONE Intelligent Hub - 0O X

Email or Server Address

hittps://dwhivefire. awmdm.com

Next

2. Under Email or Server Address,
 Enter https://DW-livefire.awmdm.com
+ Select Next
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HerizonNTRN

pl
HerizonNTRN . ttlngs

Configurations.
pbiiagaatt v anced console-w

Workspaos ONE Intelligert Hub

Email or Server Address

Group ID
HorizoniNTRN

3. Under Group ID unique enter your unique your Workspace ONE UEM tenant Group ID
+ To get your unique Workspace ONE UEM Group ID, revert back to your Workspace ONE
UEM tenant and look for the following next to the Workspace ONE UEM logo, select
your Organization Group and note your Group ID

« Select NEXT

WorkspaceOne Hub Enrollment

Selec! Your Domain

poc e com 1)

L Remember this setting

VIMWare

£

«

usemame

demale striteo

oooooooo

euc-ivefire com

Signin
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4. In the Workspace ONE Intelligent Hub under
« Under Select Your Domain
« Select euc-livefire.com
« Select Next

Under the Username area
* Enter your custom Active Directory Username

Under the Password area
* Enter VMware1!

Select Sign in

Tiodbigacd THE reellageni s - a "
‘Wanft an even betier experience?
g = v nd develop rew Bep Matardd i funchiraily TRl Uil pou even o peirhutive
W woukd b o ookt inforupbon shout your vage of oo 4R 1 e edentad Fow e, ndeeE Wil o ae I how e
B, PrE ek A0 g wek iyt i L c i Db iggeegaln ird 5 in ey iy Dl et you

For mors whorratos sbov? bow Vishars e oo suge dets # pou siect i duss thi s wsh Ve i big
=

5. In the Workspace ONE Intelligent Hub
+ Select | Agree
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£)

Congratulations

v
.
Workspace ONE Intelligent Hub
= r\
-
Apps
Q) e PP
88 Aops .
o Categories
@ People
All Apps A
B rorvou

Websiles

6. On the Congratulations window,
+ Select
* Notice the Enrolled status of W10Client01
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