Chapter 6: Unified Access Gateway
deployment using the PowerShell

PART 1

This is an overview of deploying the Unified Access Gateway script for VMware Horizon

| ] = | uagdeploy

“ Hame Share Wiew

&~ v P » This PC » Downloads » uagdeploy
P
Name Date modified
7 Quick access
=] log-UAG tet 3/26/2020 9:03 PM
— 4| uagl-basic.ini 1/10/2020 10:48 AM
¥ Downloads ] uag2-advanced.ini 1/10/2020 10:48 AM
=t 4| uag3-securid.ini 1/10/2020 10:48 AM
= Pictures | uagd-radius.ini 1/10/2020 10:48 AM
Desktoplnfo | uag5-smartcard.ini 1/10/2020 10:48 AM
Dump 1| uag9-aw.ini 1
hal | uag9-awhw.ini 1
1| uagl0-vidm.ini 1/
Rermote Desktops ) uag .
| uagll-eclini 1/
[ This PC ] uagl2-azure.ini 1
[ Desktop |4 uagdeploy.ps1 1/
& Documents | uagdeploy.psm1 1/
depl .psl 1/10/2020 10:48 AM
; Downloads (=4 uagdeployazps -
&y uagdeployec2.psi 1/10/2020 10:48 AM
J’) Music - i
& uagdeployhv.psl 1/10/2020 10:48 AM
&= Pictures
B Videns

1. Onyour ControlCenter server,
+ Go to the Downloads folder
+ Select and open the uagdeploy folder and observe the contents
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M 11 = | usgdeploy

“ Home Share Wiewr

“ S » This PC » Dewnloads » uagdeploy w
Fal
Mame Date modefied Type Size
o Quick acoess -
log- UGS 3726/ 2020 903 P Text Docwment Tdd KB
I Deshto * 3
P 3;] uagl-basicini 171072020 10048 AM Cenfiguration sett... IKB
4' Cowa) * 4,_;'| uag2-advanced - Copy.ini 1710v2020 1048 AM  Configuration setf... GEE
] Dacuments # L] vagl-advancedini 11072020 1048 AM  Configuration sett... EKE
[ Pictures A 5] usgd-secuid.ini 1230 1048 AM Cenfiguration sett... TEE
Deskiopinfo =] uagd-radius.ini 171072020 10:48 AN Cenfiguration sett... THE
P 9
Durng é] uagi-smartcard.ini 171042020 10:48 AN Configuration sett... KB
1% | vagl-awani 11072020 1048 AM Configuration sett... IKBE
hel al vag g
Reie B ] vagd-awhv.ini 1/10/2020 10:48 AM  Configuration sett... ]
eskdops T L
L] uaglevidem.ini 171072020 1048 AM Cenfiguration sett... TEER
[ This PC ] uagll-eelini 171042020 10:48 AN Cenfiguration sett... 1EB
El 9
5] uagl2-szureini 171072030 1048 M Configuration sett... 2KB
[ ] De<ktop 9 ]
= uagd .psl 171002020 1048 &M 'Windows PowerS... SKB
%] Documents |5 uag P
"l* ? vagdeploy.psmi 11073030 1048 AM Windows PowerS... M7 KB
uagd 1 1102030 10:48 M Windows PowerS.., HER
M |y uag VAL ps
55
» |y uagdeployecd.psl 171072030 1048 AM Windows Powsrs.., 15EE
&= Pictures |y uagdepbayte.psl 1102020 10:48 AN Windiaws Powers... 12EB
. Wideas

e Local Disk (T

2. Select the uag2-Advanced.ini,
+ Copy and Paste so that you have a backup of the original file .

Mame B Date modified Type
@ | vagl-basic 5/10/2018 &:53 PM  Configuration sett
& | uag2-advanced - Backup 5/10/2018 53 PM  Configuration sett

uag2- 5/10/2018 6:53 PM  Configuration sett
& | uagd- Open /2018 &53 PM  Configuration sett
& | uagd-r, Print /2018 6:53 PM Configuration sett
g | uags- Edit /2018 653 PM Configuration sett
o uag%a |  Edit with Notepad++ /2018 53 PM  Configuration sett
& uag%-a Open with P 2018 &53 PM Configuration sett
& uagll- Share with p 12013 &:53 PM Configuration sett
& vagd Restore previous versions /2018 6:53 PM Windows Powers..
j uagd [ /2018 853 PM Windows Power5..

; Send to 3
&y uagd f /2018 53 PM Windows PowerS..
Cut

3. Select uag2-advanced and then select Edit with Notepad++
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name=UJAG-HIN

Full path filename of the UAG .ova wvirtual machine image
The file can be cobtained from VMware

target refers to the vCenter username and address/hostname and the ES5Xi host for deployment
Refer to the ovftool documentation for information about the target syntax.

PASSWORD in upper case results in a password prompt during deployment so that passwords do not need
to specified in this .INI file.
In this example, the vCenter username is administrator@vsphere.local

the vlCenter server is 192.168.0.21 (this can be a hostname or IP address)

the E5Xi hostname is esxl.myco.int (this can be a hostname or IP address)

EORE R R R

target=vi:ffadministratnr@vsphere.10331:PRSSWORDEIBZ.IGB.110.Zﬂ!RegionAGIfhostfRegionAGI—CDHPOIHIBZ.168.110.52

g
§¥ v5Sphere datastore name

|4

ds=CorpLUN

4. In the NotePad++ application
+ Next to name change to UAG-HZN
+ Next to source change

source=\\horizon.euc-livefire.com\software\UAG\euc-unified-access-gateway-21.06.2.0-
18528989 OVF10.ova

* Next to target change it to:

target=vi://administrator@vsphere.local: PASSWORD@192.168.110.25/RegionA0Ol/host/
RegionA01-COMP01/192.168.110.52
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¥

ds-CorpLUﬂ

£

§ Disk provisgioning mode. Refer to OVF Tool doc
£

diskMode=thin

£

£ vSphere Network names. For pre 3.3 UAG versio
£ n i such as IPv4 subnet mask, ga’
§ value must be specified for each NIC. Normall:
£

nternet=VL-DMZ

ackendNetwvork=VL-DMZ

EL
netManagementNetvork=VL-DMZ
tB

defaultGatevay=172.16.20.1

deplovmentOption=onenic
ip0=172.16.20.11
netmask0=255.255.255.0
routes0=172.16.20.1.0/24 172.16.20.1

FAzrml Armmant Met § An=t e d -

5. Scroll down in your NotePad++ window
+ Next to ds=Local Disk 1 change to ds=CorpLUN
* Next to #diskMode=thin change to diskMode=thin
+ Change the following network settings to:

* netinternet=VL-DMZ
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netManagementNetwork=VL-DMZ
netBackendNetwork=VL-DMZ
defaultGateway=172.16.20.1
deploymentOption=onenic
ip0=172.16.20.11
netmask0=255.255.255.0
routes0=172.16.20.0/24 172.16.20.1
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LS I W O =] o 0N = W N = O

W= L3

0O 0D O O 0 0 -] -1 =] =] =] =] =] =] =] =]
=

n

#ipl=192.16€8.0.91
#netmaskl=255.255.255.0
#ip2=192.16€.0.92
$netmask2=255.255.255.0
$routes0=192.168.1.0/24 192
#routesl=192.168.3.0/24 192
§routes2=192.168.5.0/24 192

dns=192.168.110.10

#3yslogUrl=syslog://server.

#
# Setting honorCipherOrder -

$ UAG 2.7.2 and newer to fo

-+

6. Scroll Down
+ Change dns=192.168.0.10 to

dns=192.168.110.10
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9/
98
99

100

101

102

103

104

105

106

107

108

109

110

=

[H [SSLCert]

#
# From UAG 3.0 and newer, you can specif’

# any required intermediate certificates
$# associated PEM certificates file and Pl
#

pfxCerts=C:\certificates\WildCard.pfx
=

# If there are multiple 35L certificates
# This is not necessary if there is only

7. Under [SSLCert] Change pfxCerts=sslcerts.pfx to

pfxCerts=C:\certificates\WildCard.pfx

133
134
135
136
137
138
139
140
141
142

¥

[ [SSLCertAdmin]

pfxCerts=C:\certificates\WildCard.pfx
$pemCerts=sslcerts.pem
$pemPrivKey=sslcertrsakey.pem

[-] [Horizon]

8. Inthe [SSLCertAdmin] section, change pfxCerts=sslcerts.pfx to

pfxCerts=C:\certificates\WildCard.pfx
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F
# proxyDestinationUrl refers to the backend Connection Server t
# It can either specify the name or IP address of an individual
# via a load balancer in front of multiple Connection Servers.
=

pruxyﬂe5tinatiunUr1=http5:ffhorizon.euc—livefire.coﬂ

#
# proxyDestinationUrlThumbprints only needs to be specified if
# a trusted CA signed SS5L server certificate installed (e.g. i

# This is a comma separated list of thumbprints in the format =
-+

9. Under the [Horizon] section change proxyDestinationUrl=https://192.168.0.209 to

proxyDestinationUrl=https://horizon.euc-livefire.com

i

(& 51 i

The following external URLs are used by Horizon Clients
to this UAG appliance. If they reference a load balancer
configured for source IP hash affinity otherwise the con

[ 5]

o On

==
i

[ 51

Ll [ ™ | |

il -

e oie o sl

tunnelExternalUrl=https://uag-hzn.euc-livefire.com:443

166 blastExternalUrl=https://uag-hzn.euc-livefire.com:443

16E -

169 g p:::;Externa;?:l must contain an IPv4 address (not a DNS
170 -

10. Scroll down and Change

+ tunnelExternalUrl=https://uag2.horizon.myco.com:443
+ blastExternalUrl=https://uag2.horizon.myco.com:443

To

tunnelExternalUrl=https://uag-hzn.euc-livefire.com:443
blastExternalUrl=https://uag-hzn.euc-livefire.com:443
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16E #

169 # pcoipExternalUrl must contain an IPv4 addresas |
170 =

171

172 pcuipExternalUrl=1?d.15.20.11:4112

173 pcoeipDisablelegacyCertificate=true

174

175

176 -

11. Scroll down and Change

* In the pcoipExternalUrl section change pcoipExternalUrl=10.20.30.90:4172 to:

pcoipExternalUrl=172.16.20.11:4172

I-j *C:\Users\administrator,EUC-
File

12. SAVE THE .ini File

Part 2

In this section, we will deploy the Unified Access Gateway using a Powershell Script
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B \Mvare Horizon Clent

o Fein
Windows
Administraty...

: EX Administrator: Windows PowerShell

1. Onyour ControlCenter server,
+ Launch the powershell shortcut from the

| EX Administrator: Windows PowerShel — O b

Sat-ExecutionPalicy

Execution Policy Change

[¥] ves [A] Yes te A1l [N] Mo [L] Mo to A1l [5] Suspend

2. We will set the script execution is set to unrestricted. Execute the following command.

Set-ExecutionPolicy -scope currentuser unrestricted

When Prompted select Y
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3. Within the powershell interface type the following command
cd downloads\uagdeploy
wagdeploy.psl
Security Warming

[0] Do not run [R] Run once [5] Suspend

Security warming

[0] Do not run [R] Run once [5] Suspend

4. Execute the following command

.\uagdeploy.psl -iniFile uag2-advanced.ini

* When you get a security warning type: R

* When you get a second security warning type: R

* When prompted to enter a root password for UAG-HZN,
* type:- VMware1!
« when prompted to confirm type VMware1!
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5. When prompted to
+ Enter an optional admin password for the RESP APl management access for UAG:
type VMware1!
* When prompted to Re-Enter an optional admin password : type VMware1!
* When prompted whether or not to join the customer experience program type No

6. When prompted to
« Enter password for the .pfx type: VMware1!,
* When prompted to confirm type VMware1! again.
* When prompted the password for administrator@vsphere.local
« Type VMware1!

* When prompted for fingerprint will be added to the known host file type
* Your virtual Appliance deployment will now start, it will take between 5 - 10min to
deploy. Proceed to step 8
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7. Review the deployment once the setup has completed

5 apps [ Horizon £ wS1-Connector [ NSX-T| [ vCenter |fs

vm vSphere Client O\ Search in all ¢
O g @ R
7 vesa-Ola.euc-livefire. com summ.

[Fh RegionAO1

RegionA01-COMPO1
[] esxi-Ola.euc-livefire.com
£ AppVolProv
{5 CaptureVM
ﬂ‘, cp-parent-2a53b204-1eel-4bef-8581-6a2f...
{1 cp-replica-e8315a85-7662-4f62-9a99-ec3...
{1 cp-template-8680f3fa-966f-4ab2-a6fl-cd..
{5 DEMProfiler

Custc
{1 horizon-cloud-connector
[ identity-manager_DMZ Al
[ PackagingVM
(51 RDSH-01a
2 BDSHPIoy
(B UAG-HZN .
8. On your ControlCenter server
+ Open your Select the shortcut

+ Login as administrator with the password VMware1!

+ Select the lcon

* In Host & Clusters, expand the under RegionA01-COMPO01

+ Switch Back to your Powershell window to check if the deployment has completed.
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9. Onyour ControlCenter server

s
B

VMware

Unified Access Gateway

admin

* On your Chrome Browser open a new Tab
+ Enter the following URL into the address bar

 https://uag-hzn.euc-livefire.com:9443/admin/index.htmli#!/Login

* In the right of your Chrome Browser . Add the following URL as Favourite in your

Bookmarks, by selecting the STAR.

+ Login to your UAG server by entering the following
* Admin Username : admin

« Admin Password: VMware1!

+ Select Login

Chapter 6: Unified Access Gateway deployment using the PowerShell

2023-10-26 19:59:26 -0600

Export Date:

Page 13



B

Configure Manually

10. On your UAG Admin Console
* Click the Select button under Configure Manually

General Settings

Q

Edge Service Settings

Authentication Settings

Advanced Settings

11. On your UAG Admin Console
+ Under General Settings
+ Next to Edge Service Settings, move the toggle to the right
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Settings wLE L 3

12. On your UAG Admin Console
* To the right of Horizon Settings, select the

& admin '

@ Logout

13. In your UAG Admin Console
+ Under Horizon Settings

+ Browse and familiarize yourself with config, we will be changing some of the settings
in a future exercise

. from the UAG Admin Console

This concludes the deployment of the Unified Access Gateway using a Powershell Script

About the Author
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For any questions please email Reinhart at RACE-Livefire-EUC@vmware.com
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