Federating AZURE with Workspace ONE
Access and Microsoft 365

Introduction

Disclaimer:

FACT : Microsoft Azure Portal is updated every 36 hours. Please do not expect
perfection in this guide as you will not get perfection

+ As you might know its becoming increasingly difficult to create Microsoft 365 Developer
trial Accounts. As Livefire Instructors we have consumed all our good will on the
Microsoft side and we are unable to create any new Microsoft 365 Developer Accounts.
For the time being we are able to use existing trial accounts

+ If you are unsure regarding what to do or your next step or anything related to the
Azure console and how it relates to the existing guide. Please ASK, we are happy to help

* Your understanding related to these challenges will be greatly appreciated

There are now two groups types that will attempt this lab:

1. Attendees that have managed to register and subscribe to the Developer Microsoft 365
environment
OR

2. Attendees that are using a trial account that has been used before

1. Attendees that have managed to register and subscribe to the Developer Microsoft
365 environment
« Onyour Controlcenter server
+ Open a new Chrome Browser session and go to the following URL:
* https://developer.microsoft.com/en-us/microsoft-365/dev-program
+ Login with your developer account
+ select Join Now

*+ This should take you to the Microsoft 365 Developer Program,
+ select Go to subscription
* Login with your CloudAdmin credentials

The above steps assume you have your own developer account

2. Attendees that are using a trial account that has been used before
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+ Onyour Controlcenter server
* Open a new Chrome Browser session and go to the following URL:
 https://portal.office.com
*+ Login with your assigned Cloud Admin Credentials

Part 1: Preparing the Microsoft 365 environment to use a
dedicated domain name

@ 1. https://developer.microsoftco. X m Dashboard - Microsoft 365 D

— C {} @& officecom

@ vCenter02a vm UAG-HZN-02a wm UAG-HZN-02b === App Volume

h Office

rePoint ﬁ Teams

amer

1. In the top left-hand corner off Microsoft 365
+ Select the Select the 9 dotted square
* Once the Apps pop out expands
+ Select Admin
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Microsoft 365 admin center

= Tq011p
I it Home
,Q. Users R
%" Teams & groups e |
I1<“‘='I||

B Billing e

ég Setup

== Show all

2. In the Microsoft 365 admin center window
+ Select Show all

' Teams & groups W
99 Roles hd ﬁ
IS Resources W
B Biling N
g Support W
0¢  Settings

|

Setup

"  Rennorts 5 '

3. In the Microsoft 365 admin center window
+ Under Support
« expand Settings
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& Resources v
B Billing v
2 Su pport o
502 Settings ~
mi. ‘I ence

4. |In the Microsoft 365 admin center window
+ Under Settings
* select bomains

e SediLrni

Home > Domains

Domains

+ Add domain @8 Buy domain ()

Domain name T

(] wiy2ronmicrosoft.com (Default
5. Inthe Domains area
« Select + Add domain
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@ NOTE: Before moving onto the next section, ensure that you are 100% clear
what YOUR registered Domain will be.

* In the course lab we will use a Domain naming convention based on the location we
are delivering at.

+ We will use the convention corpXXX.euc-livefire.com

* Where XXX is your Assigned Domain, which you will find in Microsoft Teams in the
Attendee Accounts sections

* On the Microsoft 365 admin center ensure the Connect a domain you already
own radio button is selected and below type your registered Domain hame

Microsoft 365 admin center L Search

Domains > Add domain

Q peadoman Add a domain

@ Domain name

If you already own a domain like contoso.com, you can add it to your
O Connect domain

‘ Domain name

QO Finish carpEGz.euc-\ivef\re.mm|

Learn how to add a domain

Microsoft 365

Add a 1
domain °

| e |
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6. In the Microsoft 365 admin center window
* In the Add domain area
« Under Yes, add this domain now
« enter corpXXX.euc-livefire.com

* Where XXX is your assigned Domain identifier

+ Atthe bottom of the page
* Select Use this domain

]

@ Add domain

7. In the Microsoft 365 admin center window

Microsoft 265 admin center

Install Office

Domain name

Dommeain verilication

Add users

Cannect domain

L Search (At + 5)

How do you wan

Before we can set up corp21.euc-livefire.com. we need

() Add a TXT record to the domain's DNS records

Recammended if you can create new DMNS reconds

[:_J W you car't ackd a TXT record, add an MX record t

Recommended only if TET records aren't supporntes

* In the How do you want to verify your domain?
« Ensure the radio button next to Add a TXT record to the domain's DNS records is
enabled (default)

+ Select Continue
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Verify you own this domain

We detected your DMS hosting provider is- Amazon Web Services (AWS) 7

Go to your domain's registrar or DMNS hosting provider, go to DNS management page for corp!
TXT record that uses the values below. When finished, come back here and select Werify and we
damain by finding the new record

This won't affect your existing services like email, and you can remove the record as soon as you
Step-by-step instructions

TXT name

[ corpasa tor skip if not supported by providen

value
@ msB1757T38

TTL

B 3600 [or your provider default)

8. In the Microsoft 365 admin center window
* In the How do you want to verify your domain?
+ Below TXT value
+ Copy the MS=ms ......
+ In the following steps, we will have this value entered into your assigned Zone
database in AWS Route 53 using vRealize automation

- YWidware yRealipe Autcmabon

@ Do step 9: VRA automation on a separate browser profile.

If you were doing your Azure registration on the Site 1 profile then might be helpful to
do the VRA on the Site 2 Profile and have both profiles open side by side.
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d Services » +

m vralab.lvefire.dev

vm UAG-HZN-02b Horizon® Site 2 w= HZN Cloud |\ AviVantage Control... @ wvcenter-Dia w= VRA )

ze Automation

VMware vRealize Automation

GO TO LOGIN PAGE

9. Onyour Controlcenter desktop,
* Onyour Site 2 browser
* Open anew Tab

* In the Address bar
+ enter https://vra.lab.livefire.dev/
« Select GO TO LOGIN PAGE

F X
3
W
livefire kat b
]
WIS
10. In the Workspace ONE Login
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+ Under Select your domain
+ Ensure livefire.lab selected

+ select Next

K>

Fargat passwond?

iange 1o a different damain

L e

11. In the Workspace ONE login
* Under username
+ Enter your assigned dwuser0XX account
« XX will be your assigned Student Login ID

+ Under password
« Enter your assigned password

* Select Sign in
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@ We collect data to deliver, analyze and improve the service, to customize your
of this data is collected using cookies and similar tracking technologies. To lear

vmw vRealize Automation - Cloud Services Console

My Services

885! Service Broker

12. In the vRealize Automation - Cloud Services Console

+ Under My Services
+ Select Service Broker

Catalog  Deployn

My Resource Usage ~
O VMs Count O CPU Counit

Catalog Iltems Gren) «

” vRealize Orchestrator W

uiL Update MX Records

rojects: AW-Attendees

REQUEST

vRealize Orchestrator W

l.-iL Update TXT Recor...
]

Projects: AW-Attendees

13. In the My Resource Usage window
« Under update TXT Records
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« Select REQUEST

(f) We collect data to deliver, analyze and improve the service, to customize your ex

disable certain cookies, see our Cookie Usage page

vmw vRealize Automation - Service Broker

Catalog Resources Approvals

New Request

1— Update TXT Records

Sub Hosted Zone
Prefix *

COrpXXX

TXT record value * MS=ms24411496

14. In the New Request page
+ Update the following next to:
* Sub Hosted Zone Prefix* enter your domain
* enter CorpXXX, XXX represents your assigned domain

« TXT record value* Paste your TXT value (from step 7)

+ Select SUBMIT
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Deployments (&=

"
Pt
P

Step-by-step instructions

TXT name

Y Corp31 (or skip if not supported by pror

TXT value

D mMs=ms97238464

TTL

. ) )
3 3600 (or your provider default)

This video shows how to verify
registrar and adding a TXT recc

© 1:34 min video

Verify

15. On your Microsoft 365 admin center page
* When the vrealize automation is complete
* Select Verify

B Send passwords of new users to my email address.

Your email address

| Cloudadmin@ 7011 p.onmicrosoft.oom

Do this later

16. In the Microsoft 365 admin center window
* In the Add users and assign licenses page
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+ At the bottom of the page
+ Select Do this later

:  Micrasoft 365 admin center B Spaerh

Install Office

L]
. How do you want to
.

Aeled users )
Connect your domain 1o your Mioosoft services so you can use emi

service (DME) records for your domain conpdBa,ewc-livefire.com
@ Connect domain o
Leam mare abaut ONS records

# Commaction options Add youwr own DHE records

‘We'll prowide a st of DS recards that youll need to »dd for your d

17. In the Microsoft 365 admin center window
* Inthe Connect domain section
+ At the bottom of the page
« Select Continue

MX Records (1)

Weew instructions for MY Records

Recard Hast Mame Paints to address or value Pricrity

Expected Yy corp2sa :-ia-E.JE ivefire-com02imail protection.outlook.com. [y 0

18. In the Microsoft 365 admin center window
* Inthe Connect domain > ADD DNS records section
« Next to MX records (1)
+ Expand the dropdown
+ Under Points to address or value and in line with Expected
+ Copy the output
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@ = hitpsy//developer.microsoft.cor X m Dashboard - Microsoft 365 Dev . X

< C 1{t & vralablivefiredev

my-iplivefire.lab/fip Horizon®5ite 1 vm UAG-HZMN-01a wm UAG-HZN-01b

@ We collect data to deliver, analyze and improve the service, to customize

disable certain cookies, see our Cookie Usage page.

vmw Service Broker

Catalog Approvals

«

& Deployments
[fl Resources w

All Resources

Deployments Geoee

MName

I' Update TXT Recorg

19. Switch back to your Service Broker session
+ Select the Catalog tab

vmw Service Broker

Catalog ResoUres Approvals

My Resource Usage ~

Catalog Items Gi=o)| v |

n-i'.. Update MX Records

vRealize Orchestrator W

._-I_

REQUEST

20. Inthe Catalog area
* Under Update MX Records
« select REQUEST
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Catalog Resources Approvals

New Request

'i" Update MX Records

Sub Hosted Zone COrpXxx
Prefix *
MX record value * corpXXX-euclivefire-comO2i.mail.protec

Please note xxx is your attendee identifier.

21. Inthe Service Broker
* New Request
+ Update MX Records page
* Next to:
+ Sub Hosted Zone Prefix* enter corpXXX
* Where XXX is your assigned Domain identifier

+ MX record value* paste your MX record

+ Select SUBMIT
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MX Records (1)

View instructions for MX Records

Recard Host Name Points to address or value

Expected [y corp2sa [ cop2sa-euclivefire-cory
CMAME Records (1)

»  TXT Records (1)

Advanced options

22. On the Connect domain page
+ At the bottom
+ Select Continue

ﬂ reekall CrH
| .
& e @ Setup is complete
Add dama
@ sdd we
| Graal jab. FHUL Ased thanks again o cheeding Micrasal.
& Connec domain You can add maora Users. croste qrouss. and manage all your sensces from B 2
'l S Haw did It go? Ploase rabe your eapariencs
Trsdba

*hhkh e

[T —

To protect your privacy. pliass do nol scude personal infermation

in o Teedback. B iy iy

Hr ckay for Microanft fo contact me about this fesdbact

23. In the Microsoft 365 admin center window
* In the Setup is Complete page
+ Offer a 5 star rating
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+ Select Submit

i Microsoft 265 admin center

Go to admin center

Thank you

24. In the Microsoft 365 admin center window
* In the Thank you for your feedback page
+ At the bottom of the page
« Select Go to admin center

@ vCenter02a wm UAG-HZN-02a wvm UAG-HZN-02b

Microsoft 365 admin center

fir  Home
,Q, Users R
%l Teams & groups s
= Billing “
JQ Setup

=== Show all
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25. In the Microsoft 365 admin center window
* In the left-hand pane Inventory
+ Select ... Show all

Motep @ vCenter02a wm UAG-HZN-02a wm UAG-HZN-02b b+ App Volum

Microsoft 365 admin center

Y = Tq011p
: Iﬁh Home
Bt N Recommendeg
B ' Teams & groups i
| A Roes v
! B Resources v
B Billing e
€ Support v
& Settings v
[ oo Register
& L Reports v
8 & Health v
- Add cards
d  Admin centers
26. In the Microsoft 365 admin center window
* In the left-hand pane Inventory
+ Expand Settings
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2 Resources hd
B Billing w
£ su pport e
fi‘ Settings ™
5 - gence
Org settings
Integrated apps
Partner relationships
& Setu p
' Reports e

wit

Register
account
calling =

~+ Add

Micros

22. In the Microsoft 365 admin center window
* In the left-hand pane Inventory
+ Under Settings
+ Select Domains

@ If you are using an existing account, its very likely you wont have to change your

default domain. Validate and if necessary do the change

Hame Domains

Domains

-+ Add donflai 3 By domain

Diomiain mame T
] carp Leuc-livefire.com (Default)

= Tl p.onmicrosaft.com

Federating AZURE with Workspace ONE Access and Microsoft 365
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22. Inthe Domains area
« Under Domain name
+ Next to your unique *.onmicrosoft.com domain
+ select the checkbox

« Under Domains, in the Task area
* Select Set as default

This will replace your current default domain, corp21.euc-
livefire.com. When you add new users, their email addresses and
usernames will use this new domain. If 3 user has multiple email
addresses, the default domain is used as their reply-to address.

Set as default

Set this domain as default? P

23. In the Set this domain as default? window
+ Select Set as default

Home > Domains

@ Snloec3.onmicrasoft.com is now your default domain.

Domains

+ Add domain 3 Buydomain () Refresh

Domain name | Status
B  Snkxc3.onmicrosoft.com (Default) @ Healthy
O corp2Sa.euc-livefire.com : @ Healthy

24. In the Domains page
+ Validate your default configuration
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Your assigned domain should NOT be your (Default) domain. Your setup should look
like the above example

Part 2: Setting the authentication status of Azure from Managed
to Federated.

TA

1. Onyour ControlCenter server
+ Open a new browser tab
+ Enter your Workspace ONE Access tenant url
* Log in with your Sysadmin credentials
+ To the right of the Intelligent Hub Console console
+ Select and right-click TA
+ Select Workspace ONE Access Console
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(Ty VMware Verity will reach end-of-availability date (EoA) and e

New updates avallable, Learn what's new in Workspace OMNE

ot
"JE_“IJ Workspace ONE Access

Web Apps

Add and configure web app

application

2. Inthe Workspace ONE Access Console
* Select Resources
* In the left menu
+ Select Web Apps

Resources

aApphication Type

3. Inthe Workspace ONE Access console
* In the right-hand side of the Web Apps area
+ Select SETTINGS

Federating AZURE with Workspace ONE Access and Microsoft 365 Export Date:
2023-10-18 02:10:26 -0600

Page 22



Settings

Global

Approvals
I Approvals

Manage access to applcations that req

Enabile Approvals

PP no

4. In the Settings window
« Select SAML Metadata

Settings
Global
Signing Certificate @
Saas Apps =
March 2
SAML Matadata
Application Sources
5 LIVEFIREHZNRNEOD 218 SAML, CH=VMware Identit
GETE]

MEVEIFRKSRUha

ﬁn I DOWNLOAD ] | REGENERATE

Encryption Certificate @

&

<ene-BEGIN CERTIFICATE -
\-'II'F—C-LI(.'L'.L.}'ig AWIBAGIG MJLDka-’.'U‘d;'L;'\'JCSqE SIB3DCEBCWUAMEgX]

This type of file can harm your computer. Do
you want to keep signingCertificate.cer anyway? |

Keep H Discard |

5. Inthe SAML Metadata area
* In the right-pane, scroll down until you find Signing Certificate
+ Below Signing Certificate
« Select DOWNLOAD
* In the bottom left-corner of your browser
« When prompted to keep a potentially harmful file
+ Select Keep
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Vs Senver

2

Windows
Manager  PowerShell PowerShell 1SE

6. On your ControlCenter server
+ On the Desktop
« Select the START button
* From the Start Menu
+ select the Windows Powershell ISE Shortcut

Install-Module -Name ©

[ T ——

DA s H i e, DL 2 g v G st M el eyt T W ey e g ke o 0 Frmgmpn Pln Ppsepp e Prmosiar pami o DA IULTES IS
| -
ﬂ Untrusted rapository

You are installing the modules from an untrusted repasitony. B you trust this repositary, change its InstallationPolicy valus by running the Set-F3Repasitary o

e L) ol e

7. Inthe Azure Powershell ISE module
Enter the following:-
* Install-Module —-Name MSOnline
+ with your keyboard
« select ENTER

* When prompted; with the :-
« "NUGET provider is required to continue " window
+ select Yes

* When prompted; with the: -
* "Untrusted repository" window
+ select Yes to All
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Connect-MsolService

8. In the Azure Powershell ISE module
+ Enter the following:-
* Connect-MsolService

+ with your keyboard
+ select

sgn in te your account

B Microsoft
Sign in

cloudadmin@Tq01 1I}.GI'II'I"I-!.TI:ISDf'LC’JFI'4

Cam't access your account?

9. In the Sign-in to your account window
+ Under Sign in
* enter your Cloud Admin account

+ Select

Federating AZURE with Workspace ONE Access and Microsoft 365
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Sign in to your account

B Microsoft

¢« cloudadmin@7q011p.onmicrosoft.com

Enter password

QQQQ'.'I..|

Forgot my password

10. In the Sign in to your account window
+ Under Enter password
* Enter your Cloud Admin Password

* Select Sign in

Sign in to your account

% Microsoft

cloudadmin@7q011p.onmicrosoft.com

Skip for now {14 days until this is required)

Use a different account

Help us protect your account

Microsoft has enabled Security Defaults to keep your
account secure. Learn more about the benefits of Security

.

11. In the Sign in to your account window
« Select Skip for now (14 days until this is required)
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@ Ifyou are using your own account you will get this, If you are using an assigned
account ignore this

FET—MS{_‘:I Domain

12. Inthe Azure Powershell ISE module
+ Enter the following:-
+ Get-MsolDomain
+ with your keyboard
« select

* Note that both your Domains are Authentication status are Managed
* When we are done
+ our aim is to change the status of your custom domain to Federated

+ We will now proceed step-by-step to achieve this goal
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3| Busg2-advanced - Copyra (3| Bd_sapu (3| llve 1 3| Bivew 23 Iednew 33
= Tovianprevi=y,con/SaA

jAAS/auch/wsfad/active/logen
POST/ 33

Rp\

Fnd  Replace FindinFies Findin Projects Mark

Find what { YOURACCESSHOST v | Find Next |C
1
Replace with :| an-ivefirernpod24 v| Replace
In selection Replace All
[IBackward direction Redlace A A Gpencd
[IMatch whole word anly
[Match case Gose

[ wrap around

Replace >

Find Replace FindinFiles Findin Projects Mark

Find what { CarpXX ~] m [ Find Next 10
Repiace vith { Corpad] ~] Replace
; Replace Al in All Opened
[JBadward direction e
[IMatch whole word only
ew Encoding Llanguage Settings Tools Macro Run Plugins Window 7

B sMD| e xx|BE[E EBAC

|2-advancedini ..JI B uag2-advanced - Copy.ni .Jlnld rsa.pub ;J} Brew1 ..jl Brew2 Hr

1. $Metadata = 'hreps://aw-livefirernpod24.vidmpreview.com/S
2. $Brand = CDrpZ‘i

3. S$Domain = Coxpza euc-livefire.com

4. SActiveSO = m:tgs {f_’aw livefirernpod24.vidwpreview,com/SA
5. revi

6. $IssuerUri = aw-livefirer npodzﬂ (w.ltnoat. vmmpxevlew co
7. §Cert =

@ Disable Clickable Link Settings in Notepad++

Select Settings > Preferences >
Select Cloud & Link

Under Clickable Link Settings
Next Enable

Uncheck the checkbox

13. Onyour ControlCenter server

+ Copy and Paste the below commands into Notepad++
+ Where you have

* Replace with your Workspace ONE Access Tenant Identifier

* Where you have Corp
+ Replace with your assigned Domain Identifier

$Cert = We will look at this later

1. S$Metadata = 'https://YOURACCESSHOST.vidmpreview.com/SAAS/auth/
wsfed/services/mex'

2. S$Brand = 'corpXxXx'

3. $Domain = 'corpXXX.euc-livefire.com'
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4, SActiveSO = 'https://YOURACCESSHOST.vidmpreview.com/SAAS/auth/

wsfed/active/logon'

5. $PLUri = 'https://YOURACCESSHOST.vidmpreview.com/SAAS/API/1.0/
POST/sso'

6. S$IssuerUri = 'YOURACCESSHOST' (without vidmpreview.com
behind)

7. S$Cert =

14. Onyour ControlCenter server
+ Switch back to your Azure Powershell ISE module
+ Copy your first variable from
+ Paste into Powershell
1. $Metadata = 'https://YOUR VERSION.vidmpreview.com/SAAS/auth/wsfed/
services/mex’
+ With your Keyboard
* select

15. On your ControlCenter server
+ Copy your second variable from
+ Paste into Powershell
2. $Brand ='corpXXX'
* Where XXX is your assigned Domain Identifier
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+ With your Keyboard
« select

16. Onyour ControlCenter server
+ Copy your third variable from
+ Paste into Powershell
3. $Domain = 'corpXXX.euc-livefire.com'
* Where XXX is your assigned domain identifier
+ With your Keyboard
* select

17. Onyour ControlCenter server
+ Copy your Fourth variable from
+ Paste into Powershell
4. $ActiveSO = 'https://YOUR VERSION.vidmpreview.com/SAAS/auth/wsfed/
active/logon’
+ With your Keyboard
+ select
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18. On your ControlCenter server
+ Copy your Fifth variable from
+ Paste into Powershell

5. $PLUri ="https://YOUR VERSION.vidmpreview.com/SAAS/API/1.0/POST/sso'

+ With your Keyboard
« select

19. On your ControlCenter server
+ Copy your sixth variable from
+ Paste into Powershell
6. $lssuerUri="YOUR VERSION'
+ With your Keyboard
+ select
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aard Organize

+ This PC » Downloads »
Mame

Sitel
Sited
| uagdeploy
uagdeploy_2111
D Corp2d.euc-livefire.com.csv

1le D Corp2d.euc-livefire.com.zone

%N N

desktop.ini
D es-config,json

signingCer ™
& Sitel.zip
£ site2.zip
UAG Settil [=f Edit with Notepad-++
UAG_Setti

UAG_Settir Open with

UAG Settir Give access to
\ VidmAiriz Mes

20. On your ControlCenter server
+ Open your DOWNLOADS folder
+ Select the signingCertificate.cer
* right-click and select Edit with Notepad++

2 BCWURMFUXT
3 F1ZNA2Fy! FRK1SRURa
4 T130UESEMSFCC YTALVIMB4KDT: THy
5 3 FTEGMBA4G: KILIEL hbmFAZXT

6 r 0QYMUTEU! MAXGA1UEBRMC
7 VVMigoTiMAOGC: TRUXGHQ
& X3FzéKkh LrwsTtzlm
s 1ZDGSAPT/¥SIWgE/ 30
10 17p81SypIlgBBL3zOL1Y ¥ HS3£3UITLIDI4I0ET
1 SzZBVER1rHIS2WBT4 EYGQA3pTBqIvilngOvies

J2e35

13 ¥60uqqlUegrB/OGKEIGFURFIRATRCAIXEVBKITURLXIRVZA314v1+0GONZ06QLbY
dded 11 W3S

18+B2Bh

InedS4qL/Yx55kzCy2TESWrS34FLAZ IywpAsLd
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21. In Notepad++
« Remove the

+ lines from the certificate.

Replace

Replace FindinFiles Find in Projects  Marck

Find what : n . I Firsd Mewxt
Reﬁmmh:“ Replace
Replace Al
[(JBadkward direction Replace Ain Al
[CMatch whole word anly
[ttatch case Close
[ wrap arcund
Search Mode [ Transparency

(%) On losing foous

O
(Cio i .

22. In Notepad++
+ We will now remove all carriage returns the document
« Select ALL of the certificate portion of the file
+ Selectctrl +F
* In the Find window
+ Select the Replace tab
* Next to Find what:
+ clear all entries (if necessary)
+ enter \n

+ Next to Replace with:
+ leave blank

+ At the bottom of the Replace window.
* In the Search Mode area
« Next to Extended.
« select the radio button

* Select Replace All.
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[ *C:\Users\Administrator\Downloads\signingCertificate.ce
File Edit Search View Encoding Language Settings
cEHBR B s HbD 2c |t

B change log ] B uag2-advanced ini £3 I B uag2-advanced - C
] Olr_:l:ert = MIIFMjCCAXggAwIBAgIGJ/0S3sR

M *ChUsers\Administrator\Downloads\signingCertificate.cer - Motepad++ |

File Edit Search View Enceding Language Settings Tools Macr
s HB 2 & s DI C lﬂb‘&‘l $ & | L

B change log \ B uag2-advanced ini ,l,a=_;l-.::"—;.:"r;r_-;i - Copy in .]E::_
1 @sCert = 'MITFMICCARgoAWIBAGIGI/0S3sRIMAOGCSGGS

23. In Notepad++
+ Switch back to your sample scripts
. the following: scert =
+ Switch back to the with your Signing Certificate
+ On your ControlCenter server In Notepad++
* In front of your certificate with no carriage returns
* Insert and Paste SCert =
* Inserta single Quotation at the beginning and end of your certificate

* In Notepad++
« Select All (Ctrl + A) and (Ctrl +C)
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24, Onyour ControlCenter server
+ Switch back your Powershell
+ Paste into Powershell
+ SCert = "XX'signing cert
+ Where XX is your cert string version

+ With your Keyboard
+ select

Set-Msol DomainAuthentication —DomainMName -Authentis

25. In the Azure Powershell ISE module window
+ Using the below code

Set-MsolDomainAuthentication -DomainName $Domain -Authentication Federated
-FederationBrandName $brand -PassiveLogOnUri $PLUri -SigningCertificate $Cert -IssuerUri
$IssuerUri -ActiveLogOnUri $ActiveSO -LogOffUri $PLUri -MetadataExchangeUri $metadata

Get-MsolDomain

26. In the Azure Powershell ISE module
* Enter the following:-
+ Get-MsolDomain
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27. Inthe Azure Powershell ISE module
*+ Notice that your Custom Domain now Verified as Federated

Part 3: Setting up Workspace ONE Access for Azure Federation

&« - C Q @ aw-livefirehznrnpod21b.vidmpreview.com/S

i Apps @ my-iplivefirelab/ip Horizon ®5ite 1 *= App Volumes Site 1

@ Workspace ONE™ Access

Dashboard - Users & Groups Catalog - fiibbiieie" cce55 Ma

Application
1. Inyour Workspace ONE Access SAAS Admin Console
« Under Resources > Web Apps
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* Inthe Web Apps area
« select NEW

New Saas Application

1 Definition Definition
2 Confguration Search@
0, Office]

3 Access Palicies

LI Office 365 federated login that allows o_ =

4 Summary

Oga

s Office365 Portal

Office365 SharePeint

Office 365 federated login that allows o

Office365 with Provisioning

Office 365 federated login that all@ws o

CANCEL NEXT

2. Inthe New SaaS Application window
1. In the Definition area
« Under Search
« Enter Office

* From the dropdown
 Select Office365 with Provisioning

* In the bottom right corner
« Select NEXT

Application Parameters

Mame Description Default Value

advanced Properties a

value

Corp0@7 euc-livatira.com

awelivefirernpod2 7
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@ Go back to Notepad++ and copy the value for $IssuerUri = 'aw-livefirernpod26'
{without the quotes}

3. In the New SaaS Application window
2. Configuration area
. until you find Application Parameters
+ Under Name, you have two parameters
* tenant
* issuer
* In line with tenant, under Value
* enter your Azure domain FQDN.
+ e.g. CorpXXX.euc-livefire.com
+ where XXX is your assigned domain identifier

* Inline with issuer, under Value
+ enter your Workspace ONE Access name without vidmpreview.com
+ e.g. If your tenant name is aw-livefirernpod31.vidmpreview.com
+ then your you will enter aw-livefirernpod31

+ Expand

Custom Attribute Mapping @

Wame * Format * Mamespace Value
UPN Hasic httpeffschemas, xmisoap.c $usar usarPrincipalMame
mmutaklell Basic httpi'schemas. microsoft. ${user.Externalld}

A o
#) ADD ROW

4. In the New SaaS Application window
* In the Configuration area
. to Custom Attribute Mapping
+ Under Name
* In the with UPN row
+ Under the Value column
+ validate that the configuration is:-
+ ${user.userPrincipalName}

* In the ImmutablelD row
« Under the Value column
+ Replace ${user.objectGUID}
« with ${user.Externalld}

+ Select
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Mew Saas Application

Access Policies

I Acoush Poleis
WSS _piep_ 5]
it

Client Access Policies Tor UsernamePassword Clients

5. Inthe New Saas Application window,
* In the Access Policies section
« Select NEXT

Mew Saas Application

Dafinition
quTnEn BMarms
& e
Cisacripticr
3 I
4 Summany . P

Categorien

Canfiguration

Buthenlicalion Type

Sinug Sun-on URL

SAVE & ASSIGIN

6. Inthe New Saas Application window,
* In the Summary section
* Select SAVE & ASSIGN
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Assign

@ Application: "Offica3s]

Selected App(s): Office365 with Provisioning
Lsers [ User Groups

1 Sales]

Jg, Sales@euc-livefire. com
Depl

Me

Assign

E} Apphcation: "Cffice365 with Provisioning” added successfully.

Selected App(s): Office365 with Provisioning

Users f User Groups

oM P

Selected Users / User Groups Deployment Type
8, salesfeuc-livefire.com Automatic
2 Marketing@euc-livefire com Automatic

7. In the Assign window
+ Under Users / Groups
+ Enter Sales
« Select Sales@euc-livefire.com

+ Enter Mark
+ Select Marketing@euc-livefire.com

* Under Deployment type
* From the dropdowns
+ Ensure both Sales and Marketing are set to
« Automatic

* In the bottom right corner
* select SAVE
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(D) VMware Verify will reach end-of-availability date (EoA) and end-of-suppo
New updates available. Learn what's new in Workspace ONE Access Saas

GE‘::I Workspace OMNE Acces:

application

8. In your Workspace ONE Access Console
+ select the Integrations tab

* You will notice it takes you to the Directories area by default

my-iplivefirelab/ip Horizon®Site 1 vm UAG-HZN-01a wm U

(D) VMware Verify will reach end-of-availability date (EoA) and end-of-support (EoS)
"~ New updates available. Learn what's new in Workspace ONE Access Saas releas

@I Workspace ONE Acces:

Integrations Settings

Directories (2)

Directory Mame

System Directory

EUC-Livefire h

9. Under Directories
« Under Integrations
+ select Directories
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+ select EUC-Livefire

| EUL-LIVETINE

Active Directory over LDAP
Active Directory over Integrated Windows Authentication

LDAP Directory Sync and Select at least one active directory sync host that syncs users from Act
Authentication
Identity Providers Built-in, IDP for EUCG-Livefire
User Name®

sAMAccountName
External ID* objectGUID

The attribute to use as the unigue ident

Crrene | mnadiome Mhael thic kv fenea tha MBS Sandira | aecatinn rarardes dn lneafa tha £

10. Inthe euc-livefire.com Directory
* In the Directory Sync and Authentication area
* next to External ID*
+ validate that objectGUID is the value

{ Back to Directories

ot

euc-livefire.com

Type: Active Directory over LDAP

e
| £¥ Sync Settings |h

|E[ Delete Directory |

11. In the euc-livefire Directory
+ Under Sync
 Select Sync Settings
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sistant  Authentication Methods Policies  Connector Authentication Methods Magic Link

Sync Frequency Sync Senvice Domains

Sync Frequency

Once per week -

Day Sunday w

Time 27

12. In the Sync settings window
+ Select Mapped Attributes

5id
objectSid
sourceAnchar
mE-D5-ConsislencyGuid

i title: -

. W ;
userPrincipalNarme userPrincipaiNames v

13. In the Mapped Attributes window
+ Scroll down until you find sourceAnchor
*+ To the right of sourceAnchor
+ Edit the existing value objectGUID
* From the dropdown
+ select Enter Custom Input

* In the Enter Custom Input area
« enter mS-DS-ConsistencyGuid

+ At the bottom of the Mapped Attributes area
+ select Save
+ select Close
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Part 4. Configuring domain trust

Firefox

>

Windows

Google Chrome PowerShell

Windows
Administrativ... Task Manager

3 "

Remote

e~ Desktop... Event Viewer

PuTTY (B4-bit)

™

K
Search q )

Management
Google Chrome  Console

Server Manager

Settings

Viiware

= PIERA

1. Onyour ControlCenter server
* In the bottom left corner
« Select the Start button

* |In the Start Menu
+ Select Windows Administrative Tools
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Srm— AT

T —

i ’
| ig | = | Manage Control Panel\Systerm and Security'c

Home Share View Shortcut Tools

5 Cut = T T Mew
r% u & ¢ x (e ]
W Copy path - ﬂ Easy
# Pinto Quick Copy Paste _ Move Copy Delete Rename Mew
access EI Paste shortcut tor to- - folder
Clipboard Organize Mew

uA ?E] » Control Panel » Systern and Security » Administrative Tools »

s

Mame
d s Quick access
Rernote Desktop Services

B Desktop +* . )
Terminal Services
; s ” H Active Directory Administrative Center
Documents * Q Active Directory Domains and Trusts
=] Pictures A& ¥ Active Directory Module for Windows Po...
Certificate Bundle =g Active Directory Sites and Services
hal a Active Directory Users and Computers
i 2 ADSI Edit

Date modified

27772022 11:26 AM
8/15/2018 7119 AM
9/15/2018 7113 AM
8/15/2018 714 AM
/15/2018 713 AM
/15/2018 7113 AM

/15/2018 7:14 AM

[N=) (V=) [N=)

(V=)

2. In the Administration Tools menu
* Select the Active Directory Domains and Trusts shortcut

ﬂ Active Directery Domains and Trusts

File Action View Help

@& |FE-= HE

.ﬂ Active Directory Domains and Tru':r” [ T—— “ Artinnc
M cuc-livefire.corr Change Forest...

Operations Master...

Raise Forest Functional Level...
View

Refresh

Export List...

Properties

Help

Change Active Directory Domain Controller...

3. In Active Directory Domains and Trusts
* In the Inventory
+ Select and right click
« Active Directory Domains and Trusts
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* Select Properties

Active Directory Dornains and Trusts [ ControlCenter.e... ? et
UPN Suffies

The names of the cument domain and the root domain are the default user
principal name (LUPN) suffies. Adding altemative domain names provides
additional logon security and simplifies user logon names.

F you want atemative UPN suffies to appear during user creation, add
them to the fallowing list.

Altemative UPN suffixes:

com XX sucdivefire com | | Add
Remove
oK Cancel Apply Help

4. In the Active Directory Domains and Trusts window
« Under Alternative UPN Suffixes
+ Enter the FQDN of your Azure Domain
« e.g. CorpXXX.euc-livefire.com
+ where XXX is your assigned Domain Identifier

+ Select Add
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Active Directory Domains and Trusts [ ControlCenter.e... ? *

UPN Suffines

The names of the cument domain and the root domain are the default user
principal name (UPN) suffixes. Adding altemative domain names provides
additional logon security and simplifies user logon names.

i you want atemative UPN suffixes to appear during user creation, add
them to the following list.

Altemative UPN suffixes:
[ Add

corp25a.eucdivefire.com Remove

Cancel Apply Help

oy Paste _ Move Copy Delete Rename Mew
‘ﬂ Pastl:_' Sh-:II'tCLIt tn - tﬂ - - f.jlder

Clipboard Crganize MNew

' ?E] » Control Panel » Systern and Security * Adrministrative Tools

Mame Date medified
=4
» Remote Desktop Services 20772022 11:26 AM
Terminal Services 9/15/2018 7:19 AM
g - Hi Active Directory Administrative Center 0/15/20128 7213 AM
ik * a Active Directory Domains and Trusts 0/15/2018 7:14 AM
- ¥ Active Directory Module for Windows Po...  9/15/2012 7:13 AM
te Bundle ‘f.'ﬁ| Active Directory Sites and Services G/15/2018 713 AM
: Active Directory Users and Corm— QAF 0000 2 47 B
o7 ADSI Edit Open

Open file location
Author
G Run as administrator

fﬁl Certification Authority
'« Component Services

','5'-' Computer Management
gis 44 Defragment and Optimize Drive Pin to Start

5. In the Administrative tools folder
« Select Active Directory Users and Computers shortcut
+ Select open
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6.

File Action View Help

: Active Directory Users and Computers

o 2E B XEd HE| PeiET

] Active Directory Users and Com
[ Saved Cueries
v &3 euc-livefire.com
| Builtin
[ | Computers
v (2] Corp
3| Computers
2| HelpDesk
2] ITSupport
(2] Marketing
2 Sales
= | Domain Controllers
] ForeignSecurityPrincipal:
] Managed Service Accour
7] Users

Mame

E;Jill‘u‘erneu:u
2. Mark Debio

%Sales

+ Select Corp OU and expand

+ Select Sales

In the Active Directory Users and Computers Console
+ Expand the euc-livefire.com hierarchy

& E /B XER BRIt aiEaT 2

] Active Directory Users and Com
[T Saved Clueries
v _f_j euc-livefire.com

| Builtin
| Computers

w (o] Corp

2| Computers

2| HelpDesk

2] ITSupport

(2] Marketing

2| Sales

Domain Controllers
ForeignSecurityPrincipal:
Managed Service Accour
Users

EEEE

MName

E;.lill‘u‘ernen

%Sales

Copy...
Add to a group...

Disable Account
Reset Password...
Move...

Open Home Page
Send Mail

All Tagks »

Cut
Delete

Rename
Properties

Help

7. In the Active Directory Users and Computers Console
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+ Select the Mark Debio user object

* Select Properties

Mark Debio Properties

Member Of Dialin
Remate contral

Environment
Remote Desktop Services Profile

General Address Account Profile Telephones  Organization

User logon name:

? X

Sessions
COM+

| &com25a eucivefire.com ~
User logon name (pre-Windows 2000):
[EUC-LIVEFIRE | [Mark

Logon Hours... Log On To...

[ Unlock account

Account options:

] User must change password at next logon
[ User cannot change password

Password never expires

[[] Store password using reversible encryption

Account expires

(@) Never

() End of: | Saturday . August 20,2022

Cancel Foply

Help

8. Inthe Mark Debio properties

+ To the right and In line with Mark
* From the Dropdown

+ Select your Alternate suffix eg. CorpXXX.euc-livefire.com
« where XXX is your assigned Domain ID

+ To close Mark Debio Properties
+ Select OK

2023-10-18 02:10:26 -0600
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0.

Jill Verneo Properties

Member Of Dialin Environment Sessions
Remote control Remate Desktop Services Profile COM+

General Address Accourt Profile Telephones Organization

Uzer logon name:
Li] @comp25a eucdivefire.com

Uger logon name {pre-Windows 2000):
[EUC-LvEFIRE | [

~

Logon Hours.. Log On To...

IS8 LUSEIU FIUpSI LS

Member Of Dial-n Environment Sessions
Remate control Remate Desktop Services Profile COM=

General Address Account Profile Telephones Organization

Lger logon name:

@comp25a.eucivefine com ~

User logon name (pre-Windows 2000):

[EUC-LIVEFIREY | [Femando
Tom Marios Properties 7 X
Member Of Diakin Environment Sessions
Remote control Remote Desktop Services Profile COM=

General Address Account Profile Telephones QOrganization

Usger logon name:

[Tom] @comp25a.eucivefire . com ~
User logon name (pre-Windows 2000):
[EUC-LIVEFIREY | [Tom

Logon Hours... Log On Ta...

In the Active Directory Users and Computers Console
+ Repeat the above mention steps for at least these accounts :

* In the Sales OU :- Jill Vernio

* In the Marketing OU: - Fernando Dusello
* In the Marketing OU: - Tom Marios
* In IT Support OU: - Kim Markez
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my-ip.Jivetire.lab/ip

(D) VMware Verify wil reach end-of-availability date (EoA) and end-of-s
= Mew updates available. Learn what's new in Workspace ONE Access Saas release notes

—
r;':?l'l Workspace ONE £

oncs o
L
Connector Authentication Methods Q{
.

Integrations Settings

< Back fo Directories

Dir
.

EUC-Livefire
Type: Active Directory over LDAP Dir

S Auw
People Search L Sync Settings |
10. On your ControlCenter server
+ Switch to your Chrome Browser
+ Select your Workspace ONE Access session
* In the Integrations > Directories area > EUC-Livefire area
< Back to Directories
Q e
{.
L ]
EUC-Livefire
Type: Active Directory over LDAP
Sync with Safequards
Sync without Safeguards h
| £F Sync Settings |
| T4 Delete Directory |
11. In the EUC-LIvefire Directory
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+ Next to Sync
+ Select the Dropdown
 Select Sync without Safeguards

_ i Import Status: Sync started x

This process happens in the background and you can continue working. Depending
Direct| on the number of users and groups being synced, this process can take a while to
complete. Check the Sync Log for defails.

FITS DINeELAuTy OveT LR T

Active Directory over Integraled Windows Authentication

12. In the EUC-LIvefire Directory
* In the Import Status: Sync started pop up
* select Sync Log

Settings Identity Providers Syne Log

y—
For mformation about users and groups that were synced, click the link in Sync Details column. To review the sync log, click the link in the Alerls column

Timestamp Sync Service Sync Details Alerts

MNov 3, 2022 2:33:07 PM +0000 W5 1-Conneclor.euc- 0 Groups and & Users were affected = Q
livefire com

MNov 2, 2022 2:25:19 PM +0000 WE1-Conneclor.euc- 0 Groups and 0 Users were affected - 0
livefire.com

Mov 2, 2022 2:23:51 PM +0000 WS1-Conneclor.euc- 0 Groups and 0 Users were affected 3 Q
livefire com —

13. Inthe Sync Log
+ Validate that sync was successful

9 A green tick is a validation that sync was successful A red cross indicates sync failure

* Ignore the Alerts
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Part 5: Using Azure AD Connect for user provisioning to Azure

== = |wg Copy path = ks == T | Easy access ~ =
Pim to Quick Copy Paste Move Copy — Delete Rename Hew Properti
ACCESS |#] Paste shortcut ta to+ ¥ folder ¥
Clipboard Organizs Mew
i I « software » Applications » Azurefiles » ADConnect
sitel Gl Mame Date modified Type
Sad i;gl AzureADConnect.msi 3/15/2022 3:40 PN Windows Installe
Systerm32
Open File - Securty Warnin .
I This PC v Y ¢
B 30 Objects . . a
We can't verify who created this file. Are you sure you want to run this file?
[ Desktop
& Dacuments J Mame: ..plications’\Azurefiles\ADConnect\ AzureADConnect.msi
= =
4 Downloads F5 Type: Windows Installer Package
J’ Music Frome  \\horzon-01a.euc-lvefire.comsoftware\ Applications.
= Pictures

. Videos

I meral Micle £

1. Onyour ControlCenter server
+ Open the Software shortcut
+ Navigate to the Applications > Azurefiles >ADConnect folder.

« Double- click the AzureADConnect.msi
* On the Open File - Security Warning window

+ Select Run
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il Microsoll Arure Active Dirscte

F— Welcome to Azure AD Connect

Express Seftmngs

I Run this installation tocl on the server where the synchronization service companent will be
installed.

fgure ctive Directony Conrect infegrates your onr-premises and anling drectones

This imstaliation tool wi

* Guide you in selecting a solution (for example. password hash synchronization or federation with A0
F5}

= Irtall identity synchronization and other Microsoft softeare componaents required for deploymant

= Enable application felemetry ard component health data by dedault. You can change what data is
shared with Micrasoft by updating your peiwacy settings.

Learn more about hybrid identity

e gw to the license terms and privacy notice.

2. On the Welcome to Azure AD Connect window
* Nextto |l agree to the license terms and privacy notice
+ Enable the check box
* Select Continue

nftt Azwsre Active Direct

Express Settings

Express Settngs

5 Y i Wind .: A Ay Torett W & . -
fequired Compaonents If you have a single Windows Server Active Directory forest, we will do the following:

Usar Sign-In = Configure synchranization of identities in the curent AD forest of ELC-LIVERRE

Configure password hash synchranization from on-premises AD to Azure AD

tart an initial synchronization

Symnchranize all attributes

Enable Auioc Upgrade
Leam mare about express settngs

Select Customze o choose adwvancad deployment options or import sethings firom am ex sting server,

Customize Use express settings

3. In the Express Settings window

Federating AZURE with Workspace ONE Access and Microsoft 365 Export Date: Page 54
2023-10-18 02:10:26 -0600



« Select Use express settings

4 Microsoft Azure Active Directory Connect

Connect to Azure AD

Express Setlings . .
Enter your Azure AD ghobal administrator or hybnd identity adminstrator credentials. 7]

Connect o Azure AD
USERMAME

choudadmard®Tgl1 1 p.onmicrosoft.com |

Configura

PASEWCRD

CXTETTTTY

5. On the Connect to Azure AD window,
+ Under USERNAME
+ Enter your documented Azure Cloud Admin account

* Under PASSWORD
+ Enter your documented Azure Cloud Admin password

+ Select Next
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dge Microsoft Azure Aol Director y Connect

Connect to AD DS

Express Seltings -
- Enter the Acthve Directory Domain Senvices enterprise adminisirator credentials: 0

Conmect to Azure AD

USERMAME

Conmect to AD DS

s |EI.Il.'-. VEFIRE administraior
Confgura

FASSWORD

[TEETT] I-q

Previous

6. On the Connect to AD DS window,
« Under USERNAME
* Enter EUC-Livefire\administrator

+ Under PASSWORD
* Enter VMware1!

+ Select Next
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soft Azure Actree Direci

Express Settings
Connect o Azure AD
Cormect to AD DS

Agure AT signi-in

Cordgure

Azure AD sign-in configuration

T use on-premises oredentials for Azure AD sigrein, UK suffiees should match one of the venfied
oustom domains in Azure AD. The following tabke ksts the UPN suffees defingd in wour on -premises
emaronment, ._:Iu:um; wath the mah:hn; custom domam in Aune,

Active Directory LUPMN Suffix
| euc-tvetive com Mot sdded 1@
|
| comp2t.euc-livefire.com verdied

o] Cntinue without match ng 3l UPN suffees to vendied domans
will mot be able to sign-in to Azure AD with on-premises credentials if the UPH suffix

| does not match o verified domain. Learn mare

Previous

7. On the Azure AD sign-in c

onfiguration page

+ Validate that your custom Azure Domain has been Verified
* Next to Continue without matching all UPN suffixes to verified domains

+ Select the Check bo

+ Select Next

X

& Microsoft Azure Active Directory Connect

Expresz Setinas
Express Sethings
Connect 10 Azure AD
Connact to AD DS

Azure AD sign-in

Ready to configure

Once you click Irstall, we will do the following:

¢ Install the synchronization engine

+ Configure Azure AD Cormectar

= Canfigure ewe-livefire.com Connectar

= Enable Password hash synchromization

= Enable Auto Upgrade

= Canfigure syrchranization senaces an this computer

B s the synchronzation prooess when conhiguratson completes,
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8. Onthe
« Nextto

+ Enable the check box

+ Select

window

+ Getting to the next step could take a few minutes.

i Microsoft Azune Actiee Direchon y Connect

Express Settngs
Lonnect bo Ax
et

azure AD Sign

Cordiguns

e A0

Configuration complete

A AD Connect corfiguration suoceeded, The synchronization process has been infiated

N The configuration is complete. You can now log in to the: Bzure or Office 365 portal to verify
thart user accounts fram yeur local directary have boen created. Then, do a text sign-on 1o the

|| Azare portal. Learn more about the next steps and managing Axure AD Connect
1] The Active Directary Recycle Bin is not enabled for your farest {euc-livefire.com] and is stromgly
| recommeended. Learn more about enabling the Active Directory Recycle Bin
Amare Active Directory is configuned te use AD attribute m5. D% ConsistencyGuld as the souroe
anchar atbributs, Useri will pot be able b3 lag an wntil yoir fed ign darvics ik Fgiirad
| with the same attribute. Learn mone

9. On the Configuration complete window

+ Select Exit
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Part 6: Configuring Microsoft 365 licensing

B Microsoft
Sign in

Email, phone, or Skyp

(4]

Mo account? Create one!

Can't access your account?

1. Onyour ControlCenter server
1. Using the following URL
+ https://admin.microsoft.com/Adminportal/
Home?source=applauncher#/homepage

2. Login back to your Microsoft 365 Tenant
+ With cloudadmin username
+ With your CloudAdmin password
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https://admin.microsoft.com/Adminportal/Home?source=applauncher#/homepage

Microsoft 365 admin center

= A, Add a user
fnt  Home
] Display
R Users >
| Active users ] Mark |
Contacts
] On-Pr
Guest users
Deleted users O Rowar
o Teams & groups e O] Sandr

3. In the Microsoft 365 Admin center
* In the left-hand pane under Home,
« Select Users
« Select Active users.

Active users

--_ Add a s — Muilbe-factor authentication £ Fafrdkh Dalefe yger -'-L_ Rikat passwornd "°" Fanage predisct licenses

- Drsplary narme Usemase | Licerages

O Tom Maries Torv@iconp 3 2uc-ivefire.com Urlicengad

a On-Premises Divectory Synchroniza... : Sy _CONTROUCEMTER _babT4aclcbeliBiogiic ormicratalf  Urlicerad

[ Sandra Falmares i Saredezals cnmicroaof oo Uslizesmed

(] Rowan Tunjay Eiowanioompd.sac-lvefrecom Urlicereed

= Pradeep Gupta LS PraderG@qEE enmisreichoom Wigreashs 365 §5 Davalaper i
= Patti Fernandez L FattF@zgijconmicrosoftcom Microsoft 285 E5 Develaper (w
H Mestor Wilke "-:'_- MestorWi@zgBic.onmicrosoft oom Microsofs 165 E5 Develaper (v
= Bdiriam Graham ey MriamGDagdis-onmisrnol oo Microaoft 365 £5 Develaper (v
[ ] Megan Bowan Q Megan §andjronmirrosott.oom Microsoft 285 ES Develaper (v

4. In the Active Users area
* Notice that you have Licensed and Unlicensed users
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* It appears that in addition to us syncing in our account Microsoft creates dummy

accounts for use

+ The dummy user accounts have already been licensed and we only can have up to 25

licensed users

+ Ensure you select only DUMMY accounts with Microsoft 365 E5 Developer licensing

+ At the top of browser select Delete user

+ DO NOT Delete your Cloudadmin account

@ This process is purely to keep it clean with euc-livefire accounts.

It wont be necessary to do this step if you have a pre-assigned account

'-_ Add a user [ Multi-factor authentication

D D=play name 1
P

[ Admim

O adminz

O Engel Markhame

N -
() Refresh --- 5 selected

=, Delete user

Tl Reset password

Manage product licenses
Change domains

v Export users

T, Manage groups

- Fermando Dusella Q Fen
¥ Manage contact information
- - |
> B Jinvemeo 2, ] .
~J Edit sign-in status
Kevin Ikin a, Kewin@7q01 1p.onmicrosoftcom
B Kim Markez Q2 Kim@ 701 p.anmicrasafiosm
Mark Debio a Marki@Comp2 1.euc-livefire.com
—

5. In the Active Users area
« Select the radio buttons next to
* Fernando Dusello
« Jill Verneo
« Kevin Ikin
+ Kim Markez
« Mark Debio

* From the top menu options

+ At the top of the Active Users area, next to Refresh,

+ select Manage product licenses

@ everyone needs to license their newly synced accounts in Microsoft 365
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Manage product licenses

S users selected ()

What would you like to do with the licenses for these users?

(@) Replace
Unassign existing licenses and assign new ones.

() Assign more

Keep the existing licenses and assign more.

L_) Unassign all

Licenses (1)

Microsoft 365 ES Developer (without Windows and Audio Conferencin
19 of 25 licenses available

Apps (61) e

6. Inthe Manage Product licenses window
+ Next to Replace,
+ Select the radio button

* Next to Microsoft E5 Developer (without Windows and Audio Conferencing)
+ Select the Checkbox
« Select Save Changes.

Part 7: Testing to see if the Federation works

Cirl+T
Ctrl+MN
hift+M

Mew Incognito window

History k
Downloads Ctrl+J
Bookmarks k
foom - 100% -+ : ]
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1. Onyour Control Center server
+ Onyour Chrome browser
« Open up an Incognito session
* In the address bar enter your Workspace ONE Access tenant url

ot

Workspace OMNE™

Select Your Domain

euc-livefire.com w

() Remember this setting

i [

vmware

2. On the login window
+ Under select Your Domain
+ from the dropdown select, euc-livefire.com

+ Select Next
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:::

‘Waorkspace OMNE”

Lsemame

passward

euc-livefire com
Fargat password?
Change to a different domain

yimwanz

3. On the login window
* Under username
+ enter Jill

* Under password
+ enter VMware1!

+ select Sign in
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& Favortes | Vishware Inr_r_-llie_;c-raﬂ 4 -+

— o O & aw-livefirehznmpod2 1bvidmpreview.com

e rvy-ip.livefirelabsip Horizon ®5i

Apps

= App Volumes Site 1

wn UAG-HZN-01a wm UAG-HZN-01b Y

People

For You

4. In the web Intelligent Hub
+ Select Apps

.
;‘ EUCLF Favribes Apges
la
All Apps
a
Cakulakr o 1

Panpke Fasr Y

)
o

Irterred Expiofihs

B

Suppart
Al Appa CalagoreEs w
O with
SroymranngG
b & o ot OV

4. In the web Intelligent Hub
« Under Apps

* Select Office 365 with Provisioning
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BE Microsoft

jill@corp2 1.euc-livefire.com

Help us protect your account

Microsoft has enabled Security Defaults to keep your
account secure. Learn more about the benefits of
Security Defaults

Skip for now (14 days until this is required)
Use a different account

Learn more

Next

5. In the Help us protect your account window
 Select, Skip for now (xx days until this is required)
* XX represents whatever you see on your screen)

+ Select Next

@ You wont be prompted for this when you have an assigned account
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ar Microsoft
jill@corp21.euc-livefire.com
Stay signed in?

Do this to reduce the number of times you are asked
ta sign in.

[ | Don't show this again

.

6. On the Stay signed in? page
+ Select Yes

&« Cc O & office.com
e my-iplivefirelab/ip Horizon 85ite 1 &o App Volumes Site 1 v UAG-HZN-01a wm UAG-HZN-01b
Office L Searc
® Good evening
o Quick access
B3
My Content @ An @ Recently opened 53 Shared %7 Favorites 52
Ohhosk
i
Taams
Exce

1@

7. In the office.com window
+ Notice you have access to your Microsoft 365 applications
+ Using deep links, we are able to publish these applications individually to Workspace ONE
Access
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