Federating AZURE with Workspace ONE
Access and Office 365 as a service

Part 1: Setting Up a Developer Account

One needs to setup an Office 365 E3 Developer subscription account to be able to integrate
with Workspace ONE. In this section we will walk through and setup the required developer

subscription that allows you a 12 -month free trial.

An Important NOTE!

+ Be sure to to take notes and document your configurations immediately.
+ Be 100% clear from your document what your assigned domain name is.

1. Open a browser and go to Google Chrome search engine and type office 365 e3
developer subscription.

€ ale office 365 e3 developer subscription

2. Find the option that says Set up an Office 365 developer subscription and

Federating AZURE with Workspace ONE Access and Office 365 as a service Export
Date: 2023-10-10 16:15:33 -0400

Page 1



About 464,000 results (0.32 seconds)

Microsoft® Office 365™ | Empowering Productivity | office.com
products.office.com/Microsoft/Business ~

+ % % % % Rating for office.com: 4.8 - 1 263 reviews

Includes the Latest Office 2016 Apps! Office 365™ Business-Subscribe Today. Free eBook. Buy
Online. Types: Office 365, Office 2016, Office 365 for Mac, Office 2016 for Mac.

Support Center - Office For Business - Office For Home - Contact Us

Deploying Office 3657 | Avoid Key Mistakes | zscaler.com

(Ad) info.zscaler.com/office-365/deployment ~

Learn what Microsoft Recommends for a Fast User Experience. Get the Guide. Direct to cloud. Zero
Trust Access. Infinitely Scalable. Redefine Network Security. Secure Remote Access. Always-on
Protection. Reduce Security Costs. Network Transformation. Unmatched Security.

Office 365 Best Practices - Definitive Guide for 0365 - Office 365 Deployment

== Set up an Office 365 developer suwmion | Microsoft Docs
hitps://docs.microsoft.com/.../office/developer.../office-365-developer-program-get-st... ¥
19 Mar 2018 - Set up an Office 365 developer subscription to build and test your solutions
independent of your production environment. The subscription is an Office 365 Enterprise E3
Developer subscription with 25 user licenses. It lasts for one year and is free to use for development
purposes (coding and testing solutions).
Set up your subscription - Configure the subscription - Provision Office 365 services

3. On the Set up an Office 365 developer subscription page under Set up your subscription
Under ! Note

Select the join the Office 365 Developer Program hyperlink

(1) Note

To set up a subscription, you must first join the Office 365 Developer Program. After

joining, you'll see the option to set up a subscription.

4. On the Welcome to theOffice 365 Developer Program page select the Join the Office 365
Developer Program page
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Welcome to the Office 365
I Developer Program

03/20/2018 - 2 minutes to read » Contributors 13 1 @@ &

Join your friends and colleagues in the Office 365 Developer Program. Use the Office 365
developer subscription to develop and test your solutions independent of your production
environment. You can build solutions for Microsoft Teams, Office Add-ins, Microsoft Graph,
SharePoint Framework, SharePoint Add-ins, and more.

Join the Office 365 Developer Program

1. Go to the Join the Office 365 Developer Program page.

2. In the upper-right corner, choose Sign in to sign in with your Microsoft account or Azure
Active Directory-enabled email.

- _— ) —— R
L Az £ e 28 =
o

5. You will now be re-directed a 3" time to the Join the Office 365 developer program today!

Do not select JOIN NOW

Join the Office 365 developer program
today!

yrogram is designed to help you create intelligent,

lions that enable customers and organizations to do
Do not Select!

6. To the right of the page first select Sign In
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it Dashboard

Al Microsoft

7. 0On Microsoft Sign in Page type in the email address of an account you own
(NB! If this account is already associated with an office 365 account you will have to create a
new account)

7.1 Alternatively next to NO account? select Create one!

7.2 On the Create account page type your custom email address

7.3 Select Next

7.4 On the Create a password window type a unique password and select Next

7.5 On the Create account page type in your country and Birthdate and select Next

7.6 On the Verify email page notice you need to enter a code, log into your gmail account and
select the email and find the code and then enter the code in the Enter Code area and select
Next

7.7 On the Create account, page enter the custom security letters for your login
7.8 On the Stay Signed in page, select Yes
7.9 On the Sign in page type in your custom email address and select Next

7.10 On the Enter password page, type in your password and select Sign in
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8.1 To the left of the page, select the Microsoft icon

8.2 Then look to the right of the page and select your account lcon, next select Add your
name

8.3 On the Your info page under First name type your custom name and under Surname type
your custom Surname, type in the matching security letters and select Save
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B¥ Microsoft ro;::ses Aawre  Office 365 Dynamics 365 SQL  Windows 10
A4

Get Started

ER Windows A Azure > Visual Studio

>

Go password-less
Secure your account
Get authenticator >

Add a picture M

| QGKWVYDXGQ

o
Billing and delivery info

9.0 Open an Incognito browser session with Google Chrome and copy the following url in the

Browser address bar,

https://developer.microsoft.com/en-us/office/dev-program

9.1 To the right select Sign In, On the Sign In page type in your custom email address and

select Next

9.2 On the Enter password window, type the custom password you created and select Sign in

9.3 On the Stay signed in? window select Yes

9.4 On the Join Office 365 Developer program today page select JOIN NOW:>

9.5 On the Office 365 Developer Program Signup page select your Country/Region and type

in the name of your Company and select the two checkboxes for terms and

conditions and information and select NEXT
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https://developer.microsoft.com/en-us/office/dev-program

B Microsoft
Signin

ranmo.bojo@gmail.com

No account? Greae.

Can'taccsss your account?

Join the Office 365 developer program
today!

er program i designed to help you cre:
olutions that enable customers and org

10. On the Office 365 Developer Program Preferences page select enough check box and

options to make sure the Join button becomes available and the select JOIN

Office 365 Developer Program Preferences

11. Close the Welcome to the Office 365 Developer Program! Window by selecting Close

Complete the following fields to help us personalize your experience.

What industry da you work in? *

| Education v

What is your primary focus as a developer? * (Choose only one]

[ Applications to be sold in market

[ custom solutions for my own customers

O applications for internal use at my company B Fersonal projects

What are you interested in developing? * {Check all that apply)
[ Applications to be sold in market

[ custom solutions for my own customers

O applications for internal use at my company B Fersonal projects

What are your areas of interest?

Products (Check all that apply) *

B @ Acess [ @i OneNate O @& Publisher
B0 Excel [0 @ Outlook O & sharePaint
O & Kaizala [ 5 Planner O skype

R Microsoft identity platform ] ) PowerApps O @& Skype for Business
O @ Micrasaft Teams O G Power BI O visic
B 1] Office 365 [ @& Powerkoint O @ word
[] & OneDrive [] @ Project [] ¥z Yammer
Technolagies (Check all that apply)
O Actionable messages O Data visualizations O oAuth 20
O add-ins O Microsoft Bot Framework O sharePaint Framework
B Azure AD O Microsoft Graph O Tabs
O connectors O office UI Fabric O vea
Code languages & platiorms (Check all that apply)
B Android O 1query O Ruby
O angular O knockout O swife
O aAngulans O nodejs O TypeSeript
O asp.NET O Objective-C O uwe
Oce O pup O vea
O WML O pawerShel O visual Basic NET
O ios O python O Xamarin
O Java [ React
O JavaScript [ REST API

"o
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X

Welcome to the Office 365 Developer
Program!
If you don't have a subscription already, we recommend that you

begin your membership by setting up your new Office 365
developer subscription.

Close

12. On the Office 365 Developer Page select SET UP SUBSCRIPTION

R Fai_I Safe

Start by setting up a new Office 365 subscription

To learn more about how to work with your subscription, see Build Office 365 solutions.

[E] SET UP SUBSCRIPTION

13. In the Setup your developer subscription window, create a unique admin account, for
example, your username could be CloudAdmin and your Domain could be your firstname and
surname

NB! Ensure you document these credentials
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14. When you are done select Continue

15. On the Add phone number for security windows type in your Country Code and your
phone number

16. Select SEND code, follow through on the security picture block selecting your relevant
pictures, and select Next Enter the Code from your phone and select Set up

I e
- —
_!‘hlg,
el
cao Ex )

17. Once your registration is complete you can login in using your new ADMIN account. On the

your Office 365 Subscription page select and right click the Go to subscription hyper link and
select Open Link in New Tab
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Alex Zohab

Member since 4/3/2019

All your Office 365 developer subscriptions

To learn more about how to work with your subscription, see Build Office 365 solutions.

alexzohab.onmicrosoft.com

Go to subscription

£ Subscription
Expires on Apr 3, 2020
Ao Administrator 365;366
i 1ab.onmi om
£ Users aaalad

25 accounts in total

18. On the Sign In window , Enter your password and select Sign in

a" Microsoft

cloudadmin@alexzohab.onmicrosoft.com

Enter password

Forgotten my password

Sign in with another account

19. On the Office 365 Page almost in the middle select Admin
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Office 365

Is this a brand-new Office 365 licence?

This is your Office 365 home page. It'

account and to the other users in your organisation. Then, all of your apps will appear herg

Still can't see any apps?
If you hawve just purchased an Offic subscription, or if your IT admin has assigned oneg

of your apps are available. Please refresh this page after ten minutes.

Apps
9, i
l
Secun_ty & Add-In
Compliance

Explore all your apps —>

20. On the sign in page pick your new CloudAdmin account

=" Microsoft

Admin

s a little empty at the moment. Click Assign Products

Pick an account

Alex Zohab

cloudadmin@alexzohab.onmicrosoft.com

Signed in

Alex Zohab

R Alex.zohab@gmail.com

Signed in

—I— Use another account

21. If you get prompted with a Welcome to Office 365 Admin Center Page select Skip
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Welcome to the Office 365 Admin Center

If you are new to Office 365 and administration we highly recommend that you take our quick

tour to familiarize yourself with the basics. It takes less than a minute to finish.

22. Notice the Office 365 E3 Developer Setup is incomplete. Select Go to Setup box

Office 365 Enterprise E3 Developer setup is incomplete. Get someone to help you.

23. NB! Before moving onto the next section, ensure that you are 100% clear what YOUR
registered Domain will be.

In the course lab we will use a Domain naming convention based on the location we are
delivering at.

For example if this training session was being delivered in Atlanta , your domain name might be
atlanta01.euc-livefire.com for student number 1. If we have 18 attendees there will be 18
different registered Domain names using the above mentioned naming convention. we have
automated the dns configuration for this lab, so we will use a vrealize automation self service
portal to configure your dns zone.

On the Microsoft 365 admin center ensure the Connect a domain you already own radio
button is selected and below type your registered Domain name (this example in the
screenshot is only for demo purposes) select Next

@© Note when registering your own domain name with Office 365, there are several
approaches. The most seamless and trouble free approach is to register your own
Domain Name with GODADDY. This provides a seamless experience and the
verification takes seconds once you have your own domain name from GODADDY.
GODADDY is an example of a name provider that seamlessly integrates with
Microsoft's Office 365. If one chose this option your name that you use would belong
to you for however long you choose to use your Office 365 Tenant

Federating AZURE with Workspace ONE Access and Office 365 as a service Export Page 12
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Another approach is to do this manually. EUC Livefire already owns a domain name
which is hosted in AWS Route53. In the Office 365 setup wizard you will notice there is
a step by step guide on how to setup your zone in AWS Route53 manually. We have
chosen to automate this process for the sake of time.

If you choose this option the zone provided to you by Livefire associated with your
tenant will possibly only be active for a maximum of a month and you will then have to
find your own Domain name.

If you choose to follow the Livefire option, we have automated this process for your
convenience using VMware VRA. Generally DNS name configuration in AWS Area 53 is a
completely Manual process. We have automated more than 98% of this process. You
will however interface with VMware vRealize Automation for 2 configurations.

1. MS record modification
2. MX record modification

You do not have Access to AWS AREA53. You will be using VMware vRealize Automation
to facilitate the edit of these records

WS1UEM f:: VIDM Off 365 admin

65 admin center

Step 1 Step 2 Step 3 Step 4
Ofﬁce 365 PersonalizEsign—in Add LEers Get eF:ps ConnectEomain
Enterprise E3 Developer
Setup @ O O O

Personalize your sign-in and email

The domain you choose will become the part of your email address that comes after the @ symbol. You and your staff will use it to sign in and it's how cus

© Connect a domain you already own.
atlanta01.euc-livefire.com
‘u What's a domain and why do you need one?

Your users' email addresses will look like this: username@atlanta0l.euc-livefire.com

Continue using alexzohab.onmicrosoft.com for email and signing in.
; Why would you use this domain?

Next G) Exit and continue later

24. On the Verify domain page notice there are step-by-step instructions to follow,

Notice that there are DNS records called TXT name, TXT value and TTL
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* Note!. We have our Hosted DNS service in called AREA53 on AWS. We have our own euc-
livefire.com Zone. Each of you have your own registered Zone Database, that is part of the
EUC-Livefire.com namespace. eg. TokyoO1.euc-livefire.com. Your Office 365 instance will
need to be verified with this namespace .To do this will require to modify your DNS subzone,
working with the vrealize automation portal in a different browser tab while your doing your
0365 tenant.

1. Click on the icon next to your MS record
2. Select at the bottom of the screen

NB! At this point ignore any error messages !

Verify domain @

Ta verify that you own this domain, add this DN5 record 1o your demain (only the domain owner can do thish,
Don't worry, adding this record won't affect your existing email or other services and it can safely be removed at the end of setup

Follow these step-by-step instructions —» to create a new DNS record using the values below at Amazon Web Services (AWS) (Not your DN5 host? &)

TXT name: 1 tokyo01
TXT value: 5=ms35097303
TTL 1 3600 or your provider default.

1. Let us help you set up your TXT records.

Verify @  eaar

25

+ Onyour Controlcenter2 desktop, from your task bar open your
1. Next to the bookmarks bar open
2. Next to the "Select your domain" dropdown menu select
3. Select

Federating AZURE with Workspace ONE Access and Office 365 as a service Export Page 14
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26.

* VRA automation continued ...
1. In the username field type vra-euc-student
2. Inthe password field type VMware1!
3. select

Federating AZURE with Workspace ONE Access and Office 365 as a service Export Page 15
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27.VRA automation continued ...

+ In the update zone records catalog object, select Request

-ﬂ ESC Comporate Hybeid Cloud x +

= [ 1:[ & kttpe) wra=013.corp. local/veac/arg/ess #espocs uucatalog list

2 Apps [ GetPodiP L vrealize automation

Hybrid Cloud

Catalog & ents nkox
Catalog (titem AT
( { Update zone records

27.

+ VRA automation continued ...
1. Next to zone prefix dropdown menu select the city corresponding to your current

location.
2. Next to zone number drop down menu select your dns zone number as described in

your information sheet
3. Under Records update next to MS record replace the existing record your MS record

and Paste your MS record,
NOTE ensure that your MS record is enclosed in Quotation Marks

4. Select Submit
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Catalog Deployments Inbox

( iUpdate zone records Business group Livefire-EUC-student

Zone selection

@ * Zone prefic:  madrid A

@ Zone number: 35 b

©o©

Records update

@ MS record:  "MS=ms78072832" o
4

@ MX record: 0 madrid35-euclivefire-comO2i.mail protection.outlook.com.

SUBMIT CAEEL °
4

28. Wait until the progress shows 100% and continue with your lab. you might need to refresh
your browser if you see no progress bar.

@ £5C Corporate Hybeid Cloud ® 4+ = o b

= C v & hpsyivia-0la.com local/veac/orgiesc/¥esp.csuicatalog list T B8

PodiP () wrtalize automation

(@) Vou heve & new message. | VIEW MESSAGE

Wra-suc-student

Deployments { 2aems AT

Q, se. Sort: Created Date (descending) g

* Update zone records #12% - Workfiow Execution Update zone records - Successiul 100%

<)

ACTIONS ~

29 .Go back to your 0365 domain configuration and click on verify. it might give you an error
because of the time it takes to replicate DNS configurations and it might require you to click on
verify a couple more times.
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Verity domain

To verify that you own this domain, add this DNS record to your domain (only the domain awner can do this).
Don't worry, adding this record won't affect your existing email or other services and it can safely be removed at the end of setup.

Follow these step-by-step instructions — to create a new DNS record using the values below at Amazon Web Services (AWS) = (Mot your DNS host? &

TXT name:

TXT value:
TTL:

I tokyo01
[ MS=ms35097303

[ 3600 or your provider default.

Get someone to help you. Let us help you set up your TXT records.

Or, add an MX record to verify ownership instead.

Back Ver'fy ® Exit and continue later

30. On Add new users window select Got it, thanks, select Next

Add new users

We detect that an email provider is already associated with atlanta01.euc-livi
stop.

Add new users

ie'l assign & Office 365 Ennerprise £ Developer license 10 each user you add here, When you'e dane, wel give you the sign-in i

maticn to share with the users.
pens if you dent do this raw

You have 25 of 25 license(s) available, Vi 21 i

Fisteame Last e ser ame

& tokyod euc

@ tokye0l suc-vefire.com

& takyo01.euc Btine.com

© takye0l cuc-Feefire.com

@ tokyoD1 euc-vetire.com

25 licensels) availatie

31. On the Assign licenses to unlicensed users page select Next
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P Step 1 Step 2
D-H:i ce 30 5 P':-r:\l:rlall.ﬂ[: SIGR-ir A users

Enterprise E3 Developar

Setup E ®

Assign licenses to unlicensed u

Hare's a list of users who haven't been assigned a license. Selact each user that should be assig
You hawe 25 of 25 license(s) available. When you assign the Boense. they will be able to use ¢

Search ugers

¥ mame " Userna e

Ranmo Baojo Clowd Admin@ranmaok

Ba NE}{t z-:':' it and continue |ater

32. On Install your Office apps page select Next

Step 1 sStep 2 Step 3 Step 4
Prrsonakze non-in Badrl upery Gt apps snnect Soman
L] - & 8

Install your Office apps

15l Cffice 2pps for Foursel 50 pou can Take Sl aovaniage of pour subsoiption. Seiecing install now il a5kin & SubecripGon 2o pou ¥ you SO RIve OnE a

Microectt D#fice Prodeeconal Fluc
restall Thes folloesineg ApEs o wour comouner Ward, Seos, Pawsol e and Cutkoo

@B B @ # O

Clype for Business
1IRS1aT MeiSagine]. 20 and Wided CaE. onlne Mestings 4nd Srsentanons. vaibdny foomatien sod shaing.

Wanl 1o install e apge lalerT Aisign & Beeroe 1o yoursel! and g 1o the Office softwine card os the Admin cenler hame page te find pour Sewnioad ki,

l v Mext & I

33. On the Migrate email messages page leave the default Don't migrate email messages
radio button and select Next
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Office 365

Entarprise F3 Developar
Satup

Migrate email messages

Shem

# [an't migrate email merssges

Sebact This apbion il you have no email, you don’l ward 16 migrabe email or ywou'd rather
migrate emal laker

Migrate emall mESsages

Sekact this aption i you want w0 fopy easting emal messages. to pour rdw mailboses. TF
eptian wil Lake you ced af selup, To msume wiup, go b the Admin cenler homs page

Mext =

34. On the Choose your online services page, ensure that Exchange, Skype for Business and
Mobile Device Management for Office 365 checkboxes are selected and select Next

Choose your online services

& Soypr o B
.
& lakahile Device Maugrrarei Por [P 1N
Thi, Eowics WL 7O HECLE ] TR
I Meaxt I
35.

* Onthe Add DNS Records page.

1. When ready select Verify at the bottom of the Add DNS Records window. If there is a
failure on any records reach out to the EUC-livefire instructor team to get the records
fixed and select

Verify again. Note you might have to give a few minutes for the records to update
in DNS before selecting Verify

2. Notice that when Verify is successful the you just configured your Office 365 Tenant
successfully will show and you are ask to provide feedback related to your experience.

+ However, If Verify is Not successful and its MX related in the message go to the next step in
this exercise.
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MX domain S host, changing your MX records to the values below will redirect new incoming email to your new

fomain at
nger be delivered to your previous email service.

u want to access your old email through your new email account, you must migrate the old email messages.

Expected vs acual record Proty  Host me. Pontsto address or vale

@ Expected record 0 " atlanta01 D I fook.c... 1) 3600

Actual record 0 atlanta01 I.protection.outiook 300

36

+ If you get an error mentioning your MX records follow these steps:
1. Click on the the icon next to Expected record
2. Onyour ControlCenter2 server, Go back to the update zone records tool, select

3. Get to your zone and paste the MX records,

+ NOTE the example, there is a zero in front MX record, this is a priority field and should
not be deleted.

4. Select
5. Go to your 0365 domain configuration and the domain again.
6. You should get a message saying You've reached the end of the setup
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nnnnnnnnnnnnnnnnnnn

You've reached the end of setup

add users or

How did It go? Please rate your experience.

Go to the Admin center ®

37. Select Microsoft 365 Admin center next to the 9 dot blue square in the top left corner.

* In your Microsoft 365 Admin center,
1. Select the 3 parallel dots in the black bar to the left of the console, this will expand the
console
2. Select the Spanner icon for Setup and select Domains

£ Apps Top AWS News & Route 53 Manage.. BE Create DN

Microsoft 365 admin center

Home

& Customize your home

| Search users, groups, settings or tasks

Recommended for you

We recommend that you set passwc
possible disruption. Currently, passy

View recommendation

possible disrupt

View recomr

Data migration
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38.

+ In the Home > Domains interface, check to see if your namespace you have associated with
your Office 365 setup has a (Default) next to it. If this is the case do the following.
1. Select your account name that is not set to default :
2. Select Set as default
3. Your custom domain cannot be the default domain when federating with Workspace
ONE Access. Select Close. Check to see that you have a corresponding configuration in
the domain portion of your setup as the screenshot.

Home > Domains alexzohab

-+ Add domain ‘ | -+ Buy domain ‘ View | All domains : |Sear:ndnmains

Domain name Status

atlanta01.euc-livefire.com (Default) Setup complete

[ alexzohab.onmicrosoft.com ] 9 Setup complete

alexzohab.onmicrosoft.com
Initial domain

fbr Set as default e

N

/ DNS settings

-\ Custom Records

alexzohab.onmicrosoft.com (Default)
Initial domain

@  The domain is successfully set as default,

~ DNS settings

7 Custom Records

-+ New custom record
e :

Part 2: Federating Office 365 with Workspace ONE Access.

In Part 2 of this lab session we will now federate our Office 365 Tenant with a Workspace ONE
Access SAAS tenant.

1. Using your Tenant Admin credentials, login into your SAAS Workspace ONE Access
Tenant.
1. To the right of the Workspace ONE Access console under Tenant Admin select
Administration Console
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N
il

¢

Workspace ONE™

Username

admin

System Domain

Forgot Password?
Change to a different domain

vmware

Tenant Admin v

Administration Console

Settings

Sign Out

2. Select the Identity & Access Management tab

* To therightin the Identity & Access Management tab select Setup > User Attributes

@ Workspace ONE™ Access

Dashboard ~ Users & Groups

:I Application Tvpe Categories

Catalog ~ Identity & Access Management Rolg

CATEGORIES w

O AirWatch SAML 2.0

H Catalog ~ Identity & Access Management Roles Q

User Attributes
ectors |"] | Add Connector
Name Worker Identity Provider(s) Authentication M... Associated Direc... Available Actions
t Name: ws1- Ws51-Connector WorkspacelDP__ Password LivefireSync @]
actaretle- 1lnnd Eam Cuna 1376

3. In the User Attributes interface notice you have already set userPrincipalName and
distinguishedName to Required and you have already created the objectGUID attribute.
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These are pre-req requirements for Federating Office 365 with Workspace ONE Access.

Attributes +
objectGUID x +
[_sae
4,
* Onyour ControlCenter2 desktop server select your shortcut and open the path
to the folder. In the Applications folder open the folder.
1. the msoidcli_64.msi installer and when prompted select
2. On the Microsoft Online Services Sign-in Assistant Setup page select the | accept the
terms in the Licence agreement... Select ,
3. When the installer is done select
4. If prompted to then do so and login as administrator
Federating AZURE with Workspace ONE Access and Office 365 as a service Export Page 25
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el icrasoft Online Services.

5.
« Under the same folder,
1. Select and launch the select . On the Open File -
Security Warning window select
2. Onthe Windows Azure Active Directory Module for Windows Powershell Setup
window select
3. Onthe License Terms window , ensure the | accept the terms is selected
and select
4. On the Install Location window, select
5. On the Ready to Install window select
6. Select
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6.

+ Onyour ControlCenter server desktop, you will notice a Windows Azure Active Directory

for Powershell Shortcut.

1. Right click the Windows Powershell and select Run as administrator

2. For your convenience we have added all the powershell commands to a TXT file that is
available in the software folder on the desktop.You can copy the commands from the file
directly into the powershell. Please note some of the commands require editing

3. Simply browse to \\cs1-pd1.euc-livefire.com\software\Applications\Azurefiles where
you will find the file powershell commands.txt

4. In the Powershell Console type the following

Connect-MsolService

. When prompted for User name and Password, use your Cloud Admin account e.g.

cloudadmin@ranmobojo.onmicrosoft.com

2. Next we have to create a Service Principal account type in the powershell
$sp = New-MSOLServicePrincipal -DisplayName 'ServPrincl' -Type password
-Value 'VMwarel!'
3. Next we are going to assign a role to the ServPrinc1 user
Add-MsolRoleMember -RoleName 'User Account Administrator'
-RoleMemberType ServicePrincipal -RoleMemberObjectId $sp.ObjectId
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Desktopinfo

hol

Remote Desktops
System32

3 This PC

¥ Network

Jitems 1 item selected 85

Home Share View o
& cut | )( _I T New item + y [&f open ~  HH selectall
1 w. Copy path <::I 7 ] Easy access ~ J Edit Select none
Copy Move Copy Delete Rename MNew Properties .
tor tor © folder - 15 Invert selection
Open Select
Metwork cs1-pdl.euc-livefire.com software » Applications Azurefiles p
Name Date modified Type Size
s Quick access
BJ AdministrationConfig-en.msi 3/19/2019 10 Windows Installer ...
[ Desktop P !
= msoidcli_84.msi 3 Windows Installer ...
Download . S
& Downloads powershell commands.bd 5 TXT File l
= Documents
== Pictures N
[ W\es1-pd1.euc-livefire.com\software\Applications\ Azurefiles\ powershell commands.bit - Notepad++ [Administrator] - O

File Edit Search View Encoding Language Settings Tools Macre Run  Plugins Window 7

o 5 s s & B |yl % x|E = IERRm®| = [ 48
| powershell commands td E3 1

—

Connect-MsolService

£sp = New-MSOLServicePrincipal -DisplayName 'ServPrincl' -Type password -Value 'VMwarel!'

Add-MsolRoleMember -RoleName 'User Account Administrator' -RoleMemberType ServicePrincipal
-RoleMemberObjectId £s3p.CbjectId

0Eet—Hsnlerai:mutnenticatinn —DomainName tokyoOl.euc-livefire.com -Authentication Federated -—IssuerUri
“tokyoOl.euc-livefire” -FederationBrandName “tokyoOlCorp” -PassiveLogOCnUri
“https://aw-euclivefire.vidmpreview.com/SAAS/API/1.0/P0OST/ss0” —-ActiveLogOnUri
“hrepes://aw-euclivefire,vidmpreview.com/5AAS/auth/wefed/active/logon” -LogQffUri
*https://login.microsoftonline.com/logout.srf” -MetadataExchangeUri
“hreps://aw-euclivefire,vidmpreview.com/5AA5/auth/wsfed/services/mex” -SigningCertificate

e

Windows
Azure Acti...

=

=
LR

Please enter credentials

User name:

Password:

€ nmobajo.onmicrosoft.com v | ...

ServicePrincipal

1RoleMember

+ Revert back to your Workspace ONE Access SAAS Tenant Admin Console

1. Select the

Tab in the Admin Console, select

2. In the New SaaS Application window under Definition select
3. Inthe DEFINITION window to the right in the search area type off

Federating AZURE with Workspace ONE Access and Office 365 as a service
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4. Select Office365 with Provisioning by selecting the + sign to the right

&
-:1 Workspace ONE 9/

O Asslication

New Saa$ Application

Definition

Search

©

4 Sum
Nan
statue

4 " that f ]

i h 1 W ws o

4

—

i " h [ o Off » '

8 On the New SAAS Application window select Next

New SaaS Application X

Search

365 with Provisioning

1 Definition Q, off

or brawse from catalog
2 Configuration

Mame *
3 Access Policies

Officedss with Provisioning
4 Summary

Description
Office 365 federated login that allows organizations to federate to Office 365 Portal using VMware ldantity

Manager as ldentity Provider

with Provisioning capability.

lean

l:l Office365 with Provisioning
CANCEL NEXT

9. In the New Saas Application window, in the Configuration section add the following:
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« Under Target URL add the following. Actual text to copy to edit into the configuration is in
BLUE

+ edit the last area after hint=
............................ domain_hint=tokyo01.euc-livefire.com

https://login.microsoftonline.com/common/ocauth2/authorize?client id=00000002-0000-0££1-
ce00-000000000000&response mode=form posté&response type=code+id tokené&
scope=openid+profile&redirect uri=https%3a%2f%2foutlook.office365.comé&

domain hint=tokyoOl.euc-livefire.com

Target URL
https:#login.microsoftonline.com/commaon/cauth2/authorize?client_id=00000002-0000-0ff1-ceC0-000000000C

Target URL

scope=cpenid+profile&redirect _uri=https%3at2fi2foutlock office365.comi&gomain_hint=tokyolleuc-livefire.com

Sinale Sian-0n URL *

10

+ In the New Saas Application window, in the Configuration section leave the following
default:

-Single Sign-On URL / Application ID / Username Format / Username Value

1. Add the following: under Application Parameters in the tenant line under Value add YOUR
custom Fully Qualified Domain Name ie tokyo01.euc-livefire.com

2. Under Application Parameters in the issuer line under Value add your custom domain
name (without the .com part) ie tokyo01.euc-livefire

Make sure there are no hidden carriage returns if you paste this in

Edit SaaS Application X

Application Parameters
1 Definition

2 Configuration Name Description Default Value Value

e
\

3 Access Policies sanjose33.euc-livefire.cc

©

sanjose33.euc-livefire

4 Summary

Advanced Properties v

11. In the New Saas Application window, in the Configuration section under Advanced
Properties leave the following default:
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https://vmware-gts.screenstepslive.com/EXAMPLEhttps%3A//login.microsoftonline.com/common/oauth2/authorize?xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx00&.com&domain_hint=tokyo01.euc-livefire.comActuall
https://vmware-gts.screenstepslive.com/EXAMPLEhttps%3A//login.microsoftonline.com/common/oauth2/authorize?xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx00&.com&domain_hint=tokyo01.euc-livefire.comActuall

-Enable Multiple 0365 Email Domains / Credential Verification / Signature Algorithm /
Digest Algorithm / Assertion Time

-Under Custom Attribute Mapping in the UPN and ImmutablelD keep the values default

* In the New Saas Application window, in the Access Policies section select

New SaaS Application

Access Policies

Access policies specify the criteria that must be met in order 1o access applications. Select access policies to
anage user access to specific applications below,
3 Access Policies
default_access_policy_set
4 Summary
Client Access Policies for Username/Password Clients
en Office 368 vare Boxer, I05 and Android native email clients) use username and password
authenticatio controls access through Client Access Policies t your client access policies below,
hese client access policy apply to all Wi-Fed Web (Office 365) applicatio onfigured in the catalag
Creating a new rule or editing an existing rule iImpacts all users that access of these apps.
lents

Metwork Range

Groups

(¥ ADD POLICY RULE

CAMCEL BACK NEXT

12. In the New Saas Application window, in the Summary section select
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New SaaS Application P

Definition

1 Definition

2 Configuraticn Name
Office365 with Provisioning

3 Access Policies

Description

Office 365 federated login that allows organizations to federate to Office 365 Portal using VMware Identity Manager

4 Summary as ldentity Provider with Provisioning capability.

lcon

J

Categories

Configuration

Authentication Type
W5Fed 1.2
Single Sign-0n URL

vemfranlnm mam flanin oef

CAMCEL ‘ BACK

SAVE & AS5IGHN ‘m

13

+ We will now do the Entitlement configuration of the User
1. In the Catalog for Web Apps select the Office 365 with Provisioning and select Assign
2. Inthe Assign wizard type Mark in the search area under Users / User Groups, select
Marketing@euc-livefire.com
3. Under Deployment Type, select the drop down arrow change the Deployment Type to

Automatic
4. In the Assign wizard, review your configuration, in the bottom right hand corner select
SAVE
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Part 3: Using Azure ADconnect for user provision to Azure
AD

In this part we are goin to install Azure AD Connect tool to provision users to azure AD from on
premise Active Directory.

Please note: It is best practice to use Azure AD connect tool but not a requirement. You can also
provision users to Azure AD from Workspace ONE Access using Office365 with Provision
application with Setup Provisioning ENABLED.

1. From your machine desktop, open the shortcut on your desktop
and navigate to the folder.

2. Double- click on and click on the security warning
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File Home Share View
ini
Network
7 Quick access
[ Desktop
4 Downloads
= Documents
= Pictures
ADFS
icons
i Remote Desktops
System32
[ This PC
+
=¥ Metwork

Application Tools

Manage

cs1-pd1.euc-livefire.com software » Applications Azurefiles ADConnect

Name Date maodified

200 PM

BJ AzureADConnect.msi 10/9

Type

Windows Installer ...

Open File - Security Warning

Type: Windows Installer Package

Run

We can't verify who created this file. Are you sure you want to run this file?

IEE MName: ..plications\Azurefiles\ ADConnect\AzureADConnect.msi

From: \\cs1-pdl.euc-livefire.com\software\Applications\Azur...

Cancel

X

Size

3. On the Welcome to Azure AD Connect window check the box next to

and click

" Microsoft Azure Active Directory Connect

Welcome to Azure AD Connect

Run this installation tool on the server where the synchronization service ¢
installed.

Azure Active Directory Connect integrates your on-premises and online directories.

This installation tool will:

t will be

» Guide you in selecting a solution (for example, password hash synchronization or federation with AD FS)

» Install identity synchronization and other Microsoft software components required for deployment

« Enable application telemetry and component health data by default. You can change what data is shared

with Microsoft by updating your privacy settings.

Learn more

[¥] 1 agree to the license terms and privacy notice.

Continue

4. In the Express Settings window click on
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& Microsoft Azure Active Directory Connect

Express Settings

If you have a single Windows Server Active Directory forest, we will do the following:

+ Configure synchronization of identities in the current AD forest of EUC-LIVEFIRE

+ Configure password hash synchronization from on-premises AD to Azure AD
+ Start an initial synchronization
= Synchronize all attributes

» Enable Auto Upgrade

Learn more about express settings

If you would like different settings, click Customize.

Customize Use express settings

5. On the "Connect to Azure AD" window, fill in your credentials for your microsoft account
and click

& Microsoft Azure Active Directory Connect

Connect to Azure AD
Express Settings
Enter your Azure AD global administrator credentials. e

Connect to AD D5 USERNAME

Configure ‘cloudBdrn\n@fredsmith.anmicmsoft.(:}m I

PASSWORD

—

6. In the "Connect to AD DS" window fill in your domain credentials, USERNAME: EUC-LIVEFIRE\
ADMINISTRATOR, PASSWORD: VMware1!
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& Microsoft Azure Active Directory Connect

Express Settings

Connect to Azure AD

Connect to AD DS

Enter the Active Directory Domain Services enterprise administrator credentials: Q

Configure

USERNAME
[EUC- LIVEFIRE\administrator ]

PASSWORD

0.1.0.0.{

7. Verify your custom domain is verified

8. Check the box next to "Continue without matching all UPN suffixes to verified

domains" and click

& Microsoft Azure Active Directory Connect

Express Settings
Connect to Azure AD
Connect to AD DS
Azure AD sign-in

Configure

Azure AD sign-in configuration

along with the matching custom domain in Azure. (7]

To use on-premises credentials for Azure AD sign-in, UPN suffixes should match one of the verified custom
domains in Azure AD. The following table lists the UPN suffixes defined in your on-premises environment,

Active Directory UPN Suffix Azure AD Domain
euc-livefire.com Not Added o
sanjose33.euc-livefire.com Verified ]

ontinue without matching all UPN suffixes to verified domains

. match a verified domain. Learn more

Previous ‘

Q

Users will not be able to sign-in to Azure AD with on-premises credentials if the UPN suffix does not
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9. On the

windowmake sure the box next to

is checked and click Getting to the following

step should take a couple of minutes.

& Microsoft Azure Active Directory Connect

Express Settings
Connect to Azure AD
Connect to AD D5

Azure AD sign-in

Ready to configure

Once you click Install, we will do the following:

» Install the synchronization engine

» Configure Azure AD Connector

+ Configure euc-livefire.com Connector

» Enable Password hash synchronization

+ Enable Auto Upgrade

» Configure synchronization services on this computer

.\art the synchronization process when configuration completes.

Previous Install |

10. In the

window click

& Microsoft Azure Active Directory Connect

Express Settings
Connect to Azure AD
Connect to AD DS

Azure AD sign-in

Configuration complete

Azure AD Connect configuration succeeded. The synchronization process has been initiated.

[ The configuration is complete. You can now log in to the Azure or Office 365 portal to verify that
user accounts from your local directory have been created. Then, do a test sign-on to the Azure

portal. Learn more
[ The Active Directory Recycle Bin is not enabled for your forest (euc-livefire.com) and is strongly
|| recommended. Learn more
Azure Active Directory is configured to use AD attribute m5-D5-ConsistencyGuid as the source
anchor attribute. Learn more

Previous
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Part 4: Setting up the SAML between Workspace ONE
Access and Office 365

1.

2. Inthe Settings window under SaaS Apps, select

3. Using Notepad++ Open the

Ensure you do the next section on your ControlCenter2 server .
1. Login to your to the Workspace ONE Access Admin Console, as Admin, under the
> tab to the right select
, in the right hand pane
under Signing Certificate
from your default download location .

under the SAML Metadata heading select

9 Workspace ONE

e
& GI’DUDE Identity & Access Manag ement Roles

CATEGORIES w | | MORE v|

Dashboard = Users

| SETTINGS

Settings

Global
Signing Certificate
SaaS Apps

I SAML Matadata February 1, 2029

U5, O=AW-EUCLIVEFIRE, CN=VMwar

& ldentity Manager

---~BEGIN CERTIFICATE—--
MIFIDCCAWIQAW BAGIGPBayNGMADGCSg GSIb3DAEBCWUAMEgXI DARE
GNVEAMM

FIZNd2Fy ZSBIZGYVUdGI0eSBNYWShZ2VyMROwWE QY DVGGRDASEVYTFVU

\-_/n

MMSWZFRKIS

signingCertifica...

.cer ~

2. In the signingCertificate.cer we will remove all carriage returns the document

Do this with Notepad++ on your ControlCenter server. Any hidden carriage returns will cause

this exercise to FAIL

1. Remove the

lines from the

2.

Federating AZURE with Workspace ONE Access and Office 365 as a service

certificate.

Then select the certificate portion of the file and click ctrl + F in the Replace tab at the top
type \n in the Find what field.Leave the Replace with field empty. Make sure the Search
Mode at the bottom is Extended. Then click on Replace All.

Your certificate should now no longer have carriage returns. Notepad++ will tell you how
many instances were replaced and your certificate will look different.
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MIIFGjCCAWKgAWwIBAgIGGPBEMdbSMAOGCSgGSIb3DRQEBCWUIAMEURI DAcBgNVBAMM
F1ZNd2FyZ5BJZGVudGl0eSBNYWShZ 2VyMROWE gYDVQOKDA tBVy1 TREdMTOJBTDEL
M2 kGA1 UEBhMCVVMWHh cHMT kwl j EwMTMyOT T1WheHM ] kwNjA3MTMyCTI1W  BFMSAw
HgYDVQQDDBAWIXdhcmUgSWR1bnRpdHkoTWFuYWd1lci EUMBIGA1UECowLQVctU0ZH
TESCQUwxCzAJBoNVEAYTAIVIMIICIS ANEgkahkiGow0BAQEFAACCASAMIICCOKC
BgEAp=sCGY4zYFfOSFTHEgJ4mgIlcLGE0euwS3SKGutOTVIHTECygaZVacnapY81Koy
4NGh81LUE+NDiGHpnt /QTPgOzRbrPq/4uvSHIdgeilUcoyTzkCyvuORgoHaFT/5J
+H/atuPsxvrVp5qTcoqiCILtgXKENeNUhh8bvEsquAkZ PNcVe4bm8A3I 3N/ 2e00T]
3QwWOh+CdusSjMEia3GtNiR]G33+FabH6QW/ J5zpUnFgg3 62 KNHugDasGnnvV) dUVE
uX26bPKt6gov+rBDamXUSwEvhOeeClKjIz81+Hx/ iGbxoHKO JpkG/14+M1AEztoqgz

Replace

Find Find in Files

Mark

IEind what : | il l

7]

Yo8NB32BEPK6651Vy8Tvuxvy38Es5s8hCwSmonnZ rCoWrg5ZoqUSvmAIDELN Yuvx v| [ Find Next |O
xrbMOL+cU01wE S xdaQSzN4 6KECS t SCtdARAIvT tG+HUQU3MXb2 gZqzRv=0xniS5a Replace with :| v| F—
Lrn8AAXThMST751rg8TS5I1lnyySIXrWOg3NCyyTs+003s3cZa/NE4ovutkpB/ekalX : =
B3x5r/2A1r01w4NEr0tZmz0TFVgAn0hPTeYNpfdRIR51D1/P1x+x2 FOWIM1OBRCD Tn selection
hEX+BhzaOTRS5Pfunilxpo+riIpNYblHy4kXSwldyvEXQON tmpLPZBZnpKADcCOTX
3jdF7VXdDiB//uCiMFBLACJI] /+a0CXnLLEPVFOy0DYkJhMsCAWEARaMOMA 4wDAYD [Backward direction Replace Allin All Opened
VROTBAUWAWEB/ zANBgkghkiGOw0BAQsFAROCAGEAGXLuz8QSdXL1TIY430gNgHALR Documents
DWbpWpScOwWe35ITSpOWgghwEcT759d4CaRE1FaoypaLO0wgkOVIVET2VSObb1lREFOF [ Match whole word only
9toEB/SbQRXuul5ifVPQrZMNMDEMLY 3TQBVNZ SbpXE /EdwxIZVGE4TtzyE2359+20 L] Match case Close &
g80Igsny8XZuBVr3ITiQS5051GEQNlohwayRoIlarIHTxWeveh¥ErvOZnha6Tn0v3a Wrap around
+AM=o0+hhaR¥QxjPlhedE2YpigbFAs9aFalTIl18jocf3FhSrvtHS 1 ITXXoWNCVZpul
mGbLLF4cMxV/ gw¥ull/21eXA1] SLEZx63E3qUCABoqBioIVUILTTSTAIMS4YFEaz  ooorch Mode Transparency
cDPm+dpBT/TQOhEZz 9HgwurFPDN+iD/iD2Wc4 ibQuiMh3B4 tUZP36M5tpi3ZkHukKe @ On losing focus
hPf9yM3TDCkEMI IXTRThqPV4ZLpB51VS1/ TVUUVG3b AAYWNZAelvaSt10KmVSBS ) Always
Wd35D81eKTPZgSXjskNQoZyfBDdkJODIES TUZ2r SARTvPZ9cTNoOWNMo2obgefu4n 1
+DvZrApUANOXA6gxDEm3RAXWIGWE S /vwXYbBoPsLFYa8WhS50zp0DUA4Eaiv/h30E
GwTgeru/LuSv+HrnFO02O0MEVMOZuuQLPjxrGXIPy72QkPp1VN7aYH4XGEeh54E+TEY
JMRREE]HywpNeo] SINEE= T
1 KR
[H signingCertficate (1) cer E3
= |
:  MIIFG]CCRAwKgAwIBAgIGGbEEMAbSMAOGCSQESIb3DRESCWUAMEUXIDASENVEAMME1ZNA2FyZSBIZGVudG1l0aSENYWShZ2 Replace E
KDAtEVy1TRkdMT0JBT DELMAKGALUEBRMCVVMwHRCNMT kw3 EwMIMyCT I 1WhcNM] kwlj ASMIMyOT I 1W3 BEMSAWHgYDVRRDD - -
R1BnRpdHkgTWEUYWAL o] EUMELGA UECqWLQVCt UDZHTESCQUwxCzAJBgNVBAYTAL VTMI ICT J ANBakqhki GSwOBAQEFRROC, [ Replace  Findin Files | Mark
gEApsCCY4zYE0SFTHEGI4mgIcLGE Deuw35RGutOTVIHTRCygaZVacnap¥e 1Koy 4NGha1 LUL +NDiGHpnt /QTPq0zRbrPg/
yTzkCyvQuORqoHaFT/5J+H/ atuPaxvrVp5qTeoqiCILtgXKKNeNUhh8bvEsqohkZPNCVe 4bmBA33W/ ae 00T 3Qwoh+Cdus Eind what : m "| [ Find Next 1O
33+FabH6QW/ JSzpUnFgg362KNHugDas GmnvVy dUVBuX2 6bPKt 6gov+rBDamXUSwEvhOeeC1Kj Iz81+Hx/ iGbxoHKOIpkG/ Replace with : | - | Replace

B8NB32BEPKE651Vy8Tvuxvi38Es5s8hCwSmomnZ rCogWrgSsZoqUsvmAI DS LNYuvxxrbM9L+cUOIwES I xdgRSzN46K8CItSCt
U3nXb2gZgzRvs0xni5alrn8AAxThMS 751 rg8TS I 1nyy5s IXrNOg3NCyyTs+00383c2a/ N8 doyut kpB/ ekgQXB3x5r/ 2A1T0
FVg2mOhPTeYNpfdRIR51D1 / P1x+x2 FOWIM1OBpCDhEX+Bhza0TR5Pfunilxpo+ri IpNYbl1Hy4 kX5w0dywXQONtmmpL.LPZBZ
F7VXdDiB//uCiMFELACJS /+a0CxnLLEPVFOy0DYkJhMsCAWEARAMOMA4wDAYDVROTBAUWAWEE,/ ZANEgkahkiGOWOBAQSFA
QSAXL1IY¥430gNgHAIhOwbpwWpScows 351TSpONgghwic7S9d4CaREIFaoypgLO0wgkOVIvh72Va0bblRFOFStoEE/ SbQRYY
DEMLY3TQBVNzSbpXE/EQwxJZVG4Itzyf2]59+2Wge0IqenyBXZuBVr3IT7iQs051GKONOchwayRoIarIETxW6vehXErvOZn
o+h2aRXQxjPlhe4E2YpighFAs%aFa0T18jocf3FhSrvtH51 ITXXoWNcVZpuCmGhLLF4cMxV/ gwYuM/21eXA1j8LEZx63E3
JLITS5TRAIm94YFfezbeDPm+dpsT/TQOREZz9HqwurFPDN+3D/iD2We4ibQuiMh3B4tUZP36M5tpi 3ZkHUK6hPEIyH3TDC LM
pB51VS51/TVUUVG3bjARYWNZAelvaStl0KmMVSB5WA35D81eKTPZg5X] skNQoZ yEBDdkJQDIESTUZ2r SART YPZIcTNOOWMo2
ApUANOXA6gxDEm3IRAXWw1GHES /vwXYbBoPsLFYaBWh50zp0DUA4Eaiv/hS0fGwTgeru/LuSv+HrnF020MEvMO2uuQLPiRrG
TaYM4XG6h54E+TRvIMRARjHywpNeoj STNPE=

[Jeackward direction

[[IMatch whole word only
[IMatch case

Wrap around

Search Mode

O Hormal

@ Extended (n, v, \t 0, W...)

() Regular expression . matches newline

I Replace All: 27 occurrences were replaced.

In selection

Replace Al

Replace Allin All Opened
Documents

Close

Transparency
(®) 0On losing focus
O always
1

Run the following command:

Connect-MsolService

3. On the ControlCenter2 server and open the existing Powershell interface we were working
with earlier (from the shortcut on your desktop). please copy, edit and paste the commands
from the text file called powershell comands, located in your Software folder (linked in your
control center desktop), in the \Applications\Azurefiles folder.

* In the Powershell Console type the following using your Cloudadmin credentials. The
example we use is cloudadmin@ranmobojo.onmicrosoft.com

and your password

Federating AZURE with Workspace ONE Access and Office 365 as a service
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EndDate : 0 10:11:31 AM

Enter Credentials

e

Flease enter credentials

User name: |ﬂ nmobojo. onmicrosoft. com V‘ oy

Password: | ssssenns |

oK | | Cancel |

4. Next we edit the following Powershell commands for our environment and include the
certificate string as part of this command.

1. Edit the sample string by replacing any instance of tokyo01 with the city and number from
YOUR CUSTOM Fully Qualified Domain name, i.e. london08

2. Edit the sample string by replacing aw-euclivefire.vidmpreview.com with YOUR CUSTOM
SAAS Workspace ONE Access Tenant Fully Qualified Domain nhame

example 1 is the string without the certificate |
example 2 is the string with the certificate which you will have to append without
introducing any hidden returns into Powershell

Set-MsolDomainAuthentication -DomainName tokyoOl.euc-livefire.com -Authentication
Federated -IssuerUri “tokyoOl.euc-livefire” -FederationBrandName “tokyoOlCorp” -
PassiveLogOnUri “https://aw-euclivefire.vidmpreview.com/SAAS/API/1.0/POST/sso” -
ActiveLogOnUri “https://aw-euclivefire.vidmpreview.com/SAAS/auth/wsfed/active/logon” -
LogOffUri “https://login.microsoftonline.com/logout.srf” -MetadataExchangeUri
“https://aw-euclivefire.vidmpreview.com/SAAS/auth/wsfed/services/mex” -
SigningCertificate

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX XXX XXX XXX XXX XXX XXX XX XXX XXX XXX XXXXXXXXX

Set-MsolDomainAuthentication -DomainName tokyoOl.euc-livefire.com -Authentication
Federated -IssuerUri “tokyoOl.euc-livefire” -FederationBrandName “tokyoOlCorp” -
PassiveLogOnUri “https://aw-euclivefire.vidmpreview.com/SAAS/API/1.0/POST/sso” -
ActiveLogOnUri “https://aw-euclivefire.vidmpreview.com/SAAS/auth/wsfed/active/logon” -
LogOffUri “https://login.microsoftonline.com/logout.srf” -MetadataExchangeUri
“https://aw-euclivefire.vidmpreview.com/SAAS/auth/wsfed/services/mex” -
SigningCertificate
MIIFIDCCAwigAwIBAgIGPBaJynnGMAOGCSqGSIb3DQEBCWUAMEgxIDAeBgNVBAMME1ZNd2FyZSBJZGVudGl0eSBN
YW5hZ2VyMRcwFQYDVQQOKDAS5BVy1FVUNMSVZFRk1SRTELMAkGA1UEBhMCVVMwHhcNMTkwMjAOMjEzZMTAyWhcNMjkw
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MjAxMjEzMTAyWjBIMSAwHgYDVQQDDBAWTXdhcmUgSWR1bnRpdHkgTWFuYWd1cjEXMBUGA1UECGWOQVCtRVVDTELW
RUZJUkUxCzAJBgNVBAYTA1VTMIICIjANBgkqghkiGI9wOBAQEFAAOCAGS8AMIICCgKCAGEAPWEE7UEEG9iupk538HEU
rgfAKb5V1cnsGrQCz9+HblQrDba8vvPWNp+H3MhkZ1RZS43mvy+3JVFEUESCIgHYRrKsJVIswPda2eQKW/
Y7jd3RHZFoxogbvF4kOyJq5+k38xI/
8t801kv2ruYYHwUZ+SDJIpWdxFgbrpcBAFac5IYj71PoP1l0Ov9na+l1Z7V8ddWQCrsNydKfndUPeBiUj389XerOckzH
TcYjeGG82XINHDXVsmbiMFrDnP0ZbMCD21CMOGyZ8wKFzbx3toStDuqyF 6MbXv3tpVCnF/
sELJaJNxbfdos1NGfbyNWiv/UQ7h8XDOywqpzMZkZkch/B1l6NylcS3UDW6GYgYuJHkmRu9Pgqv/
98QpFueBrrR71+9WTLocSVxgbBCdyrgwVOHAJK1+yZOrYuiLIGedJfhjczOaN/
8dJnzYspxgW9tIxZ2SmQQODTy9zscvad2rplOZFqj9MQObDUmdanr52ksQ85jboArLWIB5TVmxe fDtoPMiK6GKsR/
Q+ygEplsyDT1S6eGzXaVBOQFG]jAFQ3cOwOQtZ0Q6+JIJRk3KO4X2F5arDRZKTCEfEyzH8VYwaJ04BJBm1kPQs14IK
zAhwR/cqBzKnSFUxbeqm5U/
YLeyaOO3NKEYimHqoW7cEB9sPQOnO7YUuZOGOKqHrC0S8dvt6dk5adfa0LECAWEAAaMOMA4wDAYDVROTBAUWAWEB /
zANBgkghkiGO9wOBAQsFAAOCAGEAiadCYNp20VEfFI1D3I3iQhLCvmclhVKMEZzZz1FJIJNEAMZ3JZgwBEYLHL7d8kiR]jI
7c4hvZ62P2eQ2bC62z31zqGVK8GNyUPGMKKgcFOgjJrK+roP4s740cbn4hQX3j3cOLCuQKQ2NkzwF0+5qGU26vOvl
wnE8SONR40xgScW2Bu55E5NOQj+Tud5Pt2KYZpSv9ZP9KJj75AqwmfkynomDBYZXT4WbSft5HDt7VXkFS60Pz41i
32ygDTtHePLKbJ83LcXEETDVEyfigS1mlVWwceDp9sLfbgqA4yEIoGFNO5SKMs sHOkVeCFCjzCs06BlpVHOWYqQgNOgO
gMUOvpX+gFcj7tHJk1hbHUcqQpnYs/

AJyLOpEroVZTBJS3UgK9vMEage 9P+hoVqiX9g+CsdO0GjRLEx1pkm3uFKt0su05UQOESPrYpOS74YbmuRFEUJ5R5P
zZxXSAWErG/
SxPWNtGKzKdGjJzBmErOgShODf1lleURanuLl8FDgBR7KXGONNWDNk5GKVcB2LWgmmz 6AmCkFee90oPju6hT+Y4M30
6mmP6dxjTILPUAddObZUUFhhX8fyjpTDUjTzKWdPaf5G4/
ISfSqa0CoCFaNGTeEhoRI9NtjY1labENZMuD20oVDacMQvVRMN1IbtilDF9ISROG3jzVJIDNtFvwkuRzUJ5QyUEAUBZ6
xpVEt/8Do=

GS
SR
11
GS
LO

5. We will now check the federation with the following command in the powershell
Get-MsolDomainFederationSettings -domainName tokyo01.euc-livefire.com

The settings will return output regarding the settings that make up this federation.
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Part 5: In this part, we will now start testing the federation
to see and ensure it it working properly

1.

+ Login back to your office 365 Tenant with your office Admin account with this url
https://admin.microsoft.com/Adminportal/Home?source=applauncher#/homepage and use
your cloudadmin account

1.

o

N

In the left-hand pane under Home, select > Notice that Marketing
group Users 1 - 8 has been automatically provisioned with the unique suffix appended
for the user principle name. Also notice that your users are Unlicensed. Select users 1-8
Select the next to User 1 to User 8. This is includes your Custom User
Next to Assign to group select the which will expand the menu and select

In the Manage Product licenses window select
On the Replace existing products window under Location, select a location ie

Next to Microsoft E5 Developer (without Windows and Audio Conferencing), turn the

to On

and select select

NB! - Validate that your Cloudadmin account is licensed as well. This will depend on
whether you started off with a custom Outlook account or used another email in the
beginning of the course labs. If not re-apply to the licensing to this account and then
ensure that you can open the Cloudadmin mailbox. This requirement must be done
before starting your OKTA lab.
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2.

+ Open up an Incognito session of your browser and connect to your SAAS instance of

Workspace ONE Access.

Userame N
Replace existing products
7 users selected

Select an option
©  Replace existing product license assignments

Add to existing product license assignments

_—

Replace existing products
7 users selected

Select product licenses you want to replace for selected users

)

Replace existing products
7 users selected

Al product licenses have been replaced for 7 users.

Close

1. On the login window ensure that on the select your domain window, euc-livefire.com is

selected, select Next

2. In the username section, use your custom username ie user35scr and the password

VMware1! select Sign in
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£

Workspace ONE™

euc-livefire.com

vmware

£

Workspace ONE'

Forgot password?
Change to a different domain

vmware

3.

* In the Workspace ONE console
1. Under Apps select All Apps
2. Next Office 365 with Provisioning select Open
3. You should now see the Microsoft Office365 console

vefire.cor X €Y Intelligent Hub X +

@_.:,*f‘aw—euclivefiretarn.vidmpreview.com/calalng-pnrtauui?lef)npremmeffa\se&lsMnb\\e =false&userld=t

) Workspace ONE Q¥ Microsoft Azure [] Office 365 admin.. &) Reinhart Airwatch... ¥, Unified Access Ga..

f\ Apps Notifications
b d PP

Categories n
(), Search apps

@ ——» riwws
-

Websites
Add your fa
Q Apps Notifications
CatepaTies Apps [ All Apps.
Al Apps All Apps
o . ©
l] g!l‘m-:eflsswlmlﬁmﬂng m
- *s 0 @
o @ ] g &
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Part 6: Inserting Office 365 Deep Links into Workspace ONE
Access

Having a Portal to Portal single sign-on experience very rarely excites a customer. In this section
we will insert Deep Links within Workspace ONE Access to enhance the user experience.

1. Inserting Office 365 Deep links

+ Onyour Controlcenter server. Log in to your to your Workspace ONE Access Console as
Admin and select the tab >

1. Select

2. In the New SaaS Application window under Name type Microsoft Word

3. Under Icon, click on search for the software link on your desktop, and navigate
to \Applications\Azurefiles\icons. select your lcon and select At the

bottom right select
4. On 2. Configuration in the Single Sign-On section under Authentication type to the
right select the and then select

“
" Workspace ONE
Dashboard ~  Users & Groups Identity & Acc
== (e

New SaaS Application

2 Configuration Search
Q

or browse from catalog

3 Access Policies

4 Summary
Name *

Microsoft Word

New SaaS Application

| 1 Definition Single Sign-On

2 Conflguramcn Authentication Type
3 summary

[ Web Application Link ]

Target URL *

2. Inserting Office 365 Deep links (Part 5)

+ Copy the URL below and edit in Notepad++ the following in Blue with your assigned
domain suffix and then copy the edited URL and Paste under the Target URL
+ https://login.microsoftonline.com/
login.srf?wa=wsignin1.0&whr=EXAMPLEDOMAIN.euc-
livefire.com&wreply=https://office.live.com/start/Word.aspx?auth=2
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Target URL *

https:/login.microsoftonline.com/login.srf?wa=wsigninl.0&whr=lisbona35.euc-livefire.com&wreply

3. Inserting Office 365 Deep links (Part 5)

« Select NEXT > SAVE & ASSIGN
1. Under Users / User Groups in the Search area type Mark, select Marketing@euc-
livefire.com
2. Under Deployment Type select Automatic and select SAVE

CANCEL | BACK H SAVE & ASSIGN ‘ SAVE

Selected App(s): Microsoft Word

Users / User Groups

Q, Marld

2= Marketing@euc-livefire.com

Deployment Type

Automatic

—
CANCEL SAVE
N—

4. Inserting Office 365 Deep links (Part 5)

+ Repeat the above steps for
1. OneDrive

* https://login.microsoftonline.com/login.srf?wa=wsignin1.0&whr=lisbonb35.euc-
livefire.com&wreply=https://zingaramanwell-my.sharepoint.com

* Replace Lisbonb with your domain

+ Replace zingaramanwell with your unique Office 365 domain name. eg in this
example the domain name is cloudadmin@zingaramanwell.onmicrosoft .com,
zingaramanwell is the domain name

2. Excel
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* https://login.microsoftonline.com/login.srf?wa=wsignin1.0&whr=lishonb35.euc-
livefire.com&wreply=https://www.office.com/launch/excel?auth=2&home=1

3. PowerPoint
* https://login.microsoftonline.com/login.srf?wa=wsignin1.0&whr=lishonb35.euc-
livefire.com&wreply=https://www.office.com/launch/powerpoint?auth=2

4. Outlook
* https://login.microsoftonline.com/common/oauth2/
authorize?client_id=00000002-0000-0ff1-ce00-000000000000&response_mode=form_post&
livefire.com

m I CATEGORIES l I MORE v] I SETTINGS ]

Application Type

Airwatch SAML 2.0

Airwatch Provisioning SAML 2.0
Excel wWeb Application Link
B Microsoft Word Web Application Link
IJ Office365 with Provisioning WS-Fed
€ One Drive Web Application Link
@y Fowerpoint Web Application Link

5. Inserting Office 365 Deep links (Part 5)

+ The Office 365 application has been assigned to Marketing. It has to remain assigned to
Marketing for the Deep links to work. However, we do not necessarily want this to be visible
to the End-User. We will now solve this issue as part of a well thought out solution.

1. In the Catalog, select the next to Office365 with Provisioning, select
2. in the Edit SaaS Application window, select step and scroll down to the
bottom. Change Show in the User Portal toggle from Yes to
3. Select > > > >
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«

Dashboard ~  Users & Grouj

¥ % Workspace ONE™

Application
AirWatch

AirWatch Provi

@ Excel

G Microsoft Word

isioning

] Office365 with Provisioning

© OneDrive

Edit SaaS Application

1 Definition

2 Configuration

3 Access Policies

Application Paramete

Name

tenant

Advanced Properties

Open in VMware Browser

vo B
Setup Provisioning
ves @D
Show in User Portal
vo I

6. Inserting Office 365 Deep links (Part 5)

+ Switch to a Browser in Incognito Mode . Using your Workspace ONE Access URL login as
User1 with the password VMware1!
+ Test your individual links for office 365

Apps

0

Categories

All Apps
Websites

Wirtual

People

Search apps

Notifications €)

Add your favorite apps here for quicker access

CONFIGURE

New
Excal Microsoft One Drive Powerpoint BambooHR
Word LisbonA3b
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7. Tidying up the Catalog in Workspace ONE Access for a better User Experience

+ Switch back to your Workspace ONE Access Admin Console and select the tab
1. In the Catalog next to Office 365 with Provisioning select the and then at
the top select
2. Inthe Edit SaaS Application wizard select and to the
bottom,
3. Change the under Show in User Portal from Yes to and select > >

4. Repeat the exact same process and validate that that the AirWatch and AirWatch
Provisioning applications do not show in the User Portal

0 ofnces

Edit SaaS Application

aaaaaaaaaaaaaa
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