4. Unified Access Gateway / VMware Horizon
integration into Workspace ONE Access

Overview

+ Traditional Federation with VMware Horizon and Workspace ONE Access has been a
popular approach and is used my many organizations.

+ Organizations with High Security requirements do not like and SAML artifacts being
validated internally

* In this session we look at the option to validate the SAML artifact on the Unified Access
Gateway instead of forwarding the artifact internally.

Part 1. Enabling SAML federation with the VMware Unified
Access Gateway for Workspace ONE Access as the IDP

The Federation of Unified Access Gateway and VMware Horizon with Workspace ONE
Access will be done in three phases

* Phase 1. We enable and configure the SAML federation on 4 VMware Unified Access
Gateway servers in a multi-site scenario

* Phase 2. We enable and configure the SAML Integration as a Web App in Workspace
ONE Access

* Phase 3. We will create deep links in Workspace ONE Access for our Desktop
entitlements
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Step 1. Preparing to Federate the Unified Access Gateway with
Workspace ONE Access

¥ | [F] || 5 | Downloads

“ Home Share View
. Cut
* U o = Move to X Delete =

~ e Copy path )
Pinat;g:uk Lopy Paste lﬂ e st Copy to [l Rename
Clipboard Crganize
“— v 4 ; +» ThisPC » Downloads »
40 Mame
v 3 Quick access
I Desktop " . uagdep!u],-r
‘ Downloads i
= Documents o
= iy
&= Pictures * 5] VidmAirWatchRootCertificate.cer
icons |£| Workspace ONE Access.xml
Sitel

¢ Note exporting the IDP.XML was accomplished on Day 1. Step 1 is here to remind you
of the process. If you have an IDP.xml file downloaded in your Downloads folder on

your ControlCenter server.

Move on to Step 2.
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Workspace ONI

Usemame

administrator

Password

|

System Domain

Forgot Password?

Change to a different domain

1. Onyour ControlCenter server
+ Open your Workspace ONE Access, Admin console URL

+ Under Username
¢ enter Administrator

* Under Password
 enter VMware1!

* Select Sign In

TA
IA Tenant Admin
Workspace ONE Access Console
Manage Hub Experience
Account
Sign out (=
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2. Inthe Web Intelligent Hub Console
+ To theright,
« select TA

* From the dropdown
+ select Workspace ONE Access Console
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3. In the Workspace ONE Access Console
 Select Resources
+ Under the Resources > WEB Apps area
+ Select SETTINGS

Settings

Globa
Approvals
Approvals
Saas Apps applications can be used. Requiring approval auto

Enable Approvals

> o

SAVE

4. In the Settings window
* below SaaS Apps
+ select SAML Metadata
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Settings

Global

Download SAML Metadata

$aaS Apps

SAML Metadata

SAML Metadata

Signing Certificate G Open link in incogriito window

Save link as..

Copy link address

5. In the Settings window
* in the right pane
* below SAML Metadata
+ select & right click Identity Provider (IdP) metadata
* in the drop down menu
+ select Save link as...

* in Flle Explorer Save As window
« ensure Downloads is selected Quick Access (default)
+ at the bottom of the window
+ select Save

Step 2. Enabling SAML Federation on Site 1, UAG-HZN-01a

& NewTab

¢ 0 (a

@ my-iplivefirelab/ip Horizon®5ite 1 vm UAG-HZN-01a wm

1. Onyour Site 1 Browser profile
* In the Favourites bar
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+ select the UAG-HZN-01a shortcut
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VMware

Unified Access Gateway

2. In the VMware Unified Access Gateway login
* in the Username area
+ enter admin

* in the Password area
 enter VMware1!

+ select Login
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9.
it

Configure Manually

Configure settings manually

3. In the VMware Unified Access Gateway admin console
* below Configure Manually
* click Select

Identity Bridging Settings
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4. In the VMware Unified Access Gateway admin console
+ scroll down to ldentity Bridging Settings
+ to theright of Upload Identity Provider Metadata
* select the GEAR icon
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Upload Identity Provider Metadata
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5. Inthe Upload Identity Provider Metadata window
* next to Entity ID
+ enter Workspace ONE Access

* next to IDP Metadata
+ click Select
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6. Inthe File Explorer - Open window
* Quick Access > Downloads folder
* (this should be the default)
* select idp.xml

* in the bottom right corner
+ select Open
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Upload Identity Provider Metadata
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7. Inthe Upload Identity Provider Metadata window
* next to Always force SAML auth
+ switch the Toggle from OFF to ON
+ select Save

+ scroll back up to the top of UAG admin console
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® > Horizon Settings @

O Reverse Proxy Settings o

O Tunnel Settings o

8. In the VMware Unified Access Gateway admin console
* In the General Settings area
* next to Edge Service Settings
+ turn the TOGGLE from OFF to ON

+ to the right of Horizon Settings
+ select the GEAR icon
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9. In the Horizon Settings window
« scroll down to the bottom
* next to More
+ select the expand icon
orizon Settings
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10. In the Horizon Settings window
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+ next to Auth Methods
+ from the dropdown
+ select SAML

11. In the Horizon Settings window
* below Auth Methods
* next to Identity Provider*
+ from the dropdown
* select Workspace ONE Access

& - ALLOYWWED W @
ethods | SAML v @
gy Provide orkspace OME Access “W (D

AML Audience ¢ @
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12. In the Horizon Settings window
* below Identity Provider*
 select Download SAML service provider metadata
L SAML se ovider metadata
Lpru ovide orikspace OME Access w (D
ernal Host Name | e efire.com| @

13. Inthe Download SAML service provider metadata window
* next to External Host Name
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* enter corp.euc-livefire.com
* select Download
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m Cancel

14. In the Horizon Settings window
+ scroll down to the bottom of the window
+ select Save

Step 3. Enabling SAML Federation on Site 1, UAG-HZN-01b

Workspace ONE Access b 4 E] New Tab

Horizon®Site 1  vm UAG-HZN-0 a wm UAG-HZN-01b A 3wiVantag

1. Onyour Site 1 Browser profile
* In the Favourites bar
+ select the UAG-HZN-01B shortcut
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VMware

Unified Access Gateway

2. In the VMware Unified Access Gateway login
*+ in the Username area
+ enter admin

* in the Password area
 enter VMware1!

+ select Login
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9.
it

Configure Manually

Configure settings manually

3. In the VMware Unified Access Gateway admin console
* below Configure Manually
* click Select

Identity Bridging Settings
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4. In the VMware Unified Access Gateway admin console
+ scroll down to ldentity Bridging Settings
+ to theright of Upload Identity Provider Metadata
* select the GEAR icon
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Upload Identity Provider Metadata
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5. Inthe Upload Identity Provider Metadata window
* next to Entity ID
+ enter Workspace ONE Access

* next to IDP Metadata
+ click Select
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6. Inthe File Explorer - Open window
* Quick Access > Downloads folder
* (this should be the default)
* select idp.xml

* in the bottom right corner
+ select Open
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Upload Identity Provider Metadata
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7. Inthe Upload Identity Provider Metadata window
* next to Always force SAML auth
+ switch the Toggle from OFF to ON
+ select Save

+ scroll back up to the top of UAG admin console
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® > Horizon Settings @

O Reverse Proxy Settings o

O Tunnel Settings o

8. In the VMware Unified Access Gateway admin console
* In the General Settings area
* next to Edge Service Settings
+ turn the TOGGLE from OFF to ON

+ to the right of Horizon Settings
+ select the GEAR icon
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Blast Proxy Certificate  Sefecr )]

Blast Allowed Host Header Values

Enable Tunnel l:)m )]

Save Cancel
9. In the Horizon Settings window
« scroll down to the bottom
* next to More
+ select the expand icon
Client Encryption Mode | ALLOWED v
Auth Methods | Select e |
Select
Health Check URI Path | Fassthrough
SAML |

SAML and Passthrough
Re-Write Origin Header | SAML and Unauthenticated

Enable PCOIP

10. In the Horizon Settings window
+ next to Auth Methods
+ from the dropdown
+ select SAML

SAMI Adipnres | Add nesw SAR
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11. In the Horizon Settings window
* below Auth Methods
* next to Identity Provider*
+ from the dropdown
 select Workspace ONE Access
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12. In the Horizon Settings window
+ scroll down to the bottom of the window
+ select Save

Step 4. Enabling SAML Federation on Site 2 , UAG-HZN-02a

@) New Tab

— o ™ ﬁ |:: C ]

w o UAG-HZMN-02a wm UAG-HZN-02b Horizg

1. Onyour ControlCenter server
+ switch to your Site 2 Browser profile
* In the Favourites bar
+ select the UAG-HZN-02a shortcut
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VMware

Unified Access Gateway

2. In the VMware Unified Access Gateway login
*+ in the Username area
+ enter admin

* in the Password area
 enter VMware1!

+ select Login
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9.
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Configure Manually

Configure settings manually

3. In the VMware Unified Access Gateway admin console
* below Configure Manually
* click Select

Identity Bridging Settings

)
it
[=1
i
L]
3
=]
—
T
]
-
m
1]
[
[a
|
1}

4. In the VMware Unified Access Gateway admin console
+ scroll down to ldentity Bridging Settings
+ to theright of Upload Identity Provider Metadata
* select the GEAR icon
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Upload Identity Provider Metadata
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5. Inthe Upload Identity Provider Metadata window
* next to Entity ID
+ enter Workspace ONE Access

* next to IDP Metadata
+ click Select
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6. Inthe File Explorer - Open window
* Quick Access > Downloads folder
* (this should be the default)
* select idp.xml

* in the bottom right corner
+ select Open
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Upload Identity Provider Metadata
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7. Inthe Upload Identity Provider Metadata window
* next to Always force SAML auth
+ switch the Toggle from OFF to ON
+ select Save

+ scroll back up to the top of UAG admin console
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® > Horizon Settings @

O Reverse Proxy Settings o

O Tunnel Settings o

8. In the VMware Unified Access Gateway admin console
* In the General Settings area
* next to Edge Service Settings
+ turn the TOGGLE from OFF to ON

+ to the right of Horizon Settings
+ select the GEAR icon
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9. In the Horizon Settings window
« scroll down to the bottom
* next to More
+ select the expand icon
Client Encryption Mode | ALLOWED v
Auth Methods | Select ~ |

Select
Health Check URI Path | Passthrough

SAML —

SAML and Passthrough
Re-Write Origin Header | SAML and Unauthenticated

Enable PCOIP

10. In the Horizon Settings window
* next to Auth Methods
+ from the dropdown
+ select SAML

Client Encryption Mode | ALLOWED W 6
Auth Methods | SAML v | @

dentity Provider * | by |@

| Workspace OME Access l:

SAM Bndienres Ard negy SRR &) dipn e [+ I
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11. In the Horizon Settings window
* below Auth Methods
* next to Identity Provider*
+ from the dropdown
 select Workspace ONE Access
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m Cancel

12. In the Horizon Settings window
+ scroll down to the bottom of the window
+ select Save

Step 5. Enabling SAML Federation on Site 2, UAG-HZN-02b

@) New Tab

- > C 0O I’ y |

vm UAG-HZMN-02a w1 UAG-HZN-02b Horizg

1. Onyour ControlCenter server
+ onyour Site 2 Browser profile
* In the Favourites bar
+ select the UAG-HZN-02b shortcut

4. Unified Access Gateway / VMware Horizon integration into Workspace ONE Access Page 24
Export Date: 2023-08-31 02:29:18 -0700



-
<

VMware

Unified Access Gateway

2. In the VMware Unified Access Gateway login
*+ in the Username area
+ enter admin

* in the Password area
 enter VMware1!

+ select Login
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9.
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Configure Manually

Configure settings manually

3. In the VMware Unified Access Gateway admin console
* below Configure Manually
* click Select

Identity Bridging Settings
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4. In the VMware Unified Access Gateway admin console
+ scroll down to ldentity Bridging Settings
+ to theright of Upload Identity Provider Metadata
* select the GEAR icon
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Upload Identity Provider Metadata

- 5 D
P Metadata Sefe M
En on Ca ane & na g @

Bl o

5. Inthe Upload Identity Provider Metadata window
* next to Entity ID
+ enter Workspace ONE Access

* next to IDP Metadata
+ click Select
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6. Inthe File Explorer - Open window
* Quick Access > Downloads folder
* (this should be the default)
* select idp.xml

* in the bottom right corner
+ select Open
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Upload Identity Provider Metadata
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Cancel

7. Inthe Upload Identity Provider Metadata window
* next to Always force SAML auth
+ switch the Toggle from OFF to ON
+ select Save

+ scroll back up to the top of UAG admin console
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Edge Service Settings (’:J &7 Active Sessions: 0

® > Horizon Settings @

O Reverse Proxy Settings o

O Tunnel Settings o

8. In the VMware Unified Access Gateway admin console
* In the General Settings area
* next to Edge Service Settings
+ turn the TOGGLE from OFF to ON

+ to the right of Horizon Settings
+ select the GEAR icon
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9. In the Horizon Settings window
+ scroll down to the bottom
* next to More
+ select the expand icon

Client Encryption Mode | ALLOWED v
Auth Methods | Select v|
Select

Health Check URI Path | Passthrough

SAML —

SAML and Passthrough
Re-Write Origin Header | SAML and Unauthenticated

Enable PCOIP

10. In the Horizon Settings window
* next to Auth Methods
+ from the dropdown
+ select SAML

Client Encryption Mode | ALLOWED L 6
Auth Methods | SAML v @
dentity Provider * b ||;E1

Workspace OME Access

AW Andienres Aod neww SAMI &) rience 0 7w
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11. In the Horizon Settings window
* below Auth Methods
* next to Identity Provider*
+ from the dropdown
 select Workspace ONE Access

- - sle wv| O

L+

H & [ 4]
m Cancel

12. In the Horizon Settings window
« scroll down to the bottom of the window
« select Save

Part 2. Configuring the SAML Federation for Horizon

For TrueSSO to work the Horizon SAML authenticator is required.
We configure this on both Site 1 and Site 2

4. Unified Access Gateway / VMware Horizon integration into Workspace ONE Access Page 30
Export Date: 2023-08-31 02:29:18 -0700



Step 1. Configuring the SAML federation with VMware Horizon
on Site 1

3 Apps @ my-iplivefirelab/ip [ VMware Horizon® . MSX manager ®gs App Volumes Mana.. @ UAG @ vCenter

m VMware Horizon® Pod Cluster-HORIZON ( ) User Search

Servers

vCenter Servers Gateways Connection Servers

Add Edit Rer : More ~

Machines

Settings

S vCenter Server VM Disk Spa

- _ -~ P P—_ . >
' veenter.euc-livefire.com{administrator@vsphere.local) &)

1. Onyour ControlCenter server
+ Site 1 Browser
* In the Horizon Admin Console
* In the Inventory
+ expand Settings,
* select Servers

* In the Servers area
+ select the Connection Servers tab
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Servers

vCenter Servers Gateways Connectian Servers

‘ Disable H Edit pr\mw ‘

Connection Server Version

o

‘®  HORIZON-01A m

2. Under Servers

+ Select the radio button to next HORIZON-01a
+ Select Edit

Edit Connection Server Settings

Tags

-!'g: can De useg 1o restrct which 0esKiop pooIs Can D& aCCessed througn tnis Connection Sery

3. On the Edit Connection Server Settings page
 Select the Authentication tab.
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Edit Connection Server Settings

Delegation of authentication to VMware Horizon (SAML 2.0 Authenticator)

SAML Authenticator

Enabled Authenticator configured

ML Authenticators ‘—'—

reate at least one SAML Authenticator

Manage SA)

4. On the Authentication tab
+ below Delegation of authentication to VMware Horizon (SAML 2.0 Authenticator):
* Onthe Drop down Arrow
« Select Allowed,

« Select the Manage SAML Authenticators box

Manage SAML Authenticators
red in this nonzon e
Name Description St
No records available
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5. On the Manage SAML Authenticators box

+ Select Add
Add SAML 2 0 Authenticator *
* Type © Dynamic Static .
* Label
Description
* Metadata URI
hops:faw-livefirewwkom vidmpreview comiSALSFAP1L OVGETimetadatandp. xm

Administration URL

* TruessO Trigger Mode (@
Enabled

B Enabled for Connection Server

6. Inthe Add SAML 2.0 Authenticator window.
+ Ensure Dynamic radio button is selected,
+ Enter the following:
* Under Label:
* type Workspace ONE Access

* Under Metadata URL : enter
*+ https://YOUR CUSTOM Access URL/SAAS/API/1.0/GET/metadata/idp.xml
+ e.g. https://aw-euclivefirefran.vidmpreview.com/SAAS/API/1.0/GET/metadata/
idp.xml

+ Under * TrueSSO Trigger Mode
« from the dropdown
+ select Enabled

+ Select OK
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Manage SAML Authenticators X

SAML Authenticators configured in this Horizon environment
Name Description Status Type Admin URL
- = - i
14 E Enable Dyna

7. In the Manage SAML Authenticators window
*+ Select OK to close

Edit Connection Server Settings X

Dekganion of Fecheraication to Viware Hosizon (SAML 2.0 Authenbcater

Algveed b
SAML Authenticator

on metnge Takop eMect on next wner ko
far
o wr
Crrconnect wser sersons on wart cand remaval

8. In the Connection Server Settings
+ Select OK
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Step 2. Configuring the SAML federation with VMware Horizon
on Site 2

VMware Horizon®: Cluster-HOR X + + ol

== C & horizon-02a.euc-livefire.com/admin/#/main/servers/connectionServer:

vm UAG-HZN-02a wm UAG-HZN-02b Horizon® Site 2  »= HZN Cloud |/ AviVantage Co

ﬂ VMware Horizon®

Servers
o venter Servers Gateway: y
g | Disable | Edit | | Backup Mow
Connection 5erver verslon PColP Secun
® HORIZON-02A B8.8.0-21073854 Installed
1. Onyour ControlCenter server
+ Site 2 Browser
* |In the Horizon Admin Console
* Inventory pane
+ expand Settings,
« select Servers
* In the middle pane
« select the Connection Servers tab
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Servers

vCenter Servers Gateways Connection Servers C

| Disable || o | e Now |

Connection Server Version PC

® HORIZON-02A m Ins

2. Under Servers

+ select the radio button to next HORIZON-02a
+ select Edit

Edit Connection Server Settings

NPICH OESKTOPp POOIS CAN :E.’:CE::EE‘.’""C_I_._?."'.'"::"‘“""

3. On the Edit Connection Server Settings page
+ select the Authentication tab.
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Edit Connection Server Settings

General

Delegation of authentication to VMiware Horizon (SAML 2.0 Authenticator)

SAML Authenticator

4. In the Edit Connection Server Settings window
+ on the Authentication tab,
+ under Delegation of authentication to VMware Horizon (SAML 2.0

Authenticator):
« from the Drop down Arrow

+ select Allowed,

* below SAML Authenticator
+ select the Manage SAML Authenticators box
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Manage SAML Authenticators

SAML Authenticators configured in this Horizon e

Name Description St

Mo records available

5. Onthe Manage SAML Authenticators box

+ Select Add

Add SAML 2.0 Authenticator X
* Type © Dynamic Cratic N
« Label

Workspace OME Access

Description

« Metadata URL

herps-raw-lvefirewwkorm widmpreview, com/SAASAPL IVGETimetadatasidp, xm

Administration URL

# TruessO Trigger Mode O

Enabled .

B Enabled for Connection Server

Cancel 0K

6. Inthe Add SAML 2.0 Authenticator window.
+ ensure Dynamic radio button is selected,
+ enter the following:
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+ under Label:
* type Workspace ONE Access

* Under Metadata URL : enter
* https://YOUR CUSTOM Access URL/SAAS/API/1.0/GET/metadata/idp.xml
+ e.g. https://aw-euclivefirefran.vidmpreview.com/SAAS/AP1/1.0/GET/
metadata/idp.xml

« under * TrueSSO Trigger Mode
« from the dropdown
+ select Enabled

« select OK
Manage SAML Authenticators X
ATE Da pe Adrmin LR

7. In the Manage SAML Authenticators window
+ Select OK to close
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8. Inthe Connection Server Settings
+ Select

Part 3. Configuring Workspace ONE Access for VMware
Unified Access as the Service Provider

In this section perform the Workspace ONE Access part of the SAML Federation process
with VMware Unified Access Gateway
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Configuring Workspace ONE Access for VMware Unified Access
as the Service Provider

Usemame

administrator

System Domain

Forgol Password?

Change to a different domain

1. Onyour ControlCenter server
* Open your Workspace ONE Access, Admin console URL

+ Under Username
* enter Administrator

+ Under Password
 enter VMware1!

+ Select Sign In
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TA

A Tenant Admin

Workspace OME Access Console

Manage Hub Experience

Account

2. Inthe Web Intelligent Hub Console
+ To theright,
+ select TA

* From the dropdown
+ select Workspace ONE Access Console

— C v & aw-livefirernelmarchdev.vidmpreview.com

& my-iplivefirelab/ip Horizon®Site 1 vm UAG-HZN-01a wn UAG-HZM-01b A Avi Vantage Control.. == HZN Cloud = w
organization is using

eariier) will be discontinued soon. Action Reg
VI ofes

o Unsupported VMware identity Manager Conne
fease notes Learn what's mew in Hub ¢

"~ Mew updates available, Learn what's new in

o Web Apps

Virtual Apps
o D AppIcaTEns
Virtual Apps Colections
Piicies == wt | [ mome~ | | [ zevrmes
slobal Launcher Freferences =
E Application Trpe

- Ll

3. Inthe Workspace ONE Access Console
+ select Resources
+ Under the Resources > WEB Apps area
+ select NEW
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New Saa$S Application

1 Definition

CANCEL NEXT

Definition

Search (}

OR BROWSE FROM CATALOG

Name * (@)

Unified Access Gateway SAML SP

Description

4. In the New SaaS Application window
1. In the Definition area
+ under Name

+ enter Unified Access Gateway SAML SP

« Under Icon
* select SELECT FILE ...
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& open »
= T » Metwork » horizon-01eeuc-livefrecom » software + UAG + lcore

Organize = M fiolder

= fame Ciate modiied Type Size

d Quick access
B Desktop *
& Dowrdasds  #
| Documents o

= UsGpng T3 117 AN PHG File 6 KB

= Fictures
icons
Sitel
Site?
System3d
B This PC
< 30 Cjects
I Deskiop
5| Doty
& Dommboads
B Music
&=| Fictures
B videas
e Loscal Desk [T:)
i Metwark
[ honizon-Haeuc

I tychenk w

Fie name | UAG ging o| [anFiesen -

5. In the File Explorer > Open window
* In the Quick Access pane
* select Desktop
* in the Desktop area
* select software > UAG > Icons
* in the Icons folder
« select UAG.png

+ select Open
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New Saas Application Y

UH HHUWSE FRUM CAIALDG
1 Dediniticn
Mame (]
Figuration Unified Sccess Gateway SAML 5P
ACCRss Polcies Description
N EawEmmATY

I T

"ZJ\N' Unified Access
"\..@ Gateway

Categary

Selected Categories

CAMCEL HEXT

6. Inthe New SaaS Application window
1. In the Definition area
« Select NEXT

7. On the ControlCenter server
+ from the Taskbar
+ select the Folder icon
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& aw-livefirernel

| 4 5 | Downloads

R[4
Pin to Quick CJL Past il
in to Quick Copy aste
access [7] Paste <
Clipboard
« « 1 s ThisPC 5 I
tl Name

# Quick access
I Desktop

ua

-+
i air
¥ Downloads =
Y =] co
|| Documents [ pa
&= Pictures o+ Ij Da
icons |j Da
Sitel L] Exe
)
Site2 ] Fu
=] Fu
System32
=] 1y
[ This PC = or
J 3D Objects L1 pri
@ g
I Desktop =l 5
— Vi
/%= Documents Gl vie

[zl wny
& Downloads o
17items  1item selected 3.37KE |

8. In the File Explorer window
« from the Quick Access pane
+ select Downloads

4 1] ¥ | Downloads

“ Home Share View

— % Copy path -
ﬂm;::;;:;?ltl Copy Paste [7] Paste shortcut Tg‘f Ctuupv]r DeLete Rename TEJI?:F
Clipboard Organize
“ v -‘ * ThisPC * Downloads
= MName :
# Quick access
B Desktop " uagdepluyﬁ |
= corp.euc-livefire.comy
! Downloads o = idpaxmi GPE“
= Documents o = spaml -
& Pictures  # 5] VidmairWatchRoot e | Edit with Notepad- +
icons = Workspace ONE Acc
Sited Open with
Site2 Give access to

Dortore mroscionir sooesiomme

9. In the File Explorer window
+ Downloads folder
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select corp.euc-livefire.com
+ select & right-click Edit with Notepad++

a

Edit Sesch View Encoding Languege Settings Tools Macro Fun Pluging  ‘Window 7
IHeRLE +sMahide /oy 2% BE51 EIET0AWw =@

oo 7 3| B g g 3 — o wvbveton e o 3 |

|EE

T T XY

BhMCRD T xGa AR BgiWBAGTERdy EWF 0 EX I TWR e 2hilodRl o JEOMA4GA1 TEBxMED 2 F s EnSy EDEYMBY G
A1TEChMEUZV 0L nby BMaW L pd FVcHT cwR I TVDODEy S TEWHD aWdw T FITOS BEEL 2 1 haW4 gVmF s aWih
AG1 v BTIWN L cnlglD #ydmVy TENBHBAXDT T M0 T Mz AwHDAwMP o DT TOMDMxOTLzH TR 1 OVowH TER
MBKGAL TEAwWSEL 5 LdNMthE] 2 IWEponliny 2 5tMI ICT JARBgRghk 1 G5wlBAJEFAADCAGEAMT ICCgRE
AgEASMION /b6 35Tbm P IgixFl tai TégiLbRdAh ymRI0 1PV oOb Y ek HAPO4 gFpO+ B+ ThIBOHS
A15C41eE1LE ) EFENV TR INS a0 LT Tl RIAEGFLE twiWE /¥ To S TRRS IyP 1 ERAUT 10AXD 2d1 SUBhWTaTS
L4 rZ4+F4 TLJ4Gn BT sERDBAdaMTa FRT4+RIataldwT SFe L ez 1 QnAnf 2 L mDNOR &R S maGagtaCa 4
JOHRtal+81C/0LnLnVERY £ 1IzAtkk TgL LYl JEsz FIDACnOL LN Snx TngSVsdinz P S PCRGRAY T1WS
MO tHvEA GpHd4 20w D TT | ENpSalp T TIMTODGy L Q6 FTOTESR Thax) LRy C i p Y ST SPTgWTIT+ 4
BSXL1AOTSASTA XU LARDER,/ Bt Inswnl £ 0gMhSRduTALgl/ 0] TYRonGBrS 0 SHCREBRVIMs KVE Gz dD
10711 L ERVACGERZavayn Ty 1 pEEAS rdeeRLEoma Y oks CWar T/ a dFU VI 6FEb Evp3g/ Al a b+ 2ol
S TR B P 561 Bvh 0N 9ok 1 TN E00mEkyg0T + Epd SERp RN FVWME RS t SRCTOTVIDO 83 0%
PeSERS tatDaSHE 4nddf DdnkaxppJE0LEv] 1 L2 EEMBARFASLT ITT LCdpWTHE Toa+ Ck Bpenhnin
M+ PCANEAAA O A e g pMEMB I GAL U0 Tl B aAF T ZMKs RO T Y Thomb-+ Es P bg sy WEEMINDGAL Do
BERpo WK B4 96k AR 5204 THIWEADBHVEE BAT SERAMCR A AwDAYTAVRO TALE f BATWADAABIHY
HEUEF J AUBggT BgEFBOCDAGY I EWYBBQU AW IwSOYTVAOgEE IwiDADEgs rBgEEAD T xAQ T CIA | MCHG
CCRGAQTFENTEFhdodERwezov L IHL YIRpE Y2 4 LONQU2A TR LrgwBAg Ewg Y00 s GAQUFEWEE
Bligned I BEBggT BoEF Bl owAc EDaNR 0 cDor L2 HrdC S s EWH D abich Lukvh S STZWH D abc- UL HERG S £ YWln
VEFsaWihAGlvELNLY 3Vy TVH1lenZ 1 ckNELuKRyaDA | BggrBgEFBQ cwAY Y KaHR0cDav L e 5 c3AncIV
A1 nby 5 b2 0w e DVEDRBCgwIo TS KL 5 LMt b5 1 2EWEponiny 2 S tghd L dWd EbG1 2 SN pomiin Y2 9t
MITEf¥RRWYEEAHWe] [EAGSCAWIEgOF pANCAdgES / 49/ CPE T IVECYc2 1h7 o0 tRTHOY neaE IR 20
TEoSAAAAAYE f o EALAEAWBHMEDNC IQDGzRddRETEHEF T WbV foe+pa LPol gh Lwprer Shila¥C dog Tg
by POnNTDE 202D RCEHKAYEC 4 ER IO L Sogar SAIYRQAAIDa t r SEFTWE TpsbuT toa s hwk XFan 108

Bl<7mml version="1.0" sncoding="UTE-B" 7><mdiEnticyDescriptor xnlns ! md="uUrnioasis:names!to!SAML:Z.Dimetadata” e

e FAark Lasnisacse fila

losnti - 1% Bews: 31

L e

1

e O |

Brg-1

10. In the Notepad++ application
+ with your keyboard

enter CTRL + A

enter CTRL+ C

+ switch back to the New SaaS Application wizard

New SaaS Application

Single Sign-On

1 Definition

2 Configuration Authentication Type * @

SAML 2.0

3 Access Policies
4 Summary Configuration - @
© URLXML O Manua

URL/XML ()
DL U1 UESIS 1SS 1 SAML £ U DINGINGS 1 TH-STUTELT LUCan= T
livefire com/portal/samisso” index="0" isDefsult=" on;
Binding="urn casis n

SAML 20 binding:

ttps ifcon
lvefire com/portal/samisso’ ndex="1"/></ma:SPSSODescriptors</maEntityDescriptor>

Relay State UBL

ADVANCED PROPERTIES Vv

Open in Workspace ONE Web @
@ v

Show in User Portal ©®

C’No
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11. In the New SaaS Application window
2. Inthe Configuration area
+ the box below URL / XML

. your corp.euc-livefire.com.xml metadata
. the Configuration area to the bottom
* below Show in User Portal
+ change the from ON to
+ select

New SaasS Application

3 Access Policies

12. In the New Saas Application window,
3. In the Access Policies section
+ Select
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New Saas Application X

1 Definition Definition
Hame
Inified Access Gal =
= Police:
Desinplion
4 Summary =
Kan
EA1ﬂgﬁIlD!

Configuration

Authentication Type

Canfaguratien
LR
LR/ L
FHITH WEIONS 07 @RCOaINg=UTF-ETe<ma Entity ascrphor minsmas umoass Tames 10 SAML 2 Ormetadasa

Relay Slate URL

ADVANCED PAGPERTIES

13. In the New Saas Application window,
4. In the Summary section
*+ Select SAVE & ASSIGN

Assign

Selected App(s): Unified Access Gateway SAML SP

Assign

() Appiication: ‘Unified Access Gateway SAML SP' added successfully.

Selected App(s): Unified Access Gateway SAML SP

Deployment Type

Automatic

V Automatic

CANCEL SAVE

14. In the Assign window
+ Under Users / Groups
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¢ Enter Sales
+ Select Sales@euc-livefire.com

* Enter Devel
 Select Developers@euc-livefire.com

« Under Deployment type
* From the dropdowns
+ Ensure both Sales and Developers are set to
« Automatic

* In the bottom right corner
+ select SAVE

ateway = 4 Workspace U Access ed Acoess Gateway ® E

& aw-livefirernelmarchdev.vidmpreview.com/ws1adminu workspace/resources/web-apps/lis

ip Horizon®Site 1 wm UAG-HZM-01a vm UAG-HZN-01b | AwiVantage Control... == HZN Cloud ':_' veenter

e Identity Manager Conne: . 030 earkier) will be dscontinued soon. Acti i i rganization is using cider
ie. Learn what's mew in Wi 5 S release notes. Learn what's new in es

Resources

NEW ATEGORIES v I| MORE ~ | l SETTINGS

15. In your Workspace ONE Access Console
+ Web Apps interface
* Note your Unified Access Gateway SAML SP Web APP

Part 4. Deploying VMware Horizon Deep Links for
entitlements

As we are not using the Workspace ONE Access Connector to sync entitlements, we will
create Deep Links for our Entitlements and assign these to our Security Groups
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In this Part we will create Deep Links for existing entitlements

Step 1. Deploying a Deep link for the Enterprise Corp Instant
Clone Global Entitlement

v
v
Yad'

Usemame

administrator

System Domain
Forgol Password?

Change to a different domain

On your ControlCenter server

* Open your Workspace ONE Access, Admin console URL
+ Under Username
¢ enter Administrator

Under Password
+ enter VMware1!

+ Select Sign In
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TA

A Tenant Admin

Workspace OME Access Console

Manage Hub Experience

Account

2. Inthe Web Intelligent Hub Console
+ To theright,
+ select TA

* From the dropdown
+ select Workspace ONE Access Console

— C v & aw-livefirernelmarchdev.vidmpreview.com

& my-iplivefirelab/ip Horizon®Site 1 vm UAG-HZN-01a wn UAG-HZM-01b A Avi Vantage Control.. == HZN Cloud = w
organization is using

eariier) will be discontinued soon. Action Reg
VI ofes

o Unsupported VMware identity Manager Conne
fease notes Learn what's mew in Hub ¢

"~ Mew updates available, Learn what's new in

o Web Apps

Virtual Apps
o D AppIcaTEns
Virtual Apps Colections
Piicies == wt | [ mome~ | | [ zevrmes
slobal Launcher Freferences =
E Application Trpe

- Ll

3. Inthe Workspace ONE Access Console
+ select Resources
+ Under the Resources > WEB Apps area
+ select NEW
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1 Definition

2 Configuration

L% )
(¥

mmary

Definition

Name =i}

Enterprise Instanﬂ Clone Windows 11 Desktops

Description i)

lcon

SELECT FILE

5. Inthe New SaaS Application window

1. In the Definition area
+ under Name

« enter Enterprise Instant Clone Windows 11 Desktops

« under lcon
* select SELECT FILE ...

41172023 02 PM
1672023 224 PM
2P

Arbv2023 (301

& Open
L L + Network » hormon-0laeuc-vefirecom » softeare @ icons
Organize = Mew folder
* Mame - Diate rrodified
w g Quick socess
B Casitep " - Enbergiine Deiktopjpg
= Excel 1284128 prg
Dok . Mitrosoft Tesms 123138 9ng
5| Documents = OneDrive 1284128 prg
&= Pictures * “ OneMote_ 118012800y
Dump 5 Outleck_ 1226128 png
koore o PowerPoing 128128 png
— i ShamPeint_ 128128 png
che = Skype_ 1228 png
£ WRpng
~ [ This bC = ‘Word_ 1284128 prg
_'. 30 Objects « Yammer_12B:128png
» [ Desidop
2| Documints
» A Downloads
b Music
= Pictunes
B videes
L Locsl Disk 00
v gl Metwaork
» O horizor-0a.2uc
B exclient w

File mames | Enterpnise Desktop.jpg

Trpe

PG Fils
PMG File
PR File
PG File
PMG File
PG File
PMG File
PG File
PHG File

4 PG File

PRG File
PG File

EKE
1K
4 KE
4KB

1KB

i KB

KB

§KE
KB
IKB

b3

w B Learch scons B
- .n

-\r: All Files 1) =

cc
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6. Inthe File Explorer > Open window
* In the Quick Access pane
+ select Desktop
* in the Desktop area
+ select software > software > Icons
* in the Icons folder
* select Enterprise Desktop.jpg

+ select Open

Mew SaasS Application

1 Dafiniticn

Dhescrigtion

leoni]

Category

Bejecied Cateqores

7. In the New SaaS Application window
1. In the Definition area
+ Select NEXT
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New SaaS Application

k2
(]
Q
3
=h
['s}
[-
=
w
(-1
Q
=

Single Sign-On

Authentication Type ~Q
SAML 2.0

CpenlD Connect
SAML 1.1

SAML 2.0

Web Application Link

8. In the New SaaS Application window
2. In the Configuration area
+ below Authentication Type *
« from the dropdown

+ select Web Application Link

New SaaS Application

2 Configuration

Single Sign-On

Authentication Type =@

Web Application Link

Target URL -

https:#conp.euc-livefire.com/portal/nativeclient

Open in Workspace ONE Web (I

() No

CANCEL NEXT

9. Inthe New Saa$S Application window
2. In the Configuration area
* below Target URL *
+ enter the following URL
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https://corp.euc-livefire.com/portal/nativeclient/

Enterprise Desktop?action=start-

sessioné&desktopProtocol=BLAST&launchMinimized=false

* In the bottom right corner
+ select NEXT

Mew SaasS Application

1 Definition Definition
2 Corfiguration Nase

Enterpnzs Full Clone Windows T Desktops
3 Summary

Dhts i pian

O

&

Cabegories

Configuration

Authantication Type

Mone

Target URL

ttpm rorp muc-ivehns comiportsbretrecken b/ Erderprise_Derkbopsctiorestarts

Access Policies

Opsr in Wiorkipacs OME Web
Mo

CANCEL

E'A"K || .:I".-.E N ““-‘ :-u |m

10. Inthe New Saas Application window,
3. In the Summary section
+ Select SAVE & ASSIGN

Assign

Selected App(s): Enterprise Full Clone Windows 11 Desktops

lemrs Jear (Grolns

) dey] 1‘|----

f2% Developers@euc-fivefire.com
Hoyment Type

22, Developers@euc-livefire.com Miic

Entitlement Type

nclude

4. Unified Access Gateway / VMware Horizon integration into Workspace ONE Access
Export Date: 2023-08-31 02:29:18 -0700

Page 57



11. In the Assign window
« Under Users / Groups
+ Enter Devel
+ Select Developers@euc-livefire.com

Assign

(@ Application: ‘Enterprise Instant Clone Windows 11 Desktops’ updated s

Hoyment Type

/& Developers@euc-livefire.com Automatic

Selected Users / User Groups Deployment Type g
& Developers@euc-livefire com Automatic

& Sales@euc-livefire.com Automatic

CANCEL SAVE

12. In the Assign window
+ Under Users / Groups
+ Enter sales
« select sales@euc-livefire.com

+ Under Deployment type
* From the dropdowns
+ Ensure both Sales and Developers are set to

* Automatic

* In the bottom right corner
+ select SAVE
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13. In your Workspace ONE Access Console
+ Web Apps interface
* Note your Enterprise Instant Clone Windows 11 Desktops Web Application Link
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Step 2. Deploying a Deep link for the Enterprise Full Clone

Global Entitlement

&« C Y & aw-livefirernelmarchdev.vidmpreview.com/ws1admin

@ my-iplivefirelab/ip Horizon®Site 1 vm UAG-HZN-01a vm UAG-HZN-01b A A

(1) Unsupported VMware Identity Manager Connectors (versions 13 nd earlier) will be discontinued 5

New updates available. Learn what's new in Workspace ONE Ac

Accounts Resources Integrations Settings

| v Web Apps

Add and configure web applications

CATEGORIES

| | | application

L K Ente e Instant Clong do askir
U a osoft Exce

L & gsoft Dutlook

1. Inthe Workspace ONE Access Console
+ under the Resources > WEB Apps area
+ select NEW
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New SaaS Application

1 Definition

Definition

Search i

OR BEROWSE FROM CATALOG

Mame -}

EntE'pr s€ Full Clone Desktops

Description

2. Inthe New SaaS Application window
1. In the Definition area
+ under Name

+ enter Enterprise Full Clone Desktops

« under lcon
* select SELECT FILE ...
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s Open
aT.

Organize «

v gk Quick access
I Desktop
& Downloads
% Documents
= Pictures
Durnp
leons
Sitel
Site2
v [ ThisPC
> 3 30 Objects
» [ Desktop
= Documents

> Downloads

» Metwork » horizon-(la.euc-livefire.com » software » icons

L

Mew folder

L Name

=| desktep-developer.jpg
= Enterprise Desktepjpg
=| Excel_128x128.png

=| Microsoft Tearns_128x128.png

=| Onelvive_128¢128.png
=| Onefote_128x128.png
=| Outlook_128x128,png

=| PowerPoint_128x128.png
| SharePoint_12Ex128.png
= Skype_128:128.png

] uag.png

*| Word_128x128.png

= Yammer_128¢128.png

L

File name: | desktop-developerjpg

Date modified

&
4
N
.
3
3

o]

=

1
1
5.
B
g

772023 @22

PM

T}'[n—

IPG File
IPG File
PMG File
PMG File
PMG File
PMG File
PMG File
PMG File
PMG File
PMG File
PMG File
PMG File

PMG File

v

A

Search icons

f:=» T @

Size

14 KB
B KB
IKB
4 KB
4KB
3KB
SKB
4KE
JKB
5KB
& KB
3KE

3KB

All Files (*%)

Cancel

3. Inthe File Explorer > Open window

* In the Quick Access pane
+ select Desktop
* in the Desktop area
+ select software > software > Icons
* in the Icons folder
+ select desktop-developer.jpg

+ select Open
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New SaaS Application

U HMUWSE FRUM CAALDL

1 Definition
Name =]

nfiguration Enterprise Full Cigne Desktops

Description

lean (]

Category {

Selected Categories

CAMCEL NEXT

4. In the New SaaS Application window
1. In the Definition area
« Select NEXT

New SaaS Application

) Definition Single Sign-On

ka
(]
Q
-
=h
w0
[
=
w
-7
Q
=

Authentication Type -
SAML 2.0

OpenlD Connect
SAML 11
Summary SAML 2.0

Web Application Link

5. In the New SaaS Application window
2. In the Configuration area
* below Authentication Type *
+ from the dropdown
+ select Web Application Link
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New SaaS Application

1 Dafinitio Single Sign-On

2 Configuration Authentication Type *

Web Application Link

Target URL -

https.#fcorp euc-livefire.com/portal/nativeclient

Open in Workspace ONE Web (@

() Mo

6. Inthe New SaaS Application window
2. In the Configuration area
* below Target URL *
+ enter the following URL

https://corp.euc-livefire.com/portal/nativeclient/

Developers?action=start-
sessioné&desktopProtocol=BLAST&launchMinimized=false

* In the bottom right corner
+ select NEXT
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New SaaS Application P

1 Definition Definition
2 Configuration Name

Enterprise Ful K
3 Summary

Description

kon

Categories

Configuration

Authertication Type
Mone

Targel URL

tpsicomn euc-imefire comdportal nativeclient/De velopers Paction=start-sessionddesktopProtocol=8LASTalaunchh
Access Policies

Open in Workspace ONE Web

Mo

CANCEL | BACK || SAVE & ASSIGN |m

7. In the New Saas Application window,
3. In the Summary section
*+ Select SAVE & ASSIGN

Assign

Selected App(s): Enterprise Full Clone Windows 11 Desktops

legrs Jear (arodine
W T WA CT AU S

O, dey| h

FEE-. Developers@euc-livefire com

Hoyment Type Entitlement Type

&2, Developers@euc-livefire.com Mii{ nclude

8. In the Assign window
« Under Users / Groups
+ Enter Devel
* Select Developers@euc-livefire.com
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Selected Users / User Groups Deployment Type

i Developers@euc-ivefire.com Automatic

CANCEL SAVE

9. In the Assign window
* Under Deployment type
* From the dropdown
+ Developers are set to
« Automatic

* In the bottom right corner
*+ select SAVE
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(1) Unsupported VMware ldentity Manager Connectors (versions 19.03.0.1 and earlier) will be discontinued soon. Action Required if your erganization is using older co

Mew updates availlable. Learn what's new in Workspace ONE Acoess Saas release notes. Learn what's new in Hub Services release notes

@I Workspace ONE £

| SETTINGS

Policies m CATEGORIES J | MORE = ]

10. In your Workspace ONE Access Console

+ Web Apps interface
* Note your Enterprise Full Clone Desktops Web Application Link

Part 5. Testing the Horizon desktop sessions in Workspace
ONE Access

Part 5 brings everything we have done on Day 2 together.

We will look at 3 primary testing scenarios
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Step 1: Testing Site 1 based network traffic

i v 7 | C\Users\Administrator\Desktop'\Remote Desktops'Sitel

“ Home Share View
+ B0Xe X =i B}
L

s I:op}-'path
Pin to Quick Copy Paste Move Copy Delete Rename MNew
access |Ll Paste shortcut to to - folder
Clipboard Organize
&« v A + ThisPC » Desktop » Remote Desktops » Sitel
o
o Mame Date modifieg

v 3 Cuick access

Bl Desktop o & Horizon-01a.RDP 2/18/2022 12:1
& RDSH-012.RDP 4/13/2018 2:1
o
'} Downloads 2/23/2022 5:0
= Documents & 2/11/2022 1:4(
&= Pictures & : 3/19/2022 10:3
icons & w11Master-01a.RDP 3/20/2023 12:5
Sitel & WS1-Connector.RDP 47372018 627
Site2
1. Onyour ControlCenter server
+ from the Desktop
+ Open the Remote Desktops \ Site 1 folder
* Launch the W11Client-01a.rdp shortcut
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Windows Security X

Your credentials did not work

Your system administrator does not allow the use of saved
credentials to log on to the remote computer 172.16.30.40
because its identity is not fully verified. Please enter new
credentials.

wliclient-01a\craig

The logon attempt failed

More choices

OK Cancel

2. In the Windows Security page
+ ensure Craig is the username
* in the password area
+ enter VMware1!

¢ select OK

Y VMware Horizon Client

corp.euc-lvefire,

com

3. Onyour W11Client-01a desktop
+ From the taskbar or Desktop
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* launch your VMware Horizon Client
* In the VMware Horizon Client window
+ select corp.euc-livefire.com broker URL

B Microsoft
Sign in

craig@corplOdCeuc-livefire.com

Can't access your acoount?

4. In the Microsoft login login window
* in the username area
« enter craig@corpXXX.euc-livefire.com
« XXX s your assigned domain name

+ select Next

B Microsoft
& craig@corp2 1r.euc-livefire.com

Enter password

Sign i

5. In the Microsoft login login window
* below Enter password
+ enter VMware1!
* select Sign in
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& Microsoft

craig@corp19r.euc-livefire.com
Stay signed in?

Do this to reduce the number of times you are asked

R
L0 QN n

Don't show this again

No Yes

6. In the Microsoft login login window
* below Stay signed in?
+ select No

Open VMware Horizon Client?
https:/fcorp.euc-ivefire.com wants to open this application.

Abvays allow corp.euc-livefire.com to open links of this type in the associated app

Open Viware Horizon Client | Cancel |

7. In the Open VMware Horizon Client? window
+ select Open VMware Horizon Client
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P
) Vhware Horizon Client

<

[‘_::‘ https://corp.euc-hvefire.com

Developers Enterprise Desktop

ﬁ‘ (21} ﬁ e

8. In the VMware Horizon Client login window
+ select the Enterprise Desktop entitlement

File Explorer

Search

Run

Shut down or sign cut

Desktop

nr
Fi

9. Onyour Horizon Desktop session
+ from the taskbar
+ select and right-click the START button
« from the inventory
+ select Run
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Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you,

| QK | Cancel Browse...

10. In the Run window
* next to Open:
* enter cmd.exe
« select

Y Enterprize Desktop - 0O W

Ctrl+Alt+Del E USE Devices > D Fullzereen san

Ld

11. Inthe CMD.exe window
* In the prompt area:
* enter hostname
+ with your keyboard
+ select

* Notice that you have a Horizon virtual desktop with the BLR naming convention
representing Bangalore
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Step 2: Testing Site 2 based network traffic

C:\Users\Administrator,Desktop' Remote Desktops' Site2
wy-iplivefirelab/ip
wy-iplivefirelab/ip Share View

r ay Cut -
* bl X =]
Pinto Quick Copy Paste Move Copy  Delete Rename
access [#] Paste shorteut to to v
Clipboard Organize
« v 4 » ThisPC » Desktop * Remote Desktops » Sited
] MName " Date
# Quick access
DC-02a.RDP 2/5/¢
' EEDekop  # 5 DC02 _
!,3 Herizon-02a.R0P 2/4/:
'_!' Pownloads 4 % RDSH-02a.RDP 1072
k| Documents # %3 5QL-02a.RDP
& Pictures o ” SRR 2/23
Sitel o wlTEAT-02a.ROP 2/4/:
Sited B wl1Master-02a.RDP 314
System32
1. Onyour ControlCenter server
+ from the Desktop
+ Open the Remote Desktops \ Site 2 folder
* Launch the W11Client-02a.rdp shortcut
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Windows Security X

Your credentials did not work

Your system administrator does not allow the use of saved
credentials to log on to the remote computer 172.16.40.40
because its identity is not fully verified. Please enter new
credentials.

wlidient-02a\jackie

.".'.'.l e

The logon attempt failed

More choices

oK Cancel

2. In the Windows Security page
« ensure Jackie is the username
* in the password area
+ enter VMware1!

¢ select OK

Y VMware Horizon Client

corp.euc-lvefire,

com

3. Onyour W11Client-02a desktop
+ From the taskbar or Desktop
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* launch your VMware Horizon Client
* In the VMware Horizon Client window
+ select corp.euc-livefire.com broker URL

an Microsoft
Sign in

ackie @comXO0euc-livefire.com

4. In the Microsoft login login window
* in the username area
+ enter jackie@corpXXX.euc-livefire.com
« XXX'is your assigned domain name

+ select Next

ar Microsoft
& jackie@corp19r.euc-livefire.com

Enter password

Sign in

5. In the Microsoft login login window
* below Enter password
« enter VMware1!
+ select Sign in
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B Microsoft
jackie@corp19r.euc-livefire.com
Stay signed in?

Do this to reduce the number of times you are asked
10 sign in.

on't show this again

No Yes
6. In the Microsoft login login window
* below Stay signed in?
+ select No
Open VMware Horizon Client?
https://corp.euc-livefire.com wants 1o open this application.
[ Abways allow conp.euc-livefire.com to open links of this type in the associated app
Open Vidware Horizon Client | Cancel |
7. In the Open VMware Horizon Client? window
+ select Open VMware Horizon Client
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P
) Vhware Horizon Client

<

[‘_::‘ https://corp.euc-hvefire.com

Developers Enterprise Desktop

ﬁ‘ (21} ﬁ e

8. In the VMware Horizon Client login window
+ select the Enterprise Desktop entitlement

File Explorer

Search

Run

Shut down or sign cut

Desktop

nr
Fi

9. Onyour Horizon Desktop session
+ from the taskbar
+ select and right-click the START button
« from the inventory
+ select Run
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Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Open: | EUEEEE

| QK | Cancel Browse...

10. In the Run window
* next to Open:
* enter cmd.exe
« select

R W11Client-02a - 172.16.40.40 - Remaote Desktop Connection

l‘} L a4+ Enterprise Desk... Ciri«A

B CiWindows\system32iemd.exe

clon 18.8,22621
ation. All rights

11. Inthe CMD.exe window
* In the prompt area:
« enter hostname
+ with your keyboard
+ select

* Notice that you have a Horizon virtual desktop with the SEA naming convention
representing Seattle

Step 3. Testing Horizon integration with Workspace ONE Access
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using CPA Global Entitlements

Ctrl+T

Ctrl+M

Mew Incognito window  Ctrl+ghift+N
Histony b
Downloads Ctrl+]
Bookmarks L4
Zoom - 100w =+ ra

1. Onyour Control Center server
* Onyour Chrome browser
+ Open up an Incognito session
* In the address bar enter your Workspace ONE Access tenant url

& Microsoft
Sign in

craig@'corp){){}(.euc—li\re‘ire.coﬂ

Can't access your account?

Next

2. In the Microsoft Sign in window
* enter

« craig@corpXXX.euc-livefire.com
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+ where XXX is your assigned domain

+ select Next

" Microsoft

€« craig@corp19r.euc-livefire.com

Enter password

BY Microsoft
craig@corp19r.euc-livefire.com
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

: Don't show this again

MNo Yes
3. In the Microsoft Sign in window
+ Under Enter password
+ enter VMware1!
+ select Sign in
* In the Stay signed in? window
+ select NO
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& Favortes | Vishware Inr_r_-llie_;c-raﬂ 4 -+

& c O

e rvy-ip.livefirelabsip Horizon ®5i = App Volumes Site 1

Apps

B aw-livefirehznmpod2 1bvidmpreview.com,

wm AG-HZMN-01a

v UAG-HIN-0TE &

People For You

4. In the web Intelligent Hub
+ Select Apps

MNew Apps

By

Enterprise Full Clone
Desktops

i Website

Q Search Apps

Enterprise Instant
Clone Windows 11...

5. In the web Intelligent Hub
* Under New Apps
+ select Enterprise Desktop
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Open VMware Horizon Client?

https://aw-livefirernelmarchdev.vidmpreview.com wants to open this application.

Always allow aw-livefirernelmarchdev.vidmpreview.com to open links of this type in the associated app

Open VMware Horizon Client ||

6. In the Open VMware Horizon Client? window
+ select Open VMware Horizon Client

File Explorer

Search

Run

Shut down or sign out

Desktop

mr
Fi

7. Onyour Horizon Desktop session
+ from the taskbar
+ select and right-click the START button
« from the inventory
+ select Run

——  Typethename of a program, folder, document, or Internet
resource, and Windows will open it for you.

Cancel Browse...

8. In the Run window
* next to Open:
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¢ enter cmd.exe
+ select

M5 Paint VLC media
(created by ..  player

3 B C\Windows\system32\cmd.exe

Motepa,, -
{created by _

ndows sion 1@

= = i

raigrhostname

ks

UEM Use

9. Inthe CMD.exe window
* In the prompt area:
+ enter hostname
+ with your keyboard
« select

* Notice that you have a Horizon virtual desktop with the BLR naming convention
representing Bangalore

Conclusion
To summarize. The started off the labs for Day 2 with first configuring

1. On both Site 1 and Site 2 using VMware AVi Local load-balancing of 4 UAG servers

2. Using a VMware AVi. You configured a Global Load balancing solution across site 1 and
Site 2

3. We then enabled and configured VMware Horizon Cloud Pod Architecture across site 1
and site 2

4. We then enabled a Federation of Workspace ONE access with Unified Access Gateway
and VMware Horizon

* From our ControlCenter server. We launched a Web based Intelligent Hub session
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« From the Intelligent Hub we did a Horizon Desktop launch and our GLSB redirected
us to Site 1
* Feel free to repeat the same steps on a Site 2 based desktop for Intelligent Hub
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