2. Using Dynamic Environment Manager as
part of a Workspace ONE solution for
usability and security.

Horizon and Dynamic Environment Manager (DEM) provide a great combination of
capabilities to apply DLP controls depending on a range of endpoint parameters and
location information.

There are some features that might be used in the context of security, in our research. we
have discovered some constraints with certain parameters and we will address the
potential and the downside to this functionality

Part 1: Identifying registry based configurations as a basis
for the Conditional elements we could possibly use when
using Horizon Smart Policies

This section will serve as an introduction to registry based configurations and what we
choose from in the registry if we are wanting to use this configuration with Horizon Smart
Policies

|dentifying registry based configurations for the Condition
based elements in Horizon Smart Policies

¢  You might still be logged in from a previous lab on the Horizon Client with the Craig
accounts.

If you are you might be able to move down immediately to Step 9 in Part 1
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1. Onyour ControlCenter server
+ from the Desktop

2. In the Windows Security page

2. Using Dynamic Environment Manager as part of a Workspace ONE solution for usability and

security.

Windows Security

* Open the Remote Desktops \ Site 1 folder
* Launch the W11Client-01a.rdp shortcut

Your credentials did not work

Your system administrator does not allow the use of saved
credentials to log on to the remote computer 172.16.30.40
because its identity is not fully verified. Please enter new

credentials.

wliclient-01a\craig

The logon attempt failed

More choices

Cancel
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+ ensure Craig is the username
* in the password area
+ enter VMware1!

+ select OK

B2 Vhware Horizon Client

corp.euc-lvefire,
com

wag-hzn-avill,
guc-livefire.com

3. Onyour W11Client-01a desktop
+ From the taskbar or Desktop
* launch your VMware Horizon Client

* Inthe VMware Horizon Client window

+ select corp.euc-livefire.com broker URL

BT Microsoft

Sign in

Mext
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4. In the Microsoft Sign in window
+ enter Craig@corpXXX.euc-livefire.com
« where XXX is your assigned Domain identifier

+ select Next

& Microsoft
& craig@corp2dr.euc-livefire.com
Enter password

5. In the Microsoft Enter password window
+ enter VMware1!
+ select Sign in

L FYT
m Microsoft
craig@corp2dr.euc-livefire.com

Stay signed in?

*

Do this to reduce the number of times you are asked

to sign in

__| Don't show this again

.

6. In the Microsoft Stay signed in?
+ select Yes

2. Using Dynamic Environment Manager as part of a Workspace ONE solution for usability and
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Launching Horizon client...

Click here if the client is not launched automatically.

7. Onyour W11Client-01a desktop
+ on the Open VMware Horizon Client? window
+ select Open VMware Horizon Client

£ YMware Horizon Client

<

() https://corp.euc-livefire.com

-
e W
(N ]
sl
Developers Enterprise_Deskto Calculator
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ﬂ‘ (21} 'ﬁ L1} ﬂ LL ]
8. In the VMware Horizon Client login window
+ select the Enterprise_Desktop entitlement
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File Explorer

Search
Run
Shut down or sign out

Desktop

9. Onyour Horizon Desktop session
+ from the taskbar
+ select and right-click the START button
« from the inventory
+ select Run

Motepad
(created by ...

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

OK ] Cancel Browse...

10. In the Run window
* nextto Open:
« enter regedit.exe

+ select OK
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11. In the Registry Editor window
« from the left Inventory pane

+ select and expand HKEY_LOCAL_MACHINE > SOFTWARE > VMware, Inc. > VMware

VDM > SessionData > 1

¥_LOCAL_MACHINE\SOFTWARE\ViMware, Inc.\Vihware VDM SessionData\1

RIAV b ViewClient_Machine_FQDN
ScannerRedie 3k ViewClient_Machine_Name
b [

SeriptEvents lient_MDMDevicell

Security 3 ViewClient_Mouse.ldentifier

VMware Drivers Mame i
Vidware GEORED b ViewClient_Displays.SystemDpi R
\:M«ue Hiebdon b ViewClient_Displays.Topology R
:::::: g’:;l:: a¥)ViewClient_Displays. TopologyV2 P
VMware Remcte b ViewClient_Displays.TopologyV3 R
Viware SDRTran: k| ViewClient_Info_ID R
p b ViewClient_IP_Address R
:::::: ::;: b ViewClient_Keyboard KeyDelayToRepeat R
Viviware TSMMR & ViewClient_Keyboard KeyRepeatRate R
Viiware UEM b ViewClient_Keyboard.Language R
Viware Unity 3k ViewClient_Keyboard Layout R
Vihware UsbRedi b ViewClient_Keyboard NumFuncKeys R
Vihware VDM ab ViewClient_Keyboard Mumindicators R
Agent b ViewClient_Keyboard NumKeys R
Daa5 Agent b ViewClient_Keyboard ScanCodeMode R
DeviceRedirec b ViewClient_Keyboard SubType R
Dump b ViewClient_Keyboard. Type R
KeyVaulCNG ab ViewClient_Language [
Log 38)ViewClient_Launch_ID R
:::x:::s: ab ViewClient_Launch_SessionType R
Plugins ~ Vlew{lfeﬂf_LoggedOn_Dcmamname R
PrintRedir 3b ViewClient_LoggedOn_Usemname R
RépkcBiidge 3k ViewClient_MAC_Address i
Remotebxperi Ak ViewClient_Machine_Domain R
R

R

R

y R
v 7 SessionData b ViewClient_Mouse. NumButtens R
1 b ViewClient_Mouse SampleRate R

TSMMR b ViewClient_Protocol R
UnityShell b ViewClient_Type R

R

» T VirtualChanne b ViewClient_TZID
—_ ) ab ViewClient Windows Timezone P

12. In the SessionData \ 1 folder

* Note the registry based ViewClient_parameters that are available. These can serve as

part of a Conditional Element in Horizon Smart Policies

+ Other than Risk Scoring functionality, with DEM Conditions, Its important to note, these
are the only parameters we might consider using to manage and control the endpoint

session in Dynamic Environment Manager.

2. Using Dynamic Environment Manager as part of a Workspace ONE solution for usability and
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* In the next Parts we will look at example parameters like and evaluate how secure this
approach ACTUALLY is
« ViewClient_ MDMDevicelD : enrolled devices
+ ViewClient_Broker_GatewayLocation or Client Location: which has the value of
Internal or External
« Other examples of contributing to endpoints being Secured and Usable when
accessing resources using Horizon in an Organization could be
+ ViewClient_ Machine_Domain: the remote Windows 10/11 clients domain name
« ViewClient_Machine_Name: the remote Windows 10/11 clients PC name

0.40 - Remote Desktop Connection
£ B a¢ EmtepriseDes. [EJ CtleAlteDel B USEDevices

Help

About VMware Honizon Client

Return to Desktop and Application Selection Screen

@) Settings

[k Logoff Desktop

X Disconnect

Disconnect and log off desktop?

This desktop will be disconnected and logged off. Any unsaved work will be lost.

o

13. In the Horizon Client VDI session
* next to Exit Fullscreen
+ select the more options icon
+ select Logoff Desktop

* In the Disconnect and log off desktop? window
+ select OK

Part 2: Setting up VMware Horizon Smart Policies with
VMware Dynamic Environment Manager

This part is divided up into two sections.

2. Using Dynamic Environment Manager as part of a Workspace ONE solution for usability and Page 8
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Section 1: We will create a Horizon Smart Policy for external endpoints that are Managed
by Workspace ONE UEM

Section 2: We will create a Horizon Smart Policy for external endpoints that are
UnManaged by Workspace ONE UEM

Section 1: Setting up a Smart Policy for Trusted Devices using
the ManagedDevices property

1. On your ControlCenter server Desktop
« from the Taskbar
+ select and launch, the shortcut

2. Using Dynamic Environment Manager as part of a Workspace ONE solution for usability and Page 9
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@ VMware Dynamic Environment Manager - Management Con

Personalization User Environment Condition Sets

Refresh Create Download Save Section Folde
Tree  Config File Config Template Config File v oken

File Editor

oo
---{.‘] Applications
-4 Windows Settings

VMware Dynamic Environment Man:
automatically process each config fil

VMware DEM Group Policy Config
Flex config files: ¢

2. In the Dynamic Environment Manager Console
* Select the User Environment tab

v VMware Dynamic Environment Manager - Management Consol

Personalization User Environment | Condition Sets
QB B BB
Refresh Group Create Edit licate Import Exp

By Tag

List Horizon Smart Policies
=/ ADMXbased Settings - Horizon Smart Policies
s App Volumes s

. ind

(3 Application Blocking _

Create Hornizon Smart Policies setting...

3. In the Dynamic Environment Manager Console
* In the User Environment Inventory
 Select Horizon Smart Policies,

2. Using Dynamic Environment Manager as part of a Workspace ONE solution for usability and
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4.

+ Right-click and select

Horizon Smart Policies
Settings | Conditions | Comment

General Settings

Name: Compliant Endpoints

Label:  USB, Clipboard and Client drive

Teg  Menaged

Horizon Smart Policy Settings

9. Audio playback Enable

Broadband WAN

g
H

Switch encoder
Allow all

Enable

Allow all

Allow all

Enable

Sove

V| Web and Chrome file transfer Allow upload from client to ager ~

Cancel

In the Horizon Smart Policies, window
+ Under the Settings tab
+ enter the following:-

+ Under General Settings, enter the following, next to:

* Name: Compliant Endpoints
+ Label: USB, Clipboard and Client drive
+ Tag: Managed

* In the Horizon Smart Policy Settings, enable the following checkboxes, next to:

* Audio Playback :

+ Bandwidth Profile :

+ Blast Extreme protocol
+ H.264:
« JPG:
* Max frame rate:

+ Drag and drop:
* Printing :

* In the Redirection settings, enable the following checkboxes and associated

settings, next to:
+ Client drive:
+ Clipboard:
+ USB:

« Web and Chrome file transfer:

2. Using Dynamic Environment Manager as part of a Workspace ONE solution for usability and
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Horizon Smart Policies

Settings | Conditions || Comments

Conditions
Add v

No conditions are configured

5. In the Horizon Smart Policies window
« Select the Conditions tab
+ Under Conditions, select the dropdown next to Add

Managed devices - Horizon Smart Policies

| Settings | Conditions | Comments |
Conditions

[ rr————

e thgi— Edit - Ret
| Add Condition
Active Directory Attribute
Active Directory Site Name
Battery
Day of the Week
Endpoint IP Address
Endpoint Name
Endpoint Platform
Environment Variable
Exit Code
File or Folder
File Version
Group Membership
IP Address
Operating System
Operating System Architecture
Organizational Unit

Registry Key

6. Inthe Add Condition dropdown
* Select Horizon Client Property
+ Note: By default, if you connect directly to a View Connection Server,
+ the gateway location is Internal

2. Using Dynamic Environment Manager as part of a Workspace ONE solution for usability and
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+ If you connect to an Unified Access Gateway Server,
+ the gateway location is External by default.

|
Horizon Client Property
|

| - Settings
Property:  |SIEG{=l<I=ly - Is equal to: | External

oK

Cancel

7. In the Horizon Client Property, add the following:
* next to Property,
+ from the dropdown
+ select Client location

* next to Is equal to,
+ from the dropdown
+ select External

* To close the Horizon Client Property
+ select OK

Harizon Smart Policies

Settings | Conditions |Enmments
Conditions

Add ” Hve

Honzon client property 'Client location' is equ

8. In the Horizon Smart Policies window
* In the Conditions tab
« next to Add
* select the dropdown

2. Using Dynamic Environment Manager as part of a Workspace ONE solution for usability and
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Managed devices - Horizon Smart Policies

_Semngs_ Conditions | Comments |
Conditions

[ —————]
gt Edit - Rel

Add Condition

Active Directory Attribute
Active Directory Site Name
Battery

Day of the Week
Endpoint IP Address
Endpoint Name

Endpoint Platform
Environment Variable

Exit Code

File or Folder

File Version

Group Membership

Horizon Client Property

IP Address

Operating System

Operating System Architecture
QOrganizational Unit

Registry Key

9. Inthe Add Condition dropdown
* Select Horizon Client Property

Horizon Client Property

- Settings
== B roker Gateway Ty,

= | lsequalto - AP

3

Cancel

10. In the Horizon Client Property window,

* next to Property:

« enter Broker_GatewayType

* next to Broker_GatewayType
+ from the dropdown
+ select Is equal to

* enter AP

select OK

In the box area, to the right of Is equal to

2. Using Dynamic Environment Manager as part of a Workspace ONE solution for usability and
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Page 14



Horizon Smart Policies

- Conditions

Settings | Conditions |£omments

Add '_ v

Henzon client property "Client location' is equal to 'External’
AMND Horizon client property 'Broker_GatewayType' is equal to 'A

11. In the Horizon Smart Policies window

« In the Conditions tab
« next to Add
+ select the dropdown

Managed devices - Horizon Smart Policies

_Sertings_ Conditions |Comments

Conditions

— .
Bt - Re

* Add Condition

Active Directory Attribute
Active Directory Site Name
Battery

Day of the Week

Endpoint IP Address
Endpoint Name

Endpoint Platform
Environment Variable

Exit Code

File or Folder

File Version

Group Membership
Horizon Client Property
IP Address

Operating System

Operating System Architecture
QOrganizational Unit

Registry Key

12. In the Add Condition dropdown
* Select Horizon Client Property

2. Using Dynamic Environment Manager as part of a Workspace ONE solution for usability and
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Horizon Client Property X

Settings

Property DMDevicelD = | |Exists -

0K Cancel

13. In the Horizon Client Property window,
* next to Property:
* enter MDMDevicelD

+ nextto MDMDevicelD
s ensure is selected

+ select

Horizon Smart Policies X
Settings | Conditions | Comments
Conditions
Add - Edit - Remove Y

Herizon client property 'Client location’ is equal to 'External’
AMND Horizon client property 'Broker_GatewayType' is equal to "AP'

AMND Horizon client property 'MDMDevicelD' exists

Cancel

14. In the Horizon Smart Policies window
+ Select

2. Using Dynamic Environment Manager as part of a Workspace ONE solution for usability and Page 16
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Section 2: Setting up a Smart Policy for UnTrusted Devices using

the ManagedDevices property

VMware Dynamic Environment Manager - Management Console

@ Denicine Seffinne

oK)
v Personalization User Environment Condition Sets Appllcatlnn Migration

efresh Group Create Edit Duplicate Expcrt Remove Cunﬂgure

By Tag

List Horizon Smart Policies

=/ ADMX-based Settings |  Horizon Smart Policies
-:- App Volumes .

i . Find
[3 Application Blocking _
@ Drive Mappings MName Label
1| Environment Variables Compliant Endpoints USE, Clipboard and Client Drive
B} Fle Type Associations
&5 Folder Redirection
Q;J_-, Horizon Smart Policies
¢} Logon Tasks Create Honzon Smart Policies setting...
& Logoff Tasks
a= Printer Mappings
[ Priviege Bevation

1. In the User Environment Inventory
* Select Horizon Smart Policies,
*+ Right-click and select Create Horizon Smart Policies setting...

2. Using Dynamic Environment Manager as part of a Workspace ONE solution for usability and
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Unmanaged Devices - Horizon Smart Policies X

Settings | Conditions | Comments

General Settings
Mame:  MNon Compliant Devices

Label: | USB, Clipboard and Client drive disabled

Tag: UnManaged

Horizon Smart Policy Settings
PG
JPG image quality - Low
JPG image quality - Mid
JPG image quality - High
V| Max frame rate 30
Max session bandwidth
Max session BW megapixel slope
Min session bandwidth

Switch encoder

| Drag and drop Disable
Printing
Redirection:
V| Client drive Disable
| Clipboard Disable
V| USB Disable
¥ | Web and Chrome file transfer Disable i v

Save Cancel

2. Inthe Horizon Smart Policies, Settings tab enter the following:-
+ Under General Settings, enter the following, next to:
* Name: Non Compliant Endpoints
+ Label: USB, Clipboard and Client drive disabled
+ Tag: UnManaged

* In the Horizon Smart Policy Settings, enable the following checkboxes, next to:
+ Audio Playback : Enable
+ Bandwidth Profile : Broadband WAN
+ Blast Extreme protocol
* H.264: Enable
+ Max frame rate: 30

+ Drag and drop : Disable
+ In the Redirection settings, enable the following checkboxes and associated settings,
next to:
+ Client drive : Disable
+ Clipboard : Disable
+ USB: Disable

« Web and Chrome file transfer: Disable

2. Using Dynamic Environment Manager as part of a Workspace ONE solution for usability and Page 18
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3.

4.

Horizon Smart Policies

H
.

Settings || Condit

- Conditions
Add v

No conditions are configured

In the Horizon Smart Policies window

« Select the Conditions tab

+ Under Conditions, select the dropdown next to Add

Managed devices - Horizon Smart Policies

| Settings | Conditions LComments

Conditions -

e e .
Edit - Ret

Add Condition

Active Directory Attribute
Active Directory Site Name
Battery

Day of the Week

Endpoint IP Address
Endpoint Name

Endpoint Platform
Environment Variable

Exit Code

File or Folder

File Version

Group Membership
Horizon Client Property
|P Address

Operating System
Operating System Architecture
Organizational Unit

Registry Key

In the Add Condition dropdown
* Select Horizon Client Property

2. Using Dynamic Environment Manager as part of a Workspace ONE solution for usability and

security.
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Horizon Client Property

- Settings

Property: |SIEGY{=l<I=ly = Is equal to: | External

oK

Cancel

5. In the Horizon Client Property, add the following:
* next to Property,
+ from the dropdown
+ select Client location

* next to Is equal to,
+ from the dropdown
+ select External

* To close the Horizon Client Property
+ select OK

Horizon Smart Policies

Settings | Conditions |£nmments

Horizon client property 'Client location' is equ

6. Inthe Horizon Smart Policies window
* In the Conditions tab
+ next to Add
* select the dropdown

2. Using Dynamic Environment Manager as part of a Workspace ONE solution for usability and
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Managed devices - Horizon Smart Policies

_Semngs_ Conditions | Comments |
Conditions

[ —————]
gt Edit - Rel

Add Condition

Active Directory Attribute
Active Directory Site Name
Battery

Day of the Week
Endpoint IP Address
Endpoint Name

Endpoint Platform
Environment Variable

Exit Code

File or Folder

File Version

Group Membership

Horizon Client Property

IP Address

Operating System

Operating System Architecture
QOrganizational Unit

Registry Key

7. Inthe Add Condition dropdown
* Select Horizon Client Property

Horizon Client Property

- Settings
== B roker Gateway Ty,

= | lsequalto - AP

3

Cancel

8. In the Horizon Client Property window,

* next to Property:

« enter Broker_GatewayType

* next to Broker_GatewayType
+ from the dropdown
+ select Is equal to

* enter AP

select OK

In the box area, to the right of Is equal to

2. Using Dynamic Environment Manager as part of a Workspace ONE solution for usability and
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Horizon Smart Policies

- Conditions

Settings | Conditions |£omments

Add '_ v

Henzon client property "Client location' is equal to 'External’
AMND Horizon client property 'Broker_GatewayType' is equal to 'A

9. In the Horizon Smart Policies window

« In the Conditions tab
« next to Add
+ select the dropdown

Managed devices - Horizon Smart Policies

_Sertings_ Conditions |Comments

Conditions

— .
Bt - Re

* Add Condition

Active Directory Attribute
Active Directory Site Name
Battery

Day of the Week

Endpoint IP Address
Endpoint Name

Endpoint Platform
Environment Variable

Exit Code

File or Folder

File Version

Group Membership
Horizon Client Property
IP Address

Operating System

Operating System Architecture
QOrganizational Unit

Registry Key

10. In the Add Condition dropdown
* Select Horizon Client Property

2. Using Dynamic Environment Manager as part of a Workspace ONE solution for usability and
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Horizon Client Property

Settings

Property: DMDevicelD = | |Exists -

Cancel

11. In the Horizon Client Property window,
* next to Property:
* enter MDMDevicelD

+ nextto MDMDevicelD
s ensure is selected

+ select

Unmanaged Devices - Horizon Smart Policies
Settings | Conditions | Comments
Conditions
Add - Edit - Remove A
Horizon client property 'Client location’ is equal to 'Exte]

AND Horizon client property 'Broker_GatewayType' is eg
o - ai ' DevicelD' exists

Move Up

Unmanaged Devices - Horizon Smart Policies
Settings | Conditions | Comments
Conditions
Add - Edit - Remove A

Horizon client property 'Client location' is equal to 'External’
AND Horizon client property 'Broker_GatewayType' is equal to "AP*

AND NOT Horizon client property 'MDMDevicelD' exists

Save Cancel

12. In the Horizon Smart Policies window
* next to AND Horizon client property '"MDMDevicelD' exists
+ select & right-click and from the dropdown
+ select

+ Select

2. Using Dynamic Environment Manager as part of a Workspace ONE solution for usability and
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Part 3 : Testing your Smart Policies.

+ We will demonstrate the following in this exercise
+ That being Drag and Drop functionality.
+ USB redirection (limited functionality here)

+ We will use the Dynamic Environment Manager Logs, to see if the settings are

effective.

+ We will use a Managed and UnManaged device to test this setup

+ W11Client-O1a is our managed device
« W1T1EXT-01a is our unmanaged device

* We will use the Sales User Mark to test this functionality

Step 1: Testing the Smart Policies for a Managed device

~ = | Ch\Users\Administrator\Desktop'\Remote DesktopsSitel

n Home Share View

|
s 2

* L‘l o Cut

Delete Rename

v Copy path
PFinto Quick Copy Paste Move Copy
access |ﬂ Paste shortcut to to
Clipboard Organize
< v g » Remote Desktops » Sitel
) MName
3 Quick access
B Deskto . 8 Horizon-01a.RDP
es
P B RDSH-01a.RDP
-‘ Downloads o
=| Documents # %, W11Client-01a.RDP
= Pictures -+ =
icons '@ w11Master-01a.RDP
Sitel bm'l{nnnectm.RDP
Site2
System32

1. Onyour ControlCenter server desktop
+ Open the Remote Desktop \ Site 1 folder
* launch W11Client-01a.RDP

2. Using Dynamic Environment Manager as part of a Workspace ONE solution for usability and

security. Export Date: 2023-08-31 19:26:36 +1000

Page 24



Windows Security

Your credentials did not work

Your system administrator does not allow the use of saved
credentials to log on to the remote computer 172,16.30.40
because its identity is not fully verified, Please enter new

credentials.

wildient-0a\oraig

The logon attempt failed

Maore choices

QK

Cancel

2. In the Windows Security page

+ using the W11client-01a\craig as username

* in the password area
+ enter VMware1!

+ select

corp.euc-livefire,
com

uag-hzn-avil1,
euc-livefire.com

3. Onyour W11Client-01a desktop
+ From the taskbar or Desktop
* launch your VMware Horizon Client

2. Using Dynamic Environment Manager as part of a Workspace ONE solution for usability and
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* In the VMware Horizon Client window
+ select corp.euc-livefire.com broker URL

BT Microsoft

MNext

4. In the Microsoft Sign in window
+ enter Craig@corpXXX.euc-livefire.com
+ where XXX is your assigned Domain identifier

+ select Next

o Microsoft
& craig@corpldr.euc-livefire.com

Enter password

5. In the Microsoft Enter password window
+ enter VMware1!
+ select Sign in

2. Using Dynamic Environment Manager as part of a Workspace ONE solution for usability and
security. Export Date: 2023-08-31 19:26:36 +1000

Page 26



B Microsoft
craig@corpdr.euc-livefire.com
Stay signed in?

Do this to reduce the number of times you are asked

to sign in

__| Don't show this again

hNo Yes
6. In the Microsoft Stay signed in?
« select Yes
hitps/feorpeuc-hvefire com/por X +
':,." G [ | c-:-rpmu-: livefire.com/portal 'nativeclent

Open Viware Horizon Client?

hips./fcorp.euc-livelire.com wants to open this apphcation.

O A veay's allow cof pusuc-Inefire.com (o apen links of thes type n the assaniated app

Open Vhlware Horizon Chent E

Launching Horizon client...

Chck here if the client is mot launched automatically.

7. Onyour W11Client-01a desktop
+ on the Open VMware Horizon Client? window
+ select Open VMware Horizon Client

2. Using Dynamic Environment Manager as part of a Workspace ONE solution for usability and Page 27
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£ Vhhware Horizon Client

<

(2 hitps//corp.euc-livefire.com
F——

Developers Enterprise_Deskio

& - & ose

8. In the VMware Horizon Client login window
+ select the Enterprise_Desktop entitlement

Remote Desktop Connection

SRR B ST T

Automatically Connect at Startup

Automatically Connect when Inserted

Mo suitable USE devices available

9. In the VMware Horizon Client
* next to USB Devices
+ select the dropdown arrow,
* Note, No suitable USB devices available, is the message you get.
+ Therefore if there were physical devices connected to the endpoint, its most likely
that USB redirection would work

* select Exit Fullscreen
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) B-*
Microsoft UEM User
Edge Environme...

"y

n-%
Viviware ViMware
Haorizon Pe... Website

4 A0 A8 R

Calculator Wordpad MS Paint Notepad README
(created by ... (created by ... (created by .. (created by ...

Q, search m |

i

10. From your W11Client-0O1a desktop
+ With your mouse, select the Google Chrome shortcut
+ Drag it over into the Horizon Client session
* Note that you will get a + type Icon , just below your cursor.

* Release your mouse button to Drop the Console within the Horizon Session

ad README
b::r' [

File Explorer

11. In the Horizon Client session
* From the Taskbar,
+ select the File Explorer folder shortcut
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Ctrl+

This PC X 4
Tl seort
€ v 4 s ThisPC >
< Docurments Devices and drives
J Downloads == Local Disk (C:) DVD
- —
P Pictures S 6.5 GB free of 95.2 6B =
B Music Network locations
) Network Drive (Z:)
Ba Videos [- ] ‘_'l-j“ P
8 ThisPC
T s o
3 items
=P Q, search . i H
i
12. In the File Explorer Window
+ Select in the left Inventory
+ To theright, and observe, there are network locations configured. ie the Z:
drive
-
VMware
Horiz...
1| )
Ll | 7~
“ Home Share View
— ! This PC » Local Disk (C:) » UEMProfiles » userd » Logs
certificates A Name Date modi
Config.Msi FlexEngine.log 1/23/2020
Desktopinfo FlexEngine-1.log 1/23/20
s Documents and Settings FlexEngine-async.log
Dump FlexEngine-DefaultApplications.log
hol
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Step 2: Observing the Logs

1. On the ControlCenter server
+ Open your File Explorer Icon, from the Taskbar
* On the C:\, open your UEMProfiles\YOUR Custom Test User\Logs folder

I Click to copy

il Disk (C:) » UEMProfiles » userd » Logs

M

' Name
| FlexE
= Flext o'"’“
l_] ™ Print

| Flext o Edit with Notepad++
E Scan with Windows Defender...
Open with..

Share with

Restore previous versions

2. In File Explorer C:\UEMProfiles\user1\Logs
+ Select and right-click FlexEngine.log
+ Select Edit with Notepad++
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[ =

J=U3=3U leoisPidd.09l |L1NEFU | PIOCESS1NGg Patn-pased UL unad actions anc/or CIreation oI

2023=-03=-30 16:59:24.656 [INFC ) Done (480 ms) [<<IFP#2b0€2380-82a29])
202 i i - b B 4 o = » - AR R AR i AR R A o _jaii _
2023-03-30 16:59:09.384 [INFC ] Running from service (NoAD)
202F-03-30 16:59:09.385 [INFC ) Performing path-based import
= 2023-03-30 16:59:09.424 [INFO ) Skipping Horizon Smart Policies settings dus to conditiod
851 2023-03-30 16:59:09.430 [INFO ] Applied Horizon Smart Policies settings:
BS52 2023-03-30 16:59:09.430 [INFO ] Bandwidth profile is set to 'Dedicated WAN'
B3 2023-03-30 16:559:09.430 [INHFO ] Audio playback is enabled
BS54 2023-03-30 16:59:09,430 [INFO ] Blast Extreme: H.Z2€64 is enabled, JPG is enabled, Max
B55 2023-03-30 16:59:09.430 [IHFO ] Drag and drop is allowed
B5S6 2023-03-30 16:59:09.430 [INFO ] Printing is enabled
BS7 2023-03-30 16:59:09.430 [INHFO ] Client drive redirection is allowed
BS8 2023-03-30 16:59:09,430 [INFO ] Clipboard redirection is allowed
BS9 202303-30 16:59:09.430 [INFO ] USB redirection is enabled
B& 2023-03-30 16:59:09,.430 [INFO ] Web and Chrome file transfer is allowed
Bel 2023-03-30 16:59:09.755 [INFO ] Configured message for trigger "Workstation unlocked® ('}
B&2 2023-03-30 16:59:09.770 [INFO ] Configured user environment settings refresh for trigger
BE 2023 - - =
ot Lahe b L a*n TfaCfia1n oA FTWIE™ % Mo e 2T - P S mmmt e T mmmd e mmane TdwrmFad wm e TTem ™m0

3. Inthe Notepad++ session
« Reload your logs, by selecting File > Reload from Disk
« Scroll down, right to the bottom of your logs,
+ Scroll up until you find the YOUR Custom Test User and the Performing path-
based import logs starting
+ Observe that each configuration is processed and logged as disabled / enabled or
True / False
* Note its the Internal Policy that is being applied
* Note what features are allowed or enabled

Ctr+alt+Del B USBDevices > O] Fullscreen [ -]

+ Help

About VMware Horizon Client
T sort -

Return to Desktop and Application Selection Screen
Sei
@) Settings
1d drives [* Logoff Desktop
-al Disk (C:)
|

ocations

twork Drive (Z)

Disconnect and log off desktop?

This desktop will be disconnected and logged off. Any unsaved work will be lost.
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4. Onthe ControlCenter server
+ switch back to your Horizon Client session
* next to Fullscreen,
* next to Options,
« select the ,

+ select
+ On the Disconnect and log off desktop? window

+ select

Step 3: Testing the Smart Policies for an UnManaged device

i ¥ | ChUsers\Administrator\Desktop'\Remote Desktops'\Sitel

“ Home Share View

PFin to Quick f Paste | . I_ _ Mawe Delete Renams New
b access Haste shortcu e e - folder
. Clipboard Crganize
I« ol » ThisPC » Desktop * Remote Desktops @ Sitel
| | s
Sitel A MNarme Date modified
& Site2

% Horizon-01a.RDP 2/18/2022 12:1
System3Z & RDSH-01a.RDP 4/13/2018 2:13

B -0

T8 Thi= PC TFUESS.D 0Ma.RDP HeEe A
3D Objects i S

# 3D Obj & w11EXT-01a.RDP 3/19/2022 10:3
I Desktop SRR EE R R 3/20/2023 12:5
= Documents & WS1-Connector.RDP 4/3/2018 6:27

¥ Downloads

1. On the ControlCenter server

* Openthe \ folder
+ Open
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Windows Security s
Your credentials did not work
Your system administrator does not allow the use of saved
credentials to log on to the remote computer 172.16.30.30
because its identity is not fully verified. Please enter new
credentials.
wllext-01a\nancy

ane lr-m'-l oy
The logon attempt failed
More choices

2. On the Windows Security window
+ Ensure w11ext-01a\nancy is the username
* In the password area
« enter VMware1!

« select OK
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3. Onthe W11Ext-01a desktop
« Launch the VMware Horizon Client shortcut
* In the VMware Horizon Client
« select + Add Server

Mame of the Connection Server

corp.euc-livefire.com w

Cancel Connect

4. On the W11Ext-01a desktop
« In the Name of the Connection Server window
* enter corp.euc-livefire.com
« select Connect

Be Microsoft
Sign in

nancy@corpX0Ceuc-livefire.com

Can't access your account?

5. In the Microsoft Sign in window
+ enter nancy@corpXXX.euc-livefire.com
« where XXX is your assigned Domain identifier

+ select Next
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B Microsoft
& nancy@corp24r.euc-lvefire.com

Enter password

Forgot my password

Sign in

5. In the Microsoft Enter password window
« enter VMware1!
+ select Sign in

B Microsoft
nancy@corp24r.euc-livefire.com
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

" | Don't show this again

No Yes
6. In the Microsoft Stay signed in?
+ select Yes
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NENpE/ COrp.2ud-hvamnna LOmy B X +

C (+ & corpeuc-livefire.com/portal/nativeclent

Open Viware Horizon Client?

hips:/fcorp auc-livelirecom wants to opan this apphcation

O A eyt allow fof pusuc-inefire.com (o apen links of thet type n the assadiated app

Open Vilware Horizon Chent E

Launching Horizon client...

Click here if the client is not launched automatically.

7. Onyour W11Client-01a desktop
+ on the Open VMware Horizon Client? window
+ select Open VMware Horizon Client

£ YMware Horizon Client

<

() https://corp.euc-livefire.com

-
e W
(N ]
sl
Developers Enterprise_Deskto Calculator
P
ﬂ‘ (21} 'ﬁ L1} ﬂ LL ]
8. In the VMware Horizon Client login window
+ select the Enterprise_Desktop entitlement
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[E] Ctd-Ait<Del B USBDevices >  3F ExitFullscreen  «v: ==

Automatically Connect at Startup

Automatically Connect when Inserted

USE Intthalizing...

9. Inthe Horizon Client
* In the top bar, next to Connect USB Device, select the drop-down
* Notice that USB is "Initializing" is the state of USB ( a change of state)
+ We will read the logs to validate

E] crietitsDel 8 USE Devices

B This pC b + Automatica
. Automatics
| Sort B= View
USE Unavai
€ v 4 [l ThispC » - O Search This P
B Documents 4 + Devices and drives
i Downlosds # = Locel Dk 163 DD Drive (D)
Eﬁ.nw # Bl B free of 95.2 GB
0 Music *
n Videos #
> I ThisPC
y 3 Network

2 dems

10. Inthe Horizon Client Desktop
+ On the title bar,
« select the File Explorer Icon

+ Ensure This PC is selected in the left inventory
+ Scroll down on the right side to the bottom of the window.
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* Notice that you have no Network drive Mappings

* In the Horizon W11 desktop session
+ Close all windows

5 - - l

1
o »

[ reseeie B U Doses 3 Fillreen

11. In the W11EXT-01a Desktop

+ Attempt to drag the VMware Horizon shortcut into the Horizon Desktop session.

* From the Horizon Desktop session
+ attempt to drag the Google shortcut to the W11EXT-01a desktop

_E Corp Sales = O b

[E] Crd-sieDel B USEDevices > O Fullscresn o

Help

About ViMware Horzon Clisnt
Epurn 1o Dasktop and Application Secthon SCreen

@ Setbings

ﬂ‘f Logoff Deskiop

Disconnect and log off desktop?

This desktop will be disconnected and logged off. Any unsaved work will
be lost.
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12. On the W11EXT-01a desktop
+ Switch back to your Horizon Client session
+ to the right of FullScreen
+ select
+ select the drop down,
+ select Log Off Desktop

* In the Disconnect and log off desktop? window
+ Select OK

Step 4. Observing the Logs

1. On the ControlCenter server
* From the Taskbar
+ open your File Explorer Icon,

+ Onthe C:\
* Browse to UEMProfiles > nancy > Logs folder

I Click to copy

= | CAUEMProfiles\nancy’\Logs

l“ Home Share View

d g Cut | )( -Il 0
= # Copy path = £'
Fin to Quick Copy Paste Move Copy Delete Rename Mew T
ACCeSs Iﬂ Paste shartcut to~- to~ +/ folder
Clipboard Organize
— v » ThisPC » Local Disk (C:) » UEMProfiles » nancy * Logs
Sitel o~ MName Date modified
Sitel | FlexEngine.log 3/31/2023 8:23
System32 _| FlexEngine-async.log 3/31/2023 T:56
I This PC |=| FlexEngine-DefaultApplications.log ETEY
& 3D Objects

2. In File Explorer C:\UEMProfiles\nancy\Logs
+ select and right-click FlexEngine.log
+ select Edit with Notepad++
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[INFO | Done (58% ma) [<<IFP§05alcebS-4cBEbE]
[INFO ] Scarting FlexEngine wl0.5.0.106¢ [IFP§2c573408d-531lael>>]

[IN ] Bunning from service ([MoAD) r
Performing path-based import
IN

[ Skipping Horizon Smart Policies settings due to conditioms (*Compliant Endpoints.xml')

]
[INFO ]| Applied Horizon Smart Policies ssttings:
[INFO ] Bandwideh profile is set to 'Dedicaved WAN'
[INFO ] Blast Exctreme: Max frame racte 12 sec to 30
[INFD ] Drag and drop 13 disabled
[INFD ] Client drive redirectiom is disabled
[IHFO ] Clipboard redirection is dissbled h
[INFO ] USE redirection is disabled
[INFO ] Web and Chrome file tranafer is disabled
[INFO ]| Configured mesgage [or trigger '"Workstatlion unlocked' ("HMessage at unlock.xml')
[INFO | Configured user environment settings refresh for trigger 'Workstation unlocked® ('Refresh A
[INFO ] Configured user environment settings refresh for trigger 'Session reconnected' ("Refresh Pr:
[INFO ] Config file '\ \controlcenter.esuc-livefire.com\UDemConfig\General\Applications\Acrobat Readsr
[INFO ] Ho profile arxchive oo import for config file '\‘\C?.".IE-:DJ.CE!".:EI’..E'J-:—l.'l.'-u"e:l:-':'.Cl:]'f.'\.ﬂ—"'.l"_fl.'!:".flg'\:—"'.:
1

[INFOD Config file '\ \controlcenter.euc-livefire.com\UemConfig\General\Applications\Chrome.INI' ad:

3. Inthe Notepad++ session
* Reload your logs, by selecting File > Reload from Disk
+ Scroll down, right to the bottom of your logs,
+ Scroll up until you find the Performing path-based import logs starting
* Note the Compliant Endpoints.xml is skipped due to conditions
* Note the Applied Horizon Smart Policies
+ Drag and drop is disabled
Client drive redirection is disabled
Clipboard redirection is disabled
USB redirection is disabled
Web and Chrome file transfer is disabled

+ Note what features are allowed or enabled

Step 5: The Unvarnished Truth

So far everything looks amazing. However we have discovered the following regarding
this configuration

/A AviVantage Control... w= HZN Cloud |rT veenter-0° a 1 ‘arbon Black Cl

1. Onyour ControlCenter desktop
+ switch to your Chrome Browser
* open anew tab
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+ from the Favourites bar
* launch the Workspace ONE UEM shortcut

o

<

‘Workspace ONE™ UEM

Username

I Donnie. brookstone@gmall com ]

Remember

Trouble logging.in

Remember

Password

4

Log.in as 2 different user
Trouble logging in

2. In the Workspace ONE UEM login
+ under Username

* enter your Registered course Username
+ select Next

« under Password
+ enter VMware1!

+ select Log In
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g vSphere - WI1EXT-01a - Summ: X | @ WI1EXT-Ola

“ c 0 u  dw-livefire.awmdm.com/AirWatch

e m)r-1p_|r\relire.|a b/fip Horizon @Site 1 wvm UJAG-HZIMN-01a

List View [
Device Updates
Lifecycle > I
Profiles & Resources >
Compliance Policies >

o Certificates >
Drrwricinminem ~

3. Inthe Workspace ONE UEM Admin console
+ select DEVICES
+ under Dashboard
+ select List View

Devices
List View
— (@ e @ (=
0 ouEs | |ﬁ SEND | @ rock | | C meBooOT DEVICE | MORE ACTIONS | 1 item sebected
Last Seen & General Inft
Craig W11CLIENT-01A VMware7 1 a aigE
3':"“ =2 ReinhartMarchTEST alg
- UEM Managed | Corporate - Dedicate: alg 5t
Jackle W11CLIENT-02A VMware?,1 a bé Admin kiei®
H &2 | ReinhartMarchTEST T ckie
- LIEM Managed | Corporate - Dedicate Manage Tags ~kie P
Change Organization Group
4. In the Workspace ONE UEM Admin console
+ List View console
* Next to Craig W11CLIENT-01A
+ select the checkbox
* In the middle of the pane
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« MORE ACTIONS
+ select the

* In the dropdown
+ select

Restricted Action - Enterprise Wipe X

Oprions

CAMCEL

5. In the Restricted Action - Enterprise Wipe window
* below Security Pin
+ enter your PIN

. to your W11Client-01a session
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— o Apps Documents ‘Web Settings Folders Photos

Best match
AirwatchAgent msi
| T Armarehag . _.
=" App
wafire, Search the web AirwatchAger
App
L intelligent hu - See web results »
£ intelligent hub H 3 open
2 intelligent hub app ¥ B3 open file location
[ uninstall
D intelligent hub dowmnload ¥
L intelligent hub windows 10 ]
2 intelligent hub workspace one »
L intelligent humor »
pr Inbemet £ intelligent hub apk »
L intelligent hub login ]
Broweze...
BE Q imsigertnd LO=@@R s

6. On your W11Client-01a desktop
+ On Taskbar / Search box
+ enter intelligent hub
* notice that all you see is AirwatchAgent.msi

Keview your computer's status

Save backup copies of your files with File
History

Backup and Restore (Windows 7)

Network and Internet

View netwaork status and tasks

Hardware and Sound
View devices and printers
Add a device

Programs

SN DK 8

Uninstall a program

7. Onyour W11Client-01a desktop
« On Taskbar / Search box
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enter Control Panel

+ from the Best Match

select Control Panel

* In the Control Panel app

« under Programs

* select Uninstall a program

[F! Programs and Features

L3 b EFl« Programs » Programs and Features

Control Panel Home

View installed updates

¥ Turn Windows features on or
off

Uninstall or change a program

To uninstall a program, select it from the list anc

Organize -

Mame

ﬁ Google Chrome

e Microsoft Edge

B Microsoft Edge WebView? Runtime

& Microsoft Onelrive

[®] Microsoft Update Health Tools

ﬁ] Microsoft Visual C+ + 2015-2022 Redistributable (;
ﬁ] Microsoft Visual C+ + 2015-2022 Redistributable (;
ﬁj Microsoft Windows Desltop Rumtime - 6.0.12 (x6
3 yhware Horizon Client

WUMware Tools

8. In the Programs and Features section

* Note there is no Workspace ONE Intelligent HUB on this endpoint
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corp.euc-livefire,
com

JEP R

9. Onyour W11Client-01a desktop
* launch the VMware Horizon client shortcut
* In the VMware Horizon Client
+ select the corp.euc-livefire.com broker url

hitpecorp.euc-bvefira comiper X +

C ( & corpeuc-livefire.com/portal/nativeclent

Open VMware Horizon Client?

hitps./fcorpeuc-ivelire.com wants to open this apphcation,

|| Ayt allow 007 puuc-Inafire.cos o opeh links of thet type o the aszsadiated app

Open Whlware Horizon Chient Cancel

Launching Horizon client...

Chck here if the client 15 mot launched automatically.

10. On your W11Client-01a desktop
+ on the Open VMware Horizon Client? window
 select Open VMware Horizon Client
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B Vibhware Horizon Client

<

LE:_, https:/fcorp.euc-livefire.com

Developers Enterprise_Deskio

& - & one

11. In the VMware Horizon Client login window
+ select the Enterprise_Desktop entitlement

| E¥ Corp Sales

B B This PC X +

5 " T sort

Recycle Bin

3 » v [l > ThisPC > w

= Documents # ~ Devices and drives

i Downloads # == Local Disk (C:)

B Pictures » 76.6 GB free of 95.2 GB “
~ Network locations
{) Music »
Viware MNetwork Drive (Z:)
Horizon Pe... Videos . p—
M. 71.6GBfree of 95.2 GB
> [l This PC
> ‘3 Network
3 items

12. In the VMware Horizon Client session
« from the taskbar
« select the Folder icon
* In the Quick Access pane
« select This PC
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* In This PC area
* Note you have a drive mapping

+ Feel free to attempt to drag and drop

E]) cri+AsDel B USBDevices > [ Fullscreen

Help

About VMware Horizon Client

Retum to Desktop and Application Selection Screen

@ Semings

[ Logoff Desktop
e

Disconnect and log off desktop?

This deskiop wil be disconnected and lagged off, Any unsaved work wil be st

R

B rcon e

HO

ﬁ’ https://corp.euc-livefire.com

=

Log off server?

You will be logged off the server,

OK Cancel

13. In the Horizon Client session
next to Fullscreen
+ select the dropdown
« select

In the Disconnect and log off desktop?
* select

In the VMware Horizon Client
+ top left corner
+ select the back arrow

* In the Log off server? window
+ select OK

minimize the w11Client-01a session
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14. On the ControlCenter server
* From the Taskbar

* open your lcon,
* Onthe
* Browse to > > folder

I Click to copy

= | CAUEMProfiles\marki\Logs

“ Home Share View

J g, Cut LW | New it
: ' i Copy path N £ | Easy a
¢ Pinto Quick Cop Paste i Move Copy Delete Rename New
access 7] Paste shortcut o to - folder
Clipboard Organize New
— . » This PC » Local Disk (C:) » UEMProfiles » mark » Logs
Sitel o Mame Date modified
| Site | FlexEnginelog 3/31/2023 11:39 AM
i System3Z | FlexEngine-async.log 3/31/2023 9:45 AM
ine- ications, 3/31/2023 %45 AM
| B This PC |=| FlexEngine-DefaultApplications.log
J 3D Objects
Bl Desktop

15. In File Explorer C:\UEMProfiles\mark\Logs
+ select and right-click
+ select

2. Using Dynamic Environment Manager as part of a Workspace ONE solution for usability and
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J [INFO ] Processing path-based DEM undo actions and/or creation of "run once' flag files

7 [INFO ] Done (764 ms) [<<IFF#317a%%cd-la2d42]

1L [INFO ] Starting FlexEngine v10.8.0.1064 [IFP#39f€elc9-23ee30>>])

2 [INFO ] Running from service (MoAD)

2 ] Performing path-based import

& [IN 1] Skipping Horizon Smart Policies settings due to conditions ('Non Compliant Devices.xml')

1L [INFO ] Applied Horizon Smart Policies settings:

1L [INFO ] Bandwidth profile is set to 'Dedicated WAN'

L [INFO ] Audio playback is enabled

1L [INFO ] Blast Extreme: H.2€4 is enabled, JPG is enabkled, Max frame rate is set to 30

L [INFO ] Drag and drop is allowed

1 [INFO ] Printing is enabled ‘_

L [INFO ] Client drive redirection is allowed

L [INFO ] Clipboard redirection is allowed

L [INFO ] USE redirection is enabled

L [INFO ] Web and Chrome file transfer is allowed

7 [INFO ] Configured message for trigger "Workstation unlocked' ("Message at unlock.xml')

L [INFO ] Configured user environment settings refresh for trigger "Workstation unlocked' ('Refresh i

3 [INFO ] Configured user environment settings refresh for trigger "Session reconnected' ('Refresh Pa
16. Inthe Notepad++ session

« Reload your logs, by selecting File > Reload from Disk
+ Scroll down, right to the bottom of your logs,

+ Scroll up until you find the Performing path-based import logs starting
* Note the Non Compliant Endpoints.xml is skipped due to conditions
* Note the Applied Horizon Smart Policies

+ Drag and drop is allowed

« Client drive redirection is allowed

+ Clipboard redirection is allowed

« USB redirection is allowed

Web and Chrome file transfer is allowed

€ We will now investigate why this is happening

+ Switch back to your W11Client-O1a RDP session
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| o w Apps  Documents  Web  Settings
Best match
| ﬁ' Registry Editor
Apps

& Run

%“q Remote Desktop Connection >

Felders Photos

ﬁ)

Registry Editor

A

App

== Steps Recorder 5 | (8 Run as administrator
Open tile location

Settings

@3 Add or remove programs >
O Night light >
W Virus & threat protection >
o gll;;ll'lag: the resolution of the N
Search the web

,O r - See web results >

52 Pinto Stert

S> Pin to taskbar

Q oy o LOD=€E 2 8

17. On the W11Client-01a desktop session
* From the taskbar
* In the Search area
*+ enter registry Editor

* In the Best Match area
* select Run as administrator
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User Account Control

Do you want to allow this app to make
changes to your device?

»
" Registry Editor
Verified publisher: Micrasoft Windows

Show more details

To continue, enter an admin username and password.

admin

WICLIENT-0A\ad min

More choices

18. In User Account Control window
+ Below admin
« enter VMware1! as the password

+ select

B Registry Editor
File Edt View Fovortes Help
Computer\HKEY_LOCAL MACHINE\SOFTWARE\MicrasoftiPrevisioning| OMADMMDMDevicelD
= Provisicning Mame Trpe Date
Agent 28] (Defautt) REG_SZ [value not set)

AutopiotPolic || 1y pe icoclientid  REG_SZ FAS3EGEA3ABIDFA3E2TREEFFCOABFEDT
AutopilotPolic

AutopilotPolic
AutopilotSetti
AutopilotTpmi
» 3 csPs
Diagnostics
Enroliments

Evaluator
FirstBogtRun
LogonTaskCor
NodeCache

> 77 Logger
MDMDevic
3 77 Sessions
SymehL
» 71 Packageinfo
Packagelocati
» T Plugin

FirstBootRun
LogonTaskCor
> ModeCache
~ . OMADM
Accounts

» Logger
MOt

Permissions...

Copy Key Name
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19. In the Registry editor
* In the Inventory
+ browse to

« HKEY_LOCAL_MACHINE > SOFTWARE > Microsoft > Provisioning > OMADM >

MDMDevicelD

* Notice that you still have a DeviceClientld value in the registry

* In the Inventory
+ select & right-click the MDMDevicelD folder
+ select Delete

corp.euc-livefire,
com

(LD

20. On your W11Client-01a desktop
* launch the VMware Horizon client shortcut
* In the VMware Horizon Client
+ select the corp.euc-livefire.com broker url
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NENpE/ COrp.2ud-hvamnna LOmy B X +

C (+ & corpeuc-livefire.com/portal/nativeclent

Open Viware Horizon Client?

hips:/fcorp auc-livelirecom wants to opan this apphcation

O A eyt allow fof pusuc-inefire.com (o apen links of thet type n the assadiated app

Open Vilware Horizon Chent E

Launching Horizon client...

Click here if the client is not launched automatically.

21. Onyour W11Client-01a desktop
+ on the Open VMware Horizon Client? window
+ select Open VMware Horizon Client

£ VMware Horizon Client

<

(2 https://corp.euc-livefire.com

Developers Enterprise_Deskto

ﬁ T ﬁ wan

Calculator

22. In the VMware Horizon Client login window
+ select the Enterprise_Desktop entitlement
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‘ B3 Corp Sales

B B This PC X |+
Recycle Bin 5 I T Sert
< w4 I ThisPC v G Se
Microsoft = Documents # ~ Devices and drives
Edge E .
= i Downloads # == Local Disk (C)
B Pictures + 76.6 GB free of 93.2 GB “
ol
B a Music 4
VMware
Horizon Pe... u Videos +»
> [l This PC
> ﬁ Metwork
2 items
mr O cearh i

23. In the VMware Horizon Client session
« from the taskbar
+ select the Folder icon
* In the Quick Access pane
+ select This PC
* In This PC area
* Note that you now dont have a drive mapping

+ Feel free to attempt to drag and drop

€ InSummary

Using the registry element for Conditions within Dynamic Environment Manager is
more a usability solution than a security solution and we are not able to rely on this

alone.

Other Client System Information that is registry based that we might consider for

Conditions might be

* Machine_Domain: the remote Windows 10 clients domain name
* Machine_Name: the remote Windows 10 clients PC name

+ Broker_GatewayLocation or Client Location which has the value of Internal or External

2. Using Dynamic Environment Manager as part of a Workspace ONE solution for usability and
security. Export Date: 2023-08-31 19:26:36 +1000



In a later lab we will look at a 3rd Party solution called OPSWAT that will allow us to
provide a broad range of rules to ensure compliant
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