Horizon Integration with Untrusted Active
Directory Forests

For as long as Horizon and View have existed, if a Horizon Pod needed to give users access to
Horizon based resources. All Active Directory domains had to have at least a one-way AD Trust
with the Horizon Domain. The Horizon Domain would have to be Trusted to read the Domain
objects in the User Domain.

Many organization's setup separate Active Directory Forests for security reasons, yet they want
to give users Access through a singular Horizon Pod. In the past this was almost impossible.

Recently with the 2103 release of Horizon a very simple solution has been developed to allow
users from Untrusted Active Directory Domains, access to Horizon resources in an alternate
untrusted Active Directory Domain Forest .

In this session we will walk you through the process of configuring a Domain Bind account and
configuring Horizon resources to facilitate this process

Part 1: Configuring Domain Bind and Instant Clone Engine

Domain Accounts

VMware Horizon®

administrator

EUC-LIVEFIRE

Rermember user name

1. On your ControlCenter server
* Open your
* In the Favourites Bar, launch the shortcut
* Login as username Administrator
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+ Login with the password VMware1!
* Select Sign in
= VMware Horizon®

Dash

2. In the Horizon Admin Console
* In the left Inventory pane, under Settings, select Domains

Fod Cl

= VMware Horizon®

Domains

nstant Clone Engine Domain Account

Domain Bind

In the Horizon Admin Console

Under Domains area
+ Select the Domain Bind tab

3.
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Domains

Erngine Domain Accounts Connection Server Domain Bind

Status Domain MNetbios

4. |Inthe Horizon Admin Console
+ Under Domains area > Domain Bind
+ Select Add

Add Untrusted Domain X
DNS Name | orpPrivioca |
Netbio | oP |
Protocel LDA
Primary Service A n

el | administrator@corpPriv.ocal |

account after adding untrusted domain account

5. In the Untrusted Domain window
+ Add the following, next to:-
+ DNS Name: corpPriv.local
* Netbios: corpPriv
+ Username: administrator@corpPriv.local
+ Password: VMware1!
Select OK
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Manage Auxiliary Accounts X
User Domain
Add Auxiliary Account M
DNS Name
= User Name |
= Password | |
| ance | m

6. Inthe Manage Auxiliary Accounts window
+ Select Add
* In the Add Auxiliary Account window
+ Select OK

+ Select OK, to close the Manage Auxiliary Accounts window

Domains

Clone Engine Domain Accounts DRnection Server

Status  Domain Methios Service

corpPrivioca corpPriv admini:

7. In the Horizon Admin Console
* Under Domains area
* Select the Instant Clone Engine Domain Accounts tab
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Domains

niant Llone Engine Domain Accounts Lonnection o4

User

c-ivefire.com daministrator

8. In Domains Area
« Select Add

Add Domain Admin >

Full Demain Name corpPriviocs |

towEEmname administrator |

* Password | ....... .| |

9. In the Add Domain Admin window
+ Add the following next to:-
* Full Domain Name: from the dropdown, select corpPriv.local
+ Username: type Administrator
+ Password: type VMware1!
+ Select OK
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Part 2: Configuring a Desktop Pool Assignment for the

Untrusted Active Directory Domain

1.

E VMware Horizon*

In the Horizon Admin Console

* In the left Inventory pane
+ Under Inventory, select Desktops

= VMware Horizon®

Desktop Pools

[ 2o |

[ T

A

Access Group

5

Display Name

2. Inthe Desktop Pools area
+ Select Add
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3.

4,

Add Poal

User Azsignment

In the Add Pool wizard
+ Select Next

Add Paol

o

B wCenter Sarver

wlamer Server

B VORTTRT UL e

Dwacription

In the Add Pool wizard
+ vCenter Server
+ Select Next
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5. In the Add Pool wizard
* User Assignment
+ Select the radio button next to Floating
+ Select Next

Add Pool
o

Sworage Policy Management

A VT SAN I 10T 3 LD SECAUSE n Vimua! BAN GUTRITIORS A0 COnfigueed

1D Remote i "
D o mauio
£ o il
3l -
6. Inthe Add Pool wizard
Horizon Integration with Untrusted Active Directory Forests Export Date: Page 8

2023-08-10 10:03:54 -0400



+ Storage Optimization
+ Select Next

Add Pool - CorpPrivW10

e
@ <ot sener

8 Desktop Pool Idemtification

7. Inthe Add Pool wizard
+ Desktop Pool Identification, update the following areas:-
« Under ID enter CorpPriviW10
+ Under Display Name enter W10_CorpPriv
+ Select Next
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8. Inthe Add Pool - CorpPrivW10 wizard
* Provisioning Settings
+ Under Use a Naming Pattern enter w10CorpPriv
+ Under Display Name enter W10CorpPriv
+ Under Desktop Pool sizing > Maximum Machines enter 2
+ Select
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Default Image

wirtual Machine Location

7 ot Sottess

« Resource Pool

e ©6 0 © I © 6 06 06 © 0
E 1 ¢ i Fd
B I ' g

3

9. Inthe Add Pool - CorpPrivW10 wizard
+ vCenter Settings
+ Browse and submit to the following:- Under:-
« Under Golden Image in vCenter: Browse to W10Parent01a and Submit
+ Under Snapshot BErowse to /Baseline and Submit
« Under VM Folder Location Erowse to RegionA01 and Submit
+ Under Resource Settings > Cluster Browse to RegionA01-COMPO1 and Submit
+ Under Resource Settings > Resource Pool Browse to RegionA01-COMPO1 and
Submit
+ Under Resource Settings > Datastores Browse to CorpLUNZ2 and Submit
* In the Warning window select OK

+ Select Next
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Add Pool - CorpPrivi10
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e
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10. Inthe Add Pool - CorpPrivW10 wizard
+ Desktop Pool Settings
« Under Log off After Disconnect: from the dropdown select Immediately
+ Select Next

Add Pool - CorpPrivi10
© R oco! °
o S
© v
o T ;
e Deic
o
L]
[
=
11. In the Add Pool - CorpPrivW10 wizard
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+ Remote Display Settings
+ Select

a

x @

] o o o © 0 0 © ©0 © >
d © ) — @ 2
i _ ! &
] i ] ; g

3

12. In the Add Pool - CorpPrivW10 wizard
* Guest Customization
. and to the following:- Under:-
* Under AD Container: to and
+ Select the checkbox next to Allow Reuse of Existing Computer Accounts

+ Select
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13. Inthe Add Pool - CorpPrivW10 wizard
+ Ready to Complete

+ Select the checkbox next to Entitle Users After Adding Pool

+ Select Submit

14. In the Add Entitlements window
« Select Add
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Find User or Group

B seame Lsor Mame

B Saet SdeuirorpPriviocal

Ermadl Description In Folde

comPriclocalSakes

| -

15. In the Find User or Group window

* Next to Domain, from the dropdown, select corpPriv.local
+ Next to Name/User Name, to the right of Starts with, enter sales

+ Select Find
+ Under Find select Sales

+ Select OK
+ Select OK

- - —r rl

= isherirg Mol Fon®

Desktop Pools

Bccess Groum | A

—-—“:‘I‘r -
- PNNGT
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16. In the Desktop Pools area
+ Select

17. In the CorpPrivW10 area
« Under the Summary tab,
+ Scroll down to Pending Image
+ View the progress of the pool being Provisioned

+ To the right notice the State is Publishing
+ When complete this will report as Published

+ The page does not dynamically update. You will have to refresh periodically.
+ This can be done by selecting the in the top right-corner of the
Summary page

* You will need to have to wait until the Pool is Published
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= VMware Horlzon®

Wa

18. In the Horizon Admin Console

+ Under Inventory
 Select Machines

Machines

Deskiop Pool

19. In Machines area
+ Look for your CorpPrivW10 virtual Machines

« Wait until the Status is Available
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m Home Share View

« B » ThisPC » Desktop * Remote Desktops

.

~ Mame Date r

s Quick access
B Desktop
4 Downloads

& AD2.CorpPriv.local.RDP 8/23/:
& AppVol.RDP 5/7/2(
& AppVolProv.RDP 7/30/:

= Documents  # &, CaptureVM.RDP 5(7/2
&= Pictures ' % DEMProfiler.RDP 5/7/20
hol 8 Horizon.RDP 3/1/2

a1

8. PackagingVM.RDP 5/7/2(
B RDSHO1a.RDP 4/13

Remote Desktop

System32 = 3
Working %5 SQL.RDP 4/3/2
& TrueSSO.RDP 1/12/:
Il This PC & TrueSSO2.RDP 9710/
20. Onyour Controlcenter server
* Open the Folder
* Launch the shortcut

* Note. you should automatically be authenticated with the account
Administrator@euc-livefire.com

Tatk Manager
Settings

File Exploser
Search

Fen

Shut down or sagn oul

Diecictog

21. On the Horizon Desktop

+ Select and right-click the button
+ Select
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¥ Run b 4

Type the name of a program, folder, document, or Internet
resource, and Windows wall open i far you

=

Open: | EEEEEREMED -

W This tesk will be crested with administrative privileges.

22. In the Run window
* Next to Open: enter adsiedit.msc
+ Select OK
+ If you were to open adsiedit for the first time you would have to follow the guides in
the below Knowledge Base
* https://kb.vmware.com/s/article/2012377

= ADSI Edd

Filg Seteen  View Hrlp

o 2 XEa s BHE

:" A‘_D'.‘-I Eet . Name Class ]
v [l Defaukt naming context lloci| 53 ey, CompPriviv10 pae-ServerP..  Cl

- N Dc:gﬂl'dl:zmatdt: == pae-ServerP.. [ |
U= fication lco -

OU= Data Duks
CH= FormgnSecurndyd
Oz Groups
D= Hosts

_ CH=Llost&ndFound
CH=NTD'S Quotas
DU=Packages

= OU=People
OU= Polices

2 DU=Properhes
CH=Roles

_ DU=5chemallpdatel.
OU="5erver Groups
U= Servers

23. In the ADSI Edit window
+ Expand the inventory
« Select OU=Server Groups
+ Select and right-click CN=W10INST
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CH='WIMNST Properties ] 1

Apibute Bl or
strblen
Sgtrbie Walu= =
pae-FendngPamem anict wet >

cas-PerdngParentV. .  anol eel>
pae=F endingim Temp anol ==
cae-FostSmcSonpts...  <not pet>
e P e ot 4 cal el
pae-Pamnglomouter .. <not pot >

e FublshEnabied it met s
oae-RDSLoadBalanci... «nol set>
pa=fADS5MarSesmone  anot =i
pae-RDSMaxSession . <not pet>
pasHecoverylisabled  onol s=l>
pae-FecurngMairte aniot et >

oae-HecuringMainte...  «nol ssl> .
< »
Edit Filfer
s | [t e

24. In the CN=W10INST Properties window
+ Scroll down until you find the pae-ProvisionScheme attribute
+ Select the pae-ProvisionScheme attribute

+ Select Edit
String Attribute Editor x,
Eprbute pae-Frovision Scheme
W i
ey
Clear Cancel

25. In the String Attribute Editor window
* In the Value area, type ModeA
+ Select OK, to close the window
+ Select OK, to close the CN=W10INST Properties window
+ Close the ADSI Edit window
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Part 3. Configuring VMware App Volumes for the Untrusted
Active Directory Domain

| E VMware Horizon®: C X | o viphere - 192.7

. N5X mangger #I App Volumes Mana...

1. On the ControlCenter Server
* Open your Chrome browser
+ From the Favourites bar, select the App Volumes Manager shortcut

VMware App Volumes™

Username: | administrator

Password: I """" 1 ]

Domain: EUC-LIVEFIRE v

Customer Experience Improvement Program (CEIP)

You have decided to participate in the Customer Experience Improvement Program ("CEIP"). This program
provides VMware with information that enables VMware to improve its products and services, to fix
problems, and to advise you on how best to deploy and use our products. Details regarding the data
collected through CEIP and the purposes for which it is used by ViMware are set forth at the Trust &
Assurance Center at:http:/lwww vmware com/trustvmware/ceip htmi;

2. Inthe App Volumes Manager login page
* Next to Username: enter Administrator
* Next to Password: enter VMware1!
+ Select Login
+ Select OK to close the Customer Experience Improvement Program(CEIP) window
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EUC-LIVEFIRE\Administrato

ACTIVITY CONFIGURATION

EEIE

. Users, Groups, Computers or Organizational Units can be

| Filter
3. In the App Volumes Manager Admin console
+ Select the Configuration Tab
J-'IP' u YIVIW3IE MUTIS I~ - mNaA |r|¢||¢3|:r -r HPP VRAIUINES IVIaIa.. U WA u v THLen b‘ HLLESS H vl -'- IS et
EUC-LIVEFIRE\Administratoi
VMware App Volumes™ " Logow
Lt INVENTORY DIRECTORY INFRASTRUCTURE ACTIVITY CONFIGURATION
License AD Domains Admin Roles Machine Managers Storage Managers Settings
Settings

Configuration settings for App Volumes Manager.

General

4. In the App Volumes Manager Admin console
* In the Configuration Area
+ Select the AD Domains Tab

TIVITY CONFIGURATION

itorage Managers Settings

Register Domain

1 OUs.
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5. Inthe AD Domains area
+ Select Register Domain

Loait INVENTORY

DIRECTORY

Licenss AD Domains Admin Roles

Register Active Directory Domain

Acfive Directory Domain Mame corpPriviocal

Dwmain Contraller Hosts

INFRASTRUCTURE

Machine Managers

LOAP Base

Usemams Admanistrator
Pagaword: e

Security LOAP (imsecure)
Part 389

ACTIVITY CONFIGLIRATION

Storage Managers

Fuily qualified Active Direciory domain name
Example wmwvane cam

Settings

Thi may be kel blank (1o wse amy Domain Controlier)
Example adserved wimware com. 10 107 00008 10107 X3 XX

This may be laft blank {to us2 all of Active Direclony)

Exampiz: QU=sngmssring, DC=ymware, DC=com

This may be a usar with read-only access
Example. sdmmishalor

Password is stored encrypbed

Requires coresponding Activelirectory confjuration

Thes may be laft blank (to use defaull pori)

6. Inthe AD Domains area
+ Enter the following next to:

+ Active Directory Domain Name: corpPriv.local

+ Username: Administrator
« Password: VMware1!

+ Security: LDAP(insecure)
Port: 389

* Select Register
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g

CONFIGURATION

Managers Settings

[ INVENTORY DIRECTORY INFRASTRUCTURE ACTMITY

CONFIGURATION

License AD Domainsf Admin Roles lachine Managers Storage Managers Settings.

Administrator Roles

Roles grant administrative privileges to the members of Active Directory groups.

Important information:
- Only users in these groups will be able to login (o the Manager.

Rale Administrators ~ h

Search Domain All ~

Search Groups® administrator | Contains » h

1 Search all domains in the Active Directory forest

Choose Group [ comerrvAdministrators V] lf—

7. In the App Volumes Manager consoles
+ Select the Admin Roles tab
* Select Assign Role
« Enter and select the following next to:
* Role: from the dropdown select Administrators

+ Search Groups: Administrator
+ Select: Search
+ Choose Group: from the dropdown select CORPPRIV\Administrators

+ Select Assign
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Part 4 Testing the Desktop Pool of users from an Untrusted

Domain

Remote VMware
Desktops Horiz...

1. Onyour ControlCenter Server
+ Launch your

£ YMware Horizon Client

horizon.euc-
livefire.com
2. From your Horizon Client
+ Select the POD
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&;} https://horizon.euc-livefire.com

clint@corpPriv.local

sesessas

-

3. In the Horizon Client Login window
* In the Username area
* Enter clint@corpPriv.local

* In the Password area
* Enter VMware1!

+ Select Login

‘;‘ Vidware Horizon Client

<

(f%) https://horizon.euc-livefire.com

W10_CorpPriv

ﬁ L L]

4. In the Horizon Client login
+ Select the W10 _CorpPriv entitlement
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Part 5: Deploying Horizon Enrollment services to facilitate
Single Sign-On with Workspace ONE Access

Other user

Introduction:

When logging in through Workspace ONE Access to a Horizon Desktop the user does not have a
single sign on experience .

We will now configure Horizon Enrollment services in the Untrusted Domain
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iktop

» Remote Desktops

-
(o) Name

&% AD2.CorpPriv.local RDP
& AppVol.RDP

& AppVolProv.RDP

& CaptureVM.RDP

& DEMProfiler,RDP

%% Horizon,RDP

& PackagingVM.RDP

% RDSHO1a.RDP

%% SQLRDP

. W N %

& W10EXTO1a.RDP
&% wi0Parent01a,RDP

B s ' LT

Manage Tools
Add Roles and Features
Remove Roles and Features

Add Servers

Create Server Group

Jre this local server S ey (DO

1. Onyour ControlCenter server
* Open the Remote Desktops Folder
* Launch TrueSSO2.RDP shortcut
+ Login as corpPriviadministrator and enter the password VMware1!
+ On the Server Manager Interface select Manage > Add Roles and Features

E-’.-. Add Roles and Features Wizard

Before you begin

This wizard helps you install roles, role services, or features. You determine which roles, role services, or

- (m]

DESTINATION EAVER
TRUESSOZ corpPriviocal

features to install based on the computing needs of your arganization, such as sharing documents, or

hasting & website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prefequisites have been completed, close the wizard

complete the steps, and then run the wizard again.

To continue, click Mext.

] Skip this page by default
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2. On the Before you begin window
+ Select Next

F_'-, Audd Rioles and Features Wizard

Select installation type

- o >

CESTRATION SEAVER
TRAUESSO L coepPri oo

Select the installation type, You can mnstall noles and features on & running physsoal computer of virual
machae, oF of a0 offlne virtual haed sk (VHD).

# Role-based or feaiy bazed &
Configure a single seraer by sdding roles. role senaces, and features
Install required role seraces for Virtual Desletop Infrastructure (VDI) to create a virtual machne-based
o session-bated deskiop deployrment.

= Previous [ Mext = Cancel

3. On the Select installation type window,

selecte

d

+ Select Next

e Add Roles and Features Wizard

Select destination server

B

gfore You Beg

Ensure the radio button in front of Role-based or feature-based installation is

- O x

DESTINATION SERVER
TRUESSOZ sadpbriv ioel
Select a server or a wirtual hard desk on which to install roles and features.

# Select a server from the server pool
Select a virtual hard disk

Server Pool

P Address Cperating System

crosoft Windows Server 20019 Datacenter

192.168.1 10.82

1 Computer|s) found

This page shows servers that are running Windows Server 2012 or & newer relesse of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offfine servers and
newly-added servers from which data collection is still incomplete are not shown,

<o | (o> ] | oo | [ ]
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4. On Select destination server window (accept the defaults)
« Select Next

= MU NUISS @I TSELUITS YV IZaIu

Select server roles

Select one or more roles to install on the selected server,

Roles D

[Bl/\ctive Directory Certificate Serviced
[[] Active Directory Domain Services

[[] Active Directory Federation Services
[ Active
[C] Active Directory Rights Management Services

=ctory Lightweight Directory Services

) Add Roles and Features Wizard =

Select one or mare roles to install on the selected server.

[] Active Directory Domain 5
[ Active Directory Federation Set

1 Actin Pirarctan: |inhhasinkt Nirarton: Sandices

5. On the Select server roles window,
+ Select the check box in front of Active Directory Certificate Services,
+ When prompted for the Add Features window, select Add Features box,
* Then select Next
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iz Add Roles and Features Wizard - o o

DESTIMATION SERVER
Select features TRUESS02 corpBra ocat
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description

Server Selection

I 1.5 o A MET Framework 3.5 combines the
Server Roles I MNET Framework 4.7 Features (2 of 7 installed) power of the NET Framework 2.0
_ ; Background Intelligent Transfer Service (BITS) APls with new technologies for
BitLocker Drive Encryption building applications that offer
AD CS BitLocker Metwork Unlock appealing user interfaces, protect
BranchCache your customers’ personal identity
Role Services Clent for MFS mformation, enable seambess and
Corfirmation Containers secure communication, and provide
Data Center Bridging the ability to model a range of
Direct Play business processes.

Enhanced Sh:mgz

Failowver Clustering

Group |3’\«:||||::,I Manageml:ﬂ‘t

Hast Guardian Hyper-V Support

10 Cruality of Service

15 Hostable Web Core

Internet Printing Client

IF Address Management [IPAM) Sener

ISNS Server service w

0OO00C0O00000000mC

<o) [ > | [ ]

6. On the Select features window
+ Select Next

[ Add Roles snd Festures Wizard - o 4
=T " ] e . DESTINATION SERVER
Active Directory Certificate Services TRUESSCE corpPr o
Before Vou Begin Active Directony Certificate Services (AD C5) provides the certificate infrastructure to enabile scenancs
N such 8z secure wireless networks, virtusl private networks, Internet Protocol Security (IPSec), Network
ntallation Typs Access Protectan (MAP), encrypling file system (EFS) and smart card log on

Server Selection .
Things to mote:
Server Roles
= The name and domain settings of thes computer cannot be changed after a certffication authonty

Features [CA) has been natalled. If pou want to change the compuber name, jon & domain, oF promote this
_ server to a domain controdler, complete these dchanges before installing the CA: For more
nformation, see certrhcabon authonty naming
Role Services

Confirmation

[<res] [

7. Onthe Active Directory Certificate Services window
+ Select Next
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Fo Add Roles and Fratures Wizard - ] E

. e DESTIATION SEXVER
SEIECL NOIE SETVICES TRUIESSOZ coepPrie oo

Select the role senaces 1o nstall for Active Directony Certificate Senaces

Fole services Description

Certification Authority (CA) is used
te Emrolimant Policy Web Service to sue and mansge certificates
cate Enroliment Web Service Multiple CAs can be linked to form &
| Certification Authority Web Enrollment pulblic key infrastructure

| Network Dewice Enroliment Service

Onlire Rexponder

«Pr\emnu.r:i. — t Camcel

8. On the Select role services window
+ Select Next

=

Canfirm incta 2 N DESTINATION SERVER
Confirm installation selections TRUESSOZ corpPrivices

To install the following roles, role services, or features on selected server, click Install

| [ Restart the destination server automatically if required

Add Roles and Features Wizsrd Jayed on this page because they have
 optional features, click Previous to clear

i If a restart is required, this server restarts automatically,

without additional notifications. Do you want to allow
automatic restarts?

es Ne I
Active Directory Certificate Services Tools
Certification Autharity Management Taolz

Export configuration settings

1 alternate source patt

= Previous | dex Install Cancel

9. On the Confirm Installation selections window,

+ Select the checkbox next to Restart the destination server automatically if required,
* On the Add Roles and Features Wizard window select Yes
* Select Install

You will have to wait a short while before moving on to step 10
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e Add Roles and Features Wizard - O o

" DEFTINATION SEEVER
Installation progress TRUESSO2 corpPraciocai

Views installaton progress

ﬂ Feature inctallation
R —

Conhguratson required. Installation succeeded on TRUESS0.corpPrv.local

Active Directory Certificate Services

SETWET

Configure Active Directory Certificate Services on the destnation server

Certification Autharity

Baole Admindstration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

You can close this wizard without interrupting running tasks. View tosk progress or open this
page again by clicking Motifications in the command bar, and then Task Detads.

Expaort configuration ssttings

< Preveous Mt = Close Canca

10. On the Installation progress page,

 Select the Configure Active Directory Certificate Services on the destination server

hyper-link

s AD CS Configuration _ O »
. DESTINATION SERVER
C re(jeﬂtlals TRUESSOZ.corpPriviocal
I - credentials to configure role services
Role Services

To install the following role services you must belong to the local Administrators group:

* Standalone certification authority
* Certification Authority Web Enroliment
* Online Responder
To install the following role services you must belong to the Enterprise Admins group:
* Enterprise certification authority
* Certificate Enrollment Policy Web Service
* Certificate Enrollment Web Service
* Network Device Enrollment Service

Credentials: PORPPRNlaLdministratqi )

Maore about AD C5 Server Roles

< Presaous Next > Configure

11. On the Credentials window
+ Select Next
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‘ Ea AD CS Configuration — O 4

DESTINATION SERVER

| Role Services TRUESSOZ.corpPriviocal
Credentials Select Role Services to configure
| Setup Type E Certification Authority

Certification Authority Web Enrollment
Online Responder

Network Device Enrollment Sennce
Certificate Enroliment Web Service
Certificate Enroliment Policy Web Service

More about AD C5 Server Roles

< Previous ] | Next > Configure Cancel
12. On the Role Services page,
+ Select the Certificate Authority checkbox
« Select Next
fa AD CS Configuration - O x
DESTINATION SERVER
Setup Type TRUESSO02.corpPrivlocal
Credentials Specify the setup type of the CA

_ Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to

simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
certificates.
Private Key
N ®) Enterprise CA
Enterprise CAs must be domain members and are typically online to issue certificates or
certificate policies.

Cryptography

D) Standalone CA
Standalone CAs can be members or a workgroup or domain, Standalone CAs do not require AD
D5 and can be used without a network connection (offline),

More about Setup Type

< Previous | | Next > Configure Cancel

13. On the Specify the setup type of the CA window ,
+ Select the radio button next to Enterprise CA
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+ Select Next

s AD CS Configuration - O <

DESTINATION SERVER
CA Type TRUESSOZ corpPriviocal

redentials Specify the type of the CA

When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKl hierarchy and issues its

_ own self-signed certificate. A subordinate CA receives a certificate from the CA abowe it in the PKI

Private Key hierarchy.
Cryptography O Root CA
CA Name Root CAs are the first and may be the only CAs configured in a PKl hierarchy.
Certificate Request =
®) Subordinate CA
Certificate Database Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Confirmation the CA above them in the hierarchy.

More about CA Type

] ] oo

14. On the CA type window
+ Ensure the Subordinate CA radio button is selected,

+ Select Next

fEau AD CS Configuration = O x

DESTINATION SERVER

Private Key TRUESSOZ.corpPrivlocal

Credentials Specify the type of the private key

To generate and issue certificates to chents, a certification authority (CA) must have a private key.

Setup Type
CA Type ® C
s ® Create a new private key
_ Use this option if you do not have a private key or want to create a new private key.
Cryptography i) g
° g ’ ()} Use existing private key

CA Name Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Certificate Request Select a certificate and use its associated private key

Certificate Database Select this option if you have an existing certificate on this computer or if you want to
mport a certificate and use its associated private key.
Confirmation
Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to

use a private key from an alternate source.

More about Private Key

S ] [

15. On the Private Key window,
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+ Ensure the radio button next to Create a new private key is selected
+ Select Next

e apcs Configuration _ o ”

DESTINATION SERVER

i ryarst e sy R o e o
Lryptograpny for CA TRUESSOZ corpPriviocal
Credentials Specify the cryptographic options
Bals Srvice
stup Type Select a cryptographic provider: Ky langth
~ || 2048 w

RSAsMecrozoft Softeare Key Storsge Prowider

Select the hash algonthm for signing certificates ssued by this CA

SHA256
SHAZES
EHAS12
SHAT
AT

Allow adminstrator interaction when the private key is acceised by the T,

More about Cryptography

.'!PTI‘NIDUIF. Mgt » Fifi gL [ Cancel

16. On the Cryptography for CA window select the following
+ Under Cryptographic Provider: RSA#Microsoft Software Key Storage Provider

* Next to Key Length: 2048
+ Hash Algorithm: SHA256

+ Select Next
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fiu AD CS Configuration - O »

DESTINATION SERVER
CA Name TRUESSOZ corpPriviocal

Cradentials Specify the name of the CA

Role Services

T Type a common name to identify this certification authority (CA) This name is added to all
. certificates issued by the CA, Distingusshed name suffix values are automabically generated but can
A Trpe be modified.

Commaoan name for this Ci:

corpPriv-TRUESSO2-CA

Certificate Reguest Distnguished name suffix:
Certificate Database DC = corpPriv,DC=local
Confirmation
e Preview of distinguished name:
CMN=corpPriv-TRUESS02-CA DC=corpPriv, DC =local

Maore about CA Name

< Previous ] Mext = Configurs [ Cancel

17. Onthe Specify the Name of the CA window
* Observe the CA naming convention
+ Select Next

[&
| DESTINATION SERVER
| Certificate Request TRUESSOZ.corpPriviocal
Request a certificate from parent CA
from » parent certif (CA) 10 allow this Chte

request a certificate from an crline CA or you can store youmrequest o

Parent Cic select |
Select Certfication Authority T ox

Select a cartifcation aushanty (CA) you want to use.

arent C4 to make this CA operational,

fa AD CS Configuration - o x
- DESTINATION SERVER
Certificate Request TRUESSOZ.compPriwiocal

Request a certificate from parent CA

Vou require a certificate from & parent certification suthority (CA) 10 allow this subordinate CA 1o
i i you €an sore your regquest 1o

5. You can recuest a centificate from an oriline CA o
1o the parent CA.

® Send 3 cenificate request to 3 parent CA:
Sefect
® CAname
Computer name

Parent Céc |ADZ corpPriv.local\corpPriv-ADZ-CA Select. |

) Save a certificate request to-file on the target machine:

@ You must manually get a certicate back from the parent CA 1o make this CA operational.

Mare about Certificate Request

<Prevews | [ Ment> onfigue_| [ Cancel
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18. On the Request a certificate from parent CA,

+ Select the radio button next to Send a certificate request to a parent CA:

+ To the right of the Parent CA box, click the Select button
+ Select OK accept the Default
+ Select Next

| s ADCS Configuration

| CA Database

Cradentials Specify the database locations
| Role Services
| Setup Tyoe Certificate database location:
CA Type CAWindows\system3NCertlog
Privats Kay
ety Certificate database log location:
ryptograph CAWindows\system3NCertlog

bore about CA Database

[ <Prevous | [ Nest>

-_ | x

DESTINATION SERVER
TRUESSO2. corpPriviocal

onfigure w

19. On the CA Database window,
+ Select Next

fEa AD C5 Configuration

Confirmation

Tor canfigure the folowing rales role weraces, or features, click Configure

- 0 w

DESTINATION SERVER
TRUESSO2 . corpPriv local

= (%) Active Directory Certificate Services

:_- - Cortilfication Authority

T CA Type Enterpnze Subondinste

Private Key Cryptographic provides REATMirmnf Sofrwane Koy Seorage Provider
Cryptagraphy Haik Algarithm: SHAISE
CA Marme Key Length: 208
Certificate Request Al Admirestraton Interaction: Desabled

Cortificats Database Cartificats Validety Pariod: Datarmird by the parent CA

Distinguished Mame
Orlbne Parent LA Infgematon:
Certificate Database Location:

Certificats Database Log
Location:

CH=corpPriv-TRUESS02-CA DC s corpPriv, DC =local
ADD corpPrav.localoorpPric-A02-CA
CWindewsisystemITCertlag
CAWindows\system I NCeartLog

-r-li‘rwlom: Mt » {mﬁgm-_ Cancel ]
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20. On the Confirmation window
* Select Configure

- o >

DESTINATION SERVER

TRUESSOQ. corpPrivicesl

e following rokes, role senaces, or Seabares wene condgurned

(%] Active Disectary Certificate Services

Cerni

e Authosiny

0 -

[

21. On the Results window
* Select Close
+ On the Installation progress window,
 Select Close
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Part 6: Deploying and Configuring Horizon TRUE SSO

Add or Remove §

You can select mapns for this congolc from thooe avalloble on your como
nap-nc, you can configure which extensions are enabled.

1. In this section we will create a certificate template for Horizon TRUESSO

On your TRUESSO2 server select Start > Run > type mmc
Select File > Add/Remove Snap-in...
Select the Certificate Authority services snap-in, select Add
In the Certificate Authority window,

+ Select the Local computer radio button

+ Select Finish

Select OK to close the Snap-ins window
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| Conscle Root
v L) Certification Authority (Local)
i i corpPriv-TRUESS02-CA
_| Revoked Certificates
| Issued Certificates
1 Pending Requests
" Failed Requests
| Certifi--t- Tommtatan

Manage h

Mew »

View »

Mew Window from Here
Mew Taskpad View...

Refresh
Export List...

Help

2. Expand the corpPriv-TRUESSO2-CA inventory
 Select Certificate Templates,
* right-click and select Manage

= = |5 o= HEE
3] Cenificate Ternplates (AD2.carp Template Display Nan:e Srhesmia Yers
&l CEP Encryption 1
& Code Signing i
| Computer 1
_.I| Cross Certification Autharity 2
& Darectary Ernail Rephication z
-IE Dormain Controlles 1
& Domain Controlbes Authentication 2
5 EFS Recovery Agent 1
& Enroliment Agent 1
Sl Ervolment Agent [Computer] 1
18 Exchange Enroliment Agent (CFfne requ.. 1
iﬂ] Exchange Segnature Dinly 1
5 Exchange User 1
& IPSec 1
4 1PSec (Offline reguest) 1
15 Kerberas Authentication 2
| Eey Recovery Agent 2
4l OCSP Response Signing 3

2

1

1

1

1

1

1

1

#| Suboedinate Ceification Authorrty

.IE Trst List Sagring
e TP

3. Inthe Certificate Template Console
+ Find and select the Smartcard Logon template
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i) Key Hecovery Agent

W5 NSX

W& OCsSP Response Signing
1] RAS and IAS Server

FHu Properties

Help
I'E 1ilrl\'l\"h'lllc LEiLieaLe

.'E VB ware-55L

Pl P = = = s o N P L Pl e

4. Right-click the Smartcard Logon template
+ Select Duplicate Template

Properties of New Template -
SubiectName | Sever | levuance Requimments
Supersodod Tomplates |  Bdensone | Secumy
Compatibity | General | Fiequest Handing | Cryplography | Hey Attestation |

The template options avaiable are based on the eariest operating system
versions sl in Compatibalty Settings

[ Show resuting changes

Compatibilty Settngs

Centhication Athorty

Windows Server 2012 R2 v
Centficate mopent

[Windows 81/ Windows Server 2012 R v‘

These settings may not prevent cadier operating systoms from using this
template

5. In the Properties of New Template window in the Compatibility tab under Certificate
Authority
+ Change from Windows 2003 to Windows 2012 R2
* When prompted for the Resulting changes window
+ Select OK.

+ Under Certificate recipient change Windows XP / Server 2003 to Windows 8.1/
Server 2012 R2

Horizon Integration with Untrusted Active Directory Forests Export Date: Page 42
2023-08-10 10:03:54 -0400



* When prompted for the Resulting changes window

+ Select OK.

6. Select the General tab,

Properties of New Template -
Subject Name | Server | Issuance Reguirements
Superseded Templates I BExdensions ] Securty

Compatbity | General | Request Handing | Cryptography | Key Attestation |

Template display name:
[TrueS50 Template

Template name:
[TrueSS0Template

Validity period: Renewal period:

1| | hours v| 0f {houra v

[] Publish certfficate n Active Directory

Do not automatically reenmoll if 2 duplicate cerdificate exists in Active

Certificate Templates =

The renewal period (6 weeks) iz larger than the maximum allowed. To
automatically set the renewal period to the maximum allowed (0 hours), click OK.
Te change the renewal or validity pericd to a different value, click Cancel,

oK Cancel

+ Under Template display name: type TrueSSO Template,

* You will notice Template name gets filled in automatically.

+ (Don't edit the TemplateName)

+ Under Validity period change the period from 1 years to 1 hours

+ When prompted by the Certificate Templates Box

+ Select OK

+ The Renewal period will automatically change from 6 weeks to 0 hours
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7. Select the

Properties of Mew Template X

Subject Name Server Issuance Requirements
Superseded Templates Extensions Security
Compatibilty General Request Handing  Cryptography = Key Attestation

Purpose: Signature and smartcard logon ~

Delet

voked or expired certficates {do not archive)

ymmetric algorithms allowed he subject

Archive subject’s encryption private key

Allow private key to be exported

[ Renew with the same key

For automatic renewal of smart cand certificates, use the existing key if a
new key cannot be created

Do the following when the subject is enrclled and when the private key
associated with this certificate is used:

Enroll subject without requiring any user input
(®) Prompt the user during enroliment

O Prompt the user during enrollment and require user input when the
private key is used

ox Wy | [ v

tab change the following next to :-

« Purpose: change: Signature and encryption to
+ When prompted, select

+ Select the
+ Select the

in front of Allow private key to be exported
in front of For automatic renewal of smartcard certificates, use

the existing key if a new key cannot be created

+ Select the
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Subpect Naene | Server | I Requeements

Superseded Templates | Extensions | Securty
Compstbilty | Genersl | Request Handing | Coblograohy | Key Attestation
Provider Cotegory: | Kay Stormge Provider w|
AMgothm rame: |Rsa -
M ey sz
Chaose which ayplographa: providers can be used for requsests

™ Raguesls can use any provider avalable on the subject’s computer
) Reguests must use one of the following providens:

Provides | WhersThist

[CIMecrosclt Scltware Key Storage Provider

Reguest hash: SHAZSE v]
[ Use atemats signaturs format
| ok || Canest || oy || Heo

8. Select the Cryptography tab change the following next to
+ Provider Category: Key Storage Provider
* Minimum key size: 2048
* Request hash: SHA256

9. Select the Server tab,

Compatbity | General | Request Handing | Coyptography | Key Attestation

Supesseded Temmlstes | [T | Secudy

Subject Nome Server | lssusnce Requicments

[+ D et store conficaten and requests n the CA detshase

[[] Do nist include rrvocation inf in issued contfi
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+ Select the in front of Do not store certificates and requests in the CA
database
+ You will notice that Do not include revocation information in issued certificates is
selected automatically.

* Uncheck the next to Do not include revocation information in issued
certificates

TrueSS0 Termplate Properties 7 k4

General Compatibilty Reguest Handling Cryptography  Key Afiestation
Supersded Templstes Estansionz Securty Saerver
Subject Name lzsuance Reguirements

Require the following for enroliment

[ CA cerificats manager aporoval

] This numbes of authorized signatures: 1

I you require mone than ane sgnature, sutoenmliment = not alowed

Polcy type required in signature:;

Application policy i
Applcation palicy;
Certficate Request Agent -

Require the following for reenraliment:
f.'_-:' Same criteria as for enmliment
(®) Valid eisting certficate

Requires subject information lo be provided within the cerdificates
request

* Control is disabled due to compatibiliy seftings

oK Aeply Help

10. Select the tab, configure the following:
+ Select the : This number of authorized signatures and change the value to 1
in the box

+ Under Policy type required in signature
+ Ensure the Application policy is selected (default config)

« Under Application Policy
+ Select from the dropdown

+ Under the Require the following for reenrollment
+ Select the Valid existing certificate
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Properties of New Template =
Compaibilty Genersl Fequest Handing  Cryptography  Key Attestation
Subject Name Server lnsuance Recuiremerts
Superseded Templates Extensions Securty
Group or user names.
B8 Msherticated Users
& Admirvstrator
B Domain Admirs ICORPPRIV\Domain Adrmins)
BR Erterprise Admins [CORPPRIV Erterprise Admins)

(e ] [ Remove

Select Users, Computers, Service Accounts, or Groups

Select this object type:

Users, Groups, or Builtin security principals [
From this location:

Object Types...

Object Types

Selact the types of objects you want to find.

T

11. On the Security tab in the Group or user names: area
+ Select Add

+ To the right of the Select this object type: box
+ Select the Object types button

+ Select the checkbox next to Computers,
+ Select OK

Select Users, Computers, Service Accounts, or Groups

Selact this object type
Users, Computers, (roups, or Built4n security principals

ended Purps

compPriv local

Enter the object names to select (Examples):

| Locations...

TRUESSO2

Check Names

| | Otiect Types...

b 4

12. In the Enter the object names to select
+ Type TRUESSO2

* To the right select Check Names
+ Select OK
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Properties of New Template >

Compatbity General Reguest Handing Cryptography ey Attestation

Subject Name Server lssuance Requirements
Superseded Terolates Extensions Security
Qm.n OF USET Names.
82 Authenticated Users
2 sgrrvstrator

B2 Domain Admins (CORPPRIV\Domain Admins)
B2 Erterprise Admins [CORPPRIV\Erterprise Admins)
Bl TRUESS02 (CORPPRIVATRUESSD2S)

{

Permissions for TRUESSO2
Full Control

Read

Wte

Ervcld

Autoenmoll

OrOEO

For special permissions or advanced seftings. click rcad
Advanced. —

T

13. For the Permissions for TRUESSO2
+ Ensure that the permission Read and Enroll checkboxes are selected.
+ Select OK to close the TrueSSO Template Properties,

| Conscle Root Mame
L) Certification Authority (Local)
~ g corpPriv-TRUESSO2-CA
| Revoked Certificates |
| Issued Certificates
| Pending Requests

2] Directory Email Replication

#| Domain Controller Authentication
E Kerberos Authentication

FEFs Recovery Agent

| Failed Requests #) Basic EFS
% Certific-tn Trennlban 3l Dormain Controller
- Manage 3 Web Serv
e Y i
Mew H Certificate Template to Issue
View > 3 subordinate Certification Authority

MNew Window from Here 2l Administrator

Mew Taskpad View...

Refresh
Export List...

Help

14. Switch to the Certificate Authority Console
+ Select and right-click the Certificate Templates container,
« Select New > Certificate Template to Issue
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B ' Enable Certificate Templates

Select one Cedificate Template to enable on this Cerffication Authority.

Note: F a cenificate template that was recently created does not appear on this list, you may need to wait unti
information about this template has been replicated to all domain controllers.

All of the cedificale templates in the organization may not be available to your CA.

For more information, see Cerificate Template Concepts,

Name Intended Pumpose

] RAS and IAS Server Cliert Authertication, Server Authertication
7 Router (Offine request) Client Authertication

7 Smartcard Logon Client Authertication, Smart Card Logon

% Smartcand User Secure Email, Client Authentication, Smart Card Logon
i True550 Template Smart Card Logon, Client Authentication

E Trust List Signing Microsoft Trust List Signing

| User Signature Only Secure Email, Client Authertication

T ViMware Cerficate Server Authertication, Client Authentication
3] VMware-SSL Server Authentication, Cliert Authertication
7] Workstation Authentication Client Authertication

ok ][ Cams

15. In the Enable Certificate Templates window,
* Select your TrueSSO Template
+ Select OK

%] EFS Recovery Agent
=] Enrellment Agent 1

3 Excha nge Er Duplicate Template

o2 Exc hange 5i All Tasks y
) Exchange U

3 IPSec Properties
2 IPSec (Offlir Help

3] Kerberos At

3] Key Recovery Agent

2 OCSP Response Signing

& RAS and IAS Server

2 Root Certification Authority

= Fud W B F

16. Switch back to the Certificate Templates Console
+ Select and right-click the Enroliment Agent (computer) template
* Select Properties
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Enroliment Agent (Computer) Properties

General Request Handling  Subject Name E:den

Enroiment Agent (Computer)

Minimum Supported CAs:  Windows 2000

Machine Enmoliment Agent

Validity period: Renewal period:

2 |years 6| | weeks

Publish cerdfficate in Active Directory

automatically reenroll f a duplicate certificate exists in Active

o o] ww | e

17. In the Enroliment Agent Properties window
+ Select the Security tab

Enroliment Agent (Computer) Properties ? X

General Request Handing Subject Name Extensions Security
Group or user names

88 Authenticated Lisers

8% Domain Admins [CORPPRIV\Domain Adming)

81 Erteprise Admins (CORPPRIV\Erterprise Adming)
B TRUESSO2 (CORPPRIVM\TRUESSD2S)

Add... Remowve
Permissions for TRUESS02 Al Deny
Ful Control O [
Read ] O
Wirte (|
Ewoll [
For special permissions or advanced seftings, click
Achvanced. Advanced

o o e

18. Select Add and add the TRUESSO Computer account with Read and Enroll permissions .
+ Select OK to close the Enrollment agent properties
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| Console Root
w [La) Centification Authority (Local)

Name

= Briv-TRUESSO2-CA 2 Truess0 Template Sm
Y= cgrp - . ’ = Directory Email Replication D
| Revoked Certificates . ) !
- . 2] Domain Controller Authentication Clis
| Issued Certificates - N .
. 3 Kerberos Authentication Clin
| Pending Requests )
) Failed Req ) EFSIRecavery Agent File
| Certifirate Tamnlatac 2] Basic EFS Ere
Manage #] Domain Controller Cllin
2]
Al A e O oacma EET
New » Certificate Template to lssue Cliv
Ve 3 & User Ene
New Window from Here 2 subordinate Certification Authority <A
E Administrator M
New Taskpad View...
Refresh
Export List...
Help
19. Switch back to the Certificate Authority Console select
* Right-click the Certificate Templates container,
+ Select New > Certificate Template to Issue
B ' Enable Certificate Templates
Select one Cerificate Template to enable on this Ceffication Authorty.
Mote: F a cerificate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers,
All of the cedificate templates in the organization may not be available to your CA.
For more information, see Certificate Template Concepts.
Name Intended Purpose A
7] Autherticated Session Cliert Authertication
%] CA Exchange Private Key Archival
E CEP Encryption Cerfficate Request Agent
El Code Signing Code Signing
B Cross Certfication Authorty <Al
E Enroiment Agent Certificate Reguest Agent
E Enroliment Agent (Computer) Ceificate Request Agent
E BExchange Enmliment Agent (Offline request) Cerfficate Request Agent
%] Exchange Signature Only Secure Email
5] Exchange User Secure Emai v
r— - - . i
| Cance
20. Inthe Enable Certificate Templates window
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+ Select the
+ Select

template

Metwork Connections

Disk Management

Computer Management
Command Prompt

Command Prompt (Admin})

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

21. We will now configure the CA for non-persistent certificate processing

¢ Onthe TrueSS0O2 server

+ Select and right-click the button
+ Select
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B Administrator: Command Prompt -

22. In the Administrator: Command Prompt enter the following commands

* certutil -setreg DBFlags +DBFLAGS ENABLEVOLATILEREQUESTS

23. Configure CA to ignore offline CRL errors
* certutil -setreg ca\CRLFlags +CRLF REVCHECK IGNORE OFFLINE
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24, Restart the CA service. From the command prompt run:
* net stop certsvc

* net start certsvc

— 1 honzon.euc-livefire.com » software Horzon 21N

v o Quick sccess
B Desktop
& Downloads

]'_")! Assist For Horizon-Win10-21.11.00.112
i) HorizenRecordingfgent-1.1.66

i) HorizonRecordingServer-1.1.65
z| Documents

Viiware-horizonagent-linux-x86_64-2111.1-8.4.0-19066680.tar.gz

&= Pictuines

Bl This PC

211124 012555060

= Network

25. On the TrueSS0O2 server desktop
+ Launch the shortcut
* In the Software folder, open the folder.
+ Select and launch the
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Open File - Security Warning x

Do you want to run this file?

Publisher YMware. Inc,
Type Application
From: ‘\honzon\software\Honzon'2106\VMware-Horizon-Co...

EA Abways ask before opening this file

harm your computer. Only run software from publishers you trust.

Ig While files from the Internet can be useful, this file type can potentially
What's the nisk?

26. On the Open File - Security Warning window
+ Select Run

Welcome to the Installation Wizard for
VMware Horizon Connection Server

The mstallation wizard will install YMware Horizon Connection
Server on your computer, To continue, dick MNext,

Copyright (c) 1998-2021 VMware, Inc. All rights reserved. This
product is protected by U5, and intemational copyright and

' Vivlware Horizon Connection Server x

VMware intelectual property laws. VMware products are covered by
= a one or more patents ksted at
H C} ri Z on hittp: [fwww., vmware .com/jgo /patents.
- conce
27. On the Welcome window
« Select Next
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#2 VWhware Horizon Connection Server X

License Agreement
Please read the following license agreement carefully.

VMWARE END USER LICENSE AGREEMENT -

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE
AGREEMENT SHALL GOVERN YOUR USE OF THE SOFTWARE,
REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE
INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR
USING THE SOFTWARE, YOU (THE INDIVIDUAL OR LEGAL ENTITY)

AGREE TO BE BOUND BY THE TERMS OF THIS ENMD USER LICENSE
AGREEMENT ("EULA"). IF ¥YOU DO NOT AGREE TO THE TERMS OF THIS ¥

(®) 1 accept the terms in the license agreement
(11 do not accept the terms in the license agreement

TN e

28. On the License agreement window
+ Select the radio button next | accept the terms in the license agreement,
+ Select Next

#¥ VMware Horizon Connection Server x

Chck Mext to install to this folder, or deck Change to install to a different

{ _j Instal VMware Horizon Connection Server to:
C:\Program Files\VMware \WMware View\Server),
< Badck Mext = Cancel

29. On Destination Folder window
+ Select Next
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' Vilware Horizon Connection Server x

Installation Options
Selact the type of Horizon Connection Server instance you want to ins

Select the type of Horizon Connection Server ingtance you want to instal,

on Standard Server

Perform an Enroliment Server instance install. This is used for True SSO.
Ervoliment Server only uses [Pv4 protoool for establishing all connections.

This server will be configured for a Horizon environment.

T e

30. On the Installation Options window select Horizon Enrollment Server
+ Select Next

' VMware Horizon Connection Server *

Firewall Configuration
Automatically configure the Windows Firewall to allow incoming TCP prof
cormechons.

In order for Horizon Enroliment Server to operate on a network, spedific incoming TCP port
must be allowed through the local Windows Firewal service, The incoming TCP port is
32111 (view Framework channel).

(®) Configure Windows Frewall automatically
() Do not configure Windows Firewall

<Back | Next> || Cancel

31. On Firewall configuration window
+ Select Next
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#¥ vMware Horizon Connection Server

Ready to Install the Program
The wazard is ready to begin installabon.

Vihware Horizon Connection Server will be installed in:
C:Wrogram Fles\WWware \ViMware View\Server),

Oick Install to begin the installation or Cancel to exit the wizard.

<Back || mnstal || Cancel

32. Select Install

¥ VMware Horizon Connection Server b4

Installer Completed

vmware

The installer has successfully installed Viware Horlzon
Connection Server. Cick Finish to exit the wizard.

Next Steps:
[ Show the documentation

Product version: 2106 = Badk Cancel

33. On the Installer Completed Window
+ Select Finish
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Programs and Features

[ Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management

Computer Management

Command Prompt

Command Prompt (Admin)
Task Manager

Control Panel

File Explorer

Run

3 ut down or sign out b

Desktop =

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Y

Open: w

'@ This task will be created with administrative privileges.

| oK H Cancel H Browse... ‘

= T sl e

34. Onthe TrueSSO2 server
+ Select and right-click the Start Button,
« Select Run,
+ Type MMC,
« Select OK

. - EM

n_i Consolel - [Console Root)

& @ File Action View Favorites Window Help

45 New Ctrl+M
A=  Open. Ctl+0
 Save Ctrl+S
Save As...

Add/Remove Snap-in... Ctrl+M
Options...

1 C\Windows\...\dnsmgmt.msc

2 C\Windows\system32\dsa.msc

3 C\Windows\...\certsrv.msc

4 CA\Windows\...\compmgmt.msc

Exit
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35. In the Console window

* Select File > Add/Remove Snap-in..

Add or Remove Snap-ins

You can sslect snap-ns for this corsole from those avaiable on your computer and configure the selected sat of sap-ins. For
extensble snap-ns, you can configure which extensions are enabled,

Available sap-ns:
Snap-n
s Active Drectory Do
A% Brtive Directary Sch....

WIS Active Directary Site...
— Active Directory Use...

= dectiveX Cantral
& B0S1 Edit
Autharization Manager
! Certfficate Templates
€ Certcot: |
Lalcertification Autharity
:"-C-ommr-:ﬂtSmI:l:ﬁ
= Compuiter Manages, .,
P cevice Manager

Descrphon:

\iendar

Mirosoft Cor...
Microsoft Cor...
Microsoift Cor...
Microsoft Cor...
Micresoft Cor...
Murosoft Cor...
Microsoft Cor...
Microsoift Cor...
Microsoft Cor...
Microsoft Cor...
Mucrosoft Cor...
Micresaft Cor. ..
Mucrosoft Cor...

W

Add >

Selected snap-ns:
I Conasle Root Edit Extengions. ..
Lemove
Mowe Lig
Mowe Down

The Certificates snap-n allows you o browse the contents of the cerbrficate stores for yourself, a service, or a computer.

[oc ][ con

36. Inthe Add or Remove Snap-ins window,

+ Select Certificates
« Select Add

Cetificates snap-in

This snap-n wil always manage cettficates for:

O My user account
O Service account
(® Computer account
<Back Cancel
Select Computer X

Select the computer you want this snap-in to manage.

This snap-n wil always manage:

@andnmp\.te- {the computer this console is running on)
(O Another computer:

[ Allow the selected computer to be changed when launching from the command line. This
console

only applies  you save the

Browse..

37. Select Computer account radio button
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+ Select Next
+ Select Finish
+ Select OK

1 Certificate Templates
v [ Certificates (Local Computer)

w | Personal
" C| PR -

1 Truste Al Tasks > Request New Certificate...
| Enten View 3 ot

| Interr i

MNew Window from Here Advanced Operations ¥

| Truste [

1 Untru Mew Taskpad View...
| Third

1 Trusts Refresh

1 Cliemt Export List...

-

38. Expand the Certificates console inventory
+ Select and right-click the Personal container.
« Select All Tasks > Request New Certificate

ol Certificate Enroliment
[

Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other security-related tacks.

Before requesting a certificate, verify the following:

Your computer s connected to the network
You have credentials that can be used to venfy your right to obtain the certificate

Cancel

39. On the Certificate Enrollment > Before you Begin window
+ Select Next
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@l Certificate Enroliment

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based on predefined certificate templates.

Certificate enrollment policy may already be configured for you.

Configured by your administrator
Active Directory Enroliment Policy

Configured by you

Add Mew

Cancel

40. On the Select Certificate Enroliment Policy window
+ Select Next

el Certificate Enroliment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then

chick Enroll.
[ Computer i) STATUS: Available Details
EA Enroliment Agent (Computer) i) STATUS: Available Details +

] Show all templates

Enroll Cancel
:

- |

ns

41. On the Request Certificates windows

+ Select the checkbox in front of Enrollment Agent (Computer)
+ Select Enroll
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Certificate Installation Results
The following certificates have been enrclled and installed on this computer,

Active Directory Enroliment Policy
Enroliment Agent (Computer) o STATUS: Succeeded

Issued To . Issued By Expiration Da
Q_;]cotthiv— TRUESS02-CA corpPriv-AD2-CA 91252023
22l TRUESSO2.corpPriv.local corpPriv-TRUESSO2-CA 9122023

42. On the Certificate Installation Results window,
+ Ensure the enrollment was successful
+ Select Finish.

~ [ Certificates (Local Computer)
~ Personal
] Centificates
. Trusted Root Certification Authorities
| Enterprise Trust
Intermediate Certification Authorities
| Trusted Publishers
| Untrusted Certificates
_| Third-Party Root Certification Authorities
| Trusted People
1 Client Authentication lssuers
| Preview Build Roots
. Test Roots
“ Remote Desktop
1 Smart Card Trusted Roots

_ VMware Horizon View Certificates

o | Horizon View E Server Trusted Roots
1 Windows Live ID Token lssuer
| WindowsServerlUpdateServices

.
Intermediste Certification Auth=tian
Trusted Publishers Eind Caiiicatys.
| Untrusted Cmrfucatﬁ. All Tasks >
| Third-Party Root Certificatior
| Trusted People View 3
| Client Authentication lssuers Mew Window from Here
] Preview Build Roots
] Test Roots MNew Taskpad View...
I Remote Desktop S
Smart Card Trusted Roots
| Trusted Devices Export List...
| VMware Horizon View Certific Help
__ VMware Horizon View Enrolln.co e ssmaes muwns
| Windows Live ID Token lssuer
| WindowsServerUpdateServices

43. Onyour TrueSSO2 server
+ Select your Certificate services Snap-in,
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+ Select and right-click the last container in the inventory VMware Horizon View
Enroliment Server Trusted Roots,
« Select All Tasks > Import

x
&+ Certificate Import Wizard
I Welcome to the Certificate Import Wizard
This wizard helps you copy certificates, certificate trust kists, and certificate revocation
; ksts from your disk to a certificate store.
A certificate, which is issued by a certification authority, is a confirmation of your identity
) and contains information used to protect data or to establish secure network
. comnections. A certificate store is the system area where certificates are kept.
]
: Store Location
Curent User
Local Machine
To continue, dick Next.
[ Net ]| conce
44. On the Welcome window
+ select Next
x
& &+ Centificate Import Wizard
File to Import
Specify the file you want to import.
Fie name:
Wrorizon.eucdvefire. com\software \Horizon\enrol. cer Browse. ..
MNote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS 27 Certificates (.P78)
Microsoft Serislized Certificate Store (.SST)
[Rei ]| Conce
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45. In the File to import window
« Under File name, type the following \\Horizon.euc-livefire.com\software\Horizon\
enroll.cer
+ Select Next

Completing the Certificate Import Wizard

The certficate vl be imported after you dick Finish.

46. In the Certificate Store window accept the defaults and
+ Select Next.
+ On the Summary page select Finish.
+ When Prompted that The Import was succesful select OK
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Fie Acion View Favorites Window Help
o am &/ XE R A
Censole Root
3 Cartificates (Local Computer)
4 (7] Personal

5 Centificates
b =1 Trusted Root Certification Authorities
b () Enterprise Trust
b 1 Intermediate Certification Authorities Copy
b 21 Trusted Publishers Delete
b 7 Untrusted Certificates -
b 1 Third-Party Roct Centification Authorties T
b 5 Trusted People Help
13
13
I3
L3
b
b

Client Authentication Issuers

Remote Desitop

7 Cestificate Enroliment Requests

3 Smart Card Trusted Roots

7] Trusted Devices

1 VMware Horizon View Certificates

| VMhware Horizon View Enrollment Server Trusted Roots
) Centificates

Genersl | Cross Certficates | OCSP | Extended Valdation |

Friendly rame: | vom.ed
s ]

Descrption:

Certficate purposes
® Ensbie all ourposes for this certifcate
) Disaiie al purposes for the certfcate
() Ensbie only the folowng purposes.
Hiote: You may only edit estificate purpases that are alowed by
certification path.

Server Authenbcation ~
‘Clhent Authentication

Code S

‘Seare Emal

Time Stampng

< Marosoft Trust List Signing

7 Maosoft Time Stampng A
w

o] ol ] o ]

47. In the Certificates Folder

Right-click the imported certificate

Select Properties.

In the Friendly name: section type vdm.ec
Select OK

4 | ViTware, Inc.
i I. VMware Drivers
b- . VMware Tools

[ B ViAweecrAmaal
41 Viw
P Collapse
- L | New L] Key
e N Eind...
b-du P )
: kK Wi Delete Binary Value
b |, WowB43 Rename DWORD (32-bit) Value
i b SYSTEM Export QWORD (64-bit) Value
- Ju HEEY_USERS i _
i: HKEY CURRENT Permissions... Multi-String Value

; Expandable String Value
I -4 Policies

|. RegisteredApplications

| VMware, Inc.

~— Ji VMware Drivers

-4 VMware Tools

4- )i VMware VOM

- o)) Authenticate
o Leg
- . Node Manager
b- | Plugins

] 1 VMware VGAuth

- L. WowbBd32Node

[ b SYSTEM

I:>.. ./ HKEY_USERS

T T
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48. Onyour server
1. Select the > and type
2. In the regedit inventory, browse to the following location, browse to
+ What we should see is an Enrollment Service Key
+ HKLM\SOFTWARE\VMware, Inc.\VMware VDM\Enrollment Service.
+ You will notice there is no Enroliment Service key, we need to create one. In our

case we have to

3. Create the Enrollment Service key
*+ Right-click > > and type Enrollment Service as a name

49. Configure the enrollment service to give preference to the local certificate authority when

they are co-located:
+ Add a new String Value

* Right-click the key > > and type the name
PreferLocalCa

* Right-click the String value and select and in the Value data:
field enter 1

+ Select to close the window.
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Edit String X

Value name:
| UseKerberos Authentication ToCa |

Value data:
2= |

[ ok ]| Cancel

50. Add a new String Value (this is to rectify a bug in 2111)
+ Right-click the Enrollment Service key > New > String Value and type the name
UseKerberosAuthenticationToCa
*+ Right-click the UseKerberosAuthenticationToCa String value and select Modify and in
the Value data: field enter false
+ Select OK to close the window.

Edit String X

Value name:
| UseNTLMAthentication ToCa |

Value data:
== |

ok ][ Came

51. Add a new String Value (this is to rectify a bugin 2111)
* Right-click the Enrollment Service key > New > String Value and type the name
UseNTLMAuthenticationToCa
+ Right-click the UseNTLMAuthenticationToCa String value and select Modify and in the
Value data: field enter true
+ Select OK to close the window.
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Services
File Action View Help
s E A= Bl » 80w

.. Sereices (Local) . Senvices [Local)

Server )
.f.'.
Stop the service -y
Restart the service

Description:
Provides Horizon View Enrolliment
Senver services.

A B i

5 5 8 g 0 0 5 0 6 O O D

¥Mware Horizon View Enrollment Mame

Wirtual Disk

G Vbaeane Alias Manager and Ticket Service

‘Widaarne Horizon Yiew Enrollment Server

 Vibware Snapshot Provider itart
i Vibaare SYGA Helper Service Stop
i Viviware Tooks
& Volume Shadow Copy
y'Vallethenace

LV anp) TS Restart

y'Web Account Mansger Al Tasks 3
4 'Windows fudie

L Windows Audie Endpoint Buile Refresh

s 'Windows Biometric Service Properties

y 'Windows Camera Frame Seroer

i Windows Connection Manager Help

L 'Windows Defender Advanced Threat Protection Service
\ 'Windows Defender &ntivirus Network Inspection Service
i Windows Defender Antivirus Senice

L 'Windows Defender Firewall

(51

L4H

52. Onyour TrueSSO2 server
« From the Start button, select Run
+ Type services.msc and select OK

+ Scroll down to VMware Horizon View Enrollment Server service in services menu

+ Select and right-click the VMware Horizon View Enrollment Server service

+ Select Restart
+ Close the Services mmc

b Music

= Pictures

B Videos

‘o Local Disk (C:2) w

% horizon - horizon.euc-livefire.... EE TrueS50 - True550.euc-livefir...

al

]

53. Onyour ControlCenter server
+ Switch to your HORIZON.RDP session
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Programs and Features

Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management

Computer Management

Control Panel
File Explorer
Search

Run

Shut down or sign out
Desktop

= e

54. Select and right-click the button
+ Select

BN Administrator Command Prompt

55. In the Administrator: Command Prompt type the following:-

* cd "\Program Files\VMware\VMware View\Server\tools\bin"

56. Inthe Administrator: Command Prompt type the following:-
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The enrollment server is added to the global list.

vdmUtil --authAs administrator --authDomain euc-livefire.com --authPassword VMwarel!

truesso --environment --add --enrollmentServer TrueSSO2.corpPriv.local

57. Wait 2 min before doing the next command
In the Administrator: Command Prompt type the following:-

The output shows the forest name, whether the certificate for the enrollment server is valid,
the name and details of the certificate template you can use, and the common name of the

certificate authority.

vdmUtil --authAs administrator --authDomain euc-livefire --authPassword VMwarel!

truesso --environment --list --enrollmentServer TrueSSO2.corpPriv.local --domain

corpPriv.local

58. Enter the command to create a True SSO connector, which will hold the configuration
information, and enable the connector.

vdmUtil --authAs administrator --authDomain euc-livefire --authPassword VMwarel! --
truesso --create --connector --domain corpPriv.local --template TrueSSOTemplate --

primaryEnrollmentServer truesso2.corpPriv.local --certificateServer corpPriv-TRUESSO2-

CA --mode enabled
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59. Enter the command to discover which SAML authenticators are available

Authenticators are created when you configure SAML authentication between Workspace ONE
Access and a connection server, using Horizon Administrator.

The output shows the name of the authenticator and shows whether True SSO is enabled

vdmUtil --authAs administrator --authDomain euc-livefire --authPassword VMwarel! --

truesso --list —--authenticator

60. You will notice True SSO mode is Disabled. Enter the command to enable the authenticator
to use True SSO mode

vdmUtil --authAs administrator --authDomain euc-livefire --authPassword VMwarel! --

truesso --authenticator --edit --name "Workspace ONE Access" --truessoMode ENABLED

For --truessoMode, use ENABLED if you want True SSO to be used only if no password was
supplied when the user logged in to VMware Identity Manager. In this case if a password was
used and cached, the system will use the password. Set --truessoMode to ALWAYS if you want
True SSO to be used even if a password was supplied when the user logged in to VMware
Identity Manager

Part 7: Validating Workspace ONE Access User and Group
Entitlements.

We will be validating an undocumented issue we have come across in the latest 2108 Connector
version of Workspace ONE Access
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® Workspace ONE"™ Access

Dashboard = Users & Groups Identity & Access Managemer

Web Apps

application

Wirlual Apps Collection

- a BambooHR Hub Configuration

1. In the Workspace ONE Access Console
+ Select the Catalog tab
+ From the dropdown, select Virtual Apps Collection

Virtual Apps Collections
m I EDIT ] I SYNC VJ[ DELETE ]

Hame Source Type

' Horizon Harizon

] | swne v][ DELETE

Sync with safeguards

2. Inthe Virtual Apps Collections window
+ Select the radio button next to Horizon
+ Select the dropdown next to SYNC
+ Select Sync without safeguards
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3 Apps @ my-iplivefirelab/ip [ VMware Hot

@ Work

Dashboard Id
Virtual Apps
:l Application
1. In the Workspace ONE Access console
+ Select the Users & Groups tab
Users (10)
User Name User ID Domain Directory

A Admin Tenant
A Debio Mark

A Dusello Fernando

A Goodsell Clint

adminisirator

Mark

Femando

Clint

Kevin

Syslem Domain
euc-livefire.com
euc-livefire.com
corppriv_local

euc-livefire.com

System Directory
LivefireSync
LivefireSync
corppriv local

LivefireSync

2. In the Users Interface
+ Select Goodsell, Clint
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Email

‘Add Entitiement

> Web Applications ©

v Horizon View Desktops (1)

uuuuuuu

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

3. In the Clint Goodsell interface
+ Select Apps tab

4. In the Apps tab

+ Expand Horizon View Desktops and Horizon Applications
+ There should be associated virtual desktops and virtual applications

+ If there are not move on to step 5, everything fine in your environment, move on to
Part 8

S |
Directories (3)

Directory Name Type

System Directory

Local Direclory

Active Directory over LDAP

Active Directory over LDAP

26. In the Workspace ONE Access Admin console
« Select the Identity & Access Management tab
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* In Directories area
* Select corppriv.local

€ Back to Direclories

of:

corppriv.local

Type: Active Direclory over LDAP

Symec without Safeguands

{1- Sync Settings

‘ EI Delete Directory

27. In the corppriv.local interface
+ Select Sync,
« From the dropdown, select Sync without Safeguards
+ Once the sync has completed
+ Select the User & Groups tab
 Select Debio Mark
+ Select the Apps tab
« Expand Horizon View Desktops and Horizon View Applications
*+ You should now have your Virtual Desktops and Virtual Applications
+ Note this is an undocumented feature we have discovered with regard to the
2108 connector version of Workspace ONE Access
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€ Back 1o User List Profile Groups Two-Factor Authentication 1
Back 1o User l P

1 Entitiements Add Entitiement
L Expand Al

Clint Goodsell » Web Applications (0)
{Clhint

Domain: corppriviocal . i
PP “ Horizon View Desktops (1)
Directory: corppriv local
Status: Q User is enabled
TYPE DEPLOYMENT
Principal Name: Chint@corpPriv_local

mEm
Distinguished Name: CH=CLINT W10_CorpPriv
GOODSELL OU=SALES.DC=CORPPRIV.D -

C=LOCAL

External ID: daef3625-e2a5-4a79%-b15b-

2efdedS5f1300 » Horizon View Applications (0)

Horizon View Deskiop User-Activaied rd

+ | Enable

28. Once the sync has completed
+ Select the User & Groups tab
+ Select eGoodselbio Mark
+ Select the Apps tab
« Expand Horizon View Desktops and Horizon View Applications
* You should now have your Virtual Desktops and Virtual Applications
* Note this is an undocumented feature we have discovered with regard to the 2108
connector version of Workspace ONE Access
* In the authoring of this lab there were a lot more attempts made. On a first test and
write, its not possible to validate the scope of this issue.
* It might be necessary to reach out to your instructor for further assistance
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Part 8: Testing Untrusted Domain Integration with
Workspace ONE Access

nag: X + (v - = X

Downloads Ctrl+)
Bookmarks k

—co r=a
foom = % = La
Print... Ctrl+P
Cast...

1. On your ControlCenter Server
* Open a New Incognito mode window session with your Chrome browser

orkspace OMNE = +

1T B aw-nikkodddhilivefirevidmpreview.com

labfip VMware Hornizon ® NSX manager “b App Volumes Mana.. @ UAG @ vlenter I3 A

Sedeci Your Domain

System Domain L

2. In the Chrome browser
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+ Using your custom Access URL, launch your Workspace ONE Access porta

* In the Select your Domain area

* Select corpPriv.local

+ Select Next

uzemame

clint

.’
~y

{

Workspace ONE®

password

Change to a different domain

corppriviocal

Forgot password?

vmware

3. In the Workspace ONE Access login

+ Under username
« enter clint

+ Under password
+ enter VMware1!

* Select Sign In
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® Favorites | Intelligent Hub * -+

< & 0 # aw-nikkodddhilivefirevidmpreview.com

@ my-iplivefirelab/ip VMware Honzon @ N3X manager ¢

r \ EUCLF Favorites People
“ p

Favorites

App Volumes Mana...

4. In the Web based Intelligent Hub
+ Select the Apps tab

€ Cc O & aw-nikkod44hilivefire.vidmpreview.com

@ my-iplivefirelab/ip VMware Horizon® NSX manager =&+ App Volume

I' .' EUCLF Favorites Apps People
-

Q Search Apps

All Apps

-

W10_CorpPriv

Categories

5. In the Web based Intelligent Hub
* Under the Apps tab
+ Select the W10 _CorpPriv entiltlement
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6. On your Horizon web client
+ Note that you had a single sign-on experience
* Log off when done
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Part 9: Unified EndPoint Integration with the Active
Directory Untrusted Domain

1. Onyour laptop / Desktop

i

<

Workspace ONE™ UEM

Username

engel.markham@gmail.com
Remember

Password

Log in as a different user

Trouble logging_in

* login with your Custom Workspace ONE UEM Credentials
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= L . P .
E\!: U Workspace ONE UEM engel.markham

B Content > Groups & Settings
Mabile Flow: ]
e Groups & Settings
e Settings =

Manage advanced cc

i, Groups
- Create and manage cu:
All Settings
PPS & BOOKS Setup, installagon, Con
m 1
L Configurations

Establish the foundatia
need to drive your bus

‘GROUPS &
SETTINGS

In the Workspace ONE UEM Admin Console
* Go to GROUPS & SETTINGS > All Settings

engel.markham

System
Getting Started
——

Enterprise Integration

T
Help
Localization
Terms of Use

S/MIME

Advanced

System

Enterprise Integration

Enterprise Integration Services

Content Gateway

oud Connector

rectory Services

In the Workspace ONE UEM Admin Console
+ Under System, select Enterprise Integration
« Under Enterprise Integration, select Directory Services
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3 nd :’a;;-lpl-:lal:] Ppp— CHAMNGE

|euc-livefire.com | ControlCenter_euc-live:

lo ADD DOMAIN l

> Advanced

4. In the Workspace ONE UEM Admin Console
* In the Directory Services window > Server Tab
 Scroll down and select + ADD DOMAIN

|euc—1ivefire.ccm | | ControlCenter.euc-live

| corpPriviocal | | ad2.corpPriv.local | x

| @ ADD DOMAIN l

ist relationship YES NO ‘ (i)
S

5. In the Workspace ONE UEM Admin Console
* Under the Domain area : enter corpPriv.local
« Under the Server area : enter ad2.corpPriv.local
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System » Enterprise Integration

Directory Services

erver User Group

(¥

Current Setting () Inherit (@ Override
Domain Base DN*
euc-livefire.com |DC=EU|:-IweﬂrE,DC=|:0||
corpPriv.oca | DC=corpPriv,DC=Local

[ PR .l“\l-...-..—-."'l-..—.—')"' -

6. In the Workspace ONE UEM Admin Console
* In the Directory Services window > User Tab
+ Next to corpPriv.local
* Enter DC=corpPriv,DC=Local

System » Enterprise Integration

Directory Services

Server User Group

Current Setting O Inherit @ Override
Domain Base DN*
euc-livefire.com C=eucliverirellemen

corpPrivilocal DC=corpPriv.DC=Local

") Override (@ Inherit or Override

ml TEST CONNECTION “ START SETL

7. In the Workspace ONE UEM Admin Console
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* In the Directory Services window >
* Next to corpPriv.local
* Enter DC=corpPriv,DC=Local

+ select

Tab

Part 10: Enrolling the EndPoint and testing the Integration

PN
o Quick access

I Desktop
& Downloads

[ This PC

I Desktop

Windows Security

| Your credentials did not work

Clipboa

rd Orga

» Remote Desktops

" Name

&, AD2.corpPriv.local RDP
%3, AppVol.RDP

%, AppVolProv.RDP

&, CaptureVM.RDP

% DEMProfiler.RDP

% Horizon.RDP

&, PackagingVM.RDP

% RDSHO12.RDP

% SQLROP

& TruesS0.RDP

%, TrueSS02.corppriv.local. RDP
% W10Client01.RDP

% wiOEXTO12.RDP

%, wiOParent01a.RDP

%, W51-Connector.RDP

| Your system administrator does not allow the use of saved
{  credentials to log on to the remote computer 172.16.30.30
| because its identity is not fully verified. Please enter new

{  credentials.

| W10EXTO1a\administrator

The logon attempt failed

1 More choices

OK

Cancel

1. Onyour ControlCenter server
* Openthe

+ Select and launch the

folder

shortcut

* Login with the username: W10EXTO1a\administrator

+ Login with the password: VMware1!
+ Select
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2023-08-10 10:03:54 -0400

Export Date: Page 86



Best match

n Workspace ONE Intelligent Hub
App

Search the web

P hub - See web results

e HubSpot - Developer and Marketer
hubris
hubspot login

hubris definition

hubbub
hublot

Jo
Jo
Jo
£ hubbell
Jo
Jo
Jo

huber funeral home obituaries tell
city in

Apps

B Feedback Hub

£ hub|

Workspace ONE Intelligent

Ap[

=7 Open

B pin to Start
13 pin to taskbar
& App settings
Y= Rate and review

£ share

[l uninstall

2. On the W10EXTO01a Desktop

* In the Type here to search area, type hub
* When the Workspace ONE Intelligent Hub is found, select Open

+ If your Workspace ONE Intelligent Hub does not load properly, go services and start

the Airwatch service

Workspace ONE Intelligent Hub

Email or Server Address

dw-livefire.awmdm .l:urr{
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3. In the Workspace ONE Intelligent Hub console
+ Under Email or Server Address
 type dw-livefire.awmdm.com

+ Select Next

Workspace ONE Intelligent Hub - O X

4

Email or Server Address

Group ID

markhamd-ddl ‘

Next

4. In the Workspace ONE Intelligent Hub console
+ Under Group ID
* type your UEM Tenant Group ID

+ Select Next
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Workspace ONE Intelligent Hub

Select Your Domain

corpPriv_local v

[] Remember this setting

5. In the Workspace ONE Intelligent Hub console

+ Under Select Your Domain

* From the dropdown select corpPriv.local

+ Select Next
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6. In the Workspace ONE Intelligent Hub console
* Under username
+ enter Clint

+ Under password
+ enter VMware1!

Select Sign in
* Note you will get a Enrolling your device this will take several minutes window

* When prompted, select | Agree
On the Congratulations window, select Done
On the Hello, Clint window, select Get Started

6 hitos B L it oreview. comlc » +
i« C 0 8 cas.wvdmpreview.com/cas/t/AW-LIVEFIREENGELRN/API1.0/REST landing7EAB_CALLBACK _URL=%2Fauth%2Flogin%2Fembeddedaut
x
Select a certificate
Select a certificate to authenhcate yourself to casdmpreview.com:dd3
Subject lssuer Senal
Chint engelmarkham 0EFSD
Certificate information “ Cancel
7. In the W10EXTO1a desktop
+ Launch your browser
* Enter your custom Workspace ONE Access URL
+ At the Domain Login, from the dropdown, select CorpPriv.local
+ Select Next
* In the Select a certificate,
+ Select OK
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@ Favontes | Intelligent Hub

- C 0

r‘ Favorites Apps People For You Support
~ PP P PP

Favorites

Looks

Add your fava
—

New Apps

L

—

W10CorpPriv

6. In the Workspace ONE Access Intelligent Web Hub
+ Select the Apps tab
* Enter your custom Workspace ONE Access URL
+ Launch your W10CorpPriv entitlement

* You should now have a complete Single Sign-on experience with Workspace ONE
About the Author: Reinhart Nel
https://www.livefire.solutions/meet-the-team/reinhartnel/

Any questions related to this session, email Reinhart at RACE-Livefire-EUC <RACE-Livefire-
EUC@vmware.com>
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