Getting started with Workspace ONE

In this section of your hands on labs you will put in base requirements for Workspace ONE
Access to integrate with VMware Horizon.

You will install the Workspace ONE Access Connector and configure Microsoft Active
Directory integration to sync User accounts and Security Groups

Part 1: Workspace ONE Access Connector pairing pre-requisites
Part 2: Installing and configuring the Workspace ONE Access Connector

Part 3: Configure Directory Sync with Workspace ONE Access Connector

Part 1: Getting started with Workspace ONE Access in our lab
environment

B Livefire Deskto...
no=reply Workspace OME Workshop | vIDM Tenant Information - Michael, Due to yo
4 livefire@wmware.com Viiware Livefire Class assigned - Dear Attendee, We wish you a warm we
AirWatch Administrater Password Expiry Notification - Waorkspace ONE LEM Ad

1. Inyour email account
* (used for registering you on this session )
* look for a no-reply email with Workspace ONE Workshop | vIDM Tenant Information
+ open the email
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= 0O @ B 0O & m D i
Workspace ONE Workshop | vIDM Tenant Information inbox «

® no-raply@livefire.solutions

- tome -

Michael,

a temporary Viviware Ide

Tenant URL: https://mholdsvongergd 72 vidmpraview.com

Admin Username: Administrator

L and use the provide:

& Reply )| ~* Forward |
A %, A

2. In your email
+ copy your Tenant URL information

A Avi Vantage Controller

rateway @ 4

# mholdsvorgerb4d72.vidmpreview.com,/au

Horizon®5ite 1 vm UJAG-HZN-01a wvm

3. Onyour ControlCenter server
« On your Site 1 Profile Chrome browser
+ Paste the Tenant URL information into the address bar

+ with your keyboard
+ select Enter
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Bookmark added

Mame

Folder

Maore...

Arccess

Bookmarks bar -

Ele——-

4. On the right side of the Site 1 Chrome Browser

+ select the Bookmark lcon

* In the Bookmark added window

* next to Name
* enter Access

+ select Done

Part 2: Workspace ONE Access , Connector pairing pre-

requisites

In this lab you will download the Workspace ONE Access connector configurations. These

configurations will be used later in Part 4 to installer the Workspace ONE Access connector.
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1.

Usemame

administrator

A

Workspace ONI

Password

|

System Domain

Forgot Password?

Change to a different domain

On your ControlCenter server

+ Open your Workspace ONE Access, Admin console URL

+ Under Username

* enter Administrator

* Under Password
 enter VMware1!

* Select Sign In

TA
Tenant Admin
TA
Workspace ONE Access Console
Manage Hub Experience
Account
Sign out (=
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2. Inthe Web Intelligent Hub Console
+ To theright,
« select TA

* From the dropdown
+ select Workspace ONE Access Console

] E vehrempod.Vidmpreview.com

my-iplivefirelab/ip Horizon®Site 1 wm  UAG-HZMN-01a vm UAG-HZ

g
(&J Workspace ONE Access

Monitc Accounts Resources Integrations Settings

% Comnector™

Connectors

Host L

3. In the Workspace ONE Access Console
« select Integrations
+ Under Integrations
+ select Connectors

* |In the Connectors area
+ select NEW

Connector Usage Confirmation

n Latest Warkspace ONE Access Connector

4. In the Connector Usage Confirmation window
+ select the radio button, next to :-
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+ Latest Workspace ONE Access Connector

+ select OK

Confirm the latest Workspace ONE Connector

k firm b use the latest Workspace ONE Arcmss Firesct his will enable you ta integrate with Haoriz Harizor

CANHCEL CONFIRM

5. Inthe Confirm the latest Workspace ONE Connector window
* select CONFIRM

Add Mew Connector Downioad Installer

1 Dovesiaad Irritalan

6. Inthe Add New Connector window
1. Downloader Installer area
+ select NEXT
Add New Connector Dowenload Configuration Filke
o

_| es-config.json ~
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7. Inthe Add New Connector window
2. Download Configuration File area
« next to Password: enter VMware1!'VMware1!
* next to Reenter Password: enter VMware1!VMware1!
+ select DOWNLOAD CONFIGURATION FILE
* note an es-config.json file gets downloaded

« select NEXT

Add Mew Connector SUMmmary

¥ Summary

8. In the Add New Connector window
3. Summary window
* select CLOSE

Cpen

Always open files of this type

Show in folder

Lance [

B e nfig.json

9. On your ControlCenter server browser
+ Next to the es-config.json
+ Select the Dropdown
 Select Show in folder
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¥ 7 ¥ | C\Users\Administrator\Downloads

Home Share View
& cut B =
J u W Copy path ‘ x | Il

Pin to Quick Copy Paste Move Copy  Delete Rename New
access [#] Paste shorteut to~- to~- - folde
Clipboard Organize

4 v'v s> ThisPC » Local Disk (C:) » Users » Administrator » Downl
= Name
# Quick access

sitel
Il Desktop *

‘ Downloads

- uagdeploy
= Documents o desktopini
&= Pictures - | | es-config.json h—
Certificate Bund D ils-patch-vcenter Open with
Bodizod \3 sitel.zip [ Edit with Notepad++
Sitel ¢ Site2zip & Share
Site Give access to
Restore previous versions
I This PC
“J 3D Objects iz
Il Desktop Cut
E Documents Copy h
B onaoa o P S SN

10. In the File Explorer window

+ Select and right-click the es-config.json file
+ Select Copy

* In the left pane
 Select Desktop

m Home Share  View
* D oy Cut
.

W Copy path
Pinto Quick Copy Paste Move Copy [
access [7] Paste shorteut 1o~ 1o
Clipboard Organ
« “ 4 B> ThisPC » Desktop »

I Desktop .~ Name
-‘vDowrllcads -+

Remote Desktops
= Documents # [ CA console.msc
= Pictures o+ desktop.ini
hol # DNS
sitel '::C' Postman
- 78 PuTTY
5 Site 1 profile - Chrome
Systemi2 5. site 2 Profile - Chrome
v I This PC s software
» _J 3D Objects
. El Neclkton

. > Network » horizon-01a.euc-livefire.com » software »

-

nts o+ ™ Name

Date
o ACCESS a2
ADFS 3y
App Volumes 211/
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11.

In the File Explorer window
+ Desktop area
+ Select the Software shortcut

In the Software folder

+ Open the ACCESS folder

¢ B0 A X

(TR

1]

Copy path
o Quick Copy Paste Move Copy Delete Rename New
ccess El Paste shortcut ¢ to - folder
Clipboard QOrganize N
- 1 » Network » horizon-01a.euc-livefire.com » software » ACCESS »

e

2| Documents # ™  Name

Date modified

B Pictures vidm Connector HOL Process
hol || dualbootupdatetar.gz
Sitel _| es-config,json
Site2 | £ jre-Bu201-windows-x64d.exe
System32 _, Workspace_ONE_Access_Connector_|nst...
EWorkspace—ONE—Access—[unnectur—lnst...
H This PC
- 3D Objects
Il Desktop View >
3 Documents Sort by >
-‘ Downloads gy b
. Refresh
JI Music
= Pictures Customize this folder...

% Local Disk (C:) Paste shortcut

12. In the File Explorer window
+ ACCESS folder
+ Paste your es-config.json file

Getting started with Workspace ONE
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Part 3: Installing and Configuring the Workspace ONE Access

connector

' E] = | CAUsers\AdministratorDesktopiRemote Desktops\Sitel

Home Share View
* I—‘l 3 Cut x

wel Copy path
Pin to Quick Copy Paste Move Copy Delete Rename Mew

access Jﬂ Paste shortcut to to - folde
Clipboard Organize
« v » ThisPC » Desktop » Remote Desktops » Sitel
Horizon ) Mame a Date mod
— % Horizon-01a.RDP 2/18/2022
Site2 B, RDSH-01a.RDP 4/13/204
I This PC B TrueSS0-01a.RDP 2/23/2022
o _ & W10Client-01a.RDP 2/11/2023
_J 3D Objects .
B wlDEXT-01a.RDP 3/19/2022
B Desktop - A0 Aoctor 0 2 BOD 2/4/2022 1
* Downloads
J‘ﬁ Music
| Pictures
1. Onyour ControlCenter server
* On the Desktop.
* Open the Remote Desktops\Site1 folder
+ Select and launch the WS1-Connector.RDP shortcut
Getting started with Workspace ONE Export Date: 2023-05-24 08:45:31 -0400

Page 10



Control Panel

Location: Control Panel

‘_.\0
# Metwork 1230 0M licat
2. Onyour WS1-Connector server
+ open the Folder
+ select the Folder
+ select and Launch
Open File « Secunty Warning o,
Do you want to run this file?
[ ] Hame okepace-OMNE-A¢cess- Lonnector-installer-22,09,1.0.exe

Publicher: YMwarc, lnc.
T:..TII:‘: Spplication
Fromz  \\honzon-0a\softwaret ACCESS\Workspace-OMNE-ficc...

“

While files from the Internet can be useful, this file bype can potentially
r harm your computer. Only run software from publishers you trust
hat's the risk?

E Alwmys ask before opening this file

3. Onyour WS1-Connector server
+ on the Open File - Security Warning windows
+ select
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g Workspace OME Access Connector - Installabion Wizard

1 Welcome to the Installation Wizard for
Waorkspace ONE Access Connector 22.09.1.25

Workspace ONE™ Access

The Installstion Wizard wil install Workspace ONE Access
Conrector on your computer, To contnue, dick MNext.

YWARMING: This program is protected by copyright law and
international restes,

< Badk Mexk = Cancel

4. On the Workspace ONE Access Connector - InstallShield Wizard

+ in the Welcome to the Installation Wizard for Workspace ONE Access Connector

22.09.0.0
+ select Next

ﬁ Workpace ONE Accsis Connector - Installation 'Wizard Tl
Liormes Agrecment f m
Fease read the foliowing boense agreement carefuly, o
|
I
. IVMWARE GEMERAL TERMS i

By downloading or using an Offering, Customer agrees to be bound by
the terms of the Agreement.

1. OFFERINGS. .

(%) 1 accept the terms in the bcense agreement Print
'::Ilil:hml mcrept the ferms i the boense agresment

e

5. Onthe Workspace ONE Access Connector - InstallShield Wizard
+ Licence Agreement window
+ select the radio button next to:-
+ |l accept the terms in the license agreement

+ select Next
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ﬂ Workspace ONE Access Connector - Installation Wizard X
Service Selection f ﬁ
Select services you want to install, <>

Click on an icon in the list below to change how a feature is installed.
Feature Description

Directory Sync Service This Service i ired if
. ) is Service is required if you
=59 - | User Auth Service ) want to sync users from your
<=3 ~ | Kerberos Auth Service Active Directory / LDAP servers,

<=3 = | Virtual App Service

This feature reguires 227ME on
your hard drive.

Install to:
C:¥Program Files\ Change...

Insta

[ ¥
(=

(1)

. <o =

6. On the Workspace ONE Access Connector - InstallShield Wizard
+ Service Selection window
+ Select Next

ﬂ Workspace OME Access Connectar - InstallShield Wizard s

Specity Configuration File fﬁ
==

Select the configuration file that you dovwnloaded from the 'Workspace ONE
Acoess console and enter Its password,

Click on Browss for the configur ation file.

r'u_hn-'um-ﬂia'.snf'h'fﬂ WECESS \ms-ronfig. json Browse. ..

Password: e

[ enable FIPS
See Instaling WMwere Workspace ONE Acosss Cormector 22.05.0.0, Vit the websie.

Ins Elishield

coak [ Tewr ][ conce

7. Onthe Workspace ONE Access Connector - InstallShield Wizard
+ Specify Configuration File window

* In the box in front of Browse...
* type \\horizon-01a\software\ACCESS\es-config.json

* Next to Password: type VMware1!VMware1!

+ Select Next
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5! Workspace OME Access Connector - Installation Wizard b

Select Default or Custoem Installation []jl:ﬂ
Select the type of nstalation that vorks best for your needs,

®) Default
ﬂ Lises default values for most settngs.

I:'Enhnn

Lets you configure settings such as ports, certficates, prowy and
sysing Servers,

[restalishieid

T

8. In the Workspace ONE Access Connector - InstallShield Wizard
+ keep Default
+ select Next

Specify the user name and password of the domain account that will be used to run
the Kerberos Auth Service and the Virtual App Service,

Specify Service Account @

The user account must be in the form DOMAINYJsername.

User name:
|E|..|c-hfefre.-cmn1admi'nish'a'l‘ur Browse...

Password:

|| 'I'I'I'I'I'I'I-I-I

<o conce

9. In the Workspace ONE Access Connector - InstallShield Wizard
+ Specify Service Account window
+ under User name: type
* euc-livefire.com\administrator

« under Password:
* type VMware1!

+ select Next
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ﬂ Workspace OME Access Connector - Installation Wizard hod

Ready to Install the Program ﬁ'_]l:ﬂ
The wizard is ready to begin instalaton, Conge

Chck Install to begn the instalabon,

[ you want to review or change any of your nstallation settngs, didc Badk, Chok Cancel to
ewit the wizard.

Installed fConfigured Apphcation
UserauthService : Configured an Port 8090 Prooy Server : Not Configured
DirectorySyncService : Configured on Port BIE0 Syskog Server : Mot Configured

VrtualAppService : Configured on Fort 3008
KerberosfuthService : Configured on Paort 443

Mo of Trust root cerbficates =0 S8l Certificate : Custom

InstElshield

S

10. Inthe Workspace ONE Access Connector - InstallShield Wizard
+ Ready to Install window
+ select Install

¢ The Installation of the Workspace ONE Access Connector will take about 10 minutes to
complete. Continue with Part 5 while the installation is going. Check back periodically

to ensure it has successfully installed.

15 Workspace ONE Access Connector - Installation Wizard

Installation Wizard Completed

The Instalation Wizerd has successfuly installed Werkspace
OME Access Connector. Chd: Finish to ext the wizard.

®

Workspace OME™ Access

[ showe the Windows Instaler log

LS
< Back IE[ Cancel

11. In the Workspace ONE Access Connector - InstallShield Wizard
+ Installation Wizard Completed window
+ Select Finish
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Part 4: Configuring Directory Sync with Workspace ONE Access

connector

€ First we will configure the Attributes. Note! Every organisation will need to research
their requirements when deciding whether or not to set attributes to required. For

specific applications where this needs to be considered, if the associated user object
does not have the attribute, authentication might fail.

® Favorites | Intelligent Hub x Workspace ONE Access

“ C O # aw-livefirernpod22.vidmpreview.com/w:

@ my-iplivefirelab/ip Horizon®Site 1 wm UAG-HZN-01a wvm UAG-

@I Workspace ONE Access Q

Settings

User Attributes

The default Workspace ONE Access dir@gtory attri
SAVE
n Preferences
Default Attributes

Select the attribyg

attributeg

1. In the Workspace ONE Access Admin console

* Select Settings

+ Select User Attributes

Getting started with Workspace ONE

Export Date: 2023-05-24 08:45:31 -0400

Page 16



2.

3.

Getting started with Workspace ONE

A AviVantage Control... w= HZN Cloud &% wvcenter-O1a

In the User Attributes console
* In the right area under Custom Attributes
« Select ® ADD ROW 3 times

Add your own attributes to sync to the directory. G
attnbutes page to map these attributes

neiBics

objectund

sk

* ADD ROW

In the User Attributes console
« Under Name
+ Add the following additional attributes
« note this is case sensitive :

+ objectGuid
* sid
* netBios

Export Date: 2023-05-24 08:45:31 -0400
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® Favorites | Intelligent Hub x Workspace ON

< C O B aw-livefirernpod22.vidmprevie

@ my-iplivefirelab/ip Horizon®35ite 1 vm  UAG-HZIN-(

e
LL%J Workspace ONE Access

User Attributes

The default Workspace OME Acce
Login Preferences m ‘
A et 3 0 Aanss s
JAuUt 2 Management B "
- = Default Attributes

4. |In the User Attributes console
+ Under User Attributes
+ Select SAVE

&« 6] @ aw-livefirernpod22 vidmpreview.com
p p

@ my-iplivefirelab/ip Horizon®Site 1 vm  UAG-HZN-01a

System Directory

5. In the Workspace ONE Access admin console.
+ Select Integrations,
* Select Directories
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® Workspace ONE Access

Monitor Accounts  Resources Integrations | Settings

Authentication Methods

Directories

ntegrate your enterprise directories with VMware Work

ADD DIRECTORY

Active Directory

A EFityr Drsie - ™ - s r
dentity Providers LDAP Directory

b agic Link Local User D |IE'::'DTII:'|".

6. Inthe Directories area
+ To the right
+ Select Add Directory

* In the Add Directory dropdown
* Select Active Directory

esources Integrations Settings

B Directories > Add Active Directory

Connectors

uthentication Methods
v o1 Directory Information

Magic Link Directory Name * Euc-livefire

Type ° Active Directory over LDAP

‘ CANCEL NEXT I

() Active Directory over Integrated Windows Authentication

7. Inthe Add Active Directory Page,
+ Under Directory Information
+ Directory Name: type EUC-Livefire
+ Ensure the Active Directory over LDAP radio button is selected
+ Click NEXT
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& Directory Information

> ©
Connectors v (@ Configure Directory

Directory Sync and Authentication

ry Sync host that syncs users from Active Directory to the WMware Workspace ONE Access directory

Directory Sync Hosts *

Authentication

Se tio! ector
) Ad ds lats
User Authentication Hosts - @ Wsi-Connector.euc-livefire.com (Active)
User Name sAMAccountName
External ID - objectGUID
Server Location B s direct
Encryption ([ Require STARTTLS for all connections

Bind User Details

Base DN - dc=EUC-Livefire.dc=com
Bind User DN - cn=administrator.ou=corp.dc=EUC-Livefire.dc=com
Bind User Password ~ ssesesseee

CANCEL SAVE

8. In the Configure Directory section,
+ Leave the Directory Sync and Authentication as default
* In the Bind User Details area
+ Enter the following Next to :
+ Base DN: dc=EUC-Livefire,dc=com
« Bind DN: cn=administrator,ou=corp,dc=EUC-Livefire,dc=com
+ Bind DN Password: VMware1!

+ Select Save

v 3 Select Domain(s)

Select at least one domain

Domains @ euc-lvefire com

SAVE

9. Inthe Select the Domains page,
« euc-livefire.com (EUC-LIVEFIRE)
« Select Save.
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netBios

fnsDS-PrincipalName

Lustom Value

objectGuid

objectGUID

Employee organization 1D

Phone

Profile of an user

Custom Value

telephoneNumber

Custom Value

sid

objectSid

Office 365 Source Anchor

userPrincipalName

SAVE

objectGUID

userPrincipalName

10. On the Map User Attribute page
« Map the following attributes :

+ what you enter here is case sensitive

« Scroll down next to:;-
* netbios:
+ select custom input

« enter msDS-PrincipalName

+ objectGuid:
+ from the dropdown
 select objectGUID

* sid:
* select custom input
* enter objectSid

* In the bottom left corner
+ select SAVE

€ Note: userPrincipalName is a required attribute for Horizon, it is enabled by default

Getting started with Workspace ONE
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P U tributes
T > @ Map User Attributes

UEM Integration
w 5. Sync groups

Select the groups yo

Enter the top-level group that you would

Sync nested group members
| + aco

Tap-lewel group name

Create Group

Give a name to the top-level group

Name dczguc-iveline do=com

CAMCEL J ADD

11. On the Select the Groups you want to sync page,
*+ select +ADD
+ under Create Group
« enter dc=euc-livefire,dc=com

* select ADD

Enter the top-level group that you would like to use as a filter. Click the Select Groups button to a

Syne nested group members

= ADD

Top-level group nams

Groups to sync

de=suc-livefire de=com 2l [ setect 2 §| seLe

Mapped Group Results

SAVE
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12. On the Select the Groups you want to sync page,
+ under Select All
+ select the check box

* select SAVE.

v 6. 5Syncusers

Select the users you want to sync

Enter the User DNs to sync, for example, CN=Users,DC=example,D(
m

ple, CN=Users DC=sales DC=example, DC=com;(&

Specify the user DNs

[ggzcc:-rg.dc:EUC-Lweﬂre_dc:com

13. In the Select Users you would like to sync window
+ under Specify the user DNs
+ edit the existing syntax so that it reads
+ ou=corp,dc=EUC-Livefire,dc=com

+ select SAVE
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>

’

W

© Sync groups

Sync users

©

7. Sync Frequency

Sync Fregquency

Every hour

SAVE I SAVE & SYNC

14. On the Sync Frequency window
* next to Sync Frequency
+ from the dropdown
+ select to Every hour

+ select SAVE & SYNC

Monitor Accounts

Authentication Methods
Connectors

Directories

Connector Authentication Methods
Hub Configuration

Identity Providers

Magic Link

Okta Catalog

People Search

UEM Integration

Resources

Integrations Settings

Directories

Integrate your enterprise directories with ViMware Workspace ONE Access to sync users and groups. Learn more.

ADD DIRECTORY v

All Directories

Directory Name v | Type v | Dom: ¥ | Synced Group: Synced Users Last Synced Attempt Aler
(O | System Directory Local Directory 1 0o 2
53 2 Apr 13,2023, 24817 PM @

() EUC-Livefire Active Directory Over LDAP 1

Dire

ctories per page 10

2 Directories

15. On the Directories window
+ Refresh your browser window
* note the Synced Groups and Synced Users

Getting started with Workspace ONE
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<« C O # aw-livefirernpod22 vidmpreview.com/ws1-admin/#

@ my-iplivefirelab/ip Horizon®Site 1 vm UAG-HZN-01a vm UAG-HZN-01b

16. In your Workspace ONE Access admin console
+ select Settings
+ select Login Preferences
+ under Login Preferences
+ select EDIT

tegratior Settings

Login Preferences

nfigure Login Preferences

OAuth 20 .'\v’l.ﬂi'ﬂﬂ.’"\"'.’-l'l'

Password Policy EEHE

Show system domain on login page i B

Hide "Change to a different domain” link

on legin page

Use email address to sign in to Workspace
ONE App

Enable persistent cookies for user sessions (4

Sync group members to the directory I
when adding group

URL address for rendering VMware

17. In the Login Preferences area
* Inline with:

* Sync Group Members to the Directory When Adding Group
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+ select the Checkbox

CANCEL SAVE

18. In the Login Preferences area
* in the bottom right
*+ select SAVE

Monitor Accounts Resources Integrations Settings

Authentication Methods

Directories

Connectors

ntegrate your enterprise directories with VMwarg

I ADD DIRECTORY ~ ]

i ib Py - e
Hub Configuration

All Directories

lentity Providers

[

Magic Link

Okta CE'.-BL‘“;Q Directory Name T Type

= ; () | System Directory Local Di

People Search — N -
EUC-Livefire Active

UEM Integration

19. Inthe Workspace ONE Access console
* select Integrations
+ select Directories
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Authentication Methods

Directories

Connectors

ntegrate your enterprise directories with VMware Workspace ONE Access

Lirectones

Connector Authentication Methods

I ADD DIRECTORY v ]

Hub Configuration

All Directories

=]

dentity Providers
Magic Link

Okta Catalog
People Search

UEM Integration

Directory Name T

System Directory

Type T
Local Directory

Active Directory Owver LDAP

to sync

users and ¢

Domains

20. In the Directories area

+ select EUC-Livefire

Monitor Accounts

Resources

Authentication Methods

Connectors

Connector Authentication Methods
Hub Configuration

dentity Providers

Magic Link

Okta Catalog

Integrations Settings

Directories > EUC-Livefire

This page contains detailed information about the selected directory.

Type: Active Directory Over LDAP

l SYNC I’DJ l DELETE

Sync with safeguards

Sync Logs Sync Settings

sync

without safeguards

General Information

Directory Name * EUC-Livefire

»  Active Directory Over LDAP

Directory [y

Active Directory over Integrated Windows Au

21.
* In the right corner
* next to Sync

In the EUC-Livefire directory area

Getting started with Workspace ONE

* select the dropdown
+ select Sync without Safeguards
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