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Getting Started - Workspace ONE Access &
Workspace ONE UEM SaaS Instance

Overview

The scenario you will be working with this week is a company called Euc-Livefire. They are a very
dynamic organisation and have traditionally been on-premise but have recently moved into the
cloud without truly understanding the challenges and would like a simple solution from an end-
user perspective.

The organisation has key drivers around security, availability, mobility, and business continuity.
At present all user Accounts and Passwords are managed in Microsoft Active Directory.

The organisation has recently started started using Salesforce and BambooHR as Saas
Applications

End-users require consumption of their applications across all platforms and recently have
commented on how difficult it is to remember all the access portals and passwords.

Our objective this week will be to integrate all existing resources both On-premise and SaaS
into a singular simple solution for end users.

Colour Code Conventions

In the Screensteps we have made a lot of effort to colour code our work to facilitate a
better user experience

1. There are 3 colours we use as part of the Screensteps convention
« If the colour is in a bold Green. Its something to click or select
 If the colour is in a bold Blue. Its something to type out or enter
* If the colour is in BOLD BLACK. Its something to look our for to assist you in finding
the final destination on the page to either enter or select

2. Overview of our On-premise and SaaS resources
« The following resources in your lab environment are representative of what the EUC-
Livefire organisation "On-premise' resources.
* Active Directory Domain Controller and DNS services.
Server Name is ControlCenter2 and the Active Directory Domain is EUC-Livefire.com
* Horizon Connection Server
« Asingle Broker called CS1-PD1.euc-livefire.com.

* 1 Windows 10 Instant Clone Desktop pool
« 1 RDSH server with published applications

+ Connector Server
« A dedicated Windows server called ws1.euc-livefire.com, this is dedicated for the
Workspace ONE Access Connector and the Workspace ONE UEM Airwatch Cloud
connector.
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3. Cloud SaaS resources
« A SaaS Instance of Workspace ONE Access (formerly known as VMware Identity Manager)
« A SaaS Instance of Workspace ONE UEM (formerly known as VMware AirWatch)
* In a later part of the labs you will register with the following SaaS services with a view to
building a complete EUC solution.
« A Salesforce tenant with Workspace ONE Access
« BambooHR tenant with Workspace ONE Access

4. Please validate that you have an email registration link sent to you for Workspace ONE
Access
5. Please validate that you have your own unique Student Number before starting this session.
6. As a best practice, right from the start
+ For all Saas resources, ensure you document all associated access information in a text
editor

* Admin URL

* Username

+ Password

* This will include the following:-
* Your Saas instance of Workspace ONE UEM
*+ Your Saas instance of Workspace ONE Access
*+ Your Saas applications:-
+ Salesforce
* BambooHR

* Your Access URL's into the VMware Learning Portal, representing your on-premise
resources
* Username
+ Password

Failing to document your online resources properly might cause severe disruption to your
overall Lab experience.
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Part 1: Logging into your "ON-Premise Infrastructure

web.hal ymware. com,

1. Onyour laptop / Desktop. Open the following unique lab registration link found on
www.vmware.com/go/euclivefire
+ Under Lab Link. Click on LABS
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% ENTER USERNAME AND PASSWORD

Username nelr@vmware.com

Passwaord seessans

Forgot Password?

@ English

LOGIN

Privacy Motice [

Cookie and Tracking Technologies Usage

2. Enter your assigned Username.

+ This will be the email address you were registered with for this training session

+ This will be a Password you know. Its very likely you will have to select
to reset .
« An email will be sent to

& FORGOT PASSWORD?

You can reset your password by sending a verification email or by answering your security questions

SEND EMAIL ANSWER QUESTIONS

Cancel

Privacy Notice

Cookie and Tracking Technologies Usage.

& ENTER USERNAME

Enter your username and a link will be sent to your email address
to reset your password.

Username nelr@vmware.com

SEND

Cancel

Privacy Notice (.

Cookie and Tracking Technologies Usage.
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3. Onthe FORGOT PASSWORD? window select
* In the ENTER USERNAME. Enter your registered email and select

%) ENTER USERNAME AND PASSWORD

Username nelr@vmware.com

Password LELLELE L

Forgot Password?

@ English

LOGIN

Privacy Notice

Cookie and Tracking Technelogies Usage

4. Once you have reset your Password, enter your Password and select

& ymwarslaamingplatiorm, com

LE&ARMNG
PLATFCORM

AMER-TEST-CB-LF: L§5-2020-05-EUC-CarbonBlack-2.0
PAOGRESS:
TIME REMAIMING: 11 hours 25 minutes

¢ LAB DETAILS

5. Once you have logged in select
*+ Select
* FYI. The below mentioned Screenshot does not represent your enroliment for this
course and is a generic screenshot
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Part 2. Logging into and gaining access to Workspace ONE
Access

AirWatch Workshop | vIDM Tenant Information

O svc.labadmin
O Simeon Fr. ank
Wednesday, November 28, 2018 at 4:46 PM
Show Details
Simeon,
Due to your recent enrcliment in US-LSS-2018-09-EUC-v4.0, you have received a temporary ViMware Identity Manager tenant that is necessary to complete the lab!
I' Jenant URL: https://sfrank5440 vidmpreview.com
+ Admin Username: Administrator
+ Admin Password: VMware1!

To login to your VMware Identity Manager tenant, navigate to the Tenant URL and use the provided Admin Username and Password values on the login screen.

Signin
Forgot Password?
Change to a different domain

vmware

1. Look in your e-mail and you should also have received an e-mail from
svc.labadmin@vmware.com.
* NOTE: Check your JUNK folder
* This e-mail contains the unique tenant for your vIDM SaaS instance. Click on the TENANT
URL to launch the VIDM Admin Console.
+ Use the credentials provided to login : Username: Administrator Password: VMware1!

Tenant Admin w

Administration Console

Settings

5ign Out
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C @ https://sfrank5440.vidmpreview.com/SAAS/admin/app/page#!/dashboard

£ VMWIDP 7% MY WS1 g LABSZ z Wiki m AW-Academy £} Zendesk.. B3 TechDocs [3 Teols [EJ Personal & SharePoint B3 Airwatch B3 E

o Creeeones

Dashboard - Users & Groups Catalog -~ Identity & Access Management Roles

Users Logged in Today

@

)

£

2

g

3 3

-
User Last Login
A administrator (Syste 2m ago
A temp_admin (Syste... 36m ago

2. Now that you are signed in, change from the catalog view to the admin console by
navigating to the top right and clicking on Tenant Admin and selecting Administration
Console from the drop-down.

* You should now see the Workspace ONE Access Admin Console to which we will return
in a later lab.
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Part 3. Logging Into Workspace ONE UEM

* Open a browser and navigate https://dw-livefire.awmdm.com

+ Use the e-mail address you signed up to the course with as the User Name (e.g
sfrank@vmware.com) and the password: VMware1!

+ Click Log In

* In the Terms of Use page select

* Now set a security question and answer and a four digit Pin

* You should now be on the window of the UEM console which is the
default landing page.
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Part 4. Integrating with Workspace ONE Intelligence

Uj? Workspace ONE UEM

GETTING Overview

Admin Panel
W2 App and Profile Monitor
Templates

O

DEVICES

Reports and Analytics

-
2

ACCOUNTS

APPS & BOOKS

O

CONTENT

Reinhart_horizon

Monitor

Intelligence

Intelligence

v

ntelligence is about
Experience faster de
and user experience

JASAN
|9, ®)

Integrated Insi

Get complete vis
and enable data
entire environme

LAUNCH

OptIn

This part of the lab will take you through how to activate your WorkspaceOne Intelligence Trial

environment from the UEM console.

1. In your Workspace ONE UEM Console
* Onyour left pane, select Monitor
* Select Intelligence
* Select LAUNCH

EUC: Horizon Integrations 2020

Manual Export Date: 2020-12-03 07:22:31 +0000 Page 12



Terms of Service

You must accept the following terms of service to use Intelligen:

By using a VMware cloud service offering ("Service Offer
Service"), and by the applicable Service Description, the
Aareement. Terms. all of which toaether constitute the "Ac

Name . Demal

Email Address . Demal.Custro@outlook
Title . Solutions Architect
Company Name VMware

Company Address Vmware UK

2. Inthe Terms of Service page enter your registered email and details
* in the bottom right corner Select ACCEPT

& sandbox.data.vmwservices.com

iii Apps I SAASAccess UEM

@ Workspace ONE Intelligence Q, APPS:

Automations

Dashboards

Home Getting Started

Integrated Insights, App Analytics and Aut

1P A F ]

3. We will setup the integration of WorkspaceOne Intelligence with Workspace ONE Access.
* This will allow us to begin aggregating information based on logins to Workspace ONE

UEM and AppLaunch.
+ At the top of the page select Integrations
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on

@ Workspace ONE Access

Brs Authorize Workspace OMNE Access as a data source to
stream data about Workspace ONE users and events to
Intelligence.

Integration /'I

SET UP

4. In the Workspace ONE Access Box, select SET UP

Set Up Workspace ONE Access X

Workspace OME Intelligence can connect to a Workspace ONE Access instance registered to your tenant. You can

authorize this instance to stream data from Workspace OME Access to Workspace OME Intelligence.

Monitor Apps Logins Track App Adoption and Usage

GET STARTED

5. Inthe Set UP Workspace ONE Access window, select GET STARTED
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Authorize: Workspace ONE Access X

Intelligence would like to get access to Workspace ONE Access for the following:
» Connector Permissions
~ Provide Credentials
Provide your Workspace ONE Access Console URL below.

Tenant Domain https:ffaw-livefirehorizonm vidmpreview.com/

iou will be redirected to Workspace ONE Access 1o autherize

‘ CANCEL CONNECT TO WORKSPACE ONE ACCESS

6. In the Authorize: Workspace ONE Access window, expand Provide Credentials
* Next to Tenant Domain enter the full FQDN including HTTPS of your ACCESS Tenant
« Select CONNECT TO WORKSPACE ONE ACCESS

(s

Workspace ONE

Workspace ONE Intelligence Integration

Do you authorize sending user and event data from VMware Workspace ONE Access o

Workspace ONE Intelligence?

Decline

7. In the Workspace ONE Intelligence Integration window, select Accept

EUC: Horizon Integrations 2020 Manual Export Date: 2020-12-03 07:22:31 +0000 Page 15



Part 5. Configuration of a Custom Test Account

PuTTY

'~ Command Prompt
DNS
VMware Horizon Client
Notepad

Windows
Administrativ...

Firefox

Google Chrome

Notepad ++

-?
Management
Console

1. Revert to your "On-premise" Infrastructure.
* On the ControlCenter2 server, select the button
* In the Start Menu, select
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= | Administrative Tooks

ame Share

f i= » Control Panel » All Control Panel tems » Administrative Tools

access
Terminal Services

o IV Active Directory Administrative Center
nloads 3 Active Directory Domains and Trusts
iments Module for Windows Pa..
res T Active Directory Sites and Services
topindo +a Active Directory Users and Computers

. % ADSI Edit

73 Certification Authority

File Action View Help

pe | 2@ A O(XC A= HM S RETER
] Active Directory Users and Com|| Name Type Description
- Sa'.'ef%O_leenes %Marketing Security Group..
v F3 euc-livefire.com E)User'l User
Ezl:\muters E) User2 User
- 3 :orpp E)UserB User
2| Computers E)Useﬁi L5
2| HelpDesk
2| ITSupport
= Marketing
= | Domain Controllers
ForeignSecurityPrincipal:
2. Open .
+ Expand the domain,
+ Expand the
+ Expand the
. Save;l&gerles hﬁMarkmng Security Group...
~ i euc-livefire.com 2
Builtin N e o
& User2 User
Computers
E)Users User
v 3] Corp E)U 4 U
=] Computers s o
2| HelpDesk
= | [TSupport
2| Mark ™
= Domain ¢ Delegate Control...
ForeignS: Move...
Managec Find...
Users
New > Computer
All Tasks > Contact
View 5 Group
InetOrgPerson
- msD5-ShadowPrincipalContainer
S mslmaging-P5Ps
Rename MSMQ Queue Alias
< . Organizational Unit
) Export List... Pri
Create a new object.. rinter
Properties User
Help Shared Folder
PR S e e ey

3. On the Marketing OU select and right-click the and select
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» For a future Salesforce Lab to work, we need to ensure we create an identical account
with all account credentials matching your Salesforce account. Fill in the unique user

details,

Mew Object - User

"‘;_El Create in:

First name:
Last name:

Full name:

|User logon name:

| User35ANL

eucdivefire com/Comp/Marketing

[User35ANL | el [

o |

|LIser35f-‘-.NLANL |
| @euc-ivefire com w

|User logon name (pre-Windows 2000):

|ELIC-LNEFIHE‘\

| |Llser35}-‘-.NL

< Back Mext = Cancel

4. Fill in the following details:

 First Name: User xx {your student number + {the first letter of your city and country

abbreviation}} eg User35ANL

+ Last Name: the first letter of your city and country abbreviation eg ANL

+ User logon name: Same as your first name eg User35ANL
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New Object - User X

L?) Create in:_ euciivefire. com/Com/Marketing

[] User cannot change passward
T, Y—
(] AcSdtnt is disabled

< Back Next > Cancel

New Object - User X

;J Createin:  eucdvefire com/Com/Marketing

When you click Finish, the following obiect will be created

Full name: User35RNL RNL
Userlogon name: UserRNL@euc-ivefire.com
The password never expires

o [Crom ) oo

5. Inthe New Object - User, type and confirm your password VMware1!
+ Select the Password never expires checkbox, select Next, select Finish

User36AML ANL Properties 7 *

Published Certificates  Member Of  Password Replication  Dialin ~ Object
Security Environment Sessions Remote control

D gt Services Profile COM= Attribute Editor
o.s Account Profile Telephones Crganization
S

neral
; User3BAML ANL
UL

First name: |User35ANL | Initials: |

Last name: |ANL

Description: |

|
|
Display name: |User35ANL ANL |
|
|

Office: |

Telephone number: | | Cther...

E-mail: UzerdBANL@eucivefie com| o

Web page: Cther...

Cancel Aoply Hep

6. Select your custom user and select and go to Properties,
+ Select the General Tab type in the email address, with the user's first name as the user
followed by "@euc-livefire.com" eg.user35ANL@euc-livefire.com
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User3SANL RL Propertes ?ox

Sty Ewiooment  Sessors  Remtecowol
Fencte Deop Sevies Prefle COMe Avbute e
g Prfle  Tokshones  Organaion

(T
Famaygup:  Doran Ui

R Tt cange iy g s
AP G00 yos have Macrtoh cherts o POS K complat
appcatons

= o

User3SANL RNL Properies X

Seorty  Ewoomet  Sessors  Remtecowol
Foncte Detop Sovoes Pofie  COMe Riute Edr
Genedl  Addess  Accort  Prolle Teehores  Oganaaton
Puked Cotftes MerberOf  Passwod Rhcaton Dt Chiect

7. Select the Member Of tab select Add, in the Enter the object names box type Marketing
and select Check Names, select OK, select™ OK
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Configuring the Workspace ONE Access and
the AirWatch Cloud Connector

Part 1. Configuring the Workspace ONE Access Connector

We have pre-installed the Workspace ONE Access Connector for you in the Lab environment.
However since we have cloned the machine the connector is in an idle state and needs to be re-
initiated.

lame
3 Quick access = WIULIIEntU | KUK
B Desktop % W10Client02.RDP
& Downloads % w10EXTO1a.RDP
% wl0Parent01a.RDP

%] Documents
&/ Pictures
Dump
hol

19 items 1 item selected 2.38 K

1. Log into your ControlCenter2 server with username administrator@euc-livefire.com and

password VMware1!

1. Onyour ControlCenter2 server desktop select your folder and select
and launch your shortcut.

2. When prompted log in as username administrator@euc-livefire.com with the
password VMware1!

3. On the WS1-Connector server open the File Explorer to the following path
C:\\VMware\VMwareidentityManager\Connector
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usr 5/6/2019 837 AM
idm-connector-installer 5/6/20719 8:39 A

idm-connector-msi-installer

&| install
Re Open
up Edit

Drint

% Run[§ administrator

Send to >
Cut
Copy

Create shortcut

2. Right Click the install.bat file and click Run as Administrator

D‘t = Windows PowerShell | = | ':'| x |
ERFri @5-17-2019 11:34:=14.18 ——— Checking INSTALL_SOURCE ———

Fri @5-.17-2019 11:34:14.21 ——— Checking JAVA_HOME ———
ERIAVA_HOME=C:~Program FilessJava“jrel.8.0_2

Fri B5-17-2019 11:34:14.53 ——— Processing command line arguments ———

3. This will launch a PowerShell window that will clear out the state of the connector. Wait till
the Powershell Window closes which confirms it has run successfully.
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Everywhere -

@ Component Services

o

4. Open services.msc and start the VMware IDM Connector service

Microsoft Azure

Services
iew  Help
1o = He » »umwn
h . Services (Local)
VMware IDM Connector Mame - Description Status Startup Type Leg ¢
- Spot Verfier Verifies pot.. Manual (Trig... Loc
F\‘iCE - 55DP Discovery Discovers n... Disabled Loc
. Storage Tiers Management  Optimizes t... Manual Loc
Description: o Superfetch Maintains a... Manual Loc
VMware Identity Manager Connector ', System Event Motification 5. Monitors sy...  Running  Automatic Loc
-+ System Events Broker Coordinates.. Running  Automatic (T.. Lec
o Task Scheduler Enables a us.. Rumning  Automatic Loc
o TCP/IP MetBIOS Helper Provides su.. Running  Automatic (T.. Loc
o Telephony Provides Tel... Manual MNet
+: Themes Provides us.. Rumning  Automatic Loc
+: Thread Crdering Server Provides or... Manual Loc
+UPnP Device Host Allows UPn... Disabled Loc
o User Access Logging Service  This service .. Running  Automatic (D.. Loc
- User Profile Service This service .. Running  Automatic Loc
Manual Loc

o Virtual Disk

UTTaTe )

& VMware Tools

 Volume Shadow Copy

Provides m...

Provides su...

Manages an...

Running

Automatic
Manual

5. Wait for a few minutes till all the services have launched and move on to the next part of the

lab.
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6. Our objective is to associate our on-premise connector instance with our SaaS instance of
Workspace ONE Access.
« Onyour Control Center2 server desktop, Open your
1. Onyour chrome select the shortcut or type
https://ws1-connector.euc-livefire.com:8443/cfg in the address bar
2. On the Your Connection is not private page, select Advanced and select

3. Onthe Get Started Window select

4. In the Set Passwords section next to Username type admin next to password type
VMware1! next to Confirm Password type VMware1! select at the bottom
of the page.
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&« c Q @ aw-jesushorizon.vidmpreview.com/SAAS/admin/identity w e :
Apps [ Horizon £} WS1-Connector [Jl] NSX-T [ vCenter ofa App Volumes

® Workspace ONE™ Access Tenant Admin + AW-JESUSHORIZON

Roles Q e

Dashboard vo;ersasrnuns Catalog - Identity & Access Management
Custom Branding  User Attributes ~ Terms of Use  Preferences  Auto Discovery  Okta  VMwareV >  Manage Setup

Host Enterprise Service T Status Health Version

Virtual Apps Usage Confirmation

Use Workspace ONE Access 20.01

clors °

[® use legacy connectors, if you want to use Virtual Apps

(i) This page will be refresned after you make the SeleCtion

=
7. On your browser, open up a , havigate to your unique Workspace ONE Access

Tenant and if you have not done so login as Administrator with your unique password,
that your received in your e-mail login
+ Navigate to > >
+ On the Virtual Apps Usage Confirmation window, Select the next to Use
legacy connectors, if you want to use Virtual Apps Select
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@ ‘Workspace OME™ Acooss Vot Adewie - AW-LINVEFIREHORIZONRN

Dutcard »+  GemidGoum | Geseg - CEIUTREEEHICERERRS Ao =

Lopaey Ganseutass  Comwsestms  Cimless Hossdum)  Gher Allodades  Seresof b Pesmerses (6l e Sy

L ]

Legacy Connectons =n

(77 i men 1ot e g o ovn. Plesess w1 et ko e, You Zan nekies i corion code by chctng &b Coneror
= Azl Cormasia

Add a Connector

Add the connector name and click Generate Activation Code. The connactor activation code is used to establish communication
batwaan your service and tha connector, Gopyeivamn code and apply it 10 your CONNector setup.,

Gonnector ID Name® WS1-Connector o

Connector Activation eyJVAGEIDIOY TOZNTFMOC mjgzLTNKZGEIOGJINYDOMGZK M2 IwNZJIODYEWUS TINC TRyWFVDZLUSC
Code

* In the Legacy Connectors area:
 select Add Connector
* Inthe Add a Connector window. Next to Connector ID Name: type WS1-Connector.
 select Generate Activation Code
* copy this code

x 4

s1-connector euc-livefire.comBid3

C @ 0

Activate Connector

e/ GBI T TP e MO OGOV SIS T TFFF2UBGom
VAR AL TUSRUSLC o OUoMRACoAL2F L i )AL o 2|
445580 Yy S\ RSP B ES ST,

Whstiodoer
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9. Revert back to your WS1-Connector Server setup: On the activate connector page
this code into the Activation Code box of your Connector configuration setup, select

* You should get a setup is complete page inside the Workspace ONE Access Console.

Part 2 . Configuring Active Directory Sync

We will now configure and synchronise Active Directory to the Workspace ONE Access server
using the external connector.

® ‘Workspace ONE™ A Tenant Admin = AW-JESUSHORIZON
i - o

Dashibaard Usors & Groups | Cataslog - | [CEUISHERRSSSHRELERISTRE  finies

Legacy Conmeciors. Conmeciors Custom Brandin | User Atoibutes | sms ofUse  Preforences  AutoDiscovery Ok VMware® *  Mans o
——

User Altributes

Diedault Artributes

userPnotoChecksum

userPrincipalMame

Add other attributes to Add ather attibules to Sync to the directory. Go to the direclony’s allributés page 1o map these

use allriples.

Attributes -+

eCiGUID x +
i x +
nanageroN x 4+

First we will configure the Attributes. Note! Every organisation will need to research their
requirements when deciding whether or not to set attributes to required. For specific
applications where this needs to be considered, if the associated user object does not have the
attribute, authentication might fail.

1. Navigate to > >
Notice the attributes that are available and the option available to set these to Required.
IMPORTANT NOTE: The attributes set to required cannot be changed after a directory sync
has taken place.
+ Set the attribute distinguishedName and userPrincipalName to Required
« Under Attributes to the right select the (+) Add the following additional
attributes (case sensitive) :
« objectGUID
. title
* managerDN

+ Select
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@ Workspace OME™ Accoss Taanrt Admin = AW-LINEFIREHORLEONAM

=l

s P oAt At o ok w
Directories R

Appliance 0‘

L=

hods Policies Manage Setup

Y
Add Active Directory over LDAR/IWA

Add LDAP Directory

.. Alerts
Add Local User Directory

2. Configure our AD-sync configuration with Workspace ONE Access.
+ To the right of the screen select Manage, select Directories
+ Select Add Directory > Add Active Directory over LDAP/IWA

Close Save & Next v

3. Inthe Add Directory Page, configure the following (please note) The Bind syntax appears to
be case sensitive

1. Directory Name: LivefireSync
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Ensure the Active Directory over LDAP radio button is selected

The Sync Connector select the external connector ws1-connector.euc-livefire.com
Directory Search Attribute: sAMAccountName

Base DN: dc=EUC-Livefire,dc=com

Bind DN: cn=administrator,ou=corp,dc=EUC-Livefire,dc=com

Bind DN Password: VMware1!

Select Test Connection. You will see Test connection successful.

Select Save & Next

WoOoNOULEAWN

Select the Domains

If you are adding an Active Directory over LDAP, domains are aut

Domain

| euc-livefire.com (EUC-LIVEFIRE)

4. On the Select the Domains page, select Next. euc-livefire.com should be discovered.
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Map Usar Attributes

O BTN, 1 118 USG0ry SUNUAKS 15 ML TR0 1 1 GOMSs)
-, NN T IANAGA i |1 oF mauifkd AMMEGTas o 10 ad

Amvieute Nome in VMware Woskspace ONE Ao Amsibule Mome in Active Directary
ussPnEipENams S — v Apguesa
umertame - . . Hequneg
asilame - . Feged
trsthams J— Aeguined
sma et Hnguinet
Astinguishediiams pgaines

detinguishediame

] userAcoountContro

o

o anonical ame <
il smpiayseiD -

abfecIG LT

5. Onthe Map User Attribute page configure the following :
* Scroll down to objectGuid and select the drop down arrow select objectGUID.
+ Since this is the attribute we setup earlier in User Attributes we will also need to map it to
an AD attribute.
+ Next to managerDN select custom input and type manager in the dropdown
* Next to title select title in the dropdown
+ Select Next
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;. for example. CN=users, DC=example DC=company, DC=com. Select the Active Di
YQ direc 1 you S ip, the group names are synced immediately. Member
groups we | be synced when the group s entitled to a resource

¥ Sync nested group members
Specify the group DNs Selact All Groups to sy/ N
de=euc-livefire, de=com Find Gloups x 4
Group DN Mapped Groups

+ Sync nested group members

Specify the group DNs lect All Groups to sync -}
dc=auc-livefire,dc=com v 54 of 54 Selec x +
Group DN Mapped Groups

de=auc-livefire,dc=com All groups in this DN are selected

6. Configure our AD-sync configuration with Workspace ONE Access....continued
+ On the Select the Groups you want to sync page, select the green plus (+) to the right
of the page,
« Under Specify the group DNs type the following dc=euc-livefire,dc=com next to the
distinguished name you added, select Find Groups then the Select All check box
+ select Next.
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Gircctories  Identity Providers  Password Recovery fssistant  Authenficaion Methods  Policies

Select the Users you would like to sync

Review

The groups and users you selected are ready to sync to the directory. You can stil make changes before you sync.

Add Remave Update
’ 0 e o Edit User Ds
54 0 0 Edit & .
Edit Group DNs
24

After the Initial sync, the syne is scheduled 1o run Cnge per week. You can change the sync frequancy now & you can change it later
Irom the Sync Frequency page.  Edit

Gancel Sync Directory

7. Configure our AD-sync configuration with Workspace ONE Access....continued

1. Onthe Select the Users you would like to sync page, under specify the user DNs type
ou=corp,dc=EUC-Livefire,dc=com

2. Select Next, notice the objects to sync in the Review page.

« There may be an error, "Missing required attributes email for imaservice" Disregard
this error. The sync will stil work.

3. Select Sync Directory

Part 3: Configuring the Built-in IDP in Workspace ONE
Access

@ Warkspece OME™ Acoess

Termed Lariry = ANY-LINEFIHEHO RLZCMET
Dmbbcard = | User b Groups | Creskag .uuu.-i..-nmun-yrm.

Dirvciorian ity Providen Paymsacd Rlec o
Klanlity Proviclers
Iehervity Prossier Marra st Wt Derpciony Hetwerk Rerges Camacianl Teza Stran
Praraord L ncal Daecion Sytem Cirecior ALL AAKGES Dult-in Eratdes

B Eramess
= FrmmwTaT LSy ALL ARNGES w o -yl oo WD R A Wi

1. Navigate to and select Identity & Access Management > Manage, select Identity
Providers.
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+ Notice you now have an additional Identity Provider which is a Workspace IDP called
WorkspacelDP_1xxx which is associated with the LiveFireSync directory we just created
above. This is an automatic process whereby when the built in connector is associated

with Active Directory this Identity Provider gets created.

Identity Providers
v

int Authentication Methods Palicies

Network Select which networks this I0P can be accessed from. Ghoose from the avaiable natwork ranges from the list
belaw.

(~

Authentication Methods  Stlect which authentication methods the [dP will use to authent

Authentication Methods

Password (Local Directory)

Connector(s]

Add a Connector

or this IdF:

BC10r MUst have the same

Methods Associate Authentication Methad
Methods

Password {cloud o
daploymeant)

2. We will now associate the Built-In iDP with our LivefireSync Directory and the external
connector to ensure Password (Cloud Deployment) can be used as an authentication

method.

1. Select Built-In.

2. Inthe Built-in IDP windows select the following:
+ Select LivefireSync under Users
« All Ranges under Network

* Click Add Connector to confirm

+ Select Password (Cloud Deployment) checkbox
+ Select Save at the bottom of the page.
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Dashboard - Users & Groups Catalog o

Directories Identity Providers Password Recovery Assistant Authentication Methods

ADD POLICY | EDIT EDIT DEFAULT POLICY | | NETWORK RANGES

Identity & Access Management

Policies

Policy Name Applies to Rule
gp default_access_policy_set O Application(s) 2 Rule(s)
\

Edit Policy X

?

[l 2 configuration

3. We need to ensure that our default access policy has Password (Cloud Deployment) set as
the authentication method.
+ Navigate to ldentity & Access Management > Manage > Policies .
+ Select the radio button next to default_access_policy set and select EDIT
+ Select Configuration on the left navigation

of devices that can access the applications, the auth meth.

application before reauthenticating

Network Range Device Type

i ALL RANGES Web Browser

o # ALL RANGES Workspace ONE App .
S— . e

@ ADD POLICY RULE

< CONFIGURATION Edit Policy Rule

Workspace ONE App or Hub App

and user belongs to group(s)

Then perform this action

then the user may authenticate using *

If the preceding method fails or is not
applicable, then

Re-authenticate after * 2160 Hours

@
L
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4. Select next to Workspace One App Policy
* Next to then the user may authenticate using * and select
as the first authentication form.
* Next to If the preceding method fails or is not applicable, then select

+ Select at the bottom of the page.

Edit Policy

NNNNN

5. Select next to Web Browser
* Next to then the user may authenticate using * and select
as the first authentication form.
* Next to If the preceding method fails or is not applicable, then select

+ Select at the bottom of the page.
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Edit Policy

nnnnnnnnnnnn

Edit Policy
Edit Policy

1o

6. On the Edit Policy window, select
+ Select

Part 4: AirWatch Cloud Connector - Installation

=9 VCsa-U13.KUF
v I This PC &5 W10Client02.RDP
& W10EXTO
B Desktop 9 w10EXTO01a.RDP
& wi0Parent01a.RDP
= Documents -
&% w10TRUESSO.RDP
Downloads
¥ Downloa &, WS1-Connector.RDP
J” Music

®

Workspace ONE™ UEM

vmware airwatch
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1. On the ControlCenter2 desktop open and locate the Remote Desktop Folder. Launch

WS1-Connector.euc-livefire.com RDP shortcut.

* Open your chrome browser and login to DW-livefire.awmdm.com, using your custom
username and password VMiware1! (or your custom password if the default needed
to be changed)

* If you get prompted with Workspace ONE UEM highlights, Close the window.

Groups & Settings

Settings
> system System
> Devices & Users
> Apps
> Content

Enterprise Integration

2. Navigate to Groups & Settings > All Settings > System > Enterprise Integration > Cloud
Connector
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System  » Enmerprise Ingegration
Cloud Connector

General advanced

Current Seting nheric  ® Owverride

Enabile Airwarch Cloud mﬂ' DISABLED |
Cannacn

Enables secure connection to eMErprise (HMPorEms

Enable Auto Updame m DISABLED |

Enabling Auta Lpdate wil seaminsshy updpte the ArWanch
Dlew d an your serer afper the
o Show More
Child Perenission * nhein anky Drwrviche crky 80 Inherin or Dueride

3. Select the overide radio button and then select ENABLED on both toggle options.
+ Select Save at the bottom of the page

(D The VMware ldentity Manager connector is no longer included with the AirWarch Cloud Connector (ACC) installer.
If you still need access to the Vidware |dentity Manager connector, it can be found here.

Download AirWatch Cloud Connector Installer &

For help with configuring, refer 1o the AirWatch Cloud Connector Guide.

4. Now click the Download AirWatch Cloud Connector Installer
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Download AirWatch Cloud Connector (ACC) Install... X

l DOWNLOAD '

Learn more

Airwatch Cloud C...exe is not commonly :
o ? Discard v =1 Airw

downloaded and may be dangerous.

5. Onthe Download AirWatch Cloud Connector (ACC-installer.exe)
* Type VMware1!in the Password and Confirm Pasword boxes.
« Select DOWNLOAD
+ If you get a security prompt from your browser select
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6. On the Ws1-Connector machine, install the ACC using the installer that you have

downloaded. This might require a reboot of the Server.

1. Select Airwatch Cloud Connector.exe and select open

Select Run

Select Next

Select the licensing to accept terms... radio button , select Next
Select Next

Select Next
Select Install
Select Finish

WoOoNOULEAWN

@ The Workspace ONE Access Connector Installer is no onger included with

the AirWatch Cloud Connector Installer

Download AirWatch Cloud Connector Installer &

- figuring. reter 1o the ware Enterprise Systems Connector Guide
Oor help w conniguring, refer 1o [he VYiviware enterp s Systems Connector Guige

.........

TEST CONNECTION

Reached Cloud Connector running version 20.3,0.0 at WS1-Connector

(192.168,110,95)

7. Once the ACCis installed you can test the connection inside the UEM console.

You should see AirWatch Cloud Connector is active
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File Action View Help

e @Dz Bm ranp
4, Services (Local) || Name “ Description  Ststus  Startup Type  Log On As
AurWatch Cloud Connector ~ Awr'Watch CI. Automstic (D... Local Sy
o, AirWatch ETL Service (LIVEF... Runming  Automatic Local Syste...
o, App Readiness Gets apps re... Manual Local Syste...
i Asplication BExnenience Proceszec a.. Running  Manual (Tra.. Lacal Svete..
WA IS S Y VAN FEINIME o TARTRITY PRI AP —
o, Virtual Disk Provides m... Manual Local Syste...
i YMware Alias Manager and ... Alias Mana.. Running  Automatic Local Syste...
= Vvhware IDM Connector Wwaielde.. Running Automatic )
4 Vihware Snapshot Provider  Viware Sa... Manual Local Syste...
4 Vihware Tools Provides su.. Rumning  Automatic Local Syste...
4 Volume Shadow Copy Manages an... Manual Local Syste..

8. You will now see that there are two services in the Programs and Features that are
considered "connectors" We have the AirWatch Cloud Connector and the VMware
Identity Manager Connector

Part 5 Workspace ONE UEM & Active Directory Integration

EUC: Horizon Integrations 2020

Manual Export Date: 2020-12-03 07:22:31 +0000
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Settings

¥ System
Getting Started
Branding

~ Enterprise Integration

Certificate Authorities
Content Gateway
Cloud Connector
Directory Services

Email (SMTP)

HorizonINTRN

System » Enterprise Integration

Directory Services

Enterprise Integration Services Server User Group
Current Setting @ Inhefr (O Override
Directory Type ™ LDAP - Activ . ¢
LDAP

VMware Tunnel

Settings

* System
Geting Started
granding
* Enterprise Integration
Enterprise Integration Services
Certficate Authorities
Cantent Gatewsy

WMware Enterprise Sysiems
Connector

Directary Servces
Emad (SMTP]

+ WMware Tunngl

System 3 Enterprise Inagration

Directory Services

(@ Diractory Services intagranes with your s LIWP When Directary Services is enabled, Users and User Groups |
ssign profiles, applications and content based on 3 E5er's group membership. Ongaing LOAP syrnchronizatian detects any changes wit
vecessary updates across all devices for sffeded users or require administrative aparoval befare any changes ooour

Currently, Directory Services has net been sewp for this Organization Group. Please chck Configure bulmon To STar the Seup wizard, or

CONFIGURE [Skip wizard and configure manually

1. Inyour Settings window

Directary Type *

LO#AP

server®

Encryption Type®

Protocal Version ¥

Lisg Senvice Accaunt Credentials

Bind suthentication Type *

Bind Usernarmse

Clear Bind Fassword

Bind Passveord

from the left hand navigation pane select Directory Services under Enterprise Integration
Select the Overide radio button
Select Skip wizard and configure manually

P - Active Directony «

ENABLED DISABLED

cantralcenter?. suc-ivefire.com

55L START TLS i
385
F ]
- B
AMNONYMOUS | BASIC | DIGEST | KERBERDS NTLM
adminstracne

0@

cuc-Ivefire.com corgralcerser? cucve

& xpp oo
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2. From the Directory Services Interface, Under the Server Tab ensure the following are
selected
+ Directory:
+ DNS SRV:
« Server: ControlCenter2.euc-livefire.com
* Encryption Type: None
+ Port: 389
« Protocol Version: 3
« User Service Account Credentials: Disabled
+ Bind Authentication Type: GSS-Negotiate
« Bind User Name: administrator
« Bind Password: VMware1!
« Domain: euc-livefire.com

Directory Services

User

3. Scroll back up to the User Tab

+ Validate the following configuration is configured under the User Tab
* Under Base DN, ensure that DC=euc-livefire,DC=com has automatically populated.
* If not, click on the + icon and add DC=euc-livefire,DC=com

+ Next to User Object Class, ensure person is the property
+ Next to User Search Filter, ensure
(&(objectCategory=person)(sAMAccountName={EnrollmentUser})) is the string
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Directory Services

Lise Group

(%) Saved Successfully

* Advanced

SAVE TEST CONMECTION
k

START SETUP WIZARD

Connection successtul with the gheen server name, bind user name. and password.

4. Repeat these steps for the third tab Group
* Under Base DN, next to defaultUserDN select the + icon
+ Select the first option which is DC=euc-livefire, DC=com, you may be require to manually
type this value.
+ Scroll to the bottom of the page and select Save
« Select TEST CONNECTION

Test Connection

Server

2uc-

Connection successful with the given server name, bind username, and password,
livefire.com

TEST AGAIN

5. You should have a Test Connection window launch saying Connection successful....
+ Select CANCEL to close the window
+ Close the Enrollment window
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Setti ngs Global f Euc-Livefire «

0' Devices & Users »  General

o

» Systam)

Enrollment

= General

Enrodiment
Muthentication Terms of Lke Grauping Restriction: Optional Prampt Customization

g cakup Fields
T — S —
Message Templares CUNTERE JEANg e

Motifications = _ .
Autherticatnm Models & SasiCet Liredtory Authenticasion Froy

Privacy
Passwards Devaces Enroliment Made ® @ Open Enrollment Registered Devices Only

Shared Device

Bequire Agent Enroliment for i05 ENABLED 0
Acheancad [—m
* Android

Require Agent Enrolimernt for macOs ENABLED i
* Apple

* BlackBerry

e Child Permissaon Inherit anly Cwerride only 8 Inherit ar Cherride

* Tizen

* Chrome 05

* Windows m
* Peripherals

6. Let's ensure users can enroll their devices using Active Directory credentials.
 Select Groups & Settings , > All Settings under Devices & User > General > Enroliment
« Ensure the Override radio button is selected.
* Next to Authentication Modes(s) ensure the the Directory check box is selected
Select SAVE
Close the Settings window, by selecting the X on the right of the window.
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Workspace ONE Access and Workspace ONE

UEM Integration

In this lab we will follow the required steps to configure the Workspace one access and
Workspace ONE UEM integration. these steps take place in the Workspace ONE UEM
console

Part 1: Workspace ONE UEM console configuration.

Settings

v Systemn
Getting Started
Branding
~ Enterprise Integration

Enterprise Integration Services
Certificate Authorities
Content Gateway
Cloud Connector
Directory Services
Email (SMTP)
VMware Tunnel
YMware Tunnel Proxy

> Peer Distribution
Third-Party Proxies
Pull Service Installers
SMS
Syslog

~ Workspace ONE Access

[ Configuration ]

Access Management

1. Return to your the Workspace ONE UEM Admin console if its not open already go to
https://dw-livefire.awmdm.com in your Chrome browser.
+ Navigate to Groups and Settings > All Settings > System > Enterprise Integration>
Workspace ONE Access > Configuration
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https://dw-livefire.awmdm.com/

System ¥ Enterprise Integration

Workspace ONE Access

Server

Establish trust between users, devices and the hybrid cloud for a seamless user experi

| CONFIGURE l

2. Under the Server area, select CONFIGURE

Connet to \-'.I'f'lrkﬁ;:l.'ﬂ'F‘ ONE Access X

o Croervies

Workspaoe ONE ATcess & the identity and acess management
compienent of Workspace DNE that pronddes usens with singhe sign

‘UIIG'Id]ELIIfEdLI.HS"UG“m.
I s —

<>

3. Onthe Connect to Workspace ONE Access window, select CONTINUE
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Connect to Workspace ONE Access

o o Credentials

This will help you establish the connection between Viiware Unified Endpeint Management and Workspace ONE Access.

Tenant URL * hitps://aw-livefirehorizonm.vidmpreview.com/
Username * admin
Password* Viware1!

f you have forgotten your passwiord, you can recover It on the Workspace ONE Acces!
expired, please contact Workspace ONE UEM support

Test to confirm Workspace ONE UEM and Workspace ONE Access are communicating securely.

TEST CONNECTION
Test to confirm Workspace ONE UEM and

TEST CONNECTION

Test connection successfull

BACK SAVE

4. On the Connect to Workspace ONE Access window enter the following:

* Tenant URL: Your Tenant eg. https://aw-livefirehorizonrn.vidmpreview.com/

* User Name: Your Tenant Admin account

+ Password: Your Tenant Password
Select TEST CONNECTION to ensure Tenant configuration has been entered successfully.
Select SAVE and close the settings window
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System » Enterprise Integratior

Workspace ONE Access

Server

Establish trust between users, devices and the hybrid doud for a seamless user experieng

Active Directory Basic ENABLED DISABLED
asic User Sync ENABLE

Use this Action Button to update Workspace ONE Access-UEM configuration to use Aut

USE AUTOGENERATED API KEY

Use this Action Bution to update Workspace ONE Access-UEM configuration to use Auto-Generated UEM API Key

USE AUTOGENERATED API KEY isting

5. Towards the center of the page select "USE AUTOGENERATED API KEY"

Certificate

Enable Workspace OMNE UEM certificate provisioning for use with Workspace OME Acce
authentication adapters.

Certificate Provisioning ENABLE

6. In the Certificate section, next to Certificate Provisioning click ENABLE - we will use this
certificate later for Single-Sign-On with Windows 10
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Certificate -

Enable Workspace OME UEM certificate provisioning for use with Workspace ONE Access and Mobile 550. Export the issuer ce
authentication adapters.

Certificate Type Pix
Valid From  6/28/2020
Valid To Gf3V2040

Thumbprint 60630FEDCCEFS3SATZES2TOFCSC210DBEECA44DEG

ssuer Certificate EXPORT

This type of file can harm your computer. Do you _
o Keep Discard
want to keep VidmairWatchRoot....cer anyway?

7. Under the Certificate section, you are now able to select EXPORT. Select EXPORT
+ If you get a security warning click
« We will use this certificate in a later exercise, leave this window open for the next part.
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Federating a SAML application with
Workspace ONE Access

Workspace ONE Saa$S application deployment number 1

This lab is intended to prepare those federating SaaS applications for authentication via

Workspace ONE Access. As SAML is a standard authentication type, this example is just one
of many documented integrations.

Please take Note!

For all Saas resources, ensure you document all associated access information in a text
editor

 Admin URL
 Username
* Password

Part 1. Salesforce Setup

@ ightning platforr

Almost there...
Please check your email to confirm your account.

Wongaring where 10 st
o e iy Btaatad g
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1. Signing up for a Salesforce developer trial account.
1. Open a new tab on your Browser on the ControlCenter2 desktop
2. Navigate to https://developer.salesforce.com/signup for a free account.
* Fill in your details using a personal e-mail address. Please ensure this e-mail address
has not previously been used with SFDC.
+ If you have then one option might be to create a dummy email address with Outlook
and register this.
+ Be sure to putin Livefire as your company
+ When complete select Sign me up >

salesforce

Change Your Password

——————

2. Go to your email and confirm your registration.
+ Select Verify Account. This will take you to the Change Your Password Site.
+ Set a password of your choosing and provide a security question and answer
+ Select Change Password to save and you will be redirected automatically to the Setup

Home page.

it securitv enhancements that can impact your org. Review Security Alert

rolling ouf

Salesforce is

o
salesforce JN=S Search Search -
3 switch to Lightning Experience | TestingTest = setup  Herp  (EIRY
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= 2k

$ Service Setup

Ep—
Gx setp .
Developer Console Viev

Login

@ umé.lightning.force.com

™ SAASAccess UEM

Salesforce is rolling

Search Set

Home  Object Manager w

Q, Quick Find SETUP

Home
Setup Home

Lightning Experience Transition
Assistant

Mew Salesforce Mobile App QuickStart

Lightning Usage

ADMINISTRATION <

» Users

» Data

Mobile Publisher

5 Email
Use the Mobile Publisher to create your own branded mobile

PLATFORM TOOLS

3. You should still be automatically logged in with the user that you have created above, if not
navigate to https://login.salesforce.com and login with the details for your account.

« NOTE: Salesforce has two Web Interfaces and this can get quite confusing. Please be sure to
use the lightning experience interface rather than the classic interface. You will now
register a unique domain name for you SFDC dev account. Click on Lightening
experience. From the top right, find the settings icon and select Service Setup from the
dropdown menu.
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SETTINGS' o
Business Hours

» Calendar Settings
Company Information
Critical Updates
Data Protection and Privac
Fiscal Year
Holidays
Language Settings

' My Domain o

% Data Classification

4. On the Left of the Home page Navigate to SETTINGS > Company Settings > My Domain

SETURP

fAm My Domain

My Domain

My Domain Step 4

A Wy DOMaN ShoWCES0s YU COMPAny's brand and kesp your 93t more securo by making your Sslestorce 0rg's LUAL customer-speciic. A My Domain is aise required for many Salesioroo seatunes.

Step 4 Domain De

3 Domain Domaln
Domaln 2 g Ready for Deployed
Mame Testing to Lisers

Wiur domsn nme i lvalivedey-ed sy anlelores o

My Domain Settings (2]

Lagin Palicy Prevent login from htips Mogin sakesioroe. oom

Aedireci Policy  Diecide whether 1o redinect amyone who uses bookmarks and links that confain your previous instanoes-specific domain:
Don't redirest (recommanded )

Your domain name iz Thoedie 3-dev-ed

[T

5. Inthe My Domain Step 4 area
* Note and document your custom FQDN
+ eg. https://livefire3-dev-ed.my.salesforce.com/
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Part 2. Establishing a SAML Trust

£Y Workspace
£ Workspace

@:’

©

©

©

Signing Certificate

1. Now we will download the identity provider Signing certificate from Workspace ONE Access
and upload it into SFDC to create the trust relationship for authentication.
1. Login to your Saas Workspace ONE Access administrator console as sysadmin

2. Select the Catalog tab, in the drop down select
3. To theright, select select
4. Right click on and select , this will open

your Save As window. Leave the Downloads folder as default and the name as
idp.xml and select

5. Go to the Signing Certificate area and select , you should now have a
signingCertificate.cer and a idp.xml in the Downloads folder
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°

Single Sign-On Settings

Single Sign-On Settings

©

ﬂ Single Sign-On Settings

Single Sign-On Settings

2. Navigate back to your SalesForce site where you should now be able to login with your
unique registered domain *-dev-ed.lightning.force.com
* On the home page for the admin user you will find > >
NOTE: if you can't locate these options on the initials login page select the cog

wheel in the top right hand side of the page and select setup and it will take you to the
correct configuration page.

* On the Single Sign-On Settings Page next SAML Assertion Validator select , below
Federated Single Sign-on Using SAML, select the SAML Enabled . Select
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Federated Single Sign-On Using SAML
SAML Enabled <

SAML Single Sign-On Settings Iuw New from Metadata File }'@mu URL

Mo SAML Singie Sign-On Setings

SAML Single Sign-On Settings

ML fle (1 MB or smaller) containing SAML 2 0 semings iam your idently provier. (Salesforce doesn'l store this fie

ccccccccc =

©

o | Choosa File | Nofile chosen

..........

« * 4 I & » Control Center » Downloads v & ‘ u
Organize + New folder @‘
-
A Favorites Name Date modified Type
Ml Desktop = idpxml 8/30/2018 1210PM XML Document
& Downloads 5 signingCertificate.cer 8/3 PM  Security Certificate
=i Recent places = socialcastjpg 5/2 PEG image

SA-raT.b—S-ingle Sign-On Settings

Create configuration using an XML file (1 MB or smaller) containing SAML 2.0 settings from your identity provider. (Salesforce doesn't store this

Create  Cancel o
Metadatafile | Choose File |idf§ xml =

Create  Cancel

3. Now select New From Metadata File just underneath where the SAML settings have been
enabled.
1. This will take you to the SAML Single Sign-On Settings page where it will request the
SAML metadata.
2. Click Choose File that you have downloaded into the Downloads Folder from Workspace
ONE Access named idp.xml (created in paragraph 1).
3. Select the idp.xml and select Open select Create.
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Save  Save & New Cancel

Name | aw-livefireerikeluton APIName | oy |ivefireerikeluton
SAML Version 2.0
lssuer | https:/faw-livefireerikell Entity 1D | https://saml.salesforce.q
Identity Provider Certificate I Choose file signingCertificate (6).cer Current Certificate ST;l;‘JS,EOr=AW—LIVEFIREERIKCLUTC‘N. CN=VMware Identity

ag
Expiration: 28 Jun 2029 10:55:12 GMT
Request Signing Certificate SelfSignedCert_09Jul2019140133 [
Request Signature Method RSA-SHAZ56 E

Assertion Decryption Certificate Assertion not encrypted E

SAML Identity Type (D) Assertion contains the User's Salesforce username

Assertion contains the Federation ID from the User object

Assertion contains the User ID from the User object

SAML Identity Location (D) |dentity is in the Nameldentifier element of the Subject statement
Identity is in an Attribute element

Service Provider Initiated Request HTTP POST
Binding
@ HTTP Redirect

SAML Single Sign-On Settings Sn,

0 Single Sign-On Settings

Edit  |Delete Clpne Download Metadata  SANL Assertion Validator

Name workspaceone AP1Name workspaceone

SAML Version 20

Issuer  hitps/iworkspaceone euc- Entity ID  hitps:/isaml.salesforce.com
ivefire com/SAAS/APIM.0/GET/metadatafidp xmi

=l SAMLSP-00DObO0...xml 4 S signingCertificate.cer A = idpxml =

4. Notice now that the fields have been auto populated with the correct data from Workspace
ONE Access
1. Ensure the Following are correct in the settings:
* Next to NAME: /eave as default
* Next to ISSUER: /eave as default, This is the XML that is provided for the Metadata -
* Next to Identity Provider Certificate: Upload the signingCertificate.cer into this field
(this was downloaded in Part 2 Step 1 from the Workspace ONE Access portal)
+ Next to SAML Identity Type: lcave as default "Assertion contains the User's
Salesforce username
+ Next to SAML Identity Location: /ecave as default "ldentity is in the Nameldentifier
element of the Subject statement
* Next to APl Name: /eave as default
* Next to Entity ID: Change to https://saml.salesforce.com
+ Next to Identity Provider Login URL: /eave as default
* Next to Custom Logout URL: your Workspace ONE Access URL
+ e.g. https://aw-livefireerikcluton.vidmpreview.com

+ Ensure the check box from Single Logout Enabled is removed.

2. Select Save.
3. On the SAML Single Sign-On Settings page select Download Metadata.
* NOTE: Download metadata is not available in the edit view you have to click on the
policy This will download an xml file beginning with SAMLSP.....xml
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(<)
5. On the SalesForce admin console
1. Navigate to > >
2. In the Authentication Configuration section select this will open a new tab or

navigate you to the edit page depending on the browser you are using. (Ensure that you
observe Pop-up Blocker in your browser and select the radio button
veer)
Select and then on the Navigate to this page? window select
4. Under Authentication Configuration page next to Authentication Service select the
that has "YOUR Saas Workspace ONE Access" and select
+ NB! Notice that this pop-up window opened up in a new window on a new TAB.

w

Revert back by selecting the original window Single Sign-On Settings tab to the left of
your current window
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New Salesfarce Mabit App

QuickStart E SETUR
Lightning Usage Users
[

ADMINISTRATION New User

User Edit e

Permission Sets
Profiles

Public Groups

User Management Settings
Users

» Data

> Emmall

PLATFORM TOOLS

+ Apps

Role

Usar License
Profile

Active
Marketing User
Offline User
Knowlodge User

Elaus Hear

Genaral Informaticn

""""" | UserasanL @euc-ivetire
Nicknama |[Userssant

| <None Specified> v
| Force.com - Free v

| Force.com - Free User v/ 1

v

6. Creating a unique user for your SalesForce environment.

NB! This has to be an Identical account to what you created at the beginning of the course

1. Navigate to

> >

2. Fillin the unique user details,
+ First Name:User xx {your student number + {the first letter of your city and country
abbreviation}} eg User35AUK

« Last Name:{the first letter of your city and country abbreviation

+ Alias:{same as your username}

« Email:{FirstName@euc-livefire.com (For Example: user35BUK@euc-livefire.com)

> click Select

+ Username:{FirstName@euc-livefire.com (For Example: user35BUK@euc-livefire.com)
* Nickname: {same as your FirstName}. In some cases the field is only 8 characters long
and you first name should be 9 characters long, dont pay attention to this as if does not

break the lab.

* Role: <None Specified >
+ User License: Force.com - Free
* Profile:Force.com - Free User

3. Click

This will be the user we will use to test the authentication
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7. Navigate back to your Workspace ONE Access console

1.
2.

Select the tab, select New
On the window, in the search type sales and select ,
select ,

Under Configuration, under the Single Sign-On section, select the URL/XML

button.

On your Controlcenter2 server Open file Explorer window and browse to

Right click and open the metadata file you downloaded from Sales force that was caIIed
SAMLSP....xml

Openiin In the Notepad select all or press and copy with

Now the Metadata in the XML field in Single Sign-On page under URL/XML.

On the Single Sign-On page select , on the default Access policies page accept the
default select and select
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8. On the Catalog tab, select select ,
1. Select , to the right of configuration, to Username Value and
change ${user.username} to ${user.email}.
2. Select , on the Access Policies page, select , on the definition page, select
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- Sl R e e I L

Dashboard - Users & Groups Catalog - Identity & Access Management Appliance Ssttings Roles
m Edit Assign Delete Categories Mare _@r?r’-g-‘-
¥ Application Type
L @ Salesforce SAML 2.0 Web Applicatior

Assign @ X

Selected App(s): Salesforce

Users f User Groups

Q, marke
A% Marketing@euc-livefire. com Deployment Type

r-ﬂl."::: m

9. In the Catalog area next to Salesforce, select the check box and then select Assign
* In the Assign window under Users / User Groups box type marke and select
Marketing@euc-livefire.com.
+ Under Deployment Type, change to Automatic from User-Activated and select SAVE

r ‘ Favorites For You Support
.

Q Search Apps

All Apps

Salesfarce

Website o 17
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UsSRMLRNL +  Bemp  H

Recommesations

m Cimwriised Sebestoncs
Run yosr busingss .

i o your phons wilh
Q| Sort By Mot Foscant Acthety Saleetorea

shp>
Thees me 03 updatin

Calendar i Evail.

Today 4RO B July 2020

‘i v o st scheduied for the nesd T days. Sun Men Tus Wee Tha P Sat

WO F 3 DM B
2% 3 m o oA

TEE OTZ

My Tasks e [ B

Werw hares e o bk scheduied for he paricd

10. Testing your custom account with the Salesforce Federation

« Open up an Incognito window an alternate browser and navigate to your Workspace ONE
access URL.

* On Select your Domain screen, click on the dropdown and select euc-livefire.com.

* Login to your Saas instance of Workspace ONE Access with your custom user account i.e.
UserXXRNL

* In the Workspace ONE Catalog, from the top menu option, navigate to APPS.
+ Click to open your Salesforce Application

If the federation was setup correctly, your custom user UserXXRNL is logged in successfully.
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Android emulator setup (Optional)

Introduction

If you don't have an android test device and you want to test the Device enrollment,
android single sign on, and other android based labs, theres an emulator you can install in
your laptop an follow along with the particular lab manual as you would do on a physical
device. What follows is the installation instructions for the installation of such software.

If something goes wrong and you want to start again with a fresh device, instructions are
included for redeploying the os image.

¢ Note: Screenshot precedes the steps in this lab.

Part 1: Downloading the installer

#' Download Android Studio and X L ahoo!

o @
N’

-
W Developers Platform Android Studio Google Play Jetpack Kaotlin Docs News Q LANGUAGE ~ SIGN IN

v0 -9 u noe =|

OF “Whttps://developer.android.com/studioy

Android Studio

DOWNLOAD WHAT'S NEW USER GUIDE PREVIEW

Register now for Android Dev Summit 2019

androidstudio

Android Studio provides the fastest tools for building apps on every type of Android device

o DOWNLOAD ANDROID STUDIO I
-

3.4.2 for Windows 64-bit (971 ME)

e DOWNLOAD OPTIONS RELEASE NOTES
o

1. On your laptop, Go to https://developer.android.com/studio/
+ Find and click on
* If the correct os version is not displaying click on and download the
correct one
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NOTE: Installation of Android Studio should be done on your ControlCenter server.

Download Android Studio

Before downloading, you must agree to the following terms and conditions.

T YUY TN TR T T S T T TG Y 1T S GAATGG

6.2 The data collected is examined in the aggregate 1o improve the SDK and is maintained in accordance with Google's Privacy Policy.

7. Third Party Applications

7.1 1f you use the SDK to run applications developed by a third party or that access data, content or resources provided by a third party, you agree that Google is not responsible for those applications,
data, content, of resources. You understand that all data, content or resources which you may access through such third party applications are the sole responsibility of the person from which they
originated and that Google is not liable for any loss or damage that you may experience as  result of the use or access of any of those third party applications, data, content, or resources.

7.2 You should be aware the data, content, and resources presented to you through such a third party application may be protected by intellectual property rights which are owned by the providers (or by
other persons of companies on their behalf). You may not modify, rent, lease, loan, sell, distribute or create derivative works based an these data, content, of resources (either in whole o in part) unless

you have been specifically given permission to do so by the relevant owners.

7.3 You acknowledge that your use of such third party applications, data, content, or resources may be subject to separate terms between you and the relevant third party. In that case, the License
Agreement does not affect your legal relationship with these third parties.

8. Using Android APIs

8.1 Google Data APIS

8.1.11f you use any API to retrieve data from Google, you acknowledge that the data may be protected by intellectual property rights which are owned by Google or those parties that provide the data (or
by other persons or companies on their behalf). Your use of any such API may be subject 1o additional Terms of Service. You may not modify, rent, lease, loan, sel, distribute or create derivative works
based on this data (either in whole or in part) unless allowed by the relevant Terms of Service.

8.1.21f you use any API to retrieve 3 user's data from Google, you acknowledge and agree that you shall retrieve data only with the user's explicit consent and only when, and for the limited purposes for

which, the user has given you permission to do so. If you use the Androld Recognition Service API, documented at the following URL: https://developer.android.com/reference/android/speech
o‘muqnilmn&ewite, as updated from time to time, you acknowledge that the use of the AP is subject to the Data Processing Addendum for Products where Google is a Data Processor, which is located v

DOWNLOAD ANDROID STUDIO FOR WINDOWS

‘android-studio-ide-183. 5692245-windows. exe

You have chosen to open:
(&) android-studio-ide-183.5692245- windows.exe
which is: Binary File (871 MB)
from: hitps://dl.google.com
‘Would you ke to save this file?

2. Check the box next to | have read and agree with the above terms and conditions
 Click on Download android Studio for your platform
* Click on save file when prompted
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Part 2 : Windows installation

ooooooo

User Account Control %

Do you want to allow this app to make
changes to your device?

udio-ide-183.5692245-

1. Go to your downloads folder
* Right click on your recently downloaded file and click on
+ Clickon to allow the installer to make changes to your machine
+ Click next on the welcome to android studio setup window

Android Studic Setup = X
Choose Components
Choese which features of Android Studio you want to install,

Chedk the components you want to install and uncheck the companents you don't want to
install, Chick Next to continue.

Select components | droid 5 Resciption
\ J [#] Anidraid Virtual Devics

Space reguired: 2.6G8

conk [NRE ] | caren

2. Make sure both and are selected and click
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au Android Studio Setup

Configuration Settings
H Install Locations

Android Studio Enstallation Location
The location specified must have st least S00MB of free space.

Click Browse to customize:
o C:'Program Files\Android Vindroad Studie Browse..

] [

3. Select your installation location and click Next

s Android Studio Setup

Select the Start Merw falder in which you would ke to create the program's shortouts. You
can also enter a name to create a new folder,

Choose Star Menu Folder
Choose a Start Menu folder for the Android Studio shortouts.

| \ndrioid 5 budiod

Accessibility A
Accessones

Adminestrative Tools

AMD Catalyst Confrod Center

ASLIS

Bandicut o
Dagiarty /
Mﬂzu

4. Choose your start menu shortcut configuration and click Install
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Android Studie Setup =

Imst allation Complete
Setup was completed successfuly.

Completed

Show detalls

[ ]

5. On the installation complete window click

Androd Studio S.rlup i

Android Studio has been nstalled on your computer.

Click Finish bo dose Setup,

[ start Android Studio

gki

And(

a0

Completing Android Studio Setup

6. Inthe completing Android Studio Setup window check the
and click
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% |mport Android Studio Settings

Config or installation folder

© Do not import settings

7. Inthe Import Android Studio Settings prompt Select radio button
and click

Q ' 0K l

Part 3 Mac OS installation

androidstudio

W -

Android Studio.app Applications

]

1. Mount and open your downloaded dmg image. Drag the icon into the
folder.
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Android Studio Android File Transfer

2. From your applications folder double click your Android Studio icon

"Android Studio.app” is an app downloaded from the
internet. Are you sure you want to open it?

developer.android.com

Cancel Show Web Page

3. Click on Open if you get a security prompt

Config or installation folder:

* Do not import settings

oK

4. In the Import android Studio settings From.. window select Do not import settings and click
ok
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5. On the Android Setup Wizard, in the Welcome window click Next. From this point on you
can follow the initial configuration steps, plese ignore anything regarding the HAXM plugin

as this has been already installed for you in the initial installation process.

Part 4: Initial configuration

In this part we are setting up a project and a virtual device with the following settings:

« API Level: 29
« ABI: x86_64
+ Target: Android 10.0 (Google Play)

api level 29 mas the project compatible with android 10 onwards.

The abi is a image classification for processor command type, in this case for native x86 64

bit, so the commands can be executed in your pc or mac without translation. this is not

mandatory but it's important for app compatibility, as these settings are visible to

developers and they can choose which image types to make their apps available to. this is

the case with the salesforce app that gets used in some of our labs.

. Data Sharing X

Allow Google to collect anonymous usage data for Android Studio and its related tools—such as how
you use features and resources, and how you configure plugins, This data helps improve Android
Studio and is collected in accordance with Google's Privacy Policy.

You can always change this behavior in Settings | Appearance & Behavior | System Settings | Data Sharing.

' Send usage statistics to Google I Don't send

1. If prompted, in the Data Sharing window click on Send usage statistics to Google
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@ Android Studio Setup Wizard - (m] X

Welcome
A Android Studio

Welcome! This wizard will set up your development environment for Android Studio.
Additionally, the wizard will help port existing Android apps into Android Studio
or create a new Android application project.

&
O
|
)

Previ... Next Cancel Finish

2. In the Android Studio Setup Wizard, in the Welcome window click Next

. Android Studio Setup Wizard - (] X

Choose the type of setup you want for Android Studio:

'o_lo Standard
Android Studio will be installed with the most common settings and options.
Recommended for most users.
) Custom

You can customize installation settings and components installed.

Previ... m Cancel Finish

3. In the Android Studio Setup Wizard in the install type window
+ Make sure Standard setup radio button is selected
+ Click Next
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a5 Android Studio Setup Wizard

"A Select Ul Theme

) Darcula

O Light
module » [ src » " HelloWorld »
£ Helloworld.java x |

Dimport javax.swing.*;
Elimport java.awt.*;

public class HelloWorld {

=] public HelloWorld() {
-] JFrame frame = new JFrame("Hello wor
Jlabel label = new JLabel();
label.secFont (new Font ("Serif"

1zbeld gy Breakpoints

frame =i
frame + —@m®B

frame

sramed | = [¥] @ Line Breakpoints

£rame

Previ... m Cancel Finish

a5 Android Studio Setup Wizard

"A Verify Settings

4. Choose your preferred Ul theme and click Next

If you want to review or change any of your installation settings, click Previous.

Current Settings:

SDK Folder:
CAUsers\vmadmin\AppData\Local\Android\Sdk

Total Download Size:
613 MB

SDK Components to Download:
Android Emulator
Android SDK Build-Tools 29.0.1
Android SDK Platform 29
Android SDK Platform-Tools
Android SDK Tools
Intel x86 Emulator Accel (HAXM installer)
SDK Patch Applier v4

336 MB
383 MB
745MB
11 MB

149 MB
263 MB
1.74 MB

Previous Next Cancel Finish

EUC: Horizon Integrations 2020
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. Android Studio Setup Wizard - o X

H Downloading Components

Installing Intel x86 Emulator Accelerator (HAXM installer) in
C:\Users\vmadmin\AppData\Local\Android\Sdk\extras\intel\Hardware_Accelerated Execution_Manager
“Install Intel x8€¢ Emulator Accelerator (HAXM installer) (revision: 7.5.2)" complete.

"Install Intel x86 Emulator Accelerator (HAXM installer) (revision: 7.5.2)" finished.

Preparing "Install Android SDK Platform 29 (revision: 1)".

Downloading https://dl.google.com/android/repository/platform-29_r0l.zip

“Install Android SDK Platform 29 (revision: 1)" ready.

Installing Android SDK Platform 29 in C:\Users\wvmadmin\AppData\Local\Android\Sdk\platforms\android
-29

“Install Android SDK Platform 29 (revision: 1)" complete.

"Install Android SDK Platform 29 (revision: 1)" finished.

Parsing C:\Users\wvmadmin\AppData\Local\Android\Sdk\build-tools\2%.0.1\package.xml

Parsing C:\Users\wmadmin\AppData\Local\Android\Sdk\emulator\package.xml

Parsing C:\Users\vmadmin\AppData\Local\Android\Sdk\extras\intel
\Hardware_Accelerated_Execution_Manager\package.xml

Parsing C:\Users\vmadmin\AppData\Local\Android\Sdk\patcher\v4\package.xml

Parsing C:\Users\vmadmin\AppData\Local\Android\Sdk\platform-tools\package.xml

Parsing C:\Users\vmadmin\AppData\Local\Android\Sdk\platforms\android-2%\package.xml

Parsing C:\Users\vmadmin\AppData\Local\Android\Sdk\tools\package.xml

Previous Next Cancel

J

6. In the Downloading Components window, when finished click Finish

Android Studio

Y Faremt s 3 s’
Version 3.4.2

+ Start a new Android Studio project

= Open an existing Android Studio project
K Check out project from Version Control +
[#' Profile or debug APK

L4 Import project (Gradle, Eclipse ADT, etc.)

¥ Import an Android code sample

LX Configure™ GetHelp v
9 P

7. Inthe Welcome to Android Studio window click on Start a new Android project
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. Create New Project X

H‘ Select a Project Template

Phone and Tablet oos Android V. Automotive  Android Things

AmEmEmEL

Basic Activity Bottom Navigation Activity Empty Activity

?

No Activity

Creates a new empty project

Previous @ Cancel Finish

8. In the Choose your project window, choose Add No Activity and click Next

’_,(* Configure Your Project

Mame

Android 2

Package name

com.example.android2

AN EEEENYE
] u -
= = Save location
: : [Usersfnelr/AndroidStudioProjects/Android 2
[ "
] [ Language
YEmEmmmP
Kotlin -
°Mmimum SDK | API 29: Android 10.0 (Q) v

No Activity

Help me choose

Craalas ainaw empiylproiact Use legacy android.support libraries (2

2]
Cancel Previous Next -

9. In the Configure your project window:

* in the Name field put something significant i.e. "Livefire"
* In the Minimum SDK dropdown menu, select APl 29: Android 10.0 (Q)
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* Click Finish

— O
tion... ]:I. ﬁ# CL
What's New o —

hat's New in 3.4

| describes some of the new features and behavior changes
n this update.

WeISISSY i

PEID

10. Click on the AVD Manager icon on the toolbar

. Android Virtual Device Manager

Your Virtual Devices

A Android Studio

Do ]lm

Virtual devices allow you to test your application without having to
own the physical devices.

+ Create Virtual Device... ]

To prioritize which devices to test your application on, visit the
Android Dashboards, where you can get up-to-date information on
which devices are active in the Android and Google Play ecosystem.

11. Click on Create Virtual Device
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s Virtual Device Configuration

H Select Hardware

Choose a device definition
Category Name + Play Store Size Resolution  Dencity
™ Pixel XL 55"

1440x2560  560dpi

560dpi

N e CR
Tablet Pixel 3a XL 60" A00dpi
Automotive Pixel 3a B 5.6" 1080x2220 440dpi

Pixel 3 XL 63" 1440x 2960 560dpi

Pixel 3 B 546" 1080x2160 440dpi

Mew Hardware Profile Import Hardware Profiles

%]

([} Pixeld
1080px
Size. large
Ratio: long
Density: 440dpi
2280px

Clone Device...

I ml Cancel

12. Select the Pixel 4 Image marked with Play Store access and click Next

. Virtual Device Configuration

H System Image

Selecta syslnro ge

Recommended Other Images

Release Name APl Level ~ ABI Target

R Download

R Dewnload

0 Download

Q Download

Q Download
Q Download
Q Download

Pie Download

4P Levl

30

Androd
11.0
Google Inc.

Sysem image
x86

Questions on AP| level?
See the API level distribution chart

Previous

m Cancel

13. In the System image window:

+ Select the x86 Images tab
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+ select the x86_64 version of the O image. If you havent used this image before you need

click on Download first

. SDK Quickfix Installation

License Agreement

A Android Studic

Licenses

¥ “android-sdk-license

L *Google Play Intel x86 Atom Sy

Terms and Conditions

This is the Android Softy D Kit License Ag

P

1. Introduction

1.1 The Android Softy Develop Kit (referred to in the License Agreement as the "SDK" and
specifically including the Android system files, packaged APls, and Google APls add-ons) is
licensed to you subject to the terms of the License Ag The License Ag forms a
legally binding contract between you and Google in relation to your use of the SDK.

1.2 "Android" means the Android software stack for devices, as made available under the Android
Open Source Project, which is located at the following URL: http://source.android.com/, as
updated from time to time.

1.3 A "compatible implementation™ means any Android device that (i) complies with the Android
Compatibility Definition document, which can be found at the Android compatibility website
(http://source.android.com/compatibility) and which may be updated from time to time; and (ii)
successfully passes the Android Compatibility Test Suite (CTS).

1.4 "Google” means Google Inc., 2 Delaware corporation with principal place of business at 1600
i Parkway, in View, CA 94043, United States.

2. Accepting the License Agreement

2.11In order to use the o ou must first agree to the License Agreement. You may not use the
SN if seon e ot

14. If you clicked on download, in the License Agreement window select the radio button next
to | agree and click Next

. SDK Quickfix Installation

“‘ Component Installer

dC

Installing Req

SDK Path: C\Users\wmadmin‘\AppData‘\Local\Android\Sdk

Packages to install:

- Google Play Intel x86 Atom &4 System Image (system—images;android-29;google_apis_playstore;x86 &4)

Breparing "Install Google Play Intel x86 Atom 64 System Image (revision: 8)".

Downloading https://dl.google.com/android/repository/sys-img/google_apis_playstore/x86_ 64-2%_r08-windows.zip
"Install Google Play Intel x86 Atom 64 System Image (revision: 8)" ready.

Installing Google Play Intel xB8€ Atom €4 System Image in
C:\Users\vmadmin\AppData\Local\Android\5dk\system-images\android-29\google_apis_playstore\x86_64

"Install Google Flay Intel x3é Atom 64 System Image (revision: 8)" complete.

"Install Google Flay Intel x3& Atom &4 System Image (revision: 8)" finished.

I Done l

Previous Mext
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15. In the Installing Requested Components window Click Finish when the progress bar
shows DONE

Select a system image

Recommended xBE Images Other Images

Release Name | AP Level ¥ | ABI Target

API L

Pie 28 xB6 Android 9.0 (Google Play)

Oreo Download 27 xB5 Android 8 1 (Google Play) 2
Oreo Download 26 X865 Android 80 (Google Play) Anared
Nougat Dowmload 25 xB5 Android 7.1.1 (Google Play) 9.+
Nougat Download 24 *B5 Android 7.0 (Geogle Play) Gooy
Symtem
x86

Recommendation
HAXM is not installed,

- Install Haxrm

We recommend these Geogle Pl
device is compatible with Google

‘ Questions on APl level?

1 A system image must be selected to continue.

Previous Next Cancel

16. Inthe Select a system image window, if recommended Install Haxm

i Windows Command Processor

Verified publisher: Microsoft Windows

Show more details

17. Click Yes to allow windows command processor to make changes to your device
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i HkiM X

H Invaking installer

Prepariog “Inatall Intel =04 Emalator Accelerator [(HAMM inetaller) (revisioni T.3.2)°.
Downlcading https://dl.google.comfandroids repository/extran/intel Thaxm-windows_v7T_5_32.zip
“Install Intel x06 Emulator Accelerasor [HAXM installer) [cevision: 7.%3.2)" ready.
Installing Intel x84 Emalator Accelerator [HANM installer) in
Civlpersh vasdnin\Applaca’ Local \Android  Sdkextras’ dintel\Bardware_Acoelerated Execution Mansger
“Inssall Intel =86 Emulator Accelerasor [HAKM imstaller) [(cevisiom: 7.%.2)° complete.
"Install Intel xBf Emulator Accelerator [HAXM imstaller) [(revision: 7.5.2)" findshed.
Farsing Ci'\UserswmadminiAppDatatLocalAndroidh Sdkibulld-cools' 29,0, 1hpackege aml
Parsing Ci\UserswmadminhAkppData’LocaliAndroidh Sditemulatoripackage . xnl
Parsing Ci\UserswmadminhAppDatahLocaliAndroidh SdkvextrasiincelBardware_hocelerated Execucion Mansger’packege.zml
Parsing Ci‘\Users\vmadminApplData’Local\Androidh Sdk\patcher '\ wi\package . xml
Parsing Ci\Users\vadmin\ApplData’LlocaliAndroidiSdk\platform-cools\package.onl
Paraing UTaersvaadniohApplatat Local Androddh Sdkplatforms’android-23package . 3ml
Paraing Taers vaadni o KppD LocalAndrodidh 5dk% aystes- images’ androdd-25'google_spds playstorsixBE\packege.xml
Faraing Ci\Users\vmadmiohAppDatatLocaliAndroidh Sdkhcoolshpackage .l
#ndroid 50K is up to dave.
Runniog Inceld ERXM ipstaller
inatalled swooesafully!

18. When you see Done. Select Finish.

a5 Virtual Device Configuration X

System Image

M Android Studic

Select a system image
Recommended x86Images OtherImages Q
Name AP Level « ABI
-
API Level
Pie 28 xB6
29
Oreo Download 27 w85 Android 8.1 (i
Oreo Download 2 %36 fndred
+
Nougat Download 25 x8H 9.
Nougat Download 2 xB6 Google Inc.
System Image
x86

We recommend these Google Play images because this
device is compatible with Google Play.

Questions on APl level?
See the AP| level distribution chart

(4]

i Previous Next Cancel Finish Help

19. Back in the Select a system image window Select O and click Next
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s HAKM

We hee detected that your system can run the &ndroid emulstor in sn accelerated peformence mode,

Set the maxinmum ameunt of FAM svadable for the Imbel ® Hardware Accelerabed Execution Manager (HAXM) to wse for ail 4G emulator instances. Yiou can change these setbings at any
firme by running the Intel ® HAKM installer,

Refer to the Intel ® HAXKW Docurmentzton for more information,

20GH THGB 152 GE 325GE 99 GE
{Recommended]
Rk llecation: 202 % MIB | Usericommsnded uoe

20. If prompted, in the Emulator Settings window, Use the recommended memory settings

and click Next

. Virtual Device Configuration

Android Virtual Device (AVD)

M Android Studio

Verify Configuration
AVD Name lPixd 2 API 29 ! AVD Name
E‘D - I e The name of this AVD.
Mo Android 9. x86
Startup orientation D
Portrait Landscape
Emulated .
Performance Graphics:

Device Frame Enable Device Frame

Show Advanced Settings

Previous Next Cancel m Help

21. Give a name to your virtual device and click Finish
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au. Android Virtual Device Manager . a X

Android Studio

| Your Virtual Devices
X

Actions

Name Play Store Remlutlun Target CPU/ABI | Size on Disk

o0

+ Create Virtual Device...

22. Inyour Android Virtual Device Manager window, in the actions column click on the "Play"
icon to start the emulator

Saturday,Juli27;

Gd Wallpapers

23. Your emulator is ready to use, if you need to restart your device you can hold the power icon
to see the power options.
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Day 2
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WorkspaceOne Hub Enroliment

Part 1: Pre-Requirement for Enrollment

There are some pre-requirements on the Workspace ONE UEM console before you enroll
your device. for getting the Intelligence Hub application to work well. VMware is moving
away from the AirWatch Agent and Workspace One application and consolidating under a
single application referred to as the Workspace ONE Hub. We have to configure
Workspace ONE Access and Workspace ONE UEM to provision applications, we will
configure the Hub Services for additional features.

Settiﬂgﬂ Reinhart_harizen
* System Devices & Users ¥ General
¥ Devices & Users
P Enrollment
Enroliment
Friendly Name Authentication
Lookup Fields
Messare Trmnlates Current Setting
1. Login to your WorkspaceOne UEM Admin Console and select to >
> > >
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Authentication Modefs) Basic [ Directory | | Authentication Proxy

Source of Authentication for Intelligent Hub | LTSI s DRI WORKSPACE ONE ACCESS [

Devices Enrallment Mode ¥ (® Open Enroliment () Reglstered Devices Only

User Enroliment for 105 13+ and macDs 10,15+ EMABLED DISABLED [N

devices -

Require Intelligent Hub Enroliment for 05 EMABLED DISABLED | (T

Require Intelligent Hub Enrollment for macOs EMABLED DISABLED [Rum)

Child Permission G-Il'l'l_"lll.:lll',' [:}L'Iw:llldr_' anly @Ir-l'-l_'rll.l.:l Orverride

2. Under the Authentication Tab
* Next to "Source of Authentication for Intelligence Hub" switch WORKSPACE ONE
UEM to Workspace ONE Access
+ Select ENABLED next to "Require Intelligence Hub Enroliment for iOS"
+ Select SAVE at the bottom right corner.

Sett| ﬂgS Reinhart_harizon

¥ System Apps »  Workspace ONE >

» Devices B Users

General
Ivhpps : .

* App Scan

Workspace ONE Web
~ Workspace ONE e

Application Categories

Authentication Publ

Current settng

Paid Public Applications
App Restrictions Reguire Authentication
External App Repository

o ) Reauthenticate
Application Remaowval Prorgzsion

~ AirWatch Catalog .\"/
Stan daln'o log
Featured Mél:ions

Child Parmission *

3. You will now have to enable the catalog service in the Hub application
« Select All Settings > Apps > WorkspaceOne > AirWatch Catalog > General
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apps 3 Workspace OME 3 Airwatch Catalog

General

Publishing

Plalforms

4. Under the Publishing tab select ENAELED next to
+ "Intelligence Hub Catalog (iOS)"
+ "Intelligence Hub Catalog (Android)"
+ "Intelligent Hub Catalog" (Windows Desktop)
+ Select Save at the bottom right.
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Part 2: Hub Services & People Search

Groups ettings = * @ Intelligent Hub Favorites |

# aw-livefirehznintrn.vidmpreview.com

i: Apps UEM w=~ Dynamic Enviromn... o' Outlook ":_'F WS1-Access

® Workspace ONE™ A

Dashboard bl Users & to Catalog r Identity & Access Management Roles
S

Web Apps

Hub

Review

Wirtual Apps
Virtual Apps Collection ' employees’ Hub experience, fundg
ity Settings

4 loyees with a single destination to ag
St
Unified App Catalog

Highlight commonly used apps, promote apps as part of a campaign,
display freguently used apps and more.

o ==

1. Now we will enable Hub Services and People Search inside of Workspace ONE Access to
ensure that we have a connection
+ Navigate to your unique Workspace ONE Access SaaS Tenant Admin Console and
authenticate using your Admin credentials. (Select Domain as System Domain)
* On the Workspace ONE Access Console,

+ Select the tab
* From the drop-down, select
+ Select
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2. On the Home page, Under Configuration Checklist, configure the following:

+ Clickon under People,
+ Enable People by turning the green. Select SAVE.
* On the left menu, select the Tab. Enable by turning the toggle green.

* In the Title area type:
« EUCLF (Best practice is not use a label longer than 6 characters).

« URL: https://www.livefire.solutions.
+ Next to Position, ensure the First is selected.

* On the left menu, select
* Ensure Enable App Ratings is on (default is ON)
* Leave the rest as default

+ Select
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https://www.livefire.solutions./

U"_\J Workspace ONE Hub Services

Home
App Catalog App (¢
Define the
Branding
Employee Self-Service Catalog L
Custemize
-
Name
Pecple
i New Ap
Virtual Assistance
New Hire Welcome
i Recomit
System Settings
Catego

Employee Self-Service

Configure a self-service tab for employees to access helpful links and manage their de

Define whether te enable the self-service tab by default In Intelligent Hub

Enable Employee Self-Service O

Tab Name Support

Configurations
Configure device self-service and helpful links for employees.

3. Enabling Employee Self Service,
* In left navigation panele select
+ This is enabled by default. No action needed. Take note of the configurable options. For
example Helpful Links or how to guides. This might be helpful for onboarding as one
example

BACK TO WORKSPACE OME ACCESS Tenant Admin

4. To the right of the page select
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& aw-livefirehorizonrn.vidmpreview.com/'

= Apps UEM w |Intelligent Hub Home | Salesforce 'ff? Workspace ONE

@ Workspace ONE™ Access

Dashboard -~ Users & Groups Catalog =~ Identity & Access Management Raoles
Web Apps
Virtual Apps

Virtual Apps Collaction

VMware Workspace ONE Access™ Build 203488694bb2bTh8. Copyright £ 2013-202(
products are covered by one or more pate res.com/gospatents

5. Select the tab,
* From the dropdown select

@ Workspace ONE™ Acces:

Dashboard = Users & Groups Catalog v Identity & Access Management

Disable launche
Global Settings

[ Windows
Remote App Access -
[)Mac OSX
User Portal Branding [ Mabile
User Portal Configuration Save
People Search
ceess Management Rales
People Search

Enable People Search

Users can search for users based on name and email. Enabling People Search requires syncing of the additional attributes to the

directory.

6. Select

+ Select the next to Enable People Search
+ Select
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& Access Management Rales

People Search

Sealect the directory to configure People Search attributd V{11 81 1= G0
LivefireSync

7. Select the Directory LivefireSync

People Search

Soeth sty 10 conuts ok Sosich amesces [ LieoSyr 3

g
)
§
5

k]
0000000 0OCOeODOOCOO

8. Note the following with the associated dropdown

+ distinguishedName, checkbox is enabled

+ managerDN, checkbox is enabled

+ title, checkbox is enabled

+ select Next

+ Validate the associated attributes are associated in the Attribute Name Directory
+ distinguishedName = distinguishedName
* managerDN = manager
. title = title
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+ Select

caes Managemest | Folas a

People Search
Spacily a users thal you want fo syne

Tia isss thes Pecple Seanch app successhily, ol wsen shoukd be symoeed b the directon. 1T the Wisrkepass ONE Ancsis s is nol alrasdy conligured 1o ayns al usen, spedly
e distinguishied namae |ON) to syna all usors.

Mate: This User DN is added to the directory sync prafile that is sef up in Directon = Sync Setting » Users

Enter as CH=users, D0 =cpomaie DC=com
Sipacily he Lisssr ON3

OU=corp, DC=eus-ivefire, DC=com

o orscory

orotected by copyright and intellectual property laws in the United States and othe

9. On the People Search page
« Under the Specify the user DNs edit the default CN=Users,DC=euc-livefire,DC=com
+ Select
+ Select
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A

Select Your Domalin

O Remember this setting
vmware

%)

K™

Forgot password?

Change to a different domain

vmware

10. Open an Incognito window on your browser and navigate back to your Workspace ONE
Access tenant
* Under Select Your Domain, select euc-livefire.com, select Next
* Login using your custom Active Directory Account Userx and VMware1! e.g. user35RNL
« Select Signin

N Favorites Apps People For You support
hd

Favorites

Looks like you just moved in
Add your favorite apps here for quicker access

- B
f 1 Favorites Apps People 1
A, PP p

Q Used

9 Total Results

UsSerasRNL RNL

User7 PD1

User8 PD1
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11. Select
* In the search interface type User
+ Notice the search results
+ Select an individual user and notice you can see information related to the user.

Part 3 Intelligence Hub Enrollment

Section 1. Android - Intelligence Hub Enrollment

Your Virtual Devices
Android Studio

1. This lab will walk you through how to enroll an android device in Device Profile mode using
the WorkspaceOne Intelligence Hub.
+ Launch your Android Studio Emulator configured on Day 1
* In the Your Virtual Devices window under Actions, select the button
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2. Openthe APP on your android device
1. Select
In the Sign in window, enter your email, select
Enter your Password window, select
On the Add phone number? page, and select
On the Terms of Service page, select
On the Google Services page select
On the Want to stay in the loop? select
On the Google Play select , twice

Nk WN
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432 B9 Q9@ -

<~ itelligent hub ‘v.

r ﬁ ntelligent Hub
& VMware Workspace ONE

6%k 10M+ 3]
41K reviews )

- -

e ot
-~ ,EERL
& N A = wle-B
‘ @ -
S h O &E
'.)% E ' -
- |- = —
Vidware Workspace ONE

You might also like

3. Search for Intelligent Hub
+ If you are prompted for payment information, select

* Select

r \ Intelligent Hub

- Vidware Workspace ONE

You might also like =2

4. Next to Intelligent Hub, select
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5. Under the Email address or server area, type https://dw-livefire.awmdm.com

+ Select
* When prompted select

ar

&«

0

Email address or server

https:;}JFIw livefire.awmdm.com

MEXT

.

Allow Hub to make and manage
phone calls?

9 . L 71

https://ds1605.awmdm.com

Group 1D
HorizonINTRN

[ N Groups & Settings > Groups X Login 0 avorites | inte)

C {+ & dw-livefire.awmdm.com

i Apps UEM 4 Gmail £} 55 @ Snagit Keyboard 5.,

HorizenINTRN

HorizonINTRN . Se[[iﬂgs

[ Manage advanced console-w

6. Under Group ID, enter your Workspace ONE UEM org Group ID. If you dont know your

Group id hover over the dropdown menu for your organizational unit.
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+ Select

7. Under Username, enter your custom Active Directory Username. eg User35ANL

X
userdsan!
Password
sesnann .| o
NEXT
Evoll Nent is in progess.

(5 Save passwond to Google

* In the Password area, enter VMware1!
« When prompted to Save password to Google?, select

Privacy

T
J

Your privacy matters.

Wiiware Workspace OME collects informatien that Is
requirad to provide secune access to your wark data and
applications. Below you will find an averview of data
collected by Werkspace OME and Hub to provide optimal
performance, security and support. For infermation about
how your company handles infermation collected by
Workspace ONE, please contact your company

For information regarding the data WMware collects in
connection with your use of this application for product
improvernent and other analytics purpases, see the Trust &
Assurance Center and Viware's Privacy Notices.

Contact yvour company's IT administrator if you want to find
out haw to un-enroll your device and discontinue access to
this app.

Device Management

Tap here for an overview of data collected from this device
to provide a Lo work resoure d lo secure company
data stored on this device, The data collected is based on
your company's configuration. Your company has access to
this data am me or all of the data collected may be visible
te yaur IT administrator.

TUNDERSTAND

8. On the Privacy window, select
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Fod 5 Q @ & -

<  Data Sharing

Want an even better app experience?

Help us impreve and develap new app features and
functionality that will make you even more productive

We would like to collect infarmation about your usage of aur
app to better understand how users interact with our apps
and how we can improve the app experience. We analyze this
usage data in the aggregate and not in any way that identifies
ol You can change this setting at any time.

For information abouwt how ViMware handles your usage data if
wou elect to share this data with VMware, visit
hittp:fwww vimware. com/help/privacy. html

NOT NOW 1 AGREE

9. Onthe Data Sharing window, select | AGREE

705 0@ - van

Let's set up your work profile

View terms

ot & continue

10. Onthe Let's set up your work profile, select Accept & continue
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TG0 9@ - v.in

Only the data in your work profile
is visible to your IT admin

11. On the Let's set up your work profile page select

7

[=h ¥l |

& yMware Livefire Solutions

Exporting the NSX-T DFW
configuration via the Policy

Customized MacOs/Linux Z5H
Terminal Experience
] o 28 @ (=]

12. Notice the process in the enrollment phase on Android Enrollment.
« When you see this, you have completed your Android Enrollment with Intelligent Hub
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Section 2. Windows 10 Intelligent Hub Enroliment

L n Workspace ONE Intefligent Hub n
! Agp

ik Aw‘

Workspace ONE Intell
Intemet Explorer ) f

@ & System Information >

SR search the web C' Open
L in- see web results ] = pin to Start

= Pin to taskbar
2} App settings
1= Rate and review
1 Share
i uninstal

il O inf

In this Lab we will Enroll a Win10 1809 VM using the latest WorkspaceOne Intelligence Hub

1. Log into the Control Center and open the Remote Desktop folder on the Desktop.
+ Select the W10Client02 RDP client and sign-in with username administrator and
password VMware1!
+ To the right of the Start button in the search area, start typing intel
 Select the Workspace ONE Intelligent Hub
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Wiorkspace ONE Intelligent Hub - 0 X

Email or Server Address

'.ttps:h'dml-liueﬁre.awmdm.con'

Next

2. Under Email or Server Address, enter https://DW-livefire.awmdm.com select Next

Al Settings
B AY | herisen

Conflgurations

Workspace ONE Intalligent Hub

Email or Server Address

Group ID

Horizon!NTRN

Next

3. Under Group ID unique enter your unique your Workspace ONE UEM tenant Group ID
+ To get your unique Workspace ONE UEM Group ID, revert back to your Workspace ONE
UEM tenant and look for the following next to the Workspace ONE UEM logo, select
your Organization Group and note your Group ID
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+ Select NEXT

Username

Password

4. In the Workspace ONE Intelligent Hub under
+ Username enter your custom Active Directory Username
+ Password enter VMware1!
+ Select Sign in

Wotgaaca DHE el ggent i - a Es

‘Wanf an even betier expenience?

e e d Sewlop e s it ad Puncaniinly Dl wlll Pt pou v R pridkuctve

W ol b T ool nfzusbon ot vour g of oo e b e aadendand how s ndeet Wil or sem g o e
S e B g0 e, v ot the wsagi it 1 b iggregitn nd R2% iR iy wiy Bhad Bt v

For more islomation show? how Vidwars handlen pour g dets i pou wlect 2 vhus ty d wih Videars: s b

5. Select | Agree
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o

Congratulations

[ ———

support
@ user35RNL RNL
"

WIOCLIENTO02 Emalaet

About

* Enmolled

 No complance set

Devics

6. On the Congratulations window, select Done
* Notice the Enrolled status of W10Client02

Part 4. Workspace ONE UEM & Workspace One Hub Services

MY SERVICES

Workspace ONE Hub Services
Workspace ONE Access

Waorkspace OME Intelligence

Workspace OME UEM
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1. In the WorkspaceOne UEM console in the top right corner select the six square grid.
+ Select Workspace ONE Hub Services

> Groups & Settings

[

ngs

m Intelligent Hub

Review and edit settings below to configure employees’ |

Hub Services

Hub Services lets you provide employees with 2 single def

Qo
go

Unified App Catalog
Highlight commonly used apps, promote apps as part of
display frequently used apps and more.

Note: Motifications and People capabilities are only availa

e,
GET STARTED
Se—

Activate Hub Services X
A Tenant has already been configured for Workspace ONE Access,
Tenant URL https:/faw-livefirehorizonm.vidmpreview.com

Do you want to use this same Tenant to activate Hub Services?

l

MO YES

l

2. Inthe Intelligent Hub window, select GET STARTED.
+ When prompted to Activate Hub Services, select YES

Intelligent Hub

Rewiess ard et setiem belos o configues smpicyeea’ nisligent Hut acserence rciuding Heb Servicsa, desic

Hubr Services

s a0 B N el ST s, W) 8 L FESWAN DO |0 SO0 it ] COAWNRET ATy O[04 B Pt D, DT B

a5 & @

unified &pp Calaog Nl atans Propie
Sgtkghi commonty LBRd AORL, PrOTET SRCE B8 EAC o § Campakge. hices hppkopeen o receive noiFications inchudeg casmecrd sapiadar, #i smpicyres visw argarbations charts and an
cusriy Ut apRE and Mo sooouni ITkarmon and SESe MECane spaer Soriaci colsagusy

Fhirbe Mot gl g P Lamalibes dre ooly dvilalie wilh Dhest) HUS S s s Sooesd T

Fub Sarvices WAL g an- Pl eL b I SO TOTATW S RO

Management Mods

FARDES (bl 1 8550l pATeiol MM PLRARSMY TN R & S0 bl

3. Click on Launch to open the Workspace ONE Hub Services.
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Whalcome to Hub Services

aigr pas e prgrs B el Hd e

< Brandng 1 Custom Ta G Employes Sef-Sanios k mottcatons

4. This page allows you to control the user experience inside the Intelligent HUB application,
setup notifications and Self service portal for your users. Feel free to explore individual
pages from the left menu panel. No further action needed.

BACK TO WORKSPACE ONE UEM

5. On top right, click on the BACK TO WORKSPACE ONE UEM Console.
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Federating BambooHR with WorkspaceONE
Access

Overview

In this section, we will be leveraging a public application BambooHR to demonstrate
successful Federation of a SaaS application with Workspace ONE Access as an ldentity
Provider.

Its also comes as a native application for Android and 10S and will be useful when testing
Mobile SSO for Android and IOS in later exercises

Note: Images precedes the steps

Part 1: Adding BambooHR to the Workspace ONE Access
Catalog

[ ] Groups & Settings > Configu ® ‘T:E ViMware Workspace ONE

< C {} & aw-livefirehorizonrn.vidmpreview.com

ii Apps UEM @ Intelligent Hub Home | Salesforce £ Workspace ONE

@ Workspace ONE™ Access

Dashboard - Users & Groups Catalog ~ Identity & Access Management Roles
m ‘ CATEGORIES * | | MORE | | SETTINGS

Application Type

& Salesforce SAML 2.0

New SaaS Application

1 Definitian Definition

Search

C, Barn|

BambooHR
fiew employes coatact infarmation, an

1. To enable single sign-on to BambooHR on the service, you must configure the application in
the catalog and copy the SAML-signing certificate to BambooHR.
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+ Add BambooHR to the Catalog
1. Login to the Workspace ONE Access administration console.
In the Catalog page, select NEW
In the New SaaS Application wizard under Search type BambooHR.
Select the BambooHR icon.
Select NEXT

vk whnN

Single Sign-On
1 Delinition

Authentication Type *
2 Configuration

3 Access Palicies
Cenfiguration *

4 Summary URLAML ) Manual

Single Sign-On URL * (1

https: i35 bambochr.comfsamifconsume php

Recipient URL *

htips i35 bamboohr.com

Application D *

2. Inthe Configuration section of the New Saas Application Wizard

« Under Single Sign-ON URL append the first letter of your city and country two letter
abbreviation + student number eg. rnl35
* https://rnl35.pamboohr.com/saml/consume.php

+ Under Recipient URL append your domain name ie Utrecht35 to the FQDN
 https://rnl35.bamboohr.com

* Please remember to document this in your custom accounts form
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https://rnl35.bamboohr.com/

Reday State URL D

Application Parameters @

Name Description Default Value Value

i35

Assign

(@ Application: ‘BambooHT added successtuly. B

Selected App(s): BambooHR

Users f User Groups

Selected Users / User Groups Deployment Type Entitiement Type

N m

3. Under Application Parameters under value type in your Singular domain name
* If your FQDN is going to be rn/35.bamboohr.com then under Value type rniI35

+ Select Next
* On the Access Policies page select NEXT
* On the Summary page select SAVE & ASSIGN
+ Under Users / User Groups type and select Marketing
« Under Deployment Type, select Automatic
* Ensure Include is selected under Entitlement Type (Default)

+ Select SAVE
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:’ 1 Workspace ONE”

Dashboard

MEW
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4. Download SAML-Signing Certificate
+ We need to download the SAML-signing certificate from the Workspace ONE Access
service for the BambooHR configuration.
* In the Catalog > Settings tab, click SAML Metadata.
« Under Signing Certificate text select download.

+ Open a .txt editor and copy Make sure that you include text from

CERTIFICATE---- through --------- END CERTIFICATE-----.
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Part 2. Setting up BambooHR

Step1of2

dy to
r free

.

L

'a‘ Of richardpregar@outlook.com Work Email
HR®

o sssssene Password

1. We start off by registering a trial account with BambooHR, next we will federate BambooHR
with Workspace ONE Access
« Open up a browser use the following URL https://www.bamboohr.com/signup.php
* As part of Step 1 fill in your registration information and select Get Started
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Step 2 of 2
+447920812496 Work Phone
Livefire Company Name
1-10employees
United Kingdom

ANL36 .bamboohr.com

v Byregistering for this content, | am signing up to
receive marketing materials (webinar and event
invitations, newsletters, eBooks, etc.) from BambooHR.
lunderstand that | can opt out at any time.

+' | agree to the terms and conditions

Create Account

2. As part of Step 2 complete your registration information Next to
* Phone number: Add a phone number
« Company: Livefire
* Number employees : select a number
« Country : your choice. e.g. Netherlands
« UnderFQDN enter the first letter of your city, then country code + student number
e.g. ANL35

* Select Create Account
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We're setting up
your BambooHR
account now.

Here are a few things you can do while

you wait:

Shazam! Your account is ready.

Groups & Se x I:E Viware Wor X @ |ntelligent Hub ¢

& rnl35.bamboohr.com/login.php

i1 Apps UEM @ Intelligent Hub Home | Salesforce I’ Workspace O

3. Please wait until your account to be created

* Once your account is Ready select
+ Document your new admin UrL, username, password and email address used to register
this account

richardpregar@outiook com

........

EUC: Horizon Integrations 2020 Manual Export Date: 2020-12-03 07:22:31 +0000 Page 114



4. Inyour login page

* Enter your with your email address and password
+ Select Log In

* On the Welcome page select Close

+ Select Okay, got it on the Cookie notice page

© Viewing sample data. Clear data and add your own »

5. Once registered and logged in we will now configure the Single-Sign ON settings in
BambooHR for Workspace ONE Access
+ On the Home Page look to the right and select the Cog wheel Icons for Settings

£ Settings
# Account

a Access Levels

§@ Employee Fields

| & Apps
Benehts

ﬁ Company Directory

P& Email Alerts

Install Learn more

Published by PlanSource

SAML L:\) SAML Single Sign-On

‘ Install ‘ Learn more

Published by BambooHR

Small Imnrovemente

6. Under Settings select Apps
* In the Apps Settings page scroll down until you see the red SAML icon
+ Select the install option next it.
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SAML Single Sign-On Settings

SAML Single Sign-On
SAMLS

$50 Login URL
hitps: i izonr jiew.com/

%509 Certificate

DOE! HxID
VyMS: sy
0GEHIVUZACEw! NZEYMT

12N4ZFyZSBIZGYUAGL0eSBNYH

5hz2VyMSTw

BYyIMSVZFRK1SRUNPUK1aT05STIRTOU1

QGEWIVUZCC
ALIWDOYIKS AL 1 etT4DgN10su
JUBSOSCAUX

bs & Seti x | £} VMwareWork: X | @ Intelligent Hub x | @ ScreenSteps X | @ - httpsi/fwww X
& mi35.bamboohr.com,

® Intelligent Hub Home | Salesforce ¥ Workspace ONE

in your free trial. Call 1-80 @) SAML Single Sign-On was successfully installed

Home  Mylnfo  People  Hiring  Reports Files

itings

7. In the SAML Single Sign-On window enter the following:-
« Under SSO Login URL* : enter your Workspace ONE Access URL in the following format
https://myco.vmwareidentity.com/SAAS/auth/federation/sso
*+ e.g. https://aw-euclivefirefran.vidmpreview.com/SAAS/auth/federation/sso

+ x509 Certificate: copy the entire content of your signing certificate downloaded in Part 1
* Include text from -----BEGIN CERTIFICATE---- through --------- END CERTIFICATE-----.
+ Select

@ 7 days left in your free trial. Call 1-801-724-6601 to sign up!

Home My Info People Hiring

People
@ New Employee ‘ .‘___
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8. Setting an Identical custom test User account
+ Select the tab.
+ Select

3 e

9. In the Add Employee window add the identical information to what you added at the
beginning of the course from your active directory,
+ NB! Matching email address information identical to your Active Directory
* If necessary double-check your info in Active directory
+ Ensure you have the Self-Service Access turned on

* Select
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10. Testing with your custom user account

* In Chrome, open up another browser and use the Incognito mode option or open an
alternate browser like Mozilla Firefox

« Type your domainname.bamboohr.com e.g. rni35.bamboohr.com

* On the Select your domain, ensure euc-livefire.com is selected and select

* On the Workspace ONE Access login type your custom account username and
Password and select

+ Close down the default access prompts and observe that your custom now has access to
BambooHR with password based authentication from a Web Browser

In later exercises will use the Native application to provide a single-sign on experience and
understand the specifics related to authentication that might be required to fulfill from a
platform but also the application perspective
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Authentication Method - Android SSO

Configure Single-Sign-on for Android Device from the
Workspace ONE UEM Admin Console

Pre-requisites to this lab

+ For this lab you will need an Android Device that you are willing to enroll into this lab

environment.
* If you do not have an Android test device, please complete Android emulator setup,

from Day 1 lab, before proceeding.

Part 1: Configuring Workspace ONE Access for Android
Mobile SSO

Groups & Settings
Manage advanced console-wide settin

Groups
Create and manage custom named groups

0' All Settings '
g on, Console settings, and of

Configurations
Establish the foundational settings, custorr

System

Enterprise Integration

1. In this section we will download a certificate from WorkspaceONE UEM and use to configure
Android Mobile SSO in Workspace ONE Access. After we will round all the remaining

Workspace ONE Access configurations.
* Login to your Saas WorkspaceONE UEM with your custom credentials

+ Select >
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« Under System select Enterprise Integration
« Under Enterprise Integration select VMware Tunnel

[ e @

A~/

I W Deployment Details

Deployment Type @ Basic () Cascade (T o

Euclivefire

Hostname *

Paort * 444

2. On the Tunnel Configuration page enter the following
* Next to Hostname: EUClivefire

+ Note: This is a dummy value as we only leverage the Device Network traffic rules to
send the Authentication request to a cert proxy service and not deploy a Tunnel

Server physically.

+ Port: 444 (Choose any dummy port number)
+ At the top of the page select SAVE

b Server Authentication

W Client suthentication

Authentication Wa )

CA Certificate *
Thumbprint

EMEZA48BTCACFICECIR4DATCCTFBCICEEFADS

—* EXPORT

TunnelDeviceR....cer

This type of file can harm your computer. Do you .
o Keep Discard

want to keep TunnelDeviceRoot....cer anyway?

3. Inthe Tunnel Configuration window
« Expand Client Authentication
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+ Below Thumbprint select EXPORT
* Note the name of the certificate is TunnelDeviceRootCertificate.cer
+ if you get a security prompt click

o 5
Wg_@’ﬂ
e S5O (for Anciroic)

Mobile SSO (for Android)

o

4. Switch to and if necessary, login to your SaaSs instance of Workspace ONE Access
+ Select the Identity & Access Management tab select Manage and then select
Authentication Methods
« Under Authentication methods select the Pencil Icon next to Mobile SSO (for
Android)
* On the Mobile SSO (for Android) window select the following: Next to
+ Enable Certificate Adapter: select the checkbox
* Root and Intermediate CA certificates click on the Select File button, choose the
TunnelDeviceRootCertificate.cer file you downloaded earlier and select Open.
« Onthe Update Auth adapter window select OK

* Use CRL from Certificates : Uncheck the checkbox
* Use CRL in case of OCSP failure: Uncheck the checkbox
+ At the bottom of the page select Save
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@ Workspace ONE™ Access o Tenant Adein - AN-JESUSHORIZON

Identity Providers (3)

Wentity Provider Name  Auth Methods Directory Network Ranges Connectorls) Type Status
sty Frovas System Dirctory ALL RANGES B Enavie
ofkspaceiDP_3314 passuora ALL RANGES ws1-connectoreuc. pace ONE
Wefre com
<{Back to IdP
Identity Provider Name Builtin
Q,
@ Users Select which users can autheniicate using this IdP. Choose from the available directoriss from ihe list below
System Directory
v
Builtin
Type: EMBEDDED
Status: Enabled Netwark Select which networks this IdP can be accessed from. Choose from the available network ranges from the list
below.
Disable IdP + ALLRANGES
B Delete 1P
Authentication Methods  Select which authentication methods the IdP wil use to authenficate users
Authentication Methods Associate Authentication Method

Password (Local Directory)

Mobile SSO (for Android) e
=

KDC Certificate Export Download Certificate
Export the KDC server root certificate for use in a Mobile Device Management profile.

5. In the Workspace ONE Access Admin Console

Select the Identity & Access Management tab > Manage, select Identity Providers
On the Identity Providers window, select Built-in

Under the Authentication Methods area select Mobile SSO (for Android) checkbox

Select Save

::::::::
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6. Inthe Workspace ONE Access Admin Console
* Onthe Identity & Access Management tab > Manage, select
+ Select
* In the 1. Definition area
+ Enter a policy name: App_SSO Policy
« Under Applies to section, select
+ Select

* In the 2. Configuration area
*+ Select
+ On the Add Policy Rule page add the following, next to:
« and user accessing content from * :
+ and user belongs to group(s) :
*+ then the user may authenticate using* :
+ if the preceding method fails or is not applicable, then *:

* Select

7. In the Workspace ONE Access Admin Console, Edit Policy window
* In the 2. Configuration area
+ Select
+ On the Add Policy Rule page add the following, next to:
« and user accessing content from * :
+ and user belongs to group(s) :
+ then the user may authenticate using* :
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+ if the preceding method fails or is not applicable, then *:

+ Select
* Select

* Onthe 3. Summary arega, select

Part 2. Configuring Single-Sign-on for Android: Android VPN
Profile
Introduction: We have just configured the Workspace ONE Access Android SSO auth Adaptor,

we will now configure the Android VPN profile and add a version to the profile in Workspace
ONE UEM.

q@ Workspace ONE UEM

List View
TR

Lifecycle

Profiles & Resources

Compliance Policies

HIPERE Y

Certificates
e ONE UEM

Add Profile

Select a platform to start:

1. Switch to your Saas Workspace ONE UEM Admin Console, if necessary
+ Select >
« Under Profiles & Resources select > dropdown, then select
+ On the Add Profile window, select
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@ Add a New .‘\rd-rouﬁ e 5
_J General
P Narme Andincic_kcbile_S50

SAVE AND PUBLISH CANCEL

2. Configuring Single-Sign-on for Android
* Inthe Add a New Android Profile window configure the following...
* In the left column select General and configure only the following: Next to -
* Name type Android_Mobile_SSO
* Smart Groups: YOUR ORGANISATIONAL GROUP. (scroll to the bottom and select
the line with the world icon and your OG name)
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VPN

Lo JU o

3. Inthe Add a New Android Profile window configure the following...
* In the left column, select and select
* In the VPN window configure the following next to:-

« Connection Type:
+ Connection Name: Android_SSO_Config

« Server: (leave default)
« Per-App VPN Rules: checkbox enabled (default)

+ Select
+ On View Device Assignment window select

Part 3: Configuring Android Public applications for a Per
App VPN Profile in WorkspaceONE UEM for SSO

This section is dedicated to configuring Workspace ONE UEM to deliver native applications to
your Android device
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1. Inthe Workspace ONE UEM Admin Console
+ Select > > > tab
+ Select
* In the Add Application window next to: Select
+ Platform*:
* Name*: Workspace ONE Tunnel
+ select

* In the Add Application window select
* In the Tunnel - Workspace ONE section, click the button
+ Select

* Onthe Tunnel- Workspace ONE - Update Assignment window
+ Select

* In the Tunnel- Workspace ONE - Add Assignment window next to the following,
select:-
+ Select Assignment Groups:
* App Delivery Method: radio button
+ At the bottom of the page select

* Onthe Tunnel- Workspace ONE - Update Assignment window
+ Select the next All devices
+ Select

* On the Tunnel- Workspace ONE - Preview Assignment window
+ Select
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2. Configuring Sales Force for native Android Single Sign-On
* In the WorkspaceONE UEM console, select > >
1. In the List View interface select , select
2. In Add Application window, select the following, next to:-
+ Platform™*:
* Name*:

At the bottom of the Add Application window, select
In the Add Application window under Apps select
In the Add Application window under Salesforce click
On the Edit Application - Salesforce window, select
On the Salesforce - Update Assignment window select
On the Salesforce - Add Assignment window select and update the following next
to:-

+ Select Assignment Groups:

* App Delivery Method*:

* App Tunneling:

* Android*:

N U AW

9. Next to Application Configuration select . You will notice a whole range
of additional configurations now become available
10. Nextto AppServiceHosts
* Type in your custom Salesforce domain
+ e.g. https:// -dev-ed.my.salesforce.com

* At the bottom select
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11. On the Salesforce - Add Assignment window, select
12. On the Salesforce - Update Assignment window , select
13. On the Salesforce- Preview Assigned Devices window select

3. Configuring BAMBOOHR for native Android Single Sign-On
1. Inthe WorkspaceONE UEM console, select > >
+ Under the Public select

2. In Add Application window, select the following, next to:-
+ Platform™*:
* Name*: BAMBOOHR
+ Select

In the Add Application window under Apps select
In the Add Application window under BambooHR click
On the Edit Application - BambooHR window, select
On the BambooHR - Update Assignment window select
On the BambooHR - Add Assignment window select and update the following next to:-
+ Select Assignment Groups:
+ App Delivery Method*:
* App Tunneling:
* Android*:

NoupWw

Under Application Configuration :select
« Under Configuration key type AppServiceHosts
« Under Value Type select

Under Configuration Value type ; https://customdomain.bamboohr.com .
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*+ eg. https://globalrn.bamboohr.com

+ At the bottom of the BambooHR - Add Assignment window select

8. On the BambooHR - Update Assignment window select
9. On the Preview Assigned Devices window select

* This application does not support the SDK we will therefore have to manually configure
the native application settings on the device

4. Configuring your Chrome Browser for Single-Sign ON
+ Certain Applications like BambooHR integrate with your Browser. You will have to
configure your browser for single-sign ON as well

1.
2.
3.

N ULk

In the APPS & BOOKS > Applications > Native > Public tab continued..
Select
In the Add Application window next to: Select

+ Platform*:

* Name*: Chrome

+ select

In the top of the Add Application window select
In the Chrome : Fast & Secure, click on
In the Edit Application - Google Chrome, select
On the Google Chrome - Update Assignment window select
In the Google Chrome - Add Assignment window next to
+ Select Assignment Groups:
« App Delivery Method:

Next to App Tunneling select (two new sections are added)
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« Android*: Android Mobile SSO

10. At the bottom of the page select ADD

11. In the Google Chrome: Fast & Secure - Update Assignment, select SAVE & PUBLISH

12. In the Google Chrome: Fast & Secure - Preview Assigned Devices page, select
PUBLISH

Part 4: Configuring VMware Tunnel Component

Configure single sign-on for Android devices to allow users to sign in securely to enterprise
apps, without entering their password.

About this task

To configure single-sign-on for Android devices, you do not need to configure the VMware
Tunnel, but you configure single sign-on using many of the same fields

@ asour £

1. Configuring Single-Sign-on for Android
+ Ensure you launch your on your Control center desktop and launch your browser to
enter https://dw-livefire.awmdm.com
* Log into your Workspace ONE UEM admin console with your Admin credentials.

EUC: Horizon Integrations 2020 Manual Export Date: 2020-12-03 07:22:31 +0000 Page 131



* In the Workspace ONE UEM admin console, select GROUPS & SETTINGS, select All

Settings

System

Getting Started
Branding
(1)
Security
Help
Localization
Terms of Use
S/MIME

Advanced

System

Enterprise Integration

Enterprise Integration Services
Certificate Authorities
Content Gateway

Cloud Connector

Directory Services

Email (SMTP)
Viiware Tunnel e
ird-Party Proxies

Peer Distribution

2. Configuring VMware Tunnel Component...
+ Under System select Enterprise Integration

* Select VMware Tunnel.
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o

Device Traffic Rules

Rank

TUNNEL

prROXY “vidmprevievcom®

wwwwwwwwwwwwwwwwwww

nnnnnn

cancel

3. In the Tunnel Configuration Page
* In the Device Traffic Rules section section select EDIT
1. To the left of the Device Traffic Rules window select ADD DEVICE TRAFFIC RULE
2. Nextto Rank # 1, under Application in the drop down select BambooHR; Chrome ;
Salesforce; Android Workspace; Airwatch Secure Browser

« Under Action from the dropdown select PROXY
« Under Web Proxy type certproxy.vidmpreview.com:5262
+ Under Destination type *.vidmpreview.com

3. Next to Rank # 2, under Application leave (all other Apps) under Action select
BYPASS

4. Select SAVE AND PUBLISH

On the Are you sure you want to continue? window select OK

U
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.........

4. Switch to your enrolled Android Emulator or physical Android device

« Wait until all your apps have been deployed on your device.That being BambooHR;
Salesforce & Chrome.

+ If you are using the Android Emulator and the salesforce app didnt deploy, your
image type may be wrong, go back to the android emulator lab and redeploy your
virtual device. In this article you'll find salesforce official information for android studio
https.//developer.salesforce.com/docs/component-library/documentation/en/lwc/
lwc.mobile_extensions_setup_android_studio

+ Select your Profile
+ Select your Application
* In the Tunnel application, select
* In the Privacy window, select
* In Data Sharing window, select
* On the Connection request window, select

+ Wait until all your apps have been deployed on your device.That being BambooHR;
Salesforce & Chrome.

+ Look to be prompted for the following message : Connection request. Tunnel wants to set
up a VPN connection.... You have the option to select Cancel and OK. Select
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Part 5: Testing Mobile SSO for Android

1. Testing Mobile SSO for Salesforce
+ On your Android device, choose your Work profile
1. Select the
2. On the terms and conditions select
3. Onyour login notice you have the option at the bottom OR Log in using: your custom
domain. Select
4. In the Workspace ONE Auth window, under Enter your username type your custom
username,
+ Select the Remember this setting,
+ Select

5. In the Salesforce for Android window select
6. Notice you are now in your Salesforce application for the first time. Close the
application an re-open.

EUC: Horizon Integrations 2020 Manual Export Date: 2020-12-03 07:22:31 +0000 Page 135



2. Testing Mobile SSO for BambooHR
« On your Android Device select your application
1. In the bambooHR window type in your custom domain in the
yourdomain.boomboohr.com section
+ eg. globalrn.bamboohr.com
* select

Select the button

On the Welcome to Chrome window select

On the Sign in to Chrome select

On the Workspace ONE console enter your username and select

Notice you were logged in without a need to provide password. This means Mobile
Single Sign on was successful.

ocounkhwh

Proceed to the next lab.
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Day 3
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Unified Access Gateway deployment using

the PowerShell

PART 1

This is an overview of deploying the Unified Access Gateway script for VMware Horizon

1. On the ControlCenter2 server, go the

| ] = | uagdeploy

« -

7 Quick access
[ Desktop
4 Downloads
=] Documents
&= Pictures
Desktoplnfo
Dump
hol

Rermote Desktops

[ This PC
[ Desktop
=] Documents
- Downloads
J’) Music
&= Pictures

B Videns

Share

Wiew

» This PC » Downloads » uagdeploy

MName

=] log-UAG &t

4| uagl-basic.ini

4| uag2-advanced.ini
4| uag3-securid.ini
| uagd-radius.ini
1| uag5-smartcard.ini
1| uag9-aw.ini

| uag9-awhw.ini

| uagl0-vidm.ini
| uagll-eclini

| uagl2-azure.ni
&y uagdeploy.psi

mj uagdeploy.psm1
&y uagdeployaz.psl
&y uagdeployec2.psi
& uagdeployhv.psl

Date modified

3/26/2020 9:03 PM

1072020 10:48 AM

M10/2020 10:48 AM

/10,2020 10:48 AM

F10/2020 10:48 AM

10,2020 10:48 AM

10,2020 10:48 AM

and observe the contents
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M 11 = | usgdeploy

“ Home Share Wiewr

“ S » This PC » Dewnloads » uagdeploy w
-
Mame Date modified Type Size
o Quick acoess -
= . 4+ :] hg-w. . E.':Zi:-'.fl:';jl:' 903 PM Text I.:Inu. '|.'|en'l. 1-1-1 KB
12| uagl-basicini 171072020 10048 AM Cenfiguration sett... IKB
+ Dovnloads * |E] uag2-advanced - Copy.ini /1072020 1048 AM_ Configuration sett... EKE
&) Dacuments * L] vagladvancedini 171042020 1048 AM Configuration sett... EXB
[i=] Pictures A 5] usgd-secuid.ini 171002020 1048 AM Configuration sett... TEE
Desktopinfo =] uagd-radiusini 11102020 10:48 &M Configuration sett. TEB
Durng @ uagi-smartcard.ini 171042020 10:48 AN Configuration sett... KB
hel 1:3'] uagl-awini 17102020 1048 AM|  Configuration sett... iKB
emate Dicinegs L| u;g!-mhv.iz?i. 1/10/2020 10:48 AM  Configuration sett... KB
L] uaglevidem.ini 110F2020 1048 AM  Configuration sett... TEER
[ This PC ] uagll-eelini 171042020 10:48 AN Cenfiguration sett... 1EB
Il Deskiop Q uagl2-szureini 171042020 1048 AN Configuration sett... ZKB
4| Documents | uagdeploy.ps1 1/10/2020 1048 AM  Windaows Powers... 9KE
"* ? u;gdrplqy.psrm 1103030 1048 AN Windows Powers... 117KE
™ iy vagdepboyaz.psi TI02020 1048 AM Windiows Powers,,, X1EB
» e |y uagdeployecd.psl 171072030 1048 AM Windows Powsrs.., 15EE
=] Pictures |y uagdepbayte.psl 171002020 10:48 AM Windows PowerS... 12 KB
. Videas

e Local Disk (T

2. Select the uag2-Advanced.ini,
+ Copy and Paste so that you have a backup of the original file .

Mame B Date modified Type
@ | vagl-basic 5/10/2018 &:53 PM  Configuration sett
& | uag2-advanced - Backup 5/10/2018 53 PM  Configuration sett
| uag2- 5/10/2018 6:53 PM  Configuration sett
& | uagd- Open /2018 &53 PM  Configuration sett
& | uagd-r, Print /2018 6:53 PM Configuration sett
g | uags- Edit /2018 653 PM Configuration sett
o uag%a |  Edit with Notepad++ /2018 53 PM  Configuration sett
& uag%-a Open with P 2018 &53 PM Configuration sett
& uagll- . Share with p 12013 &:53 PM Configuration sett
& vagd Restore previous versions /2018 6:53 PM Windows Powers..
j uagd [ /2018 853 PM Windows Power5..
_ Send to 3
&y uagd f /2018 53 PM Windows PowerS..
Cut

3. Select uag2-advanced and then select Edit with Notepad++
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# UAG virtual
2 If name is not
L

name=URG-HEIN

i
- 1
L

spliance unigque name (between 1 and 32 characters) .

specified, the seript will prompt for it.

Full path filename of the TAG .ova vwirtual machine image
The file can be obtained from VMware

lpouree=\\cal-pdl .euc-livefire. cam\zoftware\UAG\euc-unified-access-gateway-20.09.0.0-16926381_OVF10.ova

i
! 3
:
i
3
$
]
i

tarpget refers ta the voenter usecpame and address hostname and the ESNI heost for deployment
refer to the avitool documentation for information about the target syntax.
- ; .

ooort S de A p—
PASSWORD in upper ca=e results in a pazaword prompt during deployment =o that passwords do not need
to specified in this .INI file.
In this example, the vCenter username is administrator@vsphere.local
Lhe vCeater server 1= 132 _166.0.21 {(thisz can be a hostpame or IF addre=za)
the ESXi hostname is esxl.myeco.int {(this can be a hostname or IF address)

4. In the NotePad++ application
* Next to name change to UAG-HZN
+ Next to source change

source=\\csl-pdl.euc-livefire.com\software\UAG\euc-unified-access-gateway-20.09.0.0-

16926381 OVF10.ova

+ Next to target change it to:

target=vi://administrator@euc-livefire.com: PASSWORD@192.168.110.22/RegionA0l/host/
RegionA01-COMP01l/esxi-0la.euc-livefire.com
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ds=CorpLUNO1

Disk provisioning mode. Refer to OVF Tool dc¢

o e

{a T Vs T BN B SO 3 (Y N

diskMode=thin

[F ST A % 1% 1% T 1 1 1 W

J =

vSphere Network names. For pre 3.3 UAG vers:
network settings such as IPv4 subnet mask, ¢
value must be specified for each NIC. Norma:

P
I
oo e cHe e

netInternet=vL-DMZ
netManagementNetwork=VL—-DMZ
netBackendNetwork=VL-DMFE

[ RRVIN &)

defaultGateway=172_.16.20.1

deploymentOption=onenic
ip0=172.16.20.11
netmask0=255.255.255.0
routes0=172.16.20.0/24 172.16.20.1

F T o T T O O [ Y T =

B T O [ T O Y S W T A T )

fdeploymentOption=twonic

#arn—1072 1TE£0 O On

5. Scroll down in your NotePad++ window

* Next to ds=Local Disk 1 change to ds=CorpLUNO1
* Next to #diskMode=thin change to diskMode=thin
+ Change the following network settings to:

* netinternet=VL-DMZ

+ netManagementNetwork=VL-DMZ

+ netBackendNetwork=VL-DMZ

+ defaultGateway=172.16.20.1

+ deploymentOption=onenic

* ip0=172.16.20.11

* netmask0=255.255.255.0

* routes0=172.16.20.0/24 172.16.20.1

EUC: Horizon Integrations 2020 Manual Export Date: 2020-12-03 07:22:31 +0000 Page 141



-1 =] =] =] =1 =] =1 =1 -]
= O W o =] oy N e W M O

W= L3

0O 0 0 0 O D
%)

n

#ipl=192.16€8.0.91
#netmaskl=255.255.255.0
#ip2=192.16€.0.92
fnetmask2=255.255.255.0
#routes0=192.168.1.0/24 192
§routesl=192.168.3.0/24 192
§routes2=192.168.5.0/24 192

dns=192.168.110.10
#syslogUrl=sysloqg://server.
#

# Setting honorCipherOrder -
# UAG 2.7.2 and newer to fo

-+

6. Scroll Down
+ Change dns=192.168.0.10 to

dns=192.168.110.10

EUC: Horizon Integrations 2020

Manual Export Date: 2020-12-03 07:22:31 +0000

Page 142



9/
98
99

100

101

102

103

104

105

106

107

108

109

110

=

[H [SSLCert]

-
# From UAG 3.0 and newer, you can specif’
# any required intermediate certificates
# associated PEM certificates file and Pl
#

pfxCerts=C:\certificates\WildCard.pfx
=

# If there are multiple 35L certificates
# This is not necessary if there is only

7. Under [SSLCert] Change pfxCerts=sslcerts.pfx to

pfxCerts=C:\certificates\WildCard.pfx

133
134
135
136
137
138
139
140
141
142

¥

[ [SSLCertAdmin]

pfxCerts=C:\certificates\WildCard.pfx
$pemCerts=sslcerts.pem
gpemPrivKey=aalcertraakey.pem

[-] [Horizon]

8. Inthe [SSLCertAdmin] section, change pfxCerts=sslcerts.pfx to

pfxCerts=C:\certificates\WildCard.pfx
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141 [d[Horizon]

143 -

144 # proxyDestinationUrl refers to the backend Connection Serwe

145 # It can either specify the name or IP address of an indiwvic

146 $ via a load balancer in front of multiple Connection Serve:
47 -

14¢ prnxyﬂe:tinatinnﬂrl=httgs:g{cul—ggl.euc-livtfirt.cuﬂ

151 -

152 # proxyDestinationUrlThumbprints only needs to be specified
153 # a trusted CA =igned SSL server certificate installed (e.g

154 § This is a comma separated list of thumbprints in the form:
- i

9. Under the [Horizon] section change proxyDestinationUrl=https://192.168.0.209 to

proxyDestinationUrl=https://csl-pdl.euc-livefire.com

» Certificate X

General Detals  Certification Path

Show: | <All>

Fild Ve

5] Authority Information Access  [1]Authority Info Access: Act..
(i |subject Alternative Name ~ DNS Name="_euc-ivefire.com...
ﬁl‘\ 13.6.14.1.11129.24.2 0482016b 016900 76 00 bb...
[ic]Key usage Digital Signature, Key Encipher....
i, |Basic Constraints Subject Type=End Entity, Pat...
[ humbprint aigorithm sha 1

52 7889 3 8a 225 73bd a3..

Sa 78 89 3c 8a 2a e5 73 bd a3 d2 20 9a 51 79
fc 1 4f £d 36

Edit Propertes. Copy toFie...

Lo ]

10. On your ControlCenter, open your Google Chrome Browser, using Horizon shortcut in the
address bar launch the Horizon Administrator admin console.
« In the Address Bar select and click on the briefcase icon.
* Click on Certificate (Valid)
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+ Select the

tab and scroll down and select

. Use your keyboard to

copy the thumbprint by selecting CTRL+C. Switch back to your Advanced.ini file in

Notepad++

+ Using the thumbprint you have just copied, change the Hash in the
#proxyDestinationUrIThumbprints=sha1:3e ef ed c6 86 75 a6 15 ff c8 96 27 5a 4c ee
8e 16 fd 6e d3,sha1:3e ef ed c6 86 75 a6 15 ff c8 96 27 5a 4c ee 8e 16 fd 6e d3 section to

proxyDestinationUrlThumbprints=shal:5a 78 89 3c 8a 2a e5 73 bd a3 d2 20 9a 51 79 fc fl

4f fd 36

=
#p

#

-

configured

P T o ey
COlpLX

N

£ -
10 30Ur

HWL L LU wiideldl

tunnelExternalUrl=https://uag-hzn.euc-livefire.com:443
blastExternalUrl=https://uag-hzn.euc-livefire.com:443

m T ] - - etk E ]
CEIMalurl Mu3at contaln

11.

Scroll down and Change

+ tunnelExternalUrl=https://uag2.horizon.myco.com:443
+ blastExternalUrl=https://uag2.horizon.myco.com:443

To

tunnelExternalUrl=https://uag-hzn.euc-livefire.com:443

blastExternalUrl=https://uag-hzn.euc-livefire.com:443
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168 #

169 # pcoipExternalUrl must contain an IPv4 addresas |
170 #

171

172 pcuipExternalUrl=1?2|. 16.20.11:4172

173 pcoeipDisablelegacyCertificate=true

174

175

176 -

11. Scroll down and Change
* In the pcoipExternalUrl section change pcoipExternalUrl=10.20.30.90:4172 to:

pcoipExternalUrl=172.16.20.11:4172

la *C:\Users\administrator,EUC-LIVEFIRE\Downloads\u
File Edit Search View Encoding Language S

el Y= IR A el X

= uag2-advanced.ini £3 I

141 [F[Horizon]

142

143 #

144 # proxyDestinationUrl refers to tl
145 # It can either specify the name |
146 # via a load balancer in front of
147 #

148

149 proxyDestinationUrl=https://csl-pi

12. SAVE THE .ini File before running the powershell command.
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Part 2

In this section, we will deploy the Unified Access Gateway using a Powershell Script

8 rorep

" Command Promgt

i DNS

B \Mvare Horizon Clent

o Fein ﬁ

Windewe
Administraty...

: EX Administrator: Windows PowerShell

1. Onyour ControlCenter2 server, launch the powershell shortcut from the

| EX sdministrator, Windows PowerShell = O >

set-ExecutionPolicy

Execution Policy Change

[¥] ves [a] Yes to A11 [N] wo [L] Mo to A1l [5] sSuspend

2. We will set the script execution is set to unrestricted. Execute the following command.

Set-ExecutionPolicy -scope currentuser unrestricted

When Prompted select Y
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3. Within the powershell interface type the following command
cd downloads\uagdeploy
wagdeploy.psl
Security Warming

[0] Do not run [R] Run once [5] Suspend

Security warming

[0] Do not run [R] Run once [5] Suspend

4, Execute the following command

.\uagdeploy.psl -iniFile uag2-advanced.ini

* When you get a security warning type: R

* When you get a second security warning type: R

« When prompted to enter a root password for UAG-HZN,
* type:- VMware1!
« when prompted to confirm type VMware1!
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5. When prompted to
* Enter an optional admin password for the RESP APl management access for UAG:
type VMware1!
* When prompted to Re-Enter an optional admin password : type VMware1!
+ When prompted whether or not to join the customer experience program type No

6. When prompted to
« Enter password for the .pfx type: VMware1!,
* When prompted to confirm type VMware1! again.
« When prompted the password for administrator@euc-livefire.com
* Type VMware1!

* Your virtual Appliance deployment will now start, it will take between 5 - 10min to
deploy. Proceed to step 8
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7. Review the deployment once the setup has completed

5 apps [ Horizon £ wS1-Connector [ NSX-T| [ vCenter |fs

vm vSphere Client O\ Search in all ¢
O g @ R
7 vesa-Ola.euc-livefire. com summ.

[Fh RegionAO1

RegionA01-COMPO1
[] esxi-Ola.euc-livefire.com
£ AppVolProv
{5 CaptureVM
ﬂ‘, cp-parent-2a53b204-1eel-4bef-8581-6a2f...
{1 cp-replica-e8315a85-7662-4f62-9a99-ec3...
{1 cp-template-8680f3fa-966f-4ab2-a6fl-cd..
{5 DEMProfiler

Custc
{1 horizon-cloud-connector
[ identity-manager_DMZ Al
[ PackagingVM
(51 RDSH-01a
5 RDSHProy
(B UAG-HZN .
8. On your ControlCenter2 server
+ Open your Select the shortcut

+ Login as administrator with the password VMware1!

+ Select the lcon

* In Host & Clusters, expand the under RegionA01-COMPO1

« Switch Back to your Powershell window to check if the deployment has completed.
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s
B

VMware

Unified Access Gateway

admin

9. Onyour Controlcenter2 server
* On your Chrome Browser open a new Tab
* Enter the following URL into the address bar
« https://uag-hzn.euc-livefire.com:9443/admin/index.htmli#!/Login

* In the right of your Chrome Browser . Add the following URL as Favourite in your
Bookmarks, by selecting the STAR.
* Login to your UAG server by entering the following
* Admin Username : admin
* Admin Password: VMiware1!
+ Select Login
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B

Configure Manually

10. On your UAG Admin Console
* Click the Select button under Configure Manually

General Settings

Q

Edge Service Settings

Authentication Settings

Advanced Settings

11. Onyour UAG Admin Console
+ Under General Settings
+ Next to Edge Service Settings, move the toggle to the right
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Settings HIDE @ 3

12. On your UAG Admin Console
* To the right of Horizon Settings, select the

Horizon Settings

-
Enable Horizon B @

Connection Server URL | hteps-//192.168.110.90

Connection Server URL Thumbprint

-
Enable Tunnel VES @
Tunnel External URL | hups:/fuag-hzn.euc-livefire.com:443
Tunnel Proxy Certificate

More ¥

— T

& admin n

™ Logout

13. In your UAG Admin Console
+ Under Horizon Settings
+ Edit the Connection Server URL, change https://192.168.110.90 to
+ Connection Server URL : https://cs1-pd1i.euc-livefire.com
+ Select
. from the UAG Admin Console

This concludes the deployment of the Unified Access Gateway using a Powershell Script
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https://cs1-pd1.euc-livefire.com/

Horizon integration into Workspace ONE

Access

Overview

+ Federating VMware Horizon with Workspace ONE Access

Configuring Workspace ONE Access and Horizon
Integration

VMware Horizon®

administrator

1. Onyour ControlCenter2 desktop open your
+ Select the Horizon shortcut for Horizon administrator
* Inthe User Name area login as administrator
* In the Password area type VMware1!

* Select
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m VMware Horizon®

Pod Cluster-C51-PD1

Servers

Fmmm A T s 1 I~ A0 Carira et
Connection Server Versio PColP Secure Gatew

State

“3 P01 B.0.0-16592062 Instalied

Enabled

2. Expand Settings,
+ Select Servers

+ Select the Connection Servers Tab

= VMware Horizon* Pod Cluster-C51-PD1

Servers

2

saDie

m
o

Barlin b
packup Now

Connection Server

3. Select CS1-PD1 select Edit
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Edit Connection Server Settings

4. On the Edit Connection Server Settings page select the

Edit Connection Server Settings

5. On the Authentication tab, Under Delegation of authentication to VMware Horizon

(SAML 2.0 Authenticator):
* Onthe Select

+ Select the box
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Manage SAML Authenticators

SAML Authenticators configured in this Horizen e

Name Description St

Mo records available

6. Onthe Manage SAML Authenticators box select Add

Add SAML 2.0 Authenticator b 4
Type 0 Dynamic
Label
ace ONE Acce
Description

Metadata URL

mzp s Maw-livefirehorizonrn. vidmpreview.com/SAAS/APL 0/GET/metadatalic
Administration URL

Enabled for Connection Server

7. Inthe Add SAML 2.0 Authenticator window. Ensure Dynamic radio button is selected,
* Enter the following:
« Under Label: type Workspace ONE Access
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+ Under Metadata URL : https://YOUR CUSTOM Access URL/SAAS/API/1.0/GET/
metadata/idp.xml

+ e.g. https://aw-euclivefirefran.vidmpreview.com/SAAS/API/1.0/GET/metadata/
idp.xml

Manage SAML Authenticators X

C

]
&
1=}

8. Click OK to close the Manage SAML Authenticators window

Edit Connection Server Settings

MECENNECT VT SEXEMNI on Bt cand remaval
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9. Click OK to close the Connection Server Settings

f VMware Workspace O

& aw-livefirehorizonrn.vidmpreview.com

i Apps UEM w [ntelligent Hub Home | Salesforce

® Workspace ONE™ Access

Dashboard = Users & Groups Catalog - ldentity & Access Management

Web Apps

wirtual Apps

Virtual Apps Collection
Settings

Hub Configuration

Users Logged in Today

R

10. On the ContolCenter2 Server desktop, launch your Google Chrome Browser .
+ Login as sysadmin to your Saas Instance of Workspace ONE Access and login as

sysadmin
« On the Catalog tab, select Virtual Apps Collection

& aw-livefirehorizanrn.vidmpreview.com/s A

i Apps UEM @ Inteligent Hub Home | Satlesforce  ©F

@ Workspace ONE™ &

e [rye— | preerye——

Introducing Virtual Apps Collection

Virtual Apps Collections is a new way b manage your Vidware W

and Desktop deployments such as Horizon, Horizon Cloud, Thindy

Getting Started (T)

& Migrate integrations previousty configured with Viware Works

= Select the cor 7 Used 10 8N yo

= Al your guisting configurations will then appear in Virtual Apps
Migration Requwirements
= AN onpremizes instan of ViMware Workspace ONE Access )
201712

C FESQUTNCES TIUET D VEraiorr

G_':- Piease Migrale your exilin rsal Apps and Desklop | Gralice
Workspaie OMNE AdCess w will ho lonper Fupport Viertual A
exisling Inlegr alions to Collections

l GET STARTED .
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11. On the Introducing Virtual Apps Collection Page select GET STARTED

Select the Source Type

Select the source type to use to create the virtual

Horizon Horizon Cloud
- -
- - - -
e e e N
. - . -
SELECT SELECT

12. In the Select the Source Type window, in the Horizon box, click the SELECT link

Mew Horizon Collection

1 Connector Mamia *

Hortzon
2 Pod and Federation

= Connectar
3 Conliguration
Seloct the cannectars o use fo sync this collection. i muSiohe connectors ane availabile. you can &dd them and
A Sumrary arange them in felback arder. Only connectons asscciabed with the same direciory shouwid be used

witl-sonnectarn puc-ivalfing com (LvilineSync)

e m

13. On the NEW Horizon Collection page type the follow next the following headers
* Name: Horizon
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14.

15.

In the New Horizon Collection wizard

* In the Connector area accept the default ws1-connector.euc-livefire.com
(LivefireSync)

+ Select NEXT

New Horizon Collection

+ Step 2. Pod and Federation, select + ADD A POD

In the New Horizon Collection wizard

FEDESATIDH

Horizon Connecthon Serer (]

cil-paii-guc-Beiliog cam

Uiaraame *

Agdmirisiraton

Pasgword "

Srman Card Autentiestion |

I Cisabied
True S50
(T isatind

Syne Local ASLignments T

) Erabkd

Add A Pod

CANCEL

Under Horizon Connection Server type : cs1-pd1.euc-livefire.com
Under Username type: administrator@euc-livefire.com
Under Password type: VMware1!

Select ADD

Select Next
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New Horizon Collection

Sync

Syne Frequency

Marwal
3 Configuration

Sync Duplicate Apps ]
es @D

Other Configurations

Actrvation Policy g

AlGmate

Default Launch Chent ¢

Browser

HEXT

16. In the New Horizon Collection wizard
* In Step 3 Configuration
« On the Sync page under Activation Policy
+ Change User Activated to Automatic,
« Under the Default Launch Client select

+ Select Next

BACH | SAVE & OONFIGURE NETWORYK RANGE

17. In the New Horizon Collection wizard
* In Step 4 Summary
» Select SAVE & CONFIGURE NETWORK RANGE
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Network Ranges
& Collecton HOMZoN' s Desn added successtully »
Adsgn podd to the following metwork ranged. If you cannod fnd the right network ranges lof these pods, créale & new ane

N ame Dwacripbon P Addreun Ranps

18. On the Network Ranges window
* Select FINISH

Virtual Apps Collections
e

Name Source Type
© Horizon Horizon

Appiic esitops  Aeigements
ado auce

0 uodated 0 upd 0 updated

0 duleted 0 deleted © deleted

19. In the Virtual Apps Collections Window
» Select the radio button next to Horizon
* Select SYNC
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+ On Calculating Sync Actions select
* navigate to and notice your new virtual applications

This concludes this exercise. Move onto the next chapter
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Horizon Configuration with Workspace ONE
Access and the Unified Access Gateway

Introduction

H
®
. 2
g
®
¥
*
+

Your connection is not private

tion from 172.16.10.15

rds £ m

When launching an entitlement using the HTML client with Horizon Blast either through
Workspace ONE Access or as a Direct connection with the broker by default one might observe
the following:

You might notice that the Browser constantly gets stuck even though our Connection server
had trusted CA signed certificates from a public source.

The problem also occurs when using HTML blast via Workspace ONE Access, even though
Workspace ONE Access is using CA-signed certificates.

The result is an unsatisfactory User-Experience, a user would have to accept what appears to be
an Invalid certificate, leaving them with concerns about the resource they are consuming

In this Chapter we will look at what the default configuration of a session is, exactly what
happens and how we can make sure our sessions are secure.
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Background

In earlier versions of Horizon, if we wanted to solve this problem we had to perform two
primary operations.

1st an edit had to made on the Broker to the LDS database using ADSIEDIT. The reason for this
is as follows and it entails understanding how the transport works. The 2nd step entailed
replacing the Agents self-signed cert with a CA signed cert. In a non-persistant environment the
most practical way to do this was to use a wild-card certificate.

This exercise is divided into two parts.

+ Part 1 will cover understanding this issue with the Transport
+ Part 2 we will use the latest approach to configuring Horizon Blast with Workspace ONE
Access and you will notice how much better it works.

Part 1. Validating the default configuration on the Blast
transport

1. On the ControlCenter server. Open up your session
* Launch a new session of your cloud select
* In the Select your domain, ensure is the selection. Select

* Enter the user name User 4 and the password VMware1! Select
+ Select in the title bar
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B VMware Horizon® T: Chuster-CS X0 ) Inteligent Hus

x +

& @ 4 @ aw-ivefirehorizonm.vidmpreview.com/catalog-portal/ui#/apps v @

H Apps m Horizon £} WS1-Cannectar . NSX-T @ LE

r‘ Favorites Apps People
. vori Pp P

All Apps

BambooHR Calculator

()]

WINNST

n

M @ vl erter l:- App Volumes

For You Support

Interned Explorer Paint Salesforce

e

13

2. Inthe Workspace ONE Access Console

+ Select Apps

+ Select and launch, any one of the 4 Horizon based entitlements

B Vhiware Morzon® T ChuogterCt 3 | €3 Irtelligent Hub

® Y Privacy ermar =+

C (A Notsecurs | 172.16.10.15:22443/d/B249F323-3651-48EB-B78E-837A961 ACB48 centhiccept himiTnumPages=1

i spps [ Horzon () WSl-Cormector @Y Horioon doud conn.. [ Morizon Cloud Seni.. ) Access [ nseT €3 vin BB waguem

A

Your connection is not private

Attackers might be trying to steal your information from 172.16.10.15 (for ¢

passwords, messages, or credit cards), Learm maore

L | Help improve Chrome security by sending WRLs of some pEges yigu vis, limifed sy

nfgrmation, and some page content to Google. Srivacy poliny

3. Inthe address bar, notice you have an IP address, also you will notice it says the certificate is

not Valid.
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CN=Common Properties |

Aftribute Editor

Aributes:
Alfbute Walus -
pac-fumNUCountHig, <not et
pag-MumSessioneHigh  <not set»
pac-flumSessionsHg...  <not s=t>
pae-MumSviSessona...  «<not sat>

pas-flumlnmanaged... =nal s=l-
pae- VDN KeyCipher <not set>
pae-PColPBandwidth... =not set>

pae-PoralPeth <niot st

pas-Preforcedlogof ... Your desdop & scheduled for an impaortard w
pae-PreLognMessage  <not aet>

pas-PralecionLeve 2

e ProtoRediip 1 TV TZE0 O D D DT
pae-ProtoRedirkp2 0 NN DN 24 ] DN D D D Do e
o i 3
Edi | Fler
0K Cancel Hedp

4. So there are two problems here, our Agent is using a self-signed cert, but even if we had a
CA signed cert it would not be trusted as by default Horizon prefers to use IP address rather
than domain name.

* In the past this was a two part process, where we had to edit the LDS database using
ADSIEDIT (above screenshot of the config) and we would have configure Horizon to
Prefer using a FQDN rather than an IP Address. The reason for this was, even if we had a
valid certificate it would not be recognized as the address in the certificate would not
map to the address in the browser.

* On the virtual desktop we would replace the self-signed cert with a CA signed Wild CARD
cert.

« And that was a problem as no one liked that, it was not secure, it gave the impression
of being secure, but it was an open door waiting to be exploited.

« Thankfully this issue has been rectified and we will look at Part 2 on how secure our
Horizon environment properly when we integrate with Access using the Blast Protocol

Part 2. Securing a Horizon Blast sessions using HTML
Access.

What the Product development team have done is give us the ability to Tunnel HTML Blast
traffic through the Broker.

* This has a two advantages. The Broker can use its own CA signed certificate when launching
the session with the client and we do not have to configure the Broker to prefer to use DNS
as the client is connecting directly with the Broker.
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* Best practice now is to configure the HTML BLAST SECURE GATEWAY on the Broker for
internal Horizon Clients. In the past we would not configure Blast to Tunnel through the
Horizon Connection Server if we wanted to use the Unified Access Gateway.

+ With this new configuration we are able to use this Connection Server for both Internal and
External use.

« We will now implement this configuration on the Horizon Connection server and then
test this configuration out in this Part

m VMware Horizan® 7 X 2 VMw

&« C O @ cs1-pdi.euc-livefire.c

15 Apps m Horizon £% WS1-Connector @

1. Onyour ControlCenter server, launch the select the shortcut in
the
* Login as Administrator
* For password us VMware1!
+ Select
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v Settings
Servers

Instant Clone Domain

Product Licensing and

Usage

Global Settings

2. Inthe Horizon Console
+ Expand Settings
+ Select Servers under Settings

Servers
vCenter Servers Gateways Connection Servers
Add E Re = C eP g Enable g
vCenter Server Horizon Composer Type ]
vcsa-01a.euc-livefire com{administrato
- . Do notuse Horizon Composer
r@euc-livefire.com)

3. Under Servers, select the Connection Servers tab
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Servers

vCenter servers Gateways Connection Servers

Enable Disable Edit Backup Now

Connection Server Version PColP 5e

C51-PD1 7.11.0-15231595 Installed

4. On the Connection Servers tab, select the CS1-PD1 and select Edit

Blast Secure Gateway

() Use Blast Secure Gateway for all Blast connections to machine ()

() Use Blast Secure Gateway for only HTML Access connections te machine ()
) Do not use Blast Secures Gateway (35

* [Blast External URL:

https/fcsl-pd1.euc-livefire.com:8443

Example: https://myserver.com: 3443

5. Notice the default configuration under Blast Secure Gateway is selected to Do not use Blast
Secure Gateway
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Blast Secure Gateway
Use Blast Secure Gateway for all Blast connections to machine &

@ Use Blast Secure Gateway for cnly HTML Access connections to machine (3
Do not use Blast Secure Gateway (&)

= [Blast External URL:

htrpsfcs!-pd 1 euc-livefire.com:8443 ®

Example: https://myserver.com: 3443

6. Change the default configuration by selecting the radio button next to Use Blast Secure
Gateway for only HTML Access Connections to machine
+ Close the Edit Connection Server Settings by selecting OK

Part 3. Validating our Horizon HTML Blast Configuration

% VMware - Workspace ONE X +

€ C {d & aw-livefirehorizonm.vidmpreview.com

Horizon £} WS1-Connector NSX-T UEM o vCenty

userd

Forgot password?

Change to a different domain

vmw

1. On the ControlCenter2 server. Open up a new incognito Chrome browser session
+ Select your Custom Workspace ONE Access url select Next
* In the Select your domain, ensure euc-livefire.com is the selection. Select Next

EUC: Horizon Integrations 2020 Manual Export Date: 2020-12-03 07:22:31 +0000 Page 172



* Enter the user name User 4 and the password VMware1! Select

/ =] IQ
’ B ’ x
Password Request
Cancel m
2. Inthe Workspace ONE Access Console
+ Select
+ Select and launch, any of the 4 entitlements,

* In the following example we will launch Paint
* In the Password Request window, enter VMware1!
+ Select
* Note! Caching of Passwords is by default disabled by Workspace ONE Access . In the
next lab - Horizon TrueSSO we will sort this out
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3. Notice there were no hiccups in the launch of your application in your browser and you have
a valid certificate in your Browser
* You are being tunneled via the broker to your Horizon session

. and windows from this lab.

Conclusion

In this session we have seen how we secure internal HTML Blast traffic

+ If we were external our traffic would tunnel through the Blast Secure Gateway on the UAG.
However, when external we would not then tunnel again through the Horizon Connection
server. The Unified Access Gateway would come into play. In the next part we will look at
how we configure the Unified Access Gateway for secure the HTML Blast Transport for

external Access.
+ The User Experience has been vastly improved as now there are no hiccups when using the

HTML Client.
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Part 4: Securing the HTML Blast Transport using the Unified
Access Gateway

B VMware Horizon® T: Cluster-CS X = Mware Korizon x o+
< C {d & uag-hzneuc-livefire.com
i Apps [ Horizon () WS1-Connector [ NSX-T 9 UEM (B vCenter ofa AppVolumes €} httpsi//aw-

VMware Horizon

1. Onyour ControlCenter2 server,
+ Launch your Chrome Browser
* Enter UAG-HZN.euc-livefire.com in the Address Bar
* Select VMware Horizon HTML Access
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B8 VMware Horizon® 7: Cluster-C5 X 2 Vhiware Horizon X %

(— C ﬁ "] uag—hzn.euc-lweﬁre.{om portal/webdlient/index.htm|#/

B done Hosizon £ WS1-Connector NSX-T UEM vienter App Volumes €3 hittps//aw-livefireh
- -

2. Notice you have a Failed to connect to the Connection Server issue
+ Select OK to close the Error message
* This is not a UAG issue and nothing is broken. This due to a new secure feature that has

been enabled in Horizon 7 called Origin checking which is enabled by default and is a
new standard defined in RFC 6454

* https://docs.vmware.com/en/VMware-Horizon-7/7.1/com.vmware.horizon-
view.security.doc/GUID-AASDOAS57-51A7-4FC1-A79B-AFD15A72499A.html
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VMware
Unified Access Gateway

adran

srsrraEs

3. Onyour ControlCenter2 server Desktop
« Open your Browser and enter the following URL in the address bar. uag-hzn.euc-
livefire.com:9443
* In the username area enter admin (case sensitive ) and in the password section enter
VMware1!
+ Select Login
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Unified Access Gateway Appliance v20.09 S admin ﬂ

40

Import Settings Configure Manually

4. In the Unified Access Gateway Appliance v20.09 window under Configure Manually click
Select

Unified Access Gateway Appliance v3.10

General Settings

Ecse Serv-l:e S‘EE - D

Authentication Settings

5. Under General Settings, move the toggle next to Edge Service Settings from Left to Right
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6. To the right of Horizon Settings, select the gear wheel

Horizon Settings

[

7. In the Horizon Settings, next to
* Re-write Origin Header, move the toggle from No on the left to Yes on the right.
+ Select Save at the bottom of the window.
+ Logout from the Admin console
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ﬂ Viware Horizan® T: Cluster-CS 30 | T Vidware Horizen N WMware Harizon

— C ¢ # vag-hzneuc-Fvefire.com
2 Appt E Harzen () WSi-Connector . MEX-T @ UEM (B wCanter IE! App Volumes L) https

8. Onyour ControlCenter2 server,
* Launch your Chrome Browser
« Enter UAG-HZN.euc-livefire.com in the Address Bar
« Select VMware Horizon HTML Access

o
—
A

VMware Horizon

userd
miﬂi+
*DefaultDomain® -

Cancel

9. Inthe Login window type in the following:
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* Username: User4
+ Password:VMware1!
+ Select

¥ 8 W VWware Homon

& c i:l' # uag-hzneuc-livefire.com

Horizon ¥ ‘WS1-Connector WSX-T WEM [ wlenter

& App Volumes 0 hitpsy/faw-fevefireh...

10. In the Horizon HTML entitlements, launch any of the

B VMware Horizon

l:— c ﬂ # uag-haneuc-livefire.com

Horizon 3 WS1-Connecior MN5X-1 UEM :' wienfer % App Volumes ’::‘ hitpefavw-lreefreh..

]

. : ll:l II:IL‘

11. Notice your entitlement launches without any further prompts
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+ Also notice that you had when you did not login via Workspace ONE Access you had a
Single SSO experience with Password based Authentication

Conclusion

In Summary we looked at Best practice with the regard to configuring the Blast protocol for
using with HTML Client. It is important to note that Native Client by default offers the same and
possibly better user experience and we do not necessarily, see the errors we see with the HTML
client. However best practices and configurations we saw in this exercise apply to both the
Native and the HTML client
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Installing and Configuring Horizon TRUESSO

Overview

€ Traditionally when authenticating to Workspace ONE Access using a 3rd party
authentication method, the user we will by default, not have a Single-Sign On
experience when trying to launch any VMware Horizon based resource through
Workspace ONE Access.

Traditionally when using a password based authentication method Workspace ONE
Access would cache the original authentication against Access and then pass this on
when required to the Broker.

Traditionally Single-Sign On would only be an issue when using a 3rd Party
authentication method. To solve this problem we would deploy what is known as the
Horizon Enrollment services to facilitate a single-sign on experience. We integrate with
Microsoft Certificate Services to provide a solution to this challenge and we refer to the
solution as Horizon TRUE SSO

Since December 2019

When connecting to Horizon Resources via Workspace ONE Access. Caching of
Passwords for Horizon has been disabled by default for SAAS, and a user will have to
re-authenticate when they select their entitlement. Whilst the session is open we can
choose to Cache the users credentials provided the Authentication method is
password based.

https://docs.vmware.com/en/VMware-Workspace-ONE-Access/services/rn/VMware-
Workspace-ONE-Access-Cloud-Release-Notes.html

To continue offering users a seamless single-sign On experience, Enroliment services
has now become a critical service with the integration with Workspace ONE Access

In this lab scenario the 3rd party authentication method we use to login into
Workspace ONE Access will be a certificate based method of authentication.

We will start off by doing the following:

Configure Windows 10 for Certificate Based Authentication using Workspace ONE UEM
Configure Workspace ONE Access for Certificate based Authentication

Log into a Windows 10 Desktop and demonstrate the limitation

Deploy and configure TRUE SSO

= DY =
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+ Deploy and configure Horizon Enrollment services
* Integrate and configure Active Directory Certificate services with Horizon
Enrollment services

5. Log into a Windows 10 Desktop and demonstrate the solution

Part 1: WorkspaceOne UEM - Certificate Profile

23

Workspace ONE™ UEM

Username

rogea farlane@gmail.com

[l Remember

Trouble logging in

1. Navigate to your custom UEM Saas Tenant
* If necessary, authenticate using your Saas Admin credentials
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Settings Livefire

System  »  Enverprise Integration

Getting Started

~ Enterprise Integration
e

Workspace ONE Access

Server
Certificate autharities
Content Gateway Estabdish trust between users, devices and the hyl
apps.

Cloud Connector .
Direcrory 5ervices URL
Emazll {SMTP)
Whtware Tunn| Admin Lissrramy
Whiware Tunnel Progy

Acthve Directory Basic ENA

* Peer Distribution

Third-Party Procies _

Basic User Sync

.
z
=

SMS

Pull service Installers

h Use this Actian Buman o update Warkspace OF
* Workspace ONE Acoess
USE AUTOGEMERATED API KEY
Configuration

* Securiny

Certificate
Help
e Enizble Warkspace ONE UEM certificate provision
* Localization trust with Workspace ONE Access authentication §

Tarmes af L ica

2. Navigate to Groups & Settings > All Settings > System > Enterprise Integration >
Workspace ONE Access > Configuration

Certificate

Enable Workspace OME UEM certificate provisioning for use with Workspace ONE Access and
Mobile 550. Export the issuer certificate on this page so thar you can establish rust with
Workspace ONE Access authentication adapters
Certificate Type P
Valid Fro... 5162020
Valid Te  5/18/2040
Thumbp... B6C33DCEDZ25ED01BS36ADEEABATTAD2IAEEBI0

Issuer Certificate

DELETE

Ul DT VILT IHISL3anct >

5! vidmairwatchRoot...cer

3. Click EXPORT in the Certificates section on the Workspace ONE Access page
« Note this will download a .cer file (VidmAirWatchRootCertificate.cer)
* Click to close the Settings window
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@ dw-livefire.awmdm.com

Dashboard Devices > Profiles & Resources
List View
! Profiles

Device Updates

Lifecycle 3 Filters ADD W

Profiles & Resources W Profile Details
F Android 1
Baselines ’ VPN
Resources

Batch Status

HarlzonINTRN

shboard Devices  » Profiles & Resources

EView

Profiles

vice Updates

acycle > Filters L <2

sfiles & Resources w~

laselines

4. From the UEM Console
* Navigate to Devices > Profiles & Resources > Profiles
« Select > ADD > Add Profile

Add Profile

Select a platform to start:

Select Device Type

Select Context

al Lo

User Profile Device Profile

22 Add a New Windows Desktop Profile

Ggnperal

,,,,,,,,

5. In the Add Profile window select Windows > Windows Desktop > User Profile
+ Next to Name* enter: W10 - SCEP - SSO .
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Start typing to add a group

47 Al Corporate Dedicated Devices (HorizonlNTRN)
All Corporate Shared Devices (HorzonlNTREM)

# Al Devices (HorzonlNTRMN)

#° Al Employee Owned Devices (HorizonINTRN)
l & CREATE SMART GROUP

MDY

6. Still in the General tab,

+ Scroll down to Smart Groups and select All Devices(YOUR SAAS Tenant)

General
VPN
Credentials

Windows Hello

SCEP

single App Mode

Web Clips l COMFIGURE l

Exchange ActiveSync

Exchange Web
services

7. Now navigate to the SCEP tab on the left menu and select CONFIGURE
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SCEP

Credential Source AirWatch Certificate Authority v

Certficate Authority * AirWatch Certificate Authority -

Certificate Template * | Single Sign-On -

Issuer * LiveFire

Key Location Software v 10

® ©

I SAVE AND PUBLISH CANCEL

8. Set the following:

+ Credential Source: AirWatch Certificate Authority

* Certificate Template: Certificate (Cloud Deployment)

* Issuer: LiveFire

+ Key Location: Software

* Click SAVE AND PUBLISH at the bottom right of the window
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Wiew Device Assignment

Bugrrmnl Hales A

m T

9. Confirm your device is shown in the View Device Assignment page and select PUBLISH

Part 2 : Configure Workspace ONE Access

Y5
b 9

«

Workspace ONE”

Select Your Domain

System Domain v

[J Remember this setting

MNext

vmware

1. Switch to your custom Access tenant
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* If necessary, authenticate as System Domain, select Next
+ Sign in with your Admin credentials for your Saas Tenant

#  aw-Ivefirehodzoningn. vidmpee, W C O

0 @

@ ‘Warkspace OME™ Access

Dashbosrd = | Users & Groups | Catalep -  (ETUEINE I EETCRY SRR

Diretories  Identily Prosiders  Possword Resosery Assistant  Authenlication Methads  Foliokes

Authentication Mathads lor Built-in ldentity Providers

mpnelan|: When you deashin an milbanticaion method, the authsmication methd s removesd as a cholcs in 1t acoses policy nobes pags, Maks surs you epdals the socee policy nbes In ssksct s
Sathenticaton Methoss Canfguee Blates

Fisk Sonew ra Heablad

Vhitwar Werify F Ciaablad

Wobe S50 for 05 4 Haablad

Fassword (Local Direciory] F Enailed

# ke

F lad
Workepacs DHE UER External Acoess Toker F skl
Davice Compliance [with 'Workspaos OKE UEM F Cisablad

o (wit Workspace ONE UERM) ; Trantlad

— o

2. In the Access admin console navigate to Identity & Access Management > Authentication
Methods.
+ Select the pencil icon next to Certificate (Cloud Deployment)

Cerfificate (Cloud Deployment)

Enable Certificate
Adapter
mablad 221 temminatian

Root and intermediate CA Select File
cerfificates®

Uploaded CA Ceriificates  Ch=Livefire (90 3FTES2FT 35634947 364940 EEBF53394B35TOSB2ETZ3AE2TS 1 TOFSEYISIE6EF) X

User ldentifier 5earch
Order

upn | subyect

Walidata |IDM Errmat o

B vidmairwatchRootCertificate (1).cer

Cancel
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3. Inthe Certificate (Cloud Deployment) page click the tickbox to Enable Certificate
Adapter
+ Click Select File for the Root and Intermediate CA Certificates
« Select the certificate (VIDMAirWatchRootCertificate.Cer) we have downloaded from the
UEM console earlier and
« Select Open

Update Auth Adapter
Please click OK to confirm and upload file.

Certificate (Cloud Deployment)

certificates™

You can upload muliple DER and PEM root and intermediate CA certificates including concatenated PEM files
Uploaded CA Certificates  CN=Livefire (9C3F7EG2F73568A9A73649A0EEBF63394B86705B2E723AE275170F5E939386EF) 2

User Identifier Search

Order upn | subject v
Select the search order for locating the user identifier within the certificate. upn: UserPrincipalName value from
S i Alternative Mame; email: Email address from the Subject Alternative Name; subject: UID value from
Validate UPN Format b
Validate the format of the UserPrincipalName field
Request Timeout 0

Timeout in seconds to wait for a response. A value of zero will wait indefinitely.

o

4. Once the certificate has uploaded select OK.
+ Keep the remaining settings as default and click Save at the bottom of the page
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@ Workspace ONE™ Access

Dashboard - Users & Groups Catalog - Identity & Access Management Roles

Directories Identity Providers Password Recovery Assistant Authentication Methods

Identity Providers (3)

Identity Provider Name Auth Methods Directory

System Idantity Pravider Password (Local Directory) System Direr

Password (cloud deployment) LivefireSync

Maobile SSO (for Android)

WorkspacelDP__3322 Password LivefireSync

5. Navigate Identity Providers under Identity & Access Management click on Built-in

Buthentication Meihods Setec] which authenlication methods the 1dP will use 1o authenticate users.

Authientication Methods Associate Authentication Method

Passward (Local Directony)

WMobile S50 (for Android) '
Cemificate (cloud deployment) -...f
KDC Certificate Export Download Certificate

Export the KDC server root certificate fo

Save Cancel

6. Navigate to the Authentication Methods area
+ Select the check box next to Certificate (Cloud Deployment)
+ Select Save at the bottom of the page.
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@ Workspace ONE™ Access

Dashboard - Users & Groups Catalog - Identity & Access Management

Directories Identity Providers Password Recovery Assistant Authentication Methods Palicies

ADD POLICY I EDIT DEFAULT POLICY | | NETWORK RANGES
Palicy Mame Applies te

2 Application(s)

default_access_policy_set 4 Application(s)

7. In the Access Admin console
« Navigate to Identity & Access Management > Policies
+ Select the default_access_policy_set

@ Workspace ONE™ Access

Dashboard - Users & Groups Catalog

Directories Identity Providers Password Re

Policy Name

() APP_SSO Policy

o default_access_policy_set

8. Click EDIT
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Edit Policy

You can create a list of rules to access the applications seles
1 Definition
of devices that can access the applications, the auth metho
< application before reauthenticating
2 Configuration

3 Summary

Metwork Range Device Type
& ALL RAMGES Web Browser
# ALL RANGES Workspace ONE App

F ADD POLICY RULE

9. In the Edit Policy window, select, the second header, from the left column Configuration

+ Select All Ranges next to Web Browser, under Device Type

< CONFIGURATION

Edit Policy Rule

If a user's network range is * ALL RANGES
and the user accessing content from * ‘Web Browser
and user belongs to group(s) Q, Select Groups,

Rule applies to all users if ne group(s) selected.

Then perform this action Authenticate using...

then the user may authenticate using * Certificate (cloud deployment)

If the preceding method fails or is not applicable, then Password (cloud deployment)

If the preceding method fails or is not applicable, then Password (Local Directory)

@ ADD FALLBACK METHOD

-

CANCEL SAVE

10. In the Edit Policy Rule window

* Next to then the user may authenticate using * to select Certificate (Cloud
Deployment)

+ Next to if preceding method fails or is not applicable, then * select Password (Cloud
Deployment),
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« Select ADD FALLBACK METHOD

+ Next to if preceding method fails or is not applicable, then * select Password (Local
Directory)
* Click SAVE at the bottom of the window

You can create a list of rules to access the applications selected. For each rule, select tf
of devices that can access the applications. the auth methods, and the maximum numi

application before reauthenticating.

Network Range Device Type Authentication
£ ALL RANGES Web Browser Certificate (cloud depl...

Workspace OMNE App Password (cloud deplo..

+} ADD POLICY RULE

11. Click ADD POLICY RULE in the Configuration tab of Edit Policy page.

Edit Policy Rule
It & user’s network range 5 © ALL RANGES .
and user accessng content from -~ Windows 10
and user belongs 10 group(s)
Then parforrn this action Authensicste using
then the wser may authenicate using * Certficats (Cloud Deplioyment)

H the preceding method falls or is not applicable, then Password (clowd depleyment]

I the preceding method falls or is not applicable. then Password (Locsl Dirsctory]

Re-authenticale atter * ol Hours

(]

12. Select Windows 10 from the user accessing content from drop down.
+ Select Certificate (Cloud Deployment) for the first authentication method
+ Select Password (cloud deployment) for if the preceding method fails ...
+ Select Password (Local Directory) for if the preceding method fails ...
* Click SAVE at the botom right hand side of the page
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Network Range Device Type
i ALL RANGES Workspace ONE App .

i ALL RAMGES Web Browser

DQLL RAMGES Windows 10

¥} ADD POLICY RULE

b Network Range Device Type
i ALL RAMGES Windows 10
i ALL RANGES Workspace ONE App ..
i ALL RANGES Web Browser

13. Next to ALL RANGES for Windows 10 on the left select the 6 DOTS and drag to the top
+ Select NEXT on the Edit Policy Page

Edit Policy

1 Deplisinicn

3 Sumnmary

Definition
Hre
defaull_acoess_policy_set

Dieecription

Defaul access policy set

Applications
4 Application|s)

Configuration

¥ 8 uzer's netwaork range = ALL RANGES

BNnd the user s acces: cantent from Windcws 10

and the user bekngs JraupEs) All Users

1hsery 1hee Liir Mmay authenbicale uiing Certificate (claud deplayment)
Falback method | Paisword [clowd deploymant)
Falback mathod 2 Password (Le<al Directany)

e authenticate sther 8 hour(s)

retwark range = ALL RANGES

angd the use is Accessing cantent Tram Web Browser

eance. | wace | [N

14. Select SAVE on the Summary tab of the Edit Policy Page.
* You have now enabled Certificate (Cloud Deployment) as an authentication method on
the default access policy.

EUC: Horizon Integrations 2020

Manual Export Date: 2020-12-03 07:22:31 +0000 Page 196



« Our next step is to ensure this implementation is working.

Part 3: Log into a Windows 10 Desktop and demonstrate

the limitation

[ Desktop

4 Downloads

5| Documents

&= Pictures
hol
Remote Desktops
System32
uagdeploy

3 This PC
[ Desktop
= Documents
4 Downloads
J\ Music

&=/ Pictures

B videos

e Local Disk (C:)

oK Cancel

-5 AppVol.RDP
- AppVolProv.RDP
- CaptureVM.RDP
- C51-pd1.RDP
- Demprofiler.RDP
- PackagingVM.RDP
-5 RDSHO1a.RDP
- RDSHProv.RDP
- SOLRDP
- TrueS50.RDP
- UEM.RDP
- vesa-01a.RDP

& W10ClientD2.RDP

N T T T |

B L 10eT0. ROD

8. w10Parent01a.RDP
& w10TRUESSC.RDP
B WS1-Connector.RDP

1. On the ControlCenter2 server Desktop,
folder, select the
* Log in as EUC-Livefire\administrator, enter the password VMware1!, select

* Openthe
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Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Open

9 This task will be created with administrative privileges.

Cancel Browse...

jo] Type here to search

[& Consclel - [Console Root]

ﬁ' File Action View Favorites Window Hi

L Mew CrleN
Open... Ctrl+ O
Save Ctri+5
Save As...
Add/Remove Snap-in... Ctrl+M
Optigns...
Recent File
Exit

On W10Client02 desktop

+ Select

> , hext Open, type mmc, select

* |In the Console, select

Add or Remove Snap-ins

‘You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ns. For
extersible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:
Snap-n Vendar ~ | Console Root Edit Extensions...
" ActiveX Control Microsaft Cor...

@-&ummzamn Mznager Microsoft Cor...
.'ﬁl Micragoft Cor...
"-“-Cn'npu"ent Services  Mirosoft Cor... Move Lip
g; Computer Managem.., Migosoft Cor...

M Device Manager Microsaft Cor... FETES i
" Disk Management Microsaft and..
jd|i\':'~l Wigveer Microsoft Cor...
Falder Microsoft Cor...
Group Pobcy Object ... Microsoft Cor...
.E. IP Sacurity Maritar Microsaft Cor...
.ﬂ. IP Security Policy M...  Microsoft Cor...
|#]Link to \Web Address  Mirosoft Cor... Advariesd. .
- - - r -
Description:

The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

[o ] o

In the Add or Remove Snap-ins window

+ Select

, select
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Certificates snap-in *

This snap-n wil always manage cedificates for:
(®) My user account
(7) Service accaunt

() Computer accourt

4. In the Certificates snap-in, accept the Defaults, select Finish
+ Select OK

Consolel - [Conzole Root\ Certificates - Current User\Personalt Certificates]
File Action View Favorites Window Help
e 8= HE

o

_| Console Roat lssued To [ssued By
v F?Tﬁﬁcates |- Current User || -] ASE70041C045174D9419113A06...  AitWatchCa
Yo TEmena 221 User36ANL HerizonINTRN
~| Certificates

| Trusted Root Certificatio
| Enterprise Trust
| Intermediate Certificatic

| Active Directory User Ok
| Trusted Publishers

ST [ (PP SRR S [ N

5. Expand Certificates - Current User
« Expand Personal
* Select Certificates
+ Note you have an enrolled certificate. If you dont have a certificate, reach out for
support.
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? al@lsmn x I+ -

« = O @ 2 httpsy/aw-livefirehorizonintm.vidmpreview.com/|

- | & https://aw-livefirehorizonintrm.vi...
D https://aw-livefirehorizonintrn.vi...

£ httpsy//aw-livefirehorizonintrn.vidm...

My Feed # Personalize - [9 powered by Micre
@ L
. “ X / u
: N i
B 5] O asvidmpreviewcom x5 - o x
« O @ £ hittpsy/casvidmpreview.com,cas/t/AW-LIVEFIREHORIZONIT b = g @
Windows Security x

Confirm Certificate

Site cas.vi jiew.com needs your

user3fani

Issuer: HorizonINTRN

Valid From: 11/2/2020 to 11/1/2030

Click here to view certificate properties

OK ‘Cancel

6. On your W10Client02 Desktop
* Open a browser on your windows 10 desktop and enter the URL of your Saas Access
Tenant
+ On the Select a certificate window note the account of the certificate and select OK

5 c—EI‘ £} Favorites | Intelligent Hu I—|— A

“ — ) i & httpsyfaw-livefirehorizonintr.vidmpreview.com;/catale

f ‘ Favorites Apps People For You Su

Favorites

Looks like you just moved in.

Add your favorite apps here for quicker aco

. A7

7. Onthe Workspace ONE console, Select the Apps tab
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8. Select

| £ Apps|inteligentHub X | +

& O 1 | https://aw-livefirehorizonintr.vidmpreview.com/catalog-pc

l’ ‘ Favorites Apps People For You Support
~ Pp! P PP

Q Search Apps

New Apps All Apps

New Apps

=
a)

i \

BambooHR Calculator Intemet Explorer

’

Websie (D 1

rd 22 Horizon s 22 Horizon

2

Password Request

We need your password to sign in to Calculator.

Password

* Notice we are getting a Password request.

The 1st reason is, we used a 3rd party Auth method to login to Workspace ONE
Access. (In our session a Certificate based Auth method was used) Workspace ONE
Access did not have the UPN it would have received from a password Auth method, to
pass on to the Horizon Agent.

Up to version 1903, Workspace ONE Access would CACHE the credential when a
password method of Authentication was used to login to the Console. Prior to version
20.01 or up to version 1903, when a user logged into Workspace ONE Access with a
password method of authentication, the user would enjoy a Single-Sign on
experience. It was therefore only necessary to Deploy TRUESSO if the users were
authenticating with an Auth method that was NOT password based.

From version 20.01 Saas onwards, the automatic CACHING of password credentials is
no longer a feature in Workspace ONE Access. This is an enhancement of Workspace
ONE Access security.

In June this year a feature was re-introduced to allow Automatic Caching of Passwords
on the Saas Instance of Access

We however still need Enroliment services when authenticating with 3rd party auth
methods

* In the next Part, we will proceed with the deployment of TRUESSO to solve this challenge.
+ Select to close the Password Request window.

and all windows on W10Client02

Part 4. Installing a sub-ordinate CA and the Enroliment
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services

Add Roles and Features

Remowve Roles and Features

Add Servers

Create Server Group

Ire ti 1|<:: OCa | server Server Manager Properties

1. On your ControlCenter2 server
* Open the Remote Desktop Folder and launch TrueSSO.RDP shortcut
* On the Server Manager Interface select Manage > Add Roles and Features

Before you begin

Sarver selection

Add Roles and Features Wizard | = | o

DESTIMATICON SERWER
Trues50.euc-tivefirs com

This wizard helps you install roles, role services, or features. You determine which roles, role services, ar
features to install based on the computing needs of your organization, such as sharing documents, or
hasting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* MNetwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

] Skip this page by default

< Previous Next > nsta Cancel

2. On the Before you begin window select Next
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Select installation type , SesTiumon seaven
Bafors vou Bagin Select the installation fype. You can inctall robes and features on a g phyzscal computes o virtual

maching, or on an offfine virtual hard disk (VED)

carver Solocnon ® Role-based or feature-bated installation .
Configure » single sarver by sdding roles, role serices, and features.

' Remote Desktop Services installation

Install required role senices for Virtual Deskiop Infrastructure (VD) to create a virtual machine-based
of session-bated deskiop deployment.

ehmll et > I [ inctan .

3. Onthe Select installation type window, ensure the radio button in front of Role-based or
feature-based installation is selected select Next

Select destination server TS50 s etirn com
Befors You Begin Select a server or a virtual hard disk on which to nstall roles and features.
irstallaton Type ® Salect a server from the senver pool

EECTE e

Sarver Roles Server Pool
Faaturas
Filter:
Mame IP Address Dperating System

1 éo!np\ncrﬁ: found
This page shows servers that are running Windows Server 2012, and that have been added by using the

Add Servers command in Server Manager, Offline servers and newly-added senvers from which data
callection it still incamplete are not thown,

de” Next > | [ instai E

4. On Select destination server window (accept the defaults) select Next
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D e eS|
Select server roles

Before You Begin Select one or more roles to install on the selected server.
e 3

Installation Type Roles. C
Server Selection
w [BN/\ctive Directory Certificate Service: - ﬁ
[ Active Directory Domain Services o
Features [] Active Directory Federation Services "
[] Active Directory Lightweight Directory Services :
[J Active Directory Rights Management Services
e

Add features that are required for Active Directory
Centificate Services?

The following toals are required to mansge this festure, But do not
have to be installed on the e,

4 Actve Dinectory Certificate Senices Tools
[Fook] Certification Authority Mansgement Tosls

[ include management ol (# sppbeable)

d Fantures | [ Canct

sefore You Begin Select one or more roles to install on the selected server.
S 3

Instaliation Typs Roles

Server selection = —_— -
[ Active Directory Domain Services
[ Active Directory Federation Servic
1 Artiua Nirartan: |inktusinkt Nirsston Caniin ac

Featurss

e ARES L,

rand Access Services

ment Services

p Services

< Previous | [ Next> [ install | [ Camcel

5. On the Select server roles window, select the check box in front of Active Directory
Certificate Services, when prompted for the Add Features window, select Add Features
box, then select Next

e

Il DESTINATICH GERER
Select features TrueSC i -vetvn comn
Bafors You Bagn Select ong of mone leabunes 1o nstall on the sehected server.
rstallation Type Featurs: Dhestriprtion
Semver Seleciion F = h R g | NET Framewark 3.5 combires the
 [m atures i1 of 7 instalied)
Server Bolsd poreeir ol the JNET Frasmewark 20
¥ [®] HET Framewark 4.5 Features (2 of 7 installes) APl vl new technaloges los
_ ] Backgraurd Ineligent Trasiber Servee [BITS) = biding Enpheations thal alfes
Ve N ] ] BitLacker Drive Encryption EppEbbA] Ui iSETTROH, probiit

Agla Serviges

] BitLocker Metwork Wnlock

VOUF CUSIOAMEN pErLanal enhty
mbormateson, enable teambis aed

Corfirrnation ] Branchiache SECUNE COMPUMCATion and provde
(] Clierit Kor NFS v aibility to mode a ange of
. Bassiness processes.
] Drats Cervier Bridgng
] Drrect Play

O] Enharsced Sloeage

] Fadower Charbering

] Growp Py Mansgement
L] IS Hiasksble Wels Ceane

U Ink and Handwriting Seraoet

— .

6. On the Select features window select Next
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Active Directory Certificate Services TroaS50 sor-povien o

Bafore You Begin Actrve Dunectony Certificate Sernces (AD C5) provedes the certificate infrastructure 1o enable soenanos
: : tuch &t secune wirghess networks, wirtual private networks, Intermet Protocel Securty [IPSec), Network
Ingzaliation Type Acoess Protection (NAP), encrypting file system (EFS) and smart card log on.
Server Selection _
Servgr H{}.'.-l!s l.bgl o mofte:
Faatunes * The name and domain settings of thet computer cannot be changed after » certrheation sutharty
= (CA4) has been installed, H you want to change the computer name, join a domain, or promote this
IR - o o comon controller, complete these changes before installing the CA. For more
information, see certification authority naming.

Role Services

Confirmation

|4:me|| Mext > | _' Inectall ]

7. On the Active Directory Certificate Services window select Next

. DESTIMATION SERVER

Select role services TruaS0 suc-imetra.com

Bafara You Begin Select the role seraces to install for Active Directony Certificate Senvices

Installation Type Bole services -

Sarvar Selaction T =] ] Certifcation Authorty (CA) 2 used

B m to isswe and manage certificates.

fqrwr ca [] Certificate Ennoliment Policy Web Service Muliiple CAs can be nked t fom a

e [] Cestificate Envollment Web Serdce public key mfrastructure,

ADCE [ Certification Autharnity Web Enroliment

_ [J Network Device Enrcliment Service

Confirmation ] Online Responder

] s [ e | (Do

8. On the Select role services window select Next
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Fiz Add Roles and Features Wizard S

- . . ") DESTINATION SERVER
Confirm installation selections True$50 auc-invetns com
Bafore You Bagin To install the following roles, role services, or features on selected server, click Install
nstallation Type [« Restart the destination server sutomatically if required
Saryvar Selaction Optional features (such as administration tools) might be displayed on this page because they have
orver Rk been selected automatically. If you do not want to install these optional features, click Previows to clear
servar Roles their check bowes.
Faaturas

AD C5
Role Sarviges

_ i I & restart is required, this senver restarts automatically, without

additional notifications. Do you want te allow autematic restarts?

Export configuration settings
Specify an alternate source path

Mext = Install | | Cancel

9. On the Confirm Installation selections window, select the checkbox next to Restart the
destination server automatically if required, on the Add Roles and Features Wizard
window select Yes and then select Install

You will have to wait a short while before moving on to step 11.

e e e e == —

DESTINATION SESWER

Installation progress Trua S50 uc-maten cor

View matallateon progress

ﬂ Feature nstallation
. _____________________________________________________|

Configuration required. Installatson succeeded on TrueSS0Leuc-Invefire.com

Active Directory Certificate Services

the destination
Erver
Configure &ctive Directory Certificate Serices on the destmation senwer

Active Directory Cortificate Services Tools
Certification Authority Management Tools

You can close this anzand without interrupieng runnemg ks Ve [ask progress of open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings
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10. On the Installation progress page, select the Configure Active Directory Certificate

Services on the destination server hyper-link

Credentials

Fole Services

DESTIMNATION SERVER
TrueS50heuc-livefire.com

Specify credentials to configure role services

To install the following role services you must belong o the local Administratons group:
# Standalone certification suthonty
* Certification Authority Web Enrgllment
* Onling Responder
To install the following role services you must belong to the Enterprise Admins group:
* Enterprise certification suthority
« Certificate Enroliment Policy Web Senvice
* Certificate Enroliment Wek Senice
* Network Device Enroliment Servioe

[ Change- |

Crodentialy EVC-LIVEFIRE aclrinigtrator

More sbout AD C5 Server Roles

[ < Preveout Mexi = Conhgure

11. On the Credentials window select Next

Role Services

Credential
|_Role services |

Setup Type
CA Type
Private Kay

Cryptography

Ca Mame

Cartificate Reguest
Carttficate Database
Confirmanon

DESTIMATION SERVER
True550 euc-livefire.com

Select Role Services to configure

[ Certification Authority

Certtheation Authorty Web Enrcliment
] Online Responder
rolimant Sepace
Certificate Enroliment Web Serace

Cemifcate Enroliment Polty Web Senace

More about AD C5 Server Roles

L« Previous | | Next»

12. On the Role Services page, select the Certificate Authority checkbox
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DESTINATION SERVER
Setup Type TrueSS0.cuc-livefire.com

Credertials Specify the setup type of the CA
Role Services

Enterprze certification authortbes (CAz) can use Active Directory Domain Sennces (AD D5) to
simplify the management of certificates. Standalone CAs do not use AD DS to istue or manage

CA Type cartificates
Prieate Key
- - . ® Enterpriss CA
rypography Enterprize CAz must be domain members and are typically enline to izsue certificates or
CA Mame certificate policies.

rificate Reques: .
Certificate Reque Os cA

Certificate Database Standalons CAs can be members or & workgroup or domain. Slandalone CAs do not require A0
Comfirmatior D5 and can be used without a network connection (offline].

Mone about Setup Type

|<me]| Pt > | Configure _

13. On the Specify the setup type of the CA window , select the radio button next to
Enterprise CA and select Next

DESTIMNATION SERVER
Credentials Specify the type of the CA
Role Services
Seup Type When you install Active Directory Certificate Services (AD C5), you are creating or extending a
public key infrastructune (FEI) hierarchy. & root CA is at the top of the PKI hierarchy and issues its
_ own self-zagned certificate. A subordinate CA recerves a certificate from the CA above it in the PKI
Private Key hiaranchy.
Crypiography ) Root CA
CaA Mame Root CAc are the first and may be the only CAc configured in a PK] hierarchy.
Certificate Reguest @ Su ca
Cenificais Database Subordinate Ciis reguire an established PKI hisrarchy and are authorized to issue certificates by

Confirrnasion the CA above them in the hierarchy.

Meore abowut CA Type

-:Plninmll Next = | _{mhguue_

14. On the CA type window ensure the Subordinate CA radio button is selected, select Next
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Private Key

Credentials
Role Services
Setup Type
CA Type
XTI
Cryptography
CA Name
Cerhicate Reguest
Cerificate Database
Confirmation

DESTINATION SERVER
TrueSSO.cuc-livefire.com

Specify the type of the private key

To generate and issue certificates to clients, a certification authonty (CA) must have a private key.

() Creste & new private key
Use the option if you do not have a private key or want o create o new private key.

) Use existing private key
Use thit aption to ensure continuity with previoushy ssued certificates when reinstalling a CA
Select a certificate and use ils associated private key
Select thie ophion of you have an exsting certricate on thes computer or ff you want to
import a certificate and use its associated private key.

Select an existing private key on this computer

Select thie option of you have retaned provate keys from a prewvout metallation or want to
uze s private key from an altermate source.

More about Private Key

| <Previous | | Net> |

16. On the Private Key window, ensure the radio button next to Create a new private key is

selected and select Next

Corfirrmaten

Cryptography for CA

DESTINATION SERVER
True550.euc-livefire.com

Credentials Specify the cryptographic options
Robe Services
Setup Type Select a eryptographic providen: Key length:
CA Type Setup Type [Filormsol Seftumms Key Sormge LIET Ll
Private Key Select the hach algorithm for signing certificates issued by this CA:
| crpogaony [ ~

CA Mame SHAZEL H

Cermificate Reguest 5HA512
Certficate Database SHAT

ATYS, -

] Alicw administrator interaction when the private key is accessed by the CA

More absout Cryplography

|-:Pmlh|.u|| Next >

17. On the Cryptography for CA window select the following

+ Under Cryptographic Provider: RSA#Microsoft Software Key Storage Provider

* Next to Key Length: 2048
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+ Hash Algorithm: SHA256

+ Select Next

CA Name

Credentials
Role Services
Setup Type
Ch Type
Private Ky

Cryprogeaphy

Certificate Request
Certificate Database
Confirmation

DESTINATION SERVER
TrueS50ucuc-livefire.com

Specify the name of the CA

T:.rpll 3 ComEnon name to dnmfy this certification authorty (CA). This name is added to all
certificates wiued by the CA Dehnguished name suffn values aré sutomatically generated but can
be rmodsfeed,

Common name for this Ca:

euc-livefire-TRUESS0-CA

Distinguished name suffioe

DC =eue-tnmafire DC=com

Preview of distinguished name:

CH=euc-lrsefire-TRUESSO-CA DC = pusc - levefire, DL =com

More about CA Mame

I{mll Mext = I _-Ennﬁqurr E

18. On the CA Name window observe the CA naming convention and select Next

CA Mame

Cregentink

Fole Services

Setup Type

Ch Type

Private Kay
Cr:,;ﬁfﬂ-gr.!pl‘y

Certficate Request
Cartificase Database

Confiemation

DESTINATION SERVER
TrueS50heuc-livefire.com

Specify the name of the CA

Type & common name to sentify this certificaton authority (CA). This name = added to all
certeficates issued by the CA Distinguished name suffic values are automatically generated but can
e medified.

Common name for ths CA:

euc-livefire-TRUESSO-CA

Distinguizhed name suffic
DC meuc-Inwefine, DL =com

Preview of detinguithed name:
CH=eus-Irvefire- TRUESSO-CA DC m eue-lrvefire, DC =com

hbore about CA Name

|:ﬁeﬁ:u.u|| Next » | Conhgure

19. On the Specify the name of the CA window select Next
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N —

) DESTI
Certificate Request Truessc
Credentials Request a certificate from parent CA

Role Services

Setup Type

® Send a certificate request 1o a parent CA:
Select:

® CA name
©) Computer name

Select a certification authority (CA) you want to use.

CA Computer

DESTIMATION SERVER
TrueS50.eus-lirefire.com

Request a certificate from parent CA

nt cernification authority (CA) to aow this subcrdinate CA to-
a0 Oniine G o reorst 1o

More sbout Certificate Request

oveions | [ |

20. Onthe Request a certificate from parent CA, select the radio button next to Send a
certificate request to a parent CA:
*+ To the right of the Parent CA box click the Select button
+ Select OK accept the Default and select Next

=== —

CA Database

Credentials

Role Services

Setup Type

CA Type

Private Ky
Crypsegraphy
CA Name

Cenificate Reques:

Confirrmaicn

Specify the database locations

Certificate database |locaton:
ChWmdawt\aystemIiNCenlog

Certificate databace log location:
CAWndows\aystem I Canlog

More about CA Dotabase

-:Pmm]l Mext »

DESTINATION SERVER
TrueS50.euc-livefire.com

21. Onthe CA Database window, select Next
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Confirmation

Cradential

Role Services

Setup Type

CA Type

Private Key
Cryprography
Ca Hame
Certificate Request

Certificate Database

DESTINATION SERVER
True550L.euc-livefire.com

Tor configure the following roles, role senices, or features, chek Configure.

A Active Directory Certificate Services

Certification Authaority

CA Type:

Cryptographic providen

Hash Algarithem:

Key Length:

Allow Administrator Intersctesn
Ceartiheate Vahdity Penod:
Distinguished Name:

Online Parent CA Information:

Certificate Database Locaton:

Certificate Database Log
Location:

Emterprise Subordinate

REAarblicrosoft Software mimmgl Prosader

SHAZSE

2048

Drisabded

Deterruned by the pasent CA
CHeeuc-lvefire-TRUESSO-CA, DC = euc - lvefire, S scom
Controlcenter2.sud -lvefire.comeuc-livefire-CONTROLCENTER2-
Cily

CaAWindows\system 32\ Certlog
CAWIndows\system3ZCertlog

[[<Previous | | reem - [ Contigure | [ cCamcer |

22. On the Confirmation window select Configure

TreeS3Cews livefue com

Results
The faliowing rales, role services, or fastures wers configured:
~ Active Directary Cestificate Sesvices.
Certification
More sbout CA Configuration

Installation progress

Vet installation pregress

@ Feoture installation

@ Configueation ssccesded

- sEvER
EtTL H———

Combiguration required. batsllation sutceeded on TrueSS0Leus lvefire.com.
Directory Certibicate Services
Al Agtive Divectary C iees rohe serviees the destinati

Certification Authority

Reenate Serves Administration Tock:

23. On the Results window select Close on the Installation progress window, select Close
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Part 5: Deploying and Configuring Horizon TRUE SSO

Add or Remove §

You can select snopna for Bis congolc from thooe avaloble on your COTD
extensbic 5302, you Can configure which extensons are enabled,

1. In this section we will create a certificate template for Horizon TRUE SSO
* On your TRUESSO server select Start > Run > type mmc

EUC: Horizon Integrations 2020

Select File > Add/Remove Snap-in...
Select the Certificate Authority services snap-in, select Add
In the Certificate Authority window,

+ Select the Local computer radio button

* Select Finish

Select OK to close the Snap-ins window
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B File Action View Favorites Window Help

e @ = H=

| Console Root
4 L5 Certification Authority (Local)
4 g5 euc-livefire-TRUESSO-CA
[ 7] Revoked Certificates
2 Issued Certificates
[l Pending Requests
[ Failed Requests

|;l| CE"tﬁt—..-l'h:T.nnlnlﬂrc
Manage P

Mew 3

MNew Window from Here
Refrech

Help

2. Expand the euc-livefire-TRUESSO-CA inventory
+ Select Certificate Templates, right-click and select Manage

2 Certificate Templates Console

File Action View Help

e m G Hm

3] Certificate Templates (Controlce Template Display Name Schem

& Key Recovery Agent

& NSX

i3] OCSP Response Signing

i3] RAS and 145 Server

15 Root Certification Authority

15} Smartcard Logon

martcard Uze

| Subordinate Certification Authority
o] Trust List Signing

o3 User

3 User Signature Only

& VMware Certificate

& VMware-55L

& Web Server

«5 Workstation Authentication

P = P P =k b b b b ok = = P W P2 P2

£ > || € >

3. Inthe Certificate Template Console find and select the Smartcard Logon template
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3 Centificate Templates Console

File Action View Help

oM E= B

3 Certificate Templates (Controlce | Template Display Name

L
n
-

1 Key Recovery Agent

1] NSX

& ocsp Response Signing

& RAS and A5 Server

13 Root Certification Authority

| :]

Hu Properties

Help

& Vlvware werunace

,.E Viware-55L1

35 Web Server

,.E Workstation Authentication

Fd = P P = s o o [ L L Ry W Pa PO

< 21 £

4. Right-click the Smartcard Logon template and select Duplicate Template

partias of New Temp =

SuectMame |  Sever | lasusnce Requrements
Supesedod Templates |  Edensons | Secudy
Cemeatibity | General | Request Handing | Cryptography | Key Attestation |

The template options avaiable are based on the earbest operating system
varsions ged in Compatieliy Settings

[ Show resuting changes

Compatibilty Settings
Certfication Athorty
Windows Server 2012 R2 v

Certficate recpmnt

‘Windows 2.1/ Windowse Server 2012 R0 v‘

These settings may not prevent sader operating systems from using this
template

5. Inthe Properties of New Template window in the Compatibility tab under Certificate
Authority
+ Change from Windows 2003 to Windows 2012 R2
* When prompted for the Resulting changes window select OK.
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+ Under Certificate recipient change Windows XP / Server 2003 to Windows 8.1/
Server 2012 R2
+ When prompted for the Resulting changes window select OK.

Properties of New Template -

Subject Name | Server | Izsuznce Reguirements
Superseded Templates I Extensions [ Security
Compatibility | General | Request Handling ] Cryptography ] Key Attestation |

Template display name:
[True S50 Template

Template name:
|'TmeSSOTempIate

Validity period: Renewal period:

1| | hours v| 0} | houra v

[] Publish certfficate n Active Directory

Do not automatically reenroll i a duplicate cerdificate exdsts in Active

Certificate Templates =

The renewal period (6 weeks) is larger than the maimum allowed. To
automatically set the renewal period te the maximum allowed (0 hours), click QK.
Te change the renewal or validity peried to a different value, click Cancel,

oK Cancel

6. Select the General tab,
« Under Template display name: type TrueSSO Template, you will notice Template name
gets filled in automatically.
« Under Validity period change the period from 1 years to 1 hours
+ When prompted by the Certificate Templates Box select OK

+ The Renewal period will automatically change from 6 weeks to 0 hours
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7. Select the

Properties of Mew Template X

Subject Name Server Issuance Requirements
Superseded Templates Extensions Security
Compatibilty General Request Handing  Cryptography = Key Attestation

Purpose: Signature and smartcard logon ~

Delet

voked or expired certficates {do not archive)

ymmetric algorithms allowed he subject

Archive subject’s encryption private key

Allow private key to be exported

[ Renew with the same key
For automatic renewal of smart cand certificates, use the existing key if a
new key cannot be created
Do the following when the subject is enrclled and when the private key
associated with this certificate is used:
Enroll subject without requiring any user input
(®) Prompt the user during enroliment

O Prompt the user during enrollment and require user input when the
private key is used

ox Wy | [ v

tab change the following next to :-

« Purpose: change: Signature and encryption to

+ Select the
+ Select the

in front of Allow private key to be exported
in front of For automatic renewal of smartcard certificates, use

the existing key if a new key cannot be created

+ Select the

EUC: Horizon Integrations 2020

in front of Prompt the user during enroliment
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Subpect Naene | Server | I Requeements
Superseded Templates | Extensions Securty
Compstbilty | Genersl | Request Handing | Coblograohy | Key Attestation
Prowvider Cotegory. | Kay Stormge Provider w|
Hgosthm name: |Rsa |

oy

Chooss which cryptographs: providers can ba used for reguests.
(®) Raguests can use any provider avaliable on the subject’s compuler
) Reguests must use one of the following providens:

Provides I Vihat's This?
[CIMecrosclt Scltware Key Storage Provider 'z._..
¥
Request hath: SHAZSE v|
[ Use atemats signaturs format
| ok || Canest || ooy || B |

8. Select the Cryptography tab change the following next to

* Provider Category: Key Storage Provider
* Minimum key size: 2048

* Request hash: SHA256

Compatbity | General | Request Handing | Cryptography | Kay Attestation
Sumerseded Templstes Extersisoe | Securdy
Hame Server | lssusnce Reg s

] Do et shore confcates and roguests in the CA daisbase

[ Do net include revocation information in issued certficates

EUC: Horizon Integrations 2020
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9. Select the tab,
+ Select the in front of Do not store certificates and requests in the CA
database
* You will notice that Do not include revocation information in issued certificates is
selected automatically.

* Uncheck the next to Do not include revocation information in issued
certificates

Truess0 Template Properties 7 =

General Compatibilty Request Handling Cryptography  Wey Anestation
Supemnsded Templates Exiensions Securty Server
Subject Name lzzuance Reguirements

Require the following for enrciment:

DCA-:er:rllceﬂe manager approval

] This number o authorized signatures: 1

¥ you require more than one signature. sutoenmliment i nol alowed
Polcy type required in signature:
Application policy -

Applcation palicy:
Certficate Request Agent

Require the following for reenraliment:
() Same ciiteria as for enoliment
(@) Valid emisting certficate

Requires subject information 1o be provided within the cenfficate
request

* Control is disabled due to compatibilty seftings

ox o v

10. Select the tab, configure the following:
+ Select the : This number of authorized signatures and change the value to 1
in the box

« Under Policy type required in signature
* Ensure the Application policy is selected (default config)

« Under Application Policy
+ Select from the dropdown

« Under the Require the following for reenroliment
+ Select the Valid existing certificate
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Group or user names:

& Administrator (administrator@eucivefire.com)
82 Domain Admins (EUC-LIVEFIRE\Domain Admins)
S8 Enterprise Admins (EUC-LIVEFIRE\Enterprise Admins)

Add... | Remove

D, TR frr L dhartinstad |lears Al
Select Users, Computers, Service Accounts, or Groups X

Users, Groups, or Builtin security prncipals
From this location:
| Frmr——— 1

Object Types

[ Object Types...

Select the types of objects you want to find.

[k ]/ cancu

11. On the Security tab in the Group or user names: area select Add

+ To the right of the Select this object type: box select the Object types button
+ Select the checkbox next to Computers, select OK

Select Users, Computers, Service Accounts, or Groups X |
i

Select this object type:

|Llau's.CmWﬁ‘s.G|m.arB|.n1tm security principals | ' Object Types...

From this location: I

Enter the object names to select (examples):

TRUESSO | Check Names

12. In the Enter the object names to select type Truesso and to the right select Check
Names select OK
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TrueSSO Template Properties

? X

General Compatibiity Reguest Handling Cryptography  Key Attestation

Subject Name lssuance Requirements
Superseded Templates Edensions Security Server
Group or user names:
82 Authenticated Users
2 Administrator (administrator@euc-ivefire com)
82 Domain Admins (EUC-LIVEFIRE\Domain Admins)
B2 Erteprise Admins (EUC-LIVEFIRE\Enterprise Admins)
! TRUESSO (EUC-LIVEFIRENTRUESSOS)
Add... . Remove
Pemissions for TRUESSO Allow Deny
Ful Control O O
Read O
Wite O
Enrol O
Autoenmol O
For special permissions or advanced settings, click
v L Advanced
oK Aoply Help

13. For the Permissions for TRUESSO ensure that the permission Read and Enroll checkboxes

are selected.

+ Select OK to close the TrueSSO Template Properties,

;J certsrv - [Certification Autherity (Local)\euc-livefire- CONTROLCENTER2-CAN\Certificate Templates)
File Action View Help
s 7|6z H
L Certification Authority (Local) Name I
v g eQC;;de:iON:BOLCENTERZ-Cﬁ ) EUCSE-user al
§ Revo f‘?‘ rcates ] Directory Email Replication Di
| Issued Certificates - ) L
. ) ] Domain Controller Authentication Cl
| Pending Requests - _
2 e 5] Kerberos Authentication Cl
_ Failed Requests 3 )
3 Certificate Termnolates :j EFSlRecuveryﬂgent Fil
Manage ‘0.] Basic EFS Er
i8] Dioaiin Conteoller Cl
New > Certificate Template to lssue Se
View y E Computer cl
F User Er
Refresh E Subordinate Certification Authority <
Export List... H Administrator M
Help
<

14. Switch to the Certificate Authority Console select and right-click the Certificate

Templates container, select New > Certificate Template to Issue

EUC: Horizon Integrations 2020
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B | Enable Certificate Templates X

Select one Cedificate Template to enable on this Cerffication Authority.

Note: F a cenificate template that was recently created does not appear on this list, you may need to wait unti
information about this template has been replicated to all domain controllers.

All of the cedificale templates in the organization may not be available to your CA.

For more information, see Cerificate Template Concepts,

Name Intended Pumpose -
| RAS and IAS Server Cliert Authertication, Server Authertication

7 Router (Offine request) Client Authertication

7 Smartcard Logon Client Authertication, Smart Card Logon

% Smartcand User Secure Email, Client Authentication, Smart Card Logon

i True550 Template Smart Card Logon, Client Authentication

E Trust List Signing Microsoft Trust List Signing

| User Signature Only Secure Email, Client Authertication

T ViMware Cerficate Server Authertication, Client Authentication

3] VMware-SSL Server Authentication, Cliert Authertication

%] Workstation Authentication Client Authertication "

ok ][ Cams

15. In the Enable Certificate Templates window, select your TrueSSO Template and select OK

F Certificate Templates Console
File Action View Help

L Ao IEREN 7 Mo

3] Centificate Templates (Controlce Template Display Name Schema Version

5 Directory Email Replication

+4] Domain Controller

14 Domain Controller Authentication
4 EFS Recovery Agent

& Enrollment Agent

BEroliment Agent (Comouged 1|
e Exchange Enr Duplicate Ternplate

& Exchange Sigi
& Exchange Use
2 IPSec Properties
2 IPSec (Offline
14 Kerberos Autt

T = - R -

P T

-

All Tasks >

Help

16. Switch back to the Certificate Templates Console select and right-click the Enroliment
Agent (computer) template and select Properties
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Enrollment Agent (Computer) Properties

General Request Handling  Subject Name E:den

play name:

Enroliment Agent (Computer)
Minimum Supported CAs:  Windows 2000

T amolate name:

Machine Enmoliment Agent

Validity period: Renewal period:

2,&3‘3 s 6 |weeks B

Publizh certfficate in Active Directory

Do not automatically reenroll if & duplicate certificate exdsts in Active
Directory

ok [ Concel || mply | Hebp |

17. In the Enrolilment Agent Properties window select the Security tab

Group or user names
R, Authenticated Users
2, Doman Adming (EUC-LIVEFIRE\Domain Admins)
82 Ertempnss Admins (EUC-LIVEFIRE Entempnss Admins)
B TRUESSO (EUC-LIVEFIRE\TRUESSOS)

[ asa. || Remove |
Permissions for TRUESSO Allow Dery
Full Control a O
Read [+ O
Wrte [-_| O
Envol vl O

For special permissions or advanced settings. chck
Advarced

[ ok |[ cance J[ ay | oo

18. Select Add and add the TRUESSO Computer account with Read and Enroll permissions .

Select OK to close the Enroliment agent properties
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Ci
Di
Cl
Cl
Fil
Er
cl
Se
cl
Er
<

L5 certsrv - [Certification Authority (Local)\euc-livefire-CONTROLCENTER2-CA\Certificate Templates)
File Action View Help
| 7|d=H
Ll Certification Authority (Local) Name
v gl engoliveﬁre-CONTROLCENTER.Z-C& ] EUCSE-user
| Revoked Certificates ) , L
. . 5 Directory Email Replication
_ Issued Certificates . _—
- . 7 Domain Controller Authentication
_| Pending Requests o
- R E Kerberos Authentication
_| Failed Requests @
< Certificate Temolates [ EFSIRecuveryAgent
Manage 5] Basic EFS
5 Dievnain Canteslier
New > Certificate Template to Issue
View 3 4] Computer
E User
Refresh H Subordinate Certification Authority
Export List... E Administrator
Help
<

19. Switch back to the Certificate Authority Console select and right-click the Certificate
Templates container, select New > Certificate Template to Issue

B Enable Certificate Templates

Salect one Cerfficate Template to enable on this Cerffication Authority.

Note: F a certificate template that was recently created does not appear on this list, you may need to wait until

information about this template has been replicated to all domain controllers.
Al of the cedificate templates in the organization may not be available to your CA.

For more information, see Cedificate Template Concepts,

7] Ervolment Agent

Mame Intended Pumpose

3] Authenticated Session Cliert Authentication

7] CA Bxchange Private Key Archival

¥ CEP Encryption Cetficate Request Agent
%l Code Signing Code Signing

| Cross Cerfiication Authorty <Al

Cerficate Request Agent

i Enroliment Agent (Computer) Cerificate Request Agent
7] Exchange Enroliment Agent (OFfiine request) Certficate Request Agent
7] Exchange Signature Only Securs Email
@' Exchange User Securs Email

20. Inthe Enable Certificate Templates window select the Enrollment Agent (Computer)

template and select OK
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Network Connections

Disk Management

Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

21. We will now configure the CA for non-persistent certificate processing
* On the TrueSSO server select and right-click the button and select

B Administrator: Command Prompt -

22. In the Administrator: Command Prompt enter the following commands
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* certutil -setreg DBFlags +DBFLAGS ENABLEVOLATILEREQUESTS

23. Configure CA to ignore offline CRL errors
* certutil -setreg ca\CRLFlags +CRLF REVCHECK IGNORE OFFLINE

24, Restart the CA service. From the command prompt run:
* net stop certsvc

* net start certsvc
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B True550 - TrueSSO.euc-livefire.com - Remote Desktop Connection

Home Share View Manage

@ = | v MNetwork » csl-pdl.euc-livefire.com » software » Horizon » 2006 »

457 Favorites Mame Datel
B Desktop Ly VMware-Horizon-Agent-xB6_64-8.0.0-16530789.exe 9272
|4 Downloads 1% |VMware-Horizon-Connection-Server-x86_64-8.0.0-16592062. ex 9/2/2
"2l Recent places 1) VMware-Horizon-Extras-Bundle-2006-8.0.0-16531419.zip 242

48 This PC

[ _H Desktop

[ _E Documents
B j Downloads

25. On the TrueSSO server desktop launch the software shortcut and open the Horizon\2006\
folder.
» Select and launch the VMware-Horizon-Connection-Server-x86_64-8.0.0-16592062.exe

We can't verify who created this file. Are you sure you want to run this file?

. 1 Mame: ..Honzon-Connection-5erver-x86_64-8.0.0-16592062. exe

Type Application
From: “\cs1-pdl.euc-livefire.com\software\Horizon\ 20084 VR...

Run Cancel

you don't recognize can harm your PC. Only run this file if you trust

@ This file is in a lecation cutside your local network. Files from locations
the location. What's the risk?

26. Onthe Open File - Security Warning window select Run
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Welcome to the Installation Wizard for
VMware Horizon Connection Server

The installation wizard will install YMware Horizon Connection
Server on your computer, To continue, dick Mext.

Copyright {c) 1995-2020 YMware, Inc. All rights reserved, This
product is protected by .5, and international copyright and

VMware intellectual property laws. YMware products are covered by
one or more patents listed at

H O I' i ZO ﬂ . http: ffwww  vmware, comgo/patents.

Product version; 2006

27. Onthe Welcome window select Next

License Agreement

Please read the following license agreement carefully,

VMVWARE END USER LICENSE AGREEMENT ~

]

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE
AGREEMENT SHALL GOVERN YOUR USE OF THE SOFTWARE,
REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE
INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWMNLOADING, INSTALLING, OR.
USING THE SOFTWARE, YOU (THE INDIVIDUAL OR LEGAL ENTITY)

AGREE TO BE BOUND BY THE TERMS OF THIS EMD USER LICENSE
AGREEMENT ("EULAT). IF ¥OU DO NOT AGREE TO THE TERMS OF THIS |~

(®) I accept the terms in the license agreement

() 1 do not accept the terms in the license agreement

28. On the License agreement window select the radio button next | accept the terms in the
license agreement, select Next
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Destination Folder
Click Mext to install to this folder, or dick Change to install to a different fi

Install YMware Horizon Connection Server to;
C:\Program Files\WMware\WMware View\Server),

Installation Options

Select the type of Horizon Connection Server instance you want to insta

Select the type of Horizon Connection Server instance you want to install,

Horizon Standard Server
Horizon Replica Server

Perform an Enrallment Server instance install. This is used for True 550,

Enraollment Server only uses IPv4 protocol for establishing all connections.

This server will be configured for a Horizon environment.

30. On the Installation Options window select Horizon Enrollment Server
+ Select Next
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Firewall Configuration

Automatically configure the Windows Firewall to allow incoming TCP protaog
connections.

In order for Horizon Enrollment Server to operate on a network, spedific incoming TCFP port
must be allowed through the local Windows Firewall service, The incoming TCP part is
32111 (View Framework channel).

(® Configure Windows Firewall automatically

() Do not configure Windows Firewall

31. On Firewall configuration window select Next

Ready to Install the Program
The wizard is ready to begin installation,

WMware Horizon Connection Server will be installed in:
C:\Program Files\WMware\WMware View\Server

Click Install to begin the installation or Cancel to exit the wizard.

32. Select Install
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33. Onthe Installer Completed Window select Finish

VMware

Horizonr

Product version: 2008

Installer Completed

The installer has successfully installed YMware Horizon
Connection Server, Click Finish to exit the wizard.

Next Steps:

[#] Show the documentation

Programs and Features
[ Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager
Contraol Panel
File Explorer

=TT

Run

N own or sign out

Desktop
hm % -.

3

=

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open:

]

@ This task will be created with administrative privileges.

Cancel

34. Onthe TrueSSO server select and right-click the Start Button, select Run, type MMC, select

OK
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-/-.

n_i Consolel - [Console Root)

—

@ File Action View Favorites Window Help
5 MNew Ctrl+N
A= Open... Ctrll+0
. Save Ctrl+S
Save Ais...
Add/Remove Snap-in... Ctrl+M
Options...

1 CA\Windows\...\dnsmgmt.msc
2 CA\Windows\systermn32\dsa.msc
3 CAWindows\...\certsrv.msc

4 CW\Windows\..\compmgmt.msc

Exit

35. In the Console window select File > Add/Remove Snap-in..

Add or Remove Snap-ins

You can sslect snap-ns for this corsole from those avaiable on your computer and configure the selected sat of sap-ins. For
extensble snap-ns, you can configure which extensions are enabled,

Available sap-ns:

Srap-n Vendar -

s Active Drectory Do...  Microsoft Cor...

A Artive Directary Sch...  Microsoft Cor...

RIE Active Directory Site... Mirosoft Cor...

— Active Directory Use... Microsoft Cor. ..

= dectiveX Cantral Microsoft Cor...

& B0S1 Edit Microsoft Cor...
Autharization Manager Microsoft Cor...

#| Certificate Templates  Microsoft Cor...

Microsoft Cor...

Lslcertification Autharity  Microsoft Cor...

. Companent Services Microseft Cor..

M Computer Managem, .,  Micresaft Cor...

Floevice Manager Miosoft Cor...

Descrphon:

Add >

Selected snap-ns:
1| Conssle Raot Edit Extengions. ..
Lemove
Mowve Lig
Mowe Down

The Certificates snap-n allows you o browse the contents of the cerbrficate stores for yourself, a service, or a computer.

[oc ][ con

36. Inthe Add or Remove Snap-ins window, select Certificates and select Add
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Certificates snap-in X

This snapn will always manage certificates for:

O My user account
) Senvice account
(®) Computer account
< Back Cancel
Select Computer X

Selact the computer you want this snap+n to manage.
This snap-n wil always manage:
(®) Local computer: ghe computer this console is running on)
O Another computer: Browse

] Alow the selected computer to be changed when launching from the command line. This
only applies i you save the console

<Back [ Fnsh ] | cancel

37. Select Computer account radio button select Next and select Finish select OK

ﬁ File Action View Favorites Window Help
= 2n[E 8| B

7| Console Root

a [ Certificates (Local C|| E7] euc-livefire- TRUESSO-CA

ry

lssued To Issued By

euc-livefire-COMNTROLCENTERZ-...

4 || Personal
| Cerie— n
b [ Trusted All Tasks 3 Request New Certificate..,
b Enterpri View 3
[ .l:l Interme Mew Window from Here Advanced Operations L
B L Trusted
b ] Untrust Mew Taskpad View...
B [ Third-P Refresh
b [ Trusted Export List...
B Client &
- -] Remote Help

B [ Smart Card Trus
B [ Trusted Devices
B [ VMware Horizer
B [ VMware Horizer

Expira
11/3/%

38. Expand the Certificates console inventory and select and right-click the Personal container.
Select All Tasks > Request New Certificate
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Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other security-related tasks,

Before requesting a certificate, verify the following:

Your computer is connected to the network
You have credentials that can be used to verify your right to obtain the certificate

39. On the Certificate Enrollment > Before you Begin window select Next

Select Certificate Enrollment Policy

Certificate enrellment policy enables enrcllment for certificates based on predefined certificate templates.
Certificate enrollment policy may already be configured for you.

Configured by your administrator
Active Directory Enrollment Policy v
Configured by you Add New
Net || Cancel

40. On the Select Certificate Enrollment Policy window select Next
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Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then
click Enrall.

Active Directory Enrollment Policy

[ ] Computer kD STATUS: Available Details »
[#] Enrollment Agent (Computer) kD STATUS: Available Details
[TwWeb Server kp STATUS: Available Details «

#, More information is required to enroll for this certificate. Click here to configure settings.

[]Show all templates

Enrcll || Cancel

41. On the Request Certificates windows select the checkbox in front of Enrollment Agent
(Computer) and select Enroll

Certificate Installation Results
The tellevang rertthentes have been sarled and inchallad an the compoter,

Active Liirectory Lnroliment Policy
+ [mreliment Agent (Camputern) of STATUS: Gircasces [Jotmle

42. On the Certificate Installation Results window, ensure the enrollment was successful and
select Finish.
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v A

Remote
Desktops

= | Remote Desktops

Home Share View
Hesktop.ini  « 5k » Remote Desktops

MName

7 Quick access

—r '@ADFS.F{DP

eskto
P & AppVol.RDP

¥ Downloads B, Citrix.RDP

= Documents & CitrixBroker.RDP

&=/ Pictures "F CitrixRDSH.RDP

hol & CS1-pd1.RDP

& IMP.RDP

Remote Desktops
& PackagingVM.RDP

System32
&=, PNSHN1a RO

43. Onyour ControlCenter2 server,
« Open up your folder and to
« With username euc-livefire\administrator and password VMware1!

o | C

44, On the CS1-PD1 desktop select and open your
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& File Action View Favorites Window Help
o 2m 0 6= Bm

| Console Root Issued To

4 () Certificates (Local Computer) Ta147815b94-9c c2-4fdD-a7f:
4 ] Personal ol broker/es1-pd1
| Certificates ol broker/cs1-pd1

d Trusted Root Certification Authorities ) router/es1-pd1

4 Enterprise Trust ol router/es1-pd1

J Intermediate Certification Authorities Tiltunnel/cs1-pd1

. Trusted p"'b"ﬂ:'e.ﬁ “Z,'.]tunnelfcﬂ-pﬂ

| Untrusted Certificates

| Third-Party Root Certification Authorities

| Trusted People

7| Client Authentication |ssuers

| Remote Desktop

| Certificate Enrollment Requests

| Smart Card Trusted Roots

| Trusted Devices

-

T vy vy v T T T T T o wTw

| VMware Horizon View Certificates

| Certificates

45. In the Certificates Console expand the inventory and browse down to VMware Horizon
View Certificates > Certificates

ravuines WERL LA Lal=t o)

[ | H|m
lswedTo = ... JmuedBy DpirstionDate  Intended Purp:
5147815094 9cc2-Md0-a7f5-30dc.., 47815654 9cc2-Md0.. 1/11/2030 <Al
Tolbroker/cs1-pd1 broker/cs1-pdl 1/3/2021
|| Blbrokerfes1-pd1 broker/cs1-pdl 61252020 <All= ConnectionBroker
: T router/cs1-pdi rowter/cs1-pd] &M12,2020 <All= MCRouter
| Tl router/es1-pd1 router/cs1-pd1 1/3/2021 <Al MGRouter
| Tltunnelfes-pdi tunnel/cs1-pd1 1732021 < All> Tunnel
T tunnelfes-pd1 tunnel/cs1-pd1 61252020 < All= Tunnel

46. Expand the console or scroll across the console and notice the guid based certificate has a
friendly name of vdm.ec
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&, C51-pd1 - cs1-pdl.euc-livefire.com - Remote Desktop Connection

_

File Action View Favorites Window Help

“TIEREE EE

] Console Root lssued To
4 ) Certificates (Local || TRERLRETY
4 | Personal

Y

O=rd Af-A0. s TEG_I0H -~

Issued By Expirat
47815b94-%9cc2-4fd0...

] Centificates ‘!:]mi |

i ] Trusted Root C . router/
b | Enterprise Trus Tl router/
b | Intermediate C Tltunnel,
b ] Trusted Publist ?;ltunn ol
b ] Untrusted Cert
b | Third-Party Ro
b | Trusted People

b ] Client Authent
b | Remote Desktc
b | Certificate Enrc
b 1 Smart Card Tru

broker/cs1-pd1

All Tasks v Open 6/12/2
6/12/2

Cut Euport.l.. 20

Copy tunnel/cs1-pd1 1/3/20

Delete tunnel/cs1-pd1 6/12/2

Properties

Help

47. Select your GUID certificate with the friendly name of vdm.ec. Right-Click select All Tasks

and select Export

Ta continue, didk Next.,

=
pri=

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust Ists and certificate revacation
lists from & certificate store to your dak,

A certificate, which is ssued by a certification authority, is a confirmation of your identity
and contaings information used to protect data or to establish secure network
connections. A certificate store i the system area where certificates are kept.

Met | | Cancel |

48. On the Welcome window select Next
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-
-

Export Private Key
You can choose to export the private key with the certificate,

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page,

Do you want to export the private key with the certificate?
() Yes, export the private key
(®) No, do not export the private key

Net || Cancel |

49. On the Export Private Key page select the radio button next to No, do not export the
private key select Next

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:

() DER encoded binary X.509 (.CER)

(®) Base-64 encoded X, 509 (,CER)

) Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P78)
[ ] indude all certificates in the certification path if possible
Personal Information Exchange - PKCS #12 (\PFX)
| |indude all certificates in the certification path if possible
|| Delete the private key if the export is successful
[ JExport all extended properties

Microsoft Serialized Certificate Store ((\55T)

Net | | Cancel |

50. On the Export File Format window select the radio button next to Base-64 encoded X.509

select Next
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Fila 1o Exgpoart
Spedfy the name of the file you want to export

File name:

2 \software Harizon'enrol, oer | | Browse.. |

Mext ||C.nn|:|:|||

51. In the File to Export window in the File name area type the following C:\software\
Horizon\enroll.cer and select Next

(Software is a shared folder which we will use to copy from on the TrueSSO server)

Completing the Certificate Export Wizard

You have successfily completed the Certrfcate Export wizard.

Export Keys Ha
Inchade al certificates i the cartification path Mo
Fie Format Easet4 Encoded X, 509 (".cer)

The export was successful,

[ o ]
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52. Onthe Completing the Certificate Export Wizard window select Finish. When prompted
that The export was successful, select OK

EE. TrueS50 - TrueS50.euc-livefire....

is profected
ents listed at |

53. On your ControlCenter2 server desktop switch from your CS1-pd1 session to your
TrueSSO session

@ Console1 - [Console Root\Certificates (Local Computer)\VMware Horizot
@ File Action View Fevorites Window Help
o9 nim 0 &= B

Console Root . Object Type
4 g Centificates (Local Computer)

4 Personal
Certificates

There are nio it

Trusted Root Certification Authonties
Enterprise Trust

Intermedsate Certification Authorities
Trusted Publishers

Untrusted Certficates

Third-Party Root Certification Authorities
Trusted People

Client Authentication |ssuers

Remote Desktop

Certificate Enrollment Requests

Smart Card Trusted Roots

Trusted Devices

Whiware Horizon View Certificates
Vidware Horron View Enmllment Server Trusted Roots

Find Certificates...
Al Tasks ¢ Find Certificates...

View b Import...

New Window from Here -

Add a certificate t

New Taskpad View...

Refresh
Export List...

Help

54. Open your Certificate services Snap-in, select and right-click the last container in the
inventory VMware Horizon View Enrollment Server Trusted Roots, select All Tasks >
Import
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Welcome to the Certificate Import Wizard

Thes wizard helps you copy cerfificates, certificate trust lsts, and certificate revocation
Ists from your dsk to a certificate store,

A certificate, which is ssued by a certification authority, is a confirmation of your identity
and containg information used to protect data or o establish secure network
cormections, A certificate store is the system areas where certificates are kept.

Store Location
_) Current User

%) Local Madhine

To continue, cide Next.

[Nt ] [ Conce |

55. On the Welcome window select Next

File to Import
Spedfy the Be you want to mport.

File name:

[ s 1-pd1.eucivefire. com\sofhware \Horizon \enoll cer | [ oromse... |

Mote: More than one certificate can be stored in a sngle e in the following formats:
Personal Information Exchange - PECS 12 [PFX,.P1I)
Cryptographic Message Syntax Standard- PKECS &7 Certificates [ .P78)

Microsoft Serislzed Certficate Store (.S5T)

| Met || Caneal |

56. In the File to import window type the following \\cs1-pd1.euc-livefire.com\software\
Horizon\enroll.cer and select Next
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Contate store
(Certicate stives ave system wess where Certcates ave kept.

Secothate.

® Flace ol certhcates n the folowngstore:

Certicate stove:

i are Horizon ven Ervolment Server Trusted Roats.

0 The import was successful.

57. In the Certificate Store window accept the defaults and select Next. On the Summary page
select Finish. When Prompted that The Import was succesful select OK

Fie Acion View Favorites Window Help
# 2 « | X0 65
Censole Root
@ Centificates (Local Computer)
4 (71 Personal

= Certificates

b =] Trusted Root Centification Authorities

b ) Enterprise Trust Cut

b ] Intermediste Certificetion Authorities Copy

b ] Trusted Publishers Delete

b ] Untrusted Certificates. .

© 7 Thirg-Party Root Cerification Authorities e

b ) Trusted Pecple Help

b (] Client Authentication Issuers

» ] Remote Desktop

b Cestificate Envollment Requests

b 5] Smart Cerd Trusted Roots

b [ Trusted Devices

b 7 VMware Honizon View Certificates

& [ VMhware Horizon View Envollment Server Trusted Roots
1 Cetificates

General | Cross Certfcates | OCSP | Extended vaicstion

Friendyrame: | vam.ed
Descrpon: 1
Certficate puposes
® Ensbie ol urposes for this certificate
O Disatie al purposes far this certificate
(O Enabis only the folowng purposes
Note: You may only edit certicate purcases that are allwed by
e certheaton path

‘Server Authenteatin
Cient Authentication

58. Right-click the imported certificate and select Properties. In the Friendly name: section
type vdm.ec and select OK
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® Workspace ONE™ Access

Dashboard - Users & Groups Catalog =~ Identity & Access Ma

Web Apps
Virtual Apps

Virtual Apps (T

Settings

[ Hub conturaion

59. Switch to your browser, Workspace ONE Access Saas session,
* Select the Catalog tab > Virtual Apps Collection

@ Workspace ONE™ Access

Dashboard - Users & Groups Catalog ~

s Collecti

SYNC l [

Virtual A

Name Source Typs
© Horizon Horizon
1-10of 1item(s)

60. Select the radio button next Horizon and select EDIT next to NEW
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Edit Horizon Collection

1 Connector . .
Add or modify pods. If

. Servers, you only need
2 Pod and Federation
any of the Horizon Con

[#3]

Configuration

Horizon
Connection

4 Summary Server Usernam
csl- administ
pdl.euc- livefire.c
livefire.com

i amm & e

61. In the Edit Horizon Collection window, select 2 Pod and Federation, under Horizon
Connection Server select cs1-pd1.euc-livefire.com

Sync Local Assignments @

vied @D

CANCEL BACK NEXT

Pod and Federation

CANCEL BACK SAVE

62. In the Edit Pod window under True SSO, change the toggle from Disabled to Enabled
+ Select SAVE , select NEXT, select NEXT, select SAVE
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4 VRhMware, Inc.

B

-

VMware Drivers
VMware Tools
\‘er-..n LVl ¥

| Al Collapse

;L MNew

i N Find...

b-Ju P
VMW Delete Binary Value
Lo Wowb43] Rename DWORD (32-bit) Value
P~ J. SYSTEM Export QWORD (64-bit) Value
b HKEY_USERS Permissions... Multi-5tring Value

- Ju HKEY_CURRENT

4

A

I

i s

Expandable String Value
Policies

RegisteredApplications
VMware, Inc.
Vhware Drivers

3 Viware Tools
4 VMware VDM

. Authenticate
, Log
, Mode Manager
b - ) Plugins
[Envolimens Served |
. VMware VGAuUth
Wowb432Node

. b SYSTEM
b J) HKEY_USERS

i AR Tk e

63. On the ControlCenter2 server, switch back to your TrueSSO.RDP session

1. Select the Start button > RUN and type regedit.exe

2. Inthe regedit inventory, browse to the following location, browse to

« HKLM\SOFTWARE\VMware, Inc.\VMware VDM\
+ What we should see is an Enrollment Service Key

« HKLM\SOFTWARE\VMware, Inc.\VMware VDM\Enrollment Service.

* You will notice there is no Enroliment Service key, we need to create one. In our

case we have to

3. Create the Enrollment Service key

* Right-click VIMware VDM > New > Key and type Enrollment Service as a name
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o 3 | 5

EM =
RS s |
P e

CALM/ Rename DWORD (32-bit) Value
QWORD (64-bit) Value

ES Registry Editor

File Edit View Favorites Help

~ [ Neme
b HARDWARE ab] (Default)

bk SAM b preferLocalCaValud

SECURITY

-

hoome e ek

Edit String
Value name
|PreferiocalCaValue |

Value data

i ]

64. Configure the enroliment service to give preference to the local certificate authority when
they are co-located:
+ Add a new String Value

* Right-click the Enrollment Service key > New > String Value and type the name
PreferLocalCaValue

* Right-click the PreferLocalCaValue String value and select Modify and in the Value
data: field enter 1

+ Select OK to close the window.

* Click to close RegEdit

CE TrueSSO - TrueSSO.euc-livefire... Cf CS51-pd1 - cs1-pdl.euc-livefire....

65. On your ControlCenter2 server switch to your CS1-PD1.RDP session
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Programs and Features

Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management

Computer Management

Control Panel
File Explorer
Search

Run

Shut down or sign out
Desktop

IE

66. Select and right-click the button and select

& Administrator Command Prompt

67. Inthe Administrator: Command Prompt type the following:-

* cd\

* cd Program Files\VMware\VMware View\Server\tools\bin

68. In the Administrator: Command Prompt type the following:-
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The enrollment server is added to the global list.

vdmUtil --authAs administrator --authDomain euc-livefire --authPassword VMwarel!

truesso —--environment --add --enrollmentServer TrueSSO.euc-livefire.com

69. Wait 1 min before doing the next command
In the Administrator: Command Prompt type the following:-

The output shows the forest name, whether the certificate for the enrollment server is valid,
the name and details of the certificate template you can use, and the common name of the
certificate authority.

vdmUtil --authAs administrator --authDomain euc-livefire --authPassword VMwarel!

truesso --environment --list --enrollmentServer TrueSSO.euc-livefire.com --domain euc-—

livefire.com

70. Enter the command to create a True SSO connector, which will hold the configuration
information, and enable the connector.

vdmUtil --authAs administrator --authDomain euc-livefire --authPassword VMwarel!
truesso --create --connector --domain euc-livefire.com --template TrueSSOTemplate --
primaryEnrollmentServer truesso.euc-livefire.com --certificateServer euc-livefire-

TRUESSO-CA --mode enabled
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71. Enter the command to discover which SAML authenticators are available

Authenticators are created when you configure SAML authentication between Workspace ONE
Access and a connection server, using Horizon Administrator.

The output shows the name of the authenticator and shows whether True SSO is enabled

vdmUtil --authAs administrator --authDomain euc-livefire --authPassword VMwarel! --

truesso --list --authenticator

72. You will notice True SSO mode is Disabled. Enter the command to enable the authenticator
to use True SSO mode

vdmUtil --authAs administrator --authDomain euc-livefire --authPassword VMwarel! --

truesso --authenticator --edit --name "Workspace ONE Access" --truessoMode ENABLED

For --truessoMode, use ENABLED if you want True SSO to be used only if no password was
supplied when the user logged in to VMware Identity Manager. In this case if a password was
used and cached, the system will use the password. Set --truessoMode to ALWAYS if you want

True SSO to be used even if a password was supplied when the user logged in to VMware
|dentity Manager
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Part 5: Testing to see if TrueSSO works

VMware Workspace ONE Access™ 20.01.0.0 Build 15509389, Copyright € 2013-2020 YMware, Inc.
as well as by international treaties. VMware products are covered by one or more patents listed at hif)

CE wI0TRUESSO - wlOTRUESSO.eu... L TrueSSO - TrueSSO.euc-livefire... L CS1-pdi-

1. Onyour ControlCenter2 server, switch your Remote Desktops session for
W10Client02.RDP.

&5 W10Client02 - W10Client02.euc-livefire.com - Remote Desktop Connection

EI 4—:I| £ apps|inteligent Hub % |+

= O () httpsy/aw-livefirehonzonintm.vidmpreview.com,catalog-p

”N S . — e .

2. Onyour W10Client02 desktop, ensure that any existing browser session is CLOSED
« Open your browser and type enter your custom Access Tenant URL
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B v—:1] B casvidmpreviewcom X I+

&« [ £ | httpsy//casvidmpreview.com/cas/t/ AW-LIVEFIREHORIZONI & =

Windows Security X

Confirm Certificate

Site casvidmpreview.com needs your credentials:

user36anl
Issuer: HorizenINTRN

Valid From: 11/2/2020 to 11/1/2030

Click here to view certificate properties

oK Cangel

3. On the Confirm Certificate window, select OK

) Intelligent Hub K +
& C 8 aw-livefiredrassoir.vidmpreview.com/catalog-portal/uiTisOnP
~ Favorites Notifications s
Categories | Search apps
All Apps
Virtual
New

4. Select Apps tab in the Console
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(] -EII © Apps limeligentHub X |+ v

- o X
« O @ A  hipsyawiivelirehorizonintm.vidmpreview.com/catalog-pe % = L o8 -
Q Favorites Apps People For You Support UA
Q, Search Apps

New Apps All Apps

New Apps
—
Ced o3
) ;
i T
BambooHR Calculator Internet Explorer Paint
Websit Ow = = H = H

Microsoft Edge blocked a pop-up from aw- Allow once
livefirehorizonintr.vidmpreview,.com.

P Type here to search

5. Inthe Apps area, under New Apps select Paint
 Select Always allow

B | O Apps|ineligenthab | [ VMnare Horon X E v

= o X
&« O @ O hitpesiest-pdi.euc-ivefire.com/portal webdlient find ex himlapplicationid = oS 3Dpaint T £ [ &
DHorlzon - = Xo
Q Search OO —— EAEEEN EEEN
& mﬁ{; D&AN e !f__ L] u '
\ =5 000 - Bl OO0 O00000] ko
Running Shapes Colors
lﬂ Paint
Available
WIOINST
__I Calculsior
k_} Intwmiat Explorer
."{‘ Paint
1D 548« Hipe 0% (= [ ] +
6. Onthe W10Client02
* Note your Paint session launch
« Launch the W10INST desktop pool
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O intelligent Hub X D Vidware Hoszon %+

7. This might be the result. If it is not move on to Step 10
« As we mentioned early, for VMware Horizon Enrolment services to work, it critical we
have a Healthy Certificate Services environment.
+ Move on to the following step to clean out your Microsoft Certificate Services

": Trees50 - TrueSE0. ewc- refare.com - Remote Deskiop Connection

@ Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certifi
-' File f&cton  View Fouprtes  Window  Help
e Himl O &% HimT
Congole Root Hamed Ta - Issaed By Exgirat
4 gl Cetllication Suthodity (Local) o BB, Cartilfcate Senveles ARS Camiucatd SEnicEs 1251

a4 g wuceliveline TRUESSO- CA o g dTrast Extesnal ChA Root sl Trust Evternal ©A Root

o Baltimure Crbe Trunt Roct Baltenare CyberTrust Root

g
5

Sca ca £l

= oY Ca 1d

1

Reveked Cartileabed
lissed Certificatcs
Pendling Requsets

20
F*""’: E'-"q'-'T‘“‘" 2IClass 3 Public Primasy Centificat... Class 3 Public Primary Certificatia,.. F
Cortdicate Templates S CONTROLCEMTERCA CONTROLCEMTER-CA 1820

a L Certificates (Lol Computer)

Persomsl CONTROLOEMTER-CA FiaLte
a4 1}

CONTROLOENTER-CA
Cegynght (c] 1997 Microteft Carp. 12730
DigiCen Globel Root CA 11710
DigiC ert High dstursnce Y Root LA
D5T Roct CA X3 WD
Entiuist Root Certificatusn Authsim..

* S CONTROLCENTER-CA
o CONTROLCENTER-Ci
2 Copyrght (<) 1997 Micreaoft C..
—a DvgiCest Chobal Root CA
& DigiCet High Assurance EV Ra

o D5T Reot CA X3
usk Aot Certilication Suth...

Trusted Root Detdicsticn Authedrise

niermediate Carkil
Trusted Publiskers —lE

Untrasted Certificates

Theed-Party Rl Certificabiom SAuthorilies

Trusted People

Chenit Akt ainsn e

Remcte Dektep

Semart Card Trusted Roct:

Trusted Devices

Viwere Honzon View Certifscabes

Vidhware Honzon ¥iew Enroliment Server Trusted Roots
Certdicates

T T T reapp———

& Equifax Secure Certificate dasth

2 et - Ievefre- COMTROLOENTER..
o eist - velwe-CONTROLOENTER. .

o eusc- vefore-COMNTROLCENTER
& GecTrust Glokal C&

o GlabalSign

o GlobalSign Boot C4

& Go Daddy Clags 2 Certification ..
o 0o Daddy Roct Cetilicale Auth..

S GTE CyberTrest Global Foot

& Microsoft Authenticodetm) Re...

o Micraielt Redt Authonty
=Ahdirrnvendt Bt O sotiferabe Lo

Equédar Secure Cetilicate Augharty
guc-lhvefirg- CONTROLCEMTERD- ...
euc-livefire- CONTROLCEMTERZ ..
cuc-lvefire- COMNTROLCEMTERS-
GooTnast Global TA

GlobalSign

Globatiign Root £4

Gic Daddy Clags 3 Certfication Au.,..
Gz Daddy Rewt Cemificate Authed...
GTE CybarTrust Giokal Root
Mioeeoft Augtherticede(tm] Roct...
Miciedah Roct Authiity

Kirmanft Rinnk O abdicrste idhann

EUC: Horizon Integrations 2020

8. Perform the following steps on the following stakeholder platforms:-

Manual Export Date: 2020-12-03 07:22:31 +0000




+ The TRUESSO (Enrolment server), CS1-PD1 (Horizon Connection server ) and your
ControlCenter2 (Certificate Authority) servers
* Repeat these task on the W10TRUESSO desktop
* When you open the Certificates Snap-In for Local Computer we will go to two
areas:
« Trusted Root Certificate Authorities > Certificates
+ Intermediate Certificate Authorities > Certificates

« On all stakeholder platforms
+ The Certificates starting with CA
+ The Certificates starting with CONTROLCENTER-CA
+ On some of the stakeholder platforms there might be 3 and others 2

the following:-

E Consolel - [Console Root\ Certificates (Local Computer)\ntermediate Certification Authorities\ Certificates]

i File Action View Favorites Window Help
ol Aol P AEETR AENEYN 7)o
_| Console Root Issued To - Issued By
v Cgrt;ﬁcates I(LDCEI Computer) 5] AddTrust External CA Root AddTrust External C
- FErsona o - ] CONTROLCENTER-CA CONTROLCENTER-
| Trusted Root Certification Authorities ,J CONTROLCENTER-CA CONTROLCENTER

| Enterprise Trust

5 euc-livefire-CONTROLCENTER2-CA euc-livefire-CONTE

w || Intermediate Certification Authorities o o
| Certificate Revacation List &l euc-livefire- CONTROLCENTER2-CA euc-livefire-CONTR
= Certificates -lvefire-CONTROLCENTERZ-CA euc-livefire-CONTH

euc-livefire-CONTE
euc-livefire-CONTE
Internal Root CA 07
Microsoft Root Aut

= euc-livefire- TRUESSO-CA
= euc-livefire- TRUESSO-CA
&lInternal Root CA 070120198012839

| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certification Authorities

| Trusted Pecple

| Client Authentication |ssuers

| Preview Build Roots

| Remote Desktop

| Certificate Enrallment Requests

el Microsoft Windows Hardware Compatibility
“z/Root Agency

5 Sectigo RSA Domain Validation Secure Server CA
5] USERTrust RSA Certification Authority

ol www.verisign.com/CPS Incorp.by Ref. LIABILITY LTD....

Root Agency

USERTrust RSA Cert
AddTrust External C
Class 3 Public Prirmi

| Smart Card Trusted Roots

| Trusted Devices

| Web Hosting

| Windows Live 1D Token lssuer

9. Perform the following steps on the following stakeholder platforms:-
* The TRUESSO (Enrolment server), CS1-PD1 (Horizon Connection server ) and your
ControlCenter2 (Certificate Authority) servers
* Repeat these task on the W10TRUESSO desktop
* When you open the Certificates Snap-In for Local Computer we will go to two
areas:
* Trusted Root Certificate Authorities > Certificates
+ Intermediate Certificate Authorities > Certificates

« On all stakeholder platforms the following:-
* You will notice there are certificates starting with euc-livefire-
CONTROLCENTER2-CA
+ Always start by selecting the bottom of either a set of two or three certificates
* Select the and select

EUC: Horizon Integrations 2020 Manual Export Date: 2020-12-03 07:22:31 +0000 Page 255



10.

n | Certificate *
General Details  Certification Path
Show: | <aAll> ~
Field Value &
BVersion V3
BSerialnumber 3lec0l4dacdbc5bf4629 ...
BSignab_lre algorithm sha256R5A
BSignature hash algorithm sha256
B Issuer eucdivefire-CONTROLCENTER...
[=] valid from Sunday, March 3, 2019 2:42:5..,
Bh'alidb: Sunday, March 3, 2024 5:52:5...
[ 2uhiart enrdivefire-CONTROL CENTER hd
Edit Properties. .. Copy to File...
On the Certificate, select the . You will notice the certificate starts with a Serial

number of 31 ec 01....
« PLEASE NOTE: If the certificate Serial number starts with 29 03 ... This is a valid cert and
should be left alone.

Select to close the Certificate window and then delete this certificate
* Perform this task on all Stakeholder Platforms

Open the on all stakeholder platforms and type the command
GPUPDATE /Force

You are now ready to again test your login through Workspace ONE Access. If necessary go
back to Paragraph1 and repeat the login process
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- o x
£} Intelligent Hub X 2 VMware Horizon X +

&} @ cs1-pdi.euc-livefire.com/portal/webclient/index htmi?desktopld=cn%30Dw10inst, ou%3Dapplications,dc¥%3Dvdi dc%3Dvmwa... e :

Enable Copy and Paste

You can copy and paste text between your local system and
the remote applications using Ctrl + C and Ctrl +V

11. Launch another session from the Workspace ONE portal and launch your Desktop
entitlement.
* This should be the result

2) Intelligent Hub X 2 VMware Horizon X +

C @ cs1-pdi.euc-livefire.com/portal/webclient/index htmi?applicationld=cn%3Dpaint.ou%3Dapplications.dc%3Dvdi,dc%3Dvmw... o € @

Enable Copy and Paste

You can copy and paste text between your local system and
the remote applications using Ctrl + C and Ctrl +V

12. Launch another session from the Workspace ONE portal and launch an Application
entitlement.
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* This could be the result, | have just launched Paint
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VMware App Volumes Operations

VMware App Volumes 4.x has been re-engineered
completely. The objective of these exercises is to take you
through some of the most basic concepts and understand
how they relate.

Part 1. Packaging Creation

n
™
-
(-]

<» JavaScript Allow (default)
* Flash Allow
mages Allow (default)

[7 Pop-ups and redirects Block (default)

VMware® vSphere

1. Onyour ControlCenter2 Desktop open your Chrome Browser and select the the
vCenter shortcut on the favourites bar.
* In the "Your connection is not private" window click on and then

* Right-click the and select

* Select under the address bar

+ Enter your User Administrator with the password VMware1!,
* Select
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vm vSphere Client

O v 8 @9 7 vcsa-t

Sum. Mc

% DEMProfiler
{51 herizon-cloud-co.

Custom Atti

&

& cot

ol Fault Tokrance
2 0EM

Take Snapshot  AesVoProv

2. Under Hosts and Clusters in the Inventory
+ Select and expand the RegionA01-COMPO1 cluster
+ Select and right-click the AppVolProv VM,
 Select Snapshots > Take Snapshot
* In the Take Snapshot window next to

* In the Name section call the snapshot Appvol provisioning
* Uncheck the checkbox, next to Snapshot the virtual Machine's memory

+ Select OK
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VMware App Volumes™

Username: | administrator

Password: | sesesee

Domain: EUC-LIVEFIRE v

3. Onyour browser, open a new tab select the AppVol shortcut on the favourites bar
Username is Administrator and password is VMware1! and select Login

C r & appvoleue-Bsfire.com/imventory b4
spps [ Horzon @ Gewed® (@ iphere o Appiol ) WS1.Connectse Misites

EUC-LIWVEFIREAdm inisl=alar

WHware App Volumes: Logoet

JE INVENTORY VOLLIMES [2.X) MRECTORY INFRASTRUCTLRE ACTRTY CONFIGLURATION

A pplicatons Packages Profifams AR TS Atlachimamnls

Applications

Each application represents a colleclion of packaged versions of thal applcabon. Users, Groups, Co
antitied to receive a cumrent package of o be asskgned a specific package

bnal Unis can be

4. In the top menu bar, select the INVENTORY tab is selected by default. In the INVENTORY
area we have sub-category tabs called Applications, Packages, Programs, Assignments,
Attachments and Writables. These are the terms and functionality that is current with
version 4.x of App Volumes.

+ Inthe INVENTORY > Applications area, select Create
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@ {} @ asppeoleuc-iivefire.com/inventany® Anplications/Create i

pr [ Hormen @ Gefed (@ viphaw () WSlConnesar @) Wevimoe coudzonn. [ Merisee CoudSami o dpp Us

ELC-LIVEFIRE A dmisdstrator
Logout

VMware App Volumes™

14 WVENTORY VOLUMES (2] DRECTORY  NFRASTRUCTURE ACTIVITY CONFIGURATION
Applcations Packages Programs Mssigrenents Attachments Wirisables.
Create Application

A Agplication wil provide an Application Owner te ability 1o manage ihe Mecycks of ils Packages

Harme: Mogzila Firsiox

Crascsiption

Chanar EUC-LIVEFBE Adminisirsies

Patkage: # Create a Package
Confirm Create Application *

Create Application Mozilla Firefox?

Create

3. Inthe Creat Application window
+ Next to Name type Mozilla Firefox, keep all the other settings default
+ Select Create

* In the Confirm Create Application window select Create

VMware App Velumes™

[CR VOLUMES (2. DIRECTORY NFRASTRUCTURE ACTIVITY CONFIGLRATION

Appleatires Packagss [E— Assigerneris
Create Package for Mozilla Firefox

Tovettes an AppICaion Crunies the bty 10 crese 3 Fackage for e Appicaton

Confirm Create Package *

2 Package Firefux 25 for Mozilla Firefox on datastore Corplam o path appvalmesdjpackages?

4. In the Create Package for Mozilla Firefox window, next to Name type Firefox 25
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+ Make a mental note of the following Base Package, Storage, Path, Template and Stage

Select Create
On the Confirm Create Package window select Create
Select the Packages tab, notice that once the Application and Package has been created,

the Package itself has a status of Unpackaged

= can be delivered to multiple computers, and
Filter

Version ~ Size ~  Added -

Jan 20 2020

Delete

)
\%
EIH m

5. Expand the Firefox 25 package and select the Package button

[l INVENTORY VOLUMES (2.X) DIREC TORY INFRASTRUCTURE ALTIVITY
Applicahuns Pill_'k.,-cu-ﬁ. plugra:rla .ﬁ.ﬁ.&lgnmurlts Altachmanis Winlables
Package for Firefox 25

select the computer o use as the packaging machine

Important Information

« Only computers with the App Volumes Agent installed will be shown below

= Only App Vialumes agenis with version 4.0 and later are availabe for packaging

= Computers must be running and have no altached AppStacks or Writable Violumes
« [ the desired compuier Is not shown, try rebooting that computer

Find Packaging Computer

Show 10 -

6. Inthe Package for Firefox25 next to Find Packaging Computer select Search
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ﬁ EWVLSLIVEN IRETWE 1WIS 1549 - U Laun WU L LWEW MY anaun

-E- EUC-LIVEFIREIRDSH-01AS ¢ 40135 Jun 25 N20 HAvailable

EUC-LIVEFIREWFFVOLPROVE 2 40135 Jul 20 200 Aailabie L '
E- EUC-LIVEFIREWA10INSTES € 401358 Jun 25 3020 @
-E- EUC-LIVEFIREWPARENTO1AS € 40135 Jun 20 720 -]
g EUC-LIVEFIRENT 123680740885 ¢ 401358 Jul 16 2020 @
E EUC-UVEFIREVT183 11256125 € 401358 Jun 25 2020 @
Shawing 1 to 10 of 10 resilts

q

Confinm Start Packaging X

Start packaging for Firefox25 on computer EUC-LIVEFIREAPPVOLPROVE?

7. Select EUC-LIVEFIRE\APPVOLPROVS radio button and select Package
+ On the Confirm Start Packaging window select Start Packaging

vl | 5 | Remote Desktops
“ Home Share View
1 » Remote Desktops
A Name Date modified
v i Quick access _

B Deskto . & AppVol.RDP 6/23/2020 7:10F

&S )
d & AppVolProv.RDP 6/25/2020 1:03 F
"_’ Downloads o &, CaptureVM.RDP 6/23/2020 1223
<] Documents £ % (si-pdiROP 4732018 618 PI
| Pictures * K Demprofiler.RDP 6/23/2020 1:11F
bin & JMP.RDP 8/15/2018 5:21F
ralificstas ﬁ; PackagingVM.RDP 6/23/2020 12:21

8. On the Controlcenter2 server Desktop,
« Open the Remote Desktops folder
+ Launch the AppVolProv.RDP shortcut
* You should be automatically logged in as EUC-Livefire\Administrator with the
password VMware1!
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Packaging..

Please install the application.
Click "OK" after installing the application.

In the Right - Hand corner notice you have a VMware App Volumes window open.
« If nothing shows, restart your virtual machine and reconnect using your RDP session.
« DO NOT click OK until we have finished all installation and configuration

B o softewe » Apphosbions ¢ firefos

# Qusck pocen " : Curte modified 1
I Desiitc i s Fwbex Serup 230

} Downioa Upen File - Securily Wiening

=l Decurmsl

Wee can't werity who created this fle. Are you sure you want te fun this fle?
= Pxtures

Mame _misofteare' Sppbcabons'firefor’ Frefor Setup 23,0 m0e
el Type Applhcation
Froee  Vigs1-pudl ot - rvsfire com’ softwers! Sl stiong st
Orelrme
o Network

g Thas file: 15 in & Rogation oot your local netwerk. Files from locations

wou don't recognize can karm your PC. Only ren this file # you tast
Ehi bocataten. WWihal's the rok

Defauk Browser E

9 Firsfoo: if neot curmently set a5 your default browses, Weld you bk to make & your defaull beowser?

] Almays pertoims ths check when stamog ”
]

10. On your Windows 10 Desktop open the software shortcut and browse to \software\

Applications\firefox
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Double-click on Firefox Setup 25.0 and select Run
Select “Next > Next > Install > Finish

« The browser should launch automatically.

* On the Import Wizard select the radio button next to Dont import anything and select

Next

+ In the default browser window click NO

¢ Close the browser

s VMiware App Volumes - Packaging in progress X
| Instaliation complete?
= Click "Yes” o complete.
Or Click "No™ to continue packaging.
Ne
Wwcere App Volumes - Finakae Package
der Mark Frefox 250 86 en-
------
Netes
Fralkse
o VMware App Volumes - Packaging in progress
| Restart required
" Please login after the computer has restarted to
complete the packaging process.
Click "OK" to restart now,

11. On the AppVolProv virtual machine,

* On the VMware App Volumes - Packaging in progress window select OK

* On the Installation complete? window select Yes

+ On the VMware App Volumes - Finalize Package select Finalize

* On the Restart required window select OK
* Give the virtual machine at least 2 minutes to reboot
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l=! VMware App Volumes - Packaging complete

Packaging successful!

Please revert your virtual machine to the last known
good configuration before packaging a new
application.

[oc ]

12. Reconnect to your AppVolProv.RDP
 Notice there is now a Packaging succesful message

+ Select OK

+ Close your AppVolProv RDP session

Revert to Snapshot  AssvolProv

Powe 3
e &% AppVolPr
Snapshots *| k9 Take Snapshot
aF Open Remote Console {» Manage Snapshots
1 @ Migrate ) Revert to Latest Snapshot
ne L]
Fault Tolerance .
M P es . C‘
20
Template »
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13. Onyour ControlCenter2 server desktop
* Open your Chrome browser, select your vSphere web client,

+ Select and right-click your AppVolProv machine and select Revert to latest Snapshot

* Onthe Revert to Snapshot window select Yes
+ Select and right click your AppVolProv VM and Power on

VMware App Veolumes™
INVENTORY WVOLUMES (2X) MRECTORY INFRASTRUCTURE ACTHVITY CONFIGURATION

Apphcatizng Packages Programs Assignments

Packages

the application 5 N, A single package: can be delvered to maltiple computers, and

Confirm Set CURRENT
Sel Firefox 25 as CURRENT for Mozilla Firefox?

« Existing assignments to CURRENT wil now receive Fraax 25

Sat CURRENT

Packages

Each package stores one of more programs required for he application 1o run. A single package can be delm
ONE of many users

Show1) v D

0 Firefor 25 CREED Mozila Firefor New Enabled 250

Showing 7 1o 1 of 1 Packages

14. Revert back to your App Volumes Admin Console
+ Select Inventory > Packages area and expand Firefox25.
+ Select the Set CURRENT box
* On the Confirm Set CURRENT window select Set CURRENT box
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VMware App Volumes™
VOLUMES (2.X)

INFRASTRUCTURE

DIRECTORY

Lk INVENTORY

Applications

Applications

Packages Programs Assignments Attac

Each application represents a collection of packaged versions of that application. Users,
entitled to receive a current package or to be assigned a specific package.

| showto v D

©  Name ~ Staws

ﬂ Mozilla Firefox Active
& Mozila Firefox
Status: Active

Owner. EUC-LIVEFIRE\Administrator

Description.

0 Assignments
1 Packages @

EESEN) Firefox 25 (Set by Administrator on Jan 20 2020 054508

Showing 7 ta 7 of  Applications

‘ Fitter

Packages ~ & ~ Created SN |

1 0 Jul 21 2020 ]

—p ETES

15. Go INVENTORY > Applications
+ Expand Mozilla Firefox
+ Select Assign

C Y @ appvoleuc-livefirecom/inventory®/Applications/5/Assign

Apps  [G) Horizon @ GetPodP (B vSphere LY WS1-Connector @ Horizon coud conn... [Q Horizon Cloud Senvi.  wgm App Vi

WMware App Volumes™

L INVENTORY VOLUMES (2.X) DIRECTORY INFRASTRUCTURE ACTIVITY

Applications Packages Programs Assignments Attachments Writables

Assign Application: Mozilla Firefox

Search Active Directory for entities to assign to this Application

Domain All -

Search Active Directory: marketing] Contains *

Search all domains in the Active Directory forest

16. In the Assign Application: Mozilla Firefox window
+ Next to Search Active Directory type Marketing
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+ Select Search

Show il | Filter

& ~ Enily

ih  EUC-LIVEFIRE OU-Marketing, Corp Marketing Avalabie (]

Showing 1 to 2 of 2 results

Entities: 0 EUCALIVEFIREWMarkeing

Assignment Type: @ Marker O Package

Markers:

Marker ~ Package

CD Freioas

Confirm Assign *x
Assign 1 enfities to Applcation Mozilla Firefox?

* EUC-LIVEFIREWMarketing

#

17. Take a look at what options are available to you. Notice an Assignment can either be Marker
or Package based. Also the stage is New
+ Select the checkbox next to EUC-LIVEFIRE\Marketing

+ Select Assign

* In the Confirm Assign, select Assign
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r

Vidware
Haoriz...

18. On your ControlCenter2 Desktop
+ Launch your
+ Select the ICON
* On the Login window
* Next to User name type user4
* Next to Password type VMware1!
+ Select
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VMware Horizon Client

nY cs1-pd1.euc-livefire.com

W10INST Calculator

19. On the Horizon Client select your W10INST desktop entitlement

DCrefault Beowses it

0 Farefon is ot cusrently set as your defaull browser, Wiould you libe to make it your defaull Browser?

[ Abways perfoem this check when staning Firefor.

(=1 =

20. On the W10 virtual desktop select the Mozilla Firefox shortcut to launch Firefox
+ On the Import Settings and Data window, select the radio button next to Don't
import anything and select Next
+ On the Default Browser window select No to close the window
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(In a later exercise we will use Dynamic Environment Manager to manage the Application

settings)

- Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: ‘ cmnd.exe]

Cancel Browse...

Windows [Version 10.0.18362.
Microsoft Corporation. All ri

rs\userd>hostname

C:\Users\userd>_

21. From your Horizon virtual desktop
* Right click the button > > type cmd.exe

* In the Command prompt window, type Hostname .
+ Take note of your assigned virtual machine
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Ediit Settings | wionsTs

3 WI0INST
— Optiens * ' Connect USB Device ~ o Send Ctr

-—
@ Help Ctrl+H
Support Informat
upport Information i

About VMiware Horizon Client

Switch to Other Desktop
Autoconnect to This Desktop
Enable Relative Mouse
Share Folders

~ Allow Display Scaling

o Send Cirl-Alt-Delete

22. Onyour ControlCenter2 server Desktop
* Revert back to the vSphere Web Client,
* If necessary login as administrator with password VMware1!

+ Select your (example = W10INST).

+ Select notice you now have an AppStack attached to the App Volumes
provisioning virtual machine.

* Ensure you disconnect and log off from your Horizon session.
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i mp e e s et i e et s e g
VMware App Volumes™ e Lo
Lol INVENTORY O S (X MRECTORY INFRASTRUCTURE ACTIVITY CONFIGURATION

Applications Hro Assignmants Attachments Wiritables

Applications = Import

Each application reprasents a collaction of packaged wersions of that application. Users, Groups, Computers of Onganizational Uinits can be
entitied to recelve a cument package or to be assigned a specific package

Jan 20 2020

Siatus: Actve Unassign

1
Owner. EUC-LIVEFIREWAministrabor e c.ream* age
P

1 Assignments
1 Packages @

EEEDDD Firefon 35 (Set by Aminatator on Jan 20 2020 05 45:08 AM Face Stardard T

Showing 1 1a T af 1 Applications

23. Revert to the App Volumes Tab in your Chrome browser
* In INVENTORY > Applications.
+ Expand Mozilla Firefox
+ Select Create Package

VMware App Volumes®

"

. [— Frogewes [ Atschacts

Create Package for Mozilla Firefox

Brovides an Apskcation Ouner he abity fo create 3 Package for be Applaton

- [Esaiomt ]

Fiegensit] ComLing

Confirm Create Package X

Create Package FireFox Latest for Mozilla Firefox on datastore CorpLUNO1 st path
appvolumes4packages’

# Parform in the background
Viait for complesion Create

24. In the Create Package for Mozilla Firefox window
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+ Next to Name: type Firefox Latest and select Create
+ On the Confirm Create Package window select Create
+ Notice you now have 2 Packages under Mozilla Firefox

VMware App Volumes®

| INVENTORY VOLUMES (2.X) DIRECTORY INFRASTRUCTURE ACTIVITY

Applcations Packages Programs Assignments Attachments

Packages
Each package slores one or ore programs required for the applicabion fo run. A single package can be

One or many users.

o
o
‘Filler ‘
Stage ~ Status ~  Version ~  Size ~  Added v
New Unpackagec Jul 21 2020
|  Package |

Jlate vmdk

25. Inthe VMware App Volumes Manager, select the Packages tab
* Select and expand Firefox Latest
« Select Package
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VMware App Volumes®

5] INVENTORY VOLUMES (2X) DIRECTORY INFRASTRUCTURE ACTIVITY

Applications Packages Programs Assignments Attachments Writab

Package for FireFox Latest

Select the computer fo use as the packaging maching

Important Information

» Only compufers with the App Violumes Agent installed will be shown below:.

« Only App Volumes agents with version 4.0 and later are available for packaging

« Computers must be running and have no attached AppStacks or Writable Volumes.
« [fthe desired computer is not shown, bry rebooting that computer.

Fing Pakaging Computer [ ApaaPres ]

Showing 110 1 ol 1 resuls

Confirm Start Packaging

Start packaping for FireFox Latest on computer EUC-LIVEFIREVAPPVOLPROVE?

o
=

o Start Packaging |
N

26. Inthe Package for Firefox Latest window

* Next to Find Packaging Computer type wAppVolProv
*+ Select Search

* In the below search area select the radio button next to Available
* Select Package

+ On the Confirm Start Packaging window select Start Packaging
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v v | Remote Desktops

Home Share View

M » Remote Desktops

" Name
v 3 Quick access
> AppVol.RDP

I Desktop 4 5 App

% AppVolProv.RDP

" 4

¥ Downloads K, CaptureVM.RDP
| Documents 4 % CS1-pd1.RDP
& Pictures 4 % Demprofiler,RDP

27. Onthe Controlcenter2 server Desktop,
* Open the Remote Desktops folder and launch the AppVolProv.RDP shortcut
* You should be automatically be logged in as
« Username: EUC-Livefire\Administrator
+ Password: VMware1!

{’ ¥hhware App Volumes - Packaging in progress

Packaging...

Please install the application.
Click "0K" sftes installing the apphcation

28. Onyour AppVolProv Desktop

* In the Right - Hand corner notice you have a VMware App Volumes window open. DO
NOT click OK until we have finished all installation and configuration
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BCCEss

o) Firefox Setup 25.0
op

e Fircfox Setup 72.0.1
oads

ments| Open File - Security Waming
res

We can't verify who created this file. Are you sure you want to run this file?

olume|

mi2 - .,
i Name ..\software\Agpiications\firefor Firefox Setup T2.0.1.exe
e Type Application

From: V\cs1-pd1 euc-lvefire. comi\software Applicationsfiref.

’ This file is in 2 location cutside your local network. Files from locations
G you don't recognize can harm your PC. Only run this file i you trust
the location. What's i

29. Onyour AppVolProv Desktop
* Openthe and browse to
+ Double-click on and select

+ Select * > > >
« The browser should launch automatically.

@ Signinto Firefox
& Privacy Protections

) New Window
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30. Inyour Firefox Browser

31.

+ Select the in the top right-hand corner
+ Select >

+ Select

. these steps until Firefox is up to date

* You should get a notice, Congrats! You're using the latest version of Firefox Browser

. Mozilla Firefox

On the AppVolProv Desktop

« We will start removing all references to Firefox. ie shortcuts from the Desktop. In a later

lab, will manage these functions, using Dynamic Environment Manager.

Select the and

On the AppVolProv desktop

Select button and launch the ,
Select > right click the icon > >
Delete Shortcut

the Recycle Bin on the Desktop
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Packaging...

Please install the application
Click "OK" aftet installing the application

0K Cancel

o VMware App Volumes - Packaging in progress X

| Installation complete?
= Click Yes to complete
Or Click "No" to continue packaging.

o
Wiwase App Volumes - Finalize Paciag
Nem Moglls Faefon T20.1 (64
Veryio 721
Hee:
Finglize

& VMuware App Volumes - Packaging in progress

| Restart required
" Please login after the computer has restarted to
complete the packaging process.

Click "0K" to restart now,

32. On the AppVolProv desktop,
* On the VMware App Volumes - Packaging in progress window select OK
+ On the Installation complete? window select Yes
« On the VMware App Volumes - Finalize Package select Finalize
+ On the Restart required window select OK

= | Remote Desktops

“ Home Share View

i » Remote Desktops

A Name
3t Quick access .
% AppVol.RDP
[ Desktop —

%5 AppVolProv.RDP
¥ Downloads %, CaptureVMRDP
= Documents & CS1-pdi.RDP
&= Pictures B Nemnenfiler

!'.

Packaging successful!

Please revert your virtual machine to the last known
good configuration before packaging a new
application,
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33. Onyour ControlCenter2 server
+ From the Remote Desktops Folder. Launch your AppVolProv.RDP
* Notice there is now a Packaging successful message
+ Select OK

L]

Revert to Snapshot  AppvolProv

34. Onyour ControlCenter2 server
+ Go to your vSphere web client,
+ Select your AppVolProv machine and select Revert to latest Snapshot select Yes
+ Select and right click your AppVolProv VM and Power on

FireFox Latest Mazila Finefo M Enabiad 7802 434 00 MB Jul 21 2020
Frrefo25 Mozilla Finefo Hew Enabilad 250 £3.00 ME Jul 21 2020
i Firefox25

L}
E Filename: Firefiox2S vedk (09,00 MB)

Terngiate: [CorpLUND1] appvolumesd/packages_templates template wndic (4_0_1)

Agent \Version: 4.0.1.257 (agent), 4.0 (capturs)

Packaged: 25 minutes on Windows 10 (x54)

35. Onyour ControlCenter2 server. APP Volumes Manager,
* In INVENTORY > Packages expand Firefox25 and select Unset CURRENT
* Notice that that the green CURRENT marker is no longer next to Firefox 25
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Packages

Each package stores one or more progra
one of many user

36. In APP Volumes Manager, under Packages
+ Expand Firefox Latest and select Set CURRENT
* In Confirm Set CURRENT window select the Set CURRENT box
* Notice that the CURRENT marker is now next to Firefox Latest
* Note! It does appear, that one can go and select Set CURRENT without having to
Unset Current on another Package
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es1-pd1.euc-livefire.co
m

Server: htips:/fcs1-pd1.eucivefire.com

User name: userd

Password: | eseseses g

Domain: *DefaultDomain= ~

37. Onyour ControlCenter2 Desktop
+ Launch your
+ Select and click the ICON
* On the Login window
* Next to Username type user4
+ Next to Password type VMware1!

* Select
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VMware Horizon Client

ny cs1-pd1.euc-livefire.com

WI10INST Calculator

38. On the Horizon Desktop Client select your W10INST desktop entitlement

1] = | Program Files

“ Home Share View
<« - 1 A\Program Files| ~ |1

e Dater

3 Quick access
I Desktop

= Documents

Commen Files
Immidio

internet explorer 4M

& Downloads Mozilla Firefox 2
&=/ Pictures MSBuild 4
Jﬁ Music Reference Assemblies 4117218 5:21 AM

= Options * ' Connect USB Device ~ o ¢
@ Help Cirl+}
Support Information
About VMware Herizon Client

Switch to Other Deskiop
Autoconnect to This Desktop

- Enable Relative Mouse

i’-
“ Share Folders
Home
e

Allow Display Scaling
. A

<

Send Ctrl-Alt-Delete
Reset Desktop

ick
# Quick acce Restart Desktop

I Desktop

= Documer

B nae [P

G i s

I

Disconnect

Disconnect and Log Off

39. Onthe Windows 10 virtual desktop session
+ Select the File Explorer folder and browse to c:\Program Files
* Notice the Mozilla Firefox folder
* Also notice there are no Mozilla Firefox icons
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(In a later exercise we will use Dynamic Environment Manager to manage the Application
short-cuts)

. from your Horizon session

Part 2: Using Dynamic ENVIRONMENT MANAGER to assign
and manage applications delivered using App Volumes
AppStacks

When we launched Firefox application any settings we would make to the App Volumes
Package would be lost. The package itself is a Read Only container.

We will now see how we can manage application settings using Dynamic Environment Manager.
We can also manage shortcuts for applications using Dynamic Environment Manager

\‘i

l Vivtware

.. VMware DEM

3 I Management Console

L\

VMware Horizon Client

Windows Accessories
Windows Administrative Tools
Windows Ease of Access
Windows PowerShell
Windows System

WinSCP

1. Onyour ControlCenter2 server
* On the windows Start Menu navigate to folder
« Launch the shortcut
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, * VMware Dynamic Environment Manager - M

Personalization User Environment

Q QO @ H

Refresh Create Download
Tree | Config File Config Template

File

) General
oQ
I8 Acrobat Reader
----- ﬂ Calculator
.9 Chrome

2. Select the Personalization tab
* In the Inventory, under General, select Applications
* In the menu bar select the Download Config Template File

VMware Dynamic Environment Manager needs to be configured to the Flex config file path. When Fl
automatically process each config file the user has access to.

VMware DEM Group Policy Configuration
[ Flex config files: \icontrolcenter\UEMConfig\general

If you want FlexEngine to automatically process config files in subfolders of this path, make sure to e
VMware DEM Group Policy configy My VMware Credentials %

My VMware Credentials

Account: nelr@vmware.com

Password: --------I
" Remember credentials
O Cancel

3. In the My VMware Credentials you'll need MYVMware account details, If you dont have
your own credential contact your instructor.
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* Next to Account enter your username
+ Next to Password enter your password
+ Select OK

L] S VLT USUI L IRy
[ 2 Microsoft Sysinternals Suite
[l @ Microsoft Teams

(1o Microsoft Visual Studio

1 @ Moxzilla Firefox

(19 Mozilla Thunderbird

O @ Music Recorder

[l s MusicBee

(154 Navision JetReport

] @ Mero Bumning ROM

[ B Netsupport

] E‘[’ Motepad++

] I:E NVDA MeonVisual Deskiop Access
Il s OcenAudio

] # Opal Wealth Planner

0os OpenOffice
]  OpenShot Video Editor v
1 configuration template selected ﬁ‘ Save

My VMware account: nelr@vmware.com Close

4. Scroll down until you get to the Mozilla Firefox template,
+ Select Save
 Select Close
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u i VMhware Dynamic Environment Manager - Management Console

Personalization User Envircnment Condition Sets
Q@ QO @ l'::i O 9B
Refresh Creste Download Sz Section Folde Browse
Tree Config File Config Template Config File Token Local Profile
File Editor Profile E
B General Maozilla Firefox
E|{.‘.3 Applications .
Import / Export | Profile Cleznu Predefined Settind
.} Acrobat Reader p ]
----- Calculator Use the editor below to configure which file, folder ant
----- @ Chrome Tnel - -
..... P iozila Fircrox [ IncludeRegistryTrees]
_____ :I Notepad HECT\ Software\Mozilla
Paint HECU\Software\mozilla.org
""" & Pai HECT\ Softwars\MozillaFlugins
{E PaintDotNet
""" % Remote Deskiop Con| | 10 1uderolderTrees:
""" & VIC <IppData»\Mozillas\Firefox
----- E‘, Wordpad
(-1 Windows Settings ‘ExcludeFolderTrees)

<AppData>\Mozilla\Firefox\Crash Reports

5. Notice you now have a Configuration template for Mozilla Firefox in your Inventory.
+ Notice the Import / Export registry and application folder structure this application uses.

Trum mureany

| Mozila Firefox
Import / Export | Profile Cleanup | Predefined Settings | Backups | DirectFlex ﬁduanced!(uﬂtims b
Conditions

W‘_t'

No conditions are configured

Moazilla Firefox

import / Export | Profile Cleanup | Predefined Settings | Backups | Directflex | Advanced -Collilims Ui
- Conditions
Add Condition A || ¥
Active Directory Attribute

Active Directory Site Narme
Battery

Day of the Week

Endpoint IP Address
Endpoint Name

Endpoint Platform
Environment Variable

Exit Code

File or Foider

IF Address

Operating System

6. Select the Conditions tab for Mozilla Firefox
+ Select Add
 Select Group Membership
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7. In the Group Membership window

+ Select Browse and enter Marketing and select Check Names after entering one at a
time, select OK

+ Repeat the same procedure for the HelpDesk; IT Support; next and ensure that
between your Conditions we change AND to OR
* Select Save Config File
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By Tag
List

Refresh  Group | Create

7 a  VMware Dynamic Environment Manager

@ 7 &

User Environment

£» ADMX-based Settings
'5' App Volumes

[ Application Blocking
“* [rive Mappings

[T Environment Variables
B3 File Type Associations
“H Files and Folders

51 Folder Redirection
% Horizon Smart Policies
£F Logon Tasks

£» Logoff Tasks

& Printer Mappings

% Privilege Bevation
@ Registry Settings

£» Triggered Tasks
& Windows Settings
-‘ Display Language

MName
Acroh@t
Calculator

MS Paint
Notepad

Paint.MET

@ *-—_'H e_I—Sum

HIERA §lear Erman

8. Select the User Environment Tab

+ Select Shortcuts,

+ Select Create in the taskbar

9. In the Shortcut Window replace and fill in with the following:

* Name: Firefox Users

EUC: Horizon Integrations 2020

Shortout

Settings | Conditions | Commnents
General Settings

Name:  Firefox Users

Label:

Ty

Shartoul Settings

Shoricud name:  Fielas Liers

Target: #\Fregram Filey\Mogilla Firefoa' finefom. moe Browse...

Arguments:
Start i L=
Rusn: Mormal wandiow

Comment:

lcon path: CoProgram Files\ Moazilla Firefox' finefowes drowse..,

lean inche: 1]

Dt ribmier: ¥ Deiktop

¥ Programs folder  AppViolurnes Applcations

Skip if shortowt alresdy exists

¥ Undo at logoff and refresh during shoriout refresh

¥ Run agynchroncasly

Save Cancel
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+ Shortcut name: Firefox

« Target: C:\Program Files\Mozilla Firefox\firefox.exe
 Startin: C:\

* lcon path: C:\Program Files\Mozilla Firefox\firefox.exe

* Check the checkbox "Skip if shortcut already exists: check”
* lconindex: 0

+ Destination: Check the Desktop checkbox,

* Programs folder, Type "AppVolumes Applications"

* Check the checkbox "Skip if shortcut already exists"

* Check the checkbox "Undo at logoff and refresh during shortcut refresh"
* Check the checkbox "Run asynchronously"

10. In the Shortcut Window
+ Select the Conditions Tab,
+ Select Add, select Group Membership,
* In the Group Membership interface
+ Select Browse, type Marketing, in the object name to select,
+ Select Check Names and select Ok

* Select Save
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Part 3: Testing Dynamic Environment Manager with App
Volumes in a Horizon Desktop Session

VMware Horizon Client

b
nY

cs1-pd1.euc-livefire.com

WI10INST Calcula

1. Onyour ControlCenter2 server Desktop
+ Launch your shortcut,
+ Select your Horizon URL
* In the Login window
* Next to User Name enter user4
* Next to Password enter VMware1!
+ Select
+ Select the desktop entitlement
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B Created by VWhware UeM
13

=‘ Feedback Hub

G

(@ Gettep

M

~ e

D veps

I

2. Notice you have your custom shortcut on your Desktop,

+ slect the and select All Programs and notice an AppVolumes Applications
folder has been created with a FireFox Users shortcut

1. Launch the browser, to the right of the address bar, select the
menu and select
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* in the Home section, next to Homepage and new windows select Custom URLs... and
in the box below type in a custom site like www.iafrica.com
* Next to New tabs select
+ Select the General section, scroll to the bottom and next to Network Settings select
, change the Proxy configuration to
+ Select
+ Select

I ¥ 7 = Options > t ConnectUSB Device v o Send

© (@ Help Cirl=H
Support Information

- About Viviware Horizon Client

Switch to Other Desktop
Autoconnect to This Desktop
Enable Relative Mouse

»  Allow Display Scaling

®
I Ml 2 Scnd Cirl-AR-Delete
‘*’h Reset Desktop

™  Restart Desktop

I Disconnect and Log Off '

2. Ensure you logoff from your Horizon desktop session.

We will be testing the Dynamic Environment Manager to see if the Chrome configuration
settings are exported at logoff .

We are using Instant clones in our lab environment. The instant clone pool has been
configured to log off the session immediately. When the session logs off, the virtual desktop is
deleted. That way we are guaranteed to get a fresh virtual desktop everytime we login

« From your ControlCenter2 Desktop, using your Horizon client, login as euc-livefire\User4
with password VMware1! select the W10-INST pool

3. When you re-login you will notice your Mozilla Firefox settings do not work. We will have an
interactive session on Day 3 and we will look at Dynamic Environment Manager
Troubleshooting.

+ We will use this as a base example and exercise to troubleshoot later in the course.
* Having a base understanding of concepts in troubleshooting will ensure you are
successful in getting Mozilla Firefox settings to work.
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Conclusion

This concludes this section of the VMware Horizon, App Volumes, Dynamic Environment
Manager integrations. We will now look at troubleshooting and fixing the issue with regard to
Dynamice Environment Manager and take it as an opportunity to understand How Dynamic
Environment Manager Logging works
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Troubleshooting an App Volumes App Stack
deployment with Mozilla Firefox

Part 1: Troubleshooting the issue

Opening your logs

As part of the process we need to establish where the problem is. It could be a
problem with Dynamic Environment Manager configuration, or it could be a problem
specific to this application configuration. We need to isolate the issue. It is helpful if
you have worked in the organization and you know where Dynamic Environment
Manager is at. But if you were called into an organization and you were not involved in
the setup yourself. You would need to validate everything. The challenge is, in many
cases the symptoms are the same. The configurations do not work. Therefore isolating
the issue is important.

' E] = | Logs
Home Share Wiew
= v A » ThisPC » Local Disk (C:) » UEMProfiles » userd » Logs v ‘

Mame Date modifi
#F Quick access

I Desktop
; Downloads

b A T e e Y

|Z=| Documents
_

Pictures =nder...

certificates Open with...

Desktopinfo Share with >
hal Restore previous versions

1. Open File Explorer. Go to the C: Drive of your ControlCenter2 server and open the
UEMProfiles folder

* Open user4 > Logs
+ Select FlexEngine.log, right-click and select Edit with Notepad++

* If you get prompted to update Notepad++ select No
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[ C\UEMProfiles\userf\Logs\FlexEngine.log - Notepad-++ [Administrator]

File Edit Search View Encoding | Language
g = s s & | A
B de=ltopinfoini £ =] FexEnginelog B3 B
1 p020-03-05 02:22:05.077 c
2 2020-03-05 02:22:05.078 D
3 2020-03-05 02:22:05.078 E
= 2020-03-05 02:22:05.08
2 2020-03-05 02:22:05.08 F
& 2020-03-05 02:22:05.084 GuidCli
T 2020-03-05 02:22:05.091
8 2020-03-05 02:22:05.091 H
9 2020-03-05 02:22:05.091 |
10 2020-03-05 02:22:05.094 ]
11 2020-03-05 02:22:05.094
12 2020-03-05 02:22:05.094 Klxtart
13 2020-03-05 02:22:05.094 |

Settings

Tools

Macro

Run  Plugins Window 7
Bl=1E3EEA
C d m
CE k-4
Cee 012
Caml b1 1 4 4
CMake is
1113
COBOL not
CSound 1210
CoffeeScript ! tif
pat
€55 ers

» 11 ke compressed

2. When using Notepad++, it might be helpful to colour code your settings. If this something
you want to do, perform the following steps

+ Select Language in the menu bar,

* Select C> COBOL
« Scroll down to the bottom of Notepad++

Part 2: Isolating the issue

Isolating the issue

We will follow a methodical approach to isolating the issue. We will observe the
FlexEngine logs to identify the source of the issue.
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VIviware monzon wient

a¥ () csl-pdleuc-livefire.com

WI10INST Calculator Internet Explorer

1. Re-login to your Horizon Client
As User4 with the password VMware1!
+ Select the W10INST desktop entitlement

Reload

“CALUEMProfiles\usesf\Logs\FledEngine bog”

This file has besn madified by ancther pragram.,

Do you want to reload A7

o

2020-03-0% §3%:10. [Ijl"ﬂ ] arting “J.cxtng ne <100, 9 [IFPddRaqEaiq-TE>]
2020=03-05 £33:10. [IHED ] EJ.Ln:li'l.g &= Croup Policy clisne-sides sxtension
2020=-03=-05 08233210, [INFQ ] FPerforming path-based im
2020-03-05 HokcH DEEDE) Uaez: EDC-LIVEFIRE\userd, Computer: WLOIHST4, 03: xéd-winld (Version
2020=03=05 1 Frofile scace: local (Ou0DOODZO04)
2020-03-05% 1 R-:c ralvely processing ::-n...: -.:1:: from pn\.h atroloent
2020=03-05 1 g profils archive pa,. AT
2020=03=0% 1 Lﬂq‘q’ir? o lile " o E B4 e\ Flex
2020-03-05 1 Log File will ba gverwritoen when larges than 512 kilobyroes
2020=03=05 G] Setting import scatus flag
2020-03-05 7) Skippdng disabled DEM import task ("Delet fows 5.x )
2020-03-05 ] Skipping disabled DEM imporc cask ("Delets Hindows 6.x Scart
2020=03=0% UE]) Skipping disabled DEM settingz import ("Tutch.xml')
2020-03-05 0G) Skipping disabled DEM sectings import ("GCerman.xml')

 SuiraMask

Reload, select Yes

On your ControlCenter2 server, switch back to your logs and notice you have to accept a

+ Scroll right down and notice you have a path-based import that has occurred of Windows

settings and many other configurations at logon.
* Scroll down till the end of the Log
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M5 Paint
(created by
Wihiware LEM)

Motepad
(created by ...

3. Tovalidate that all logs are captured properly, we need to complete a full logon and logoff
cycle. Between the logon and logoff we would open and close applications to generate
IMPORT and EXPORT requests from the FlexEngine. We can also leverage the DiretFlex
feature in Dynamic Environment Manager.

* On the Desktop launch the MS Paint shortcut

GSIH9 = | Untitled - Paint - o s
KN - - e
QAN g, A &
—r ¥ Gridlines ) =
Zoem Zoom 100 = Full  Thumbnail
in out % b statusbar  sireen
Zoom Show or hide Display
0 100 200 300 | 400 500 600 00
LR 000 0 0000 0 0 O 0 00 013 N "
g1
O O 0 N O O O 0 OO 0 O O O 13
o: O O O mieddod jedededed IO O O O i )
L] = 10 672 = 5T7px 100% (=) | *)

4. In MS Paint select the View tab

* Enable Rulers, Gridlines and Status bar checkboxes
+ Close the application
* Re-Open the application
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2020-03-05 + SuivaMask
2020=03=05 tl2118,
2020-03-05 12:12:315.74

2020-03-0% 12:1231%, ‘-lcmrexgwm?"nleswae -Aa."n:us nn;?lacnmna\h 0%, 2] FT
2020-03-05 12:12:15, datey: Dopoze: © : sseziAcs \FLY271E
2020-03-085 12:12:19. G f = compressed: Sty

21;0 03-05 12:12:20. !m:'?:lecS’h f2ecsd]

1, 0S: n6d-winld (Versisn » BuildNumbar 17763.97

2020-03-05

2020-03=05 12:13110. Triggersd b Syste

2020-03-05 12:13:10. Expcrrm:: nmr ie 15 cont 1:: file *Fair

2020-03-0% 12:13:10. ded Application ‘Iemlete "Hicrosolt Padnt®
2020-03-05 12:13:10, tien

2020-03-05 12:13:10. 'x‘par ing tree “HK

2020-03-05 12:13:10. ; information successtu

2020-03-05 12:15:10.

prn_n‘- a:.‘h_ cc:preas—ﬂ ZE}
2020-03-05 ME 4 AT

2020=03=05

=acz.\ng E icationshPair
E'*nple'l:-:l Dir-cul-:( e)epoﬂ: l m!J It.cx_uaibue[li‘ rz-cea]

5. On Notepad++
* Look for a DEBUG log with an outdent starting with User: EUC-LIVEFIRE\user4
*+ Notice the DEBUG log has user information , Computer and build information
+ Notice an Import occurs of the Profile archive
* Also take note where it says its a DirectFlex import

2020-03-0% |EEFT: ] Performing Dirme: import for config File ' = ntard TENCont A g Eenera L\ Apr ticna =t.IN1" [ITFPis
i020-03-03 jrEBuG] H = = 4, Computer: WICINST1, OF: xd4-wizl0 (Vecmico . BazildHuzber - r SuiteMaak
- |=siG] ; pEafila ) i e g -

2020=53=05 (L=E0G] Triggeced 3 . SR

2020=03=05 [IEFD | Ispesering peefile apshive | B! Vesarsaleesres IPEPrediles usesdt Ansnives ' Apnltean lons Patae , 2ig)

2020-03-05 EEG] Read L from peafile aechive (aize: ! oompreased: =1 xa

2020-03-05 Comples t:l i} :ec-'l-l: impors | ) [<IFFdacTdesd b—:.t 3:

2020-03-05 ApaIc Dor conflg Cile ' uf GEnECALl AT TionshPaist. INI" [iFeds

2020-83-0% aerd, Compuser: WIGINGTL, OF: ®éd-wizld (Version Euildiuzier 371, Guitesasi

2020-03-05 ' - sty TEHEra s imatumerd " =2 R ———

A020-03-0% L F

2020-03-03 =33:10., I £~y poati aming config file ' HI' [ViesnEfaloscter VUIENCEaLig \Gesera l \Agpl icatiane Fains. IN] |

203 23-05% 223:10. 2 - H H B lication Tesplate "Moo r

2020-53-05 Lig

2020-52-05 g =

2020-03=-05 Exported Regiatzy informantion succeaslally

2020-03-05 =11, I G] Scored 1 encry in peadile aromive (aize: ! oompreased: ]

2020-03-05 1z1l1leld. [IEETG] Backing up IVIEME '

6. On Notepad++
+ Notice a bit later an Export process is triggered and the User and Computer information
is logged
+ We can also that a DirectFlex export was triggered in the INFO logs

7. In your Horizon client session
« Open MSPaint again. Do you notice your settings have been saved? Close your MSPaint
session again
+ What we are seeing here is the DirectFlex Component of Dynamic Environment
Manager is working fine.
* It might now be safe to conclude that the problem might be specific to the Mozilla
Firefox configuration
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Reload

"CAUEMProfiles\userd Logs\FlexEnginelog”

This file has been modified by another program.
Do you want to reload it?

Yes Mo
1=03=05 05:33:11. [DE2TG) Condizicons: Check for user membership of = TIue
1=03=03 3311, [INFQ ] Config [ile I added vo DipsccElex cache
1=-03-0% 3%:11. [DE | Condizions: Check for user membership = Erug
1=03=035 HEE e [IKEG ] Config lile UE Firefod added o Directilex cache
1-03-05 33:11. [INFG | Config file ' r f added o DirectFlax cachs
1=03=0% H E . [DEEUE] Condition®: Check oI mepbership ¢ L 1F
1-03-05 133:11. [IHEC Config fila f added DizracEFlay cachs
8. Mozilla Firefox.
+ Goto and change some configuration to trigger a potential Export. an example
might set the homepage again
. Mozilla Firefox (ensure you close all tabs)

+ Did you notice any update in the LOGS, was there any export or import in the logs

related to Mozilla Firefox?

* The answer is no.

+ lonly get a Reload when | open and close my MSPaint.

+ If we do a Firefox search upwards we will see the Mozilla Firefox shortcuts are created
+ We also Mozilla Firefox.ini is added to the DirectFlex cache

* | do not get any logs related DirectFlex related imports or export to Mozilla Firefox
the way | did for Paint
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= Marketing

= Options v iJ! Connect USB Device ~ o Send Crl-Alt

@ Help Ctrl+H
Support Information
About VMware Horizon Client

Switch to Other Desktop

README

"CAUEMProfiles\userd\ Logs\ FlexEngine Jog"

This file has been modified by another program.
Do youwantto reload it?

]

9. Select Disconnect and Log Off from your Horizon Client session,
* When prompted Are you sure you want to log off select OK

+ Again check your logs, Did you get any Reload in the logs? The answer should be Yes there
select Yes when asked to Reload and scroll down

+ Was there any Export related to Mozilla Firefox Configuration in the Logs at Log off?
« The only thing that is happening is the Mozilla Firefox shortcuts are being removed

* Notice DirectFlex Export completed successfully at Log off yet there was not Export of
Mozilla Configuration.

€. From this part of the exercise we have isolated the issue to potentially being on the
client side specific to the Mozilla Firefox configuration.

* FYIl. This Template is a standard Template from the VMware Website. That is no
guarantee it will work 100% in every scenario.

+ We also know that Mozilla Firefox configuration is failing on import and export with
DirectFlex component of Dynamice Environment Manager and we know that there
was no export of any configuration of Mozilla Firefox at
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Remote
Desktops

1.
Manager. Select the

12. Expand the

EUC: Horizon Integrations 2020

on the Taskbar

\ VMware Dynamic Environment Manager
)

Personalization User Environment

Q QO @

Refresh Create Download
Tree Cenfig File Config Template
File

B General
-3 Applications
Acrobat Reader

n mRemoteNG

----- | Notepad

L{I' Notepad++

..... | Paint

-[E PaintDotNet

-----qg. Remote Desktop Connection
..... A VIC

----- : Wordpad

+-1.1 Windows Settings

Folder and select
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File Editor Prefile B:ru-r.-:-ing

B Generl | Maozilla Firefox
- E"““'mﬂﬂd import / Export | Profile Cleanup | Predefined Settings | Backups | DirectFlex | Advanced | Conditic
Acmbat er
gl Calculator DirectFlex makes it possible to import settings when an application is launched instead of importing
§ Chiome ;
DirectFlex
@ |
n o —— ¥| Enable DirectFlex for this config file
T Motepad Export Moment
[ Motepad++ Export moment  Use global settings (configured through Wiware DEM Group Pelicy) -
e g g9 9 ) ¥,
771 Painl
& PairtDothet Application Virtualization
%5 Remote Desktop Connection Enable Thindpp 5.2 support
& WL
[F] Wordpad Executables
-3 Windies Jeines 32 %ProgramFilesi:i\Moazilla Firefod firefooexe

13. On the configuration of Mozilla Firefox, select the DirectFlex tab
+ Notice for the Executables, the path is explicitly configured

+ Switch to Notepad and Notepad++. Look at Acrobat Reader, VLC and WordPad
configurations and notice the on the DirectFlex path the executable is not directly
configured.

+ As we mentioned previously, the origin of this template is the VMware website. When use
Application Profiler and we save configuration for an application the path is also
configured explicitly.

What we might want to try now, is as the other application configurations on the DirectFlex tab
> Executables path is not explicitly configured. Only the executable, we might want to do this
as well.

Part 3: Finding a fix for the problem

« We will start by testing configuration changes until we get the Mozilla Firefox
configuration to work.
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Mozilla Firefox

Impoert / Expert | Profile Cleanup | Predefined Settings Backups|DirectFlex Advanced | Conditions | User Environn

- DirectFlex

DirectFlex makes it possible to import settings when an application is launched instead of imperting the application's s¢

| Enable DirectFlex for this config file
- Export Moment

Export moment:  Use global settings (configured through Wiware DEM Group Policy) i

- Application Virtualization

Enable ThinApp 5.2 support

- Executables

(32 SeProgramFilesisiMozilla Firefox\firefox.exe

Add... Edit...

1. In the Dynamic Environment Manager Management Console, select Mozilla Firefox,
+ Select the DirectFlex tab, select the explicit Path under Executables and select Edit

DirectFlex executable

Select an executable to use with DirectFlex,

Executable: firefcux.exel Browse...

0K Cancel

Whware Dynamic Environment Manager - Management Console

\—/) Personalization User Environment Condition Sets
Refresh Create Download Save Bn
Tree Config File Config Template Config File Loca
File Editor
n General Mozilla Firefox

EIL] Appiications Import / Export | Profile Cleal

... Acrobat Reader i

Pt

2. In the DirectFlex executable window next to Executable, delete everything in the path

with the exception of firefox.exe
« When complete select OK
+ In the Taskbar at the top of the Console select Save Config File
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Server: iz s 191 euc e fre.com
User name: et
Pasgword:

3 VMware Horizon Client

‘ &
|
I
|

1 cs1-pdi.euc-livefire.com

WI0INST Caleulator Internet Explorer Paint

3. Re-login to your Horizon Client
As User4 with the password VMware1!
+ Select the W10INST desktop entitlement

Reload
"CAUEMProfiles\userd\Logs\FlexEnginelog”

This file has been modified by another program.
Do you want to reload it?

Mo

:13] [e<IEP43 53! 3e6b-15]
1 [IFPsafi]

2020-03=05 12:
2020-03-05 1
g

I5x>]

2020-03-05 13: € IRE\userd, Computer: WLDINSIZ, OS: x64-winll (Versicm 1005, BuildBusber 17761.37:, SuiteMask

J

saing config files

2020-03=-05

[ ) path '

2020-03=-05 [ profile archive path '
2020-03=05 = [ Logging to file '\\control
2020-03=05 13:: 10 Log file will be overwritten when larger Z kilobytes
2020-03=-05 13: [ Setting import scatus flag
2020-03-05 13: 46 [ Skipping disabled DEM import task ('D
2020-03-05 1 20 Skipping disebled DEM import task ('I
2020-03-05 [ Skipping disasbled I i

. . e v ’

2020-03-05 13
2020-03=-05 13:

[ ¢] Coenditiona: Check £
[INFQ ] Scheduled shortcut

2020-03-05 13:23:38.335
2020-03-05 13:
2020-03-05 1

' = false

Conditions: Check Ic
Skipping shorzeut due to condi:icns t

2020-N3-N5 1 Svimminm Aiaahlad DFM ahareens (0 2
2020-03- 05 [WE?U._] Processed 4 DEM triggered r.ﬂsks (= successful, 1 dlsabled]
2020-03-05 [CEBUZ] Processed 19 DEM shortcuts (2 scheduled, 3 skipped, £ disabled)
2020-03-05 [CEBUZ] Processed 2 DEM file type asscciations (1 successful, 1 skipped)
2020-03-05 [DEBUE] Running a3 Group Policy client-side extension -- skipping all refresh-related actions
2020-03-05 [CEEUE] Started injection (265 ms)
2020-03-05 [CEEUS] Launched FlexEngine in DirectFlex mode
2020-03-05 10 [INFO ] Done (4557 ms) [<<IFP#afecld3b-T5]

4. Revert back to your Controlcenter2 desktop and revert back to your Notepad++ session for

User 4 FlexEngine.log
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+ Select Yes, when prompted to Reload
1. Notice in your logs there is a path-based import
2. Notice the Scheduled shortcut for Firefox is processed

Whware

Heorizon Pe...

-9
Ed

Firefox

5. On the Horizon Instant Clone Desktop.
+ Launch the Mozilla Firefox shortcut.

Reload

SCAUEMProfiles\userd\Logsh FleEngine log™

This file has been madified by another program.
Do you want to reload it?

e w

2020-03-0% 12:
2020=03=-05 12:
2020=03=05 12:133:52.4:
Z020=03=05 21306:22.4753
2458 2020-03-05 21:
2450 2020-03-08 21:
=l 2020-03-0% 21:

[DERUE) Brocessed @5 Flex config files (10 succeasful, skipped, @ disabled)

A Froceased DEM file type azacclation undo actien | succezsinl)

Done (664 ma) [<<IfF#15498dDl-4L25350]

Perfoeming DirsscElex imporc for config Mfile ontEsloenrerd \TENConfig \ Coneeal \ Applicationas’\Mozilla Firefox.ind
UTaer: EDC-LIVEFIRE\userd, Computer: WLOIHST2, 03: x64-winld (Versisa 5, Buildhusiter 63. » SuitsMask
Using profile archiwve *\%contro ter 2\ UEMErofilestuserd\Archives\ hpplicationsiMezi Firefox.zip!
Triggered by "C:\Frogram Files\i

2020=03=05 21: ] IBpCCTREgLATEY: (IEPOET: Calling "~C\Window2\BEGEDIT.EXE™ /5 "CiwUsers\userd\Applata\Local \Temp \ILARSEC.tmp™" (RPAL
2463 2020-03-05 21:06:323, [DEETE] Read speriss from profiles archive (size: ; P SoEpresssd: i ook P oma; Largessat File: Byre
2464 2020-03-05 21:06:23. [INFD | Completed DirectFlex import | as) [<<IFP492cTEEIE-Z1bETa)

6. Switch back to your FlexEngine.log in Notepad++
* Select Yes to reload.
* Notice DirectFlex is performing a path based import for the config file for Mozilla
Firefox.ini
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® Sign in to Firefox
A1 Privacy Protections

ﬁ MNew Window
&3 Mew Private Window

a Restore Previous Session
Zoom - 100%
Edit h 4

I\ Library
w0 Logins and Passwords

W Add-ons

ﬁ' Options

Open File...
Save Page As...

Ctrl+M
Ctrl+Shift+P

+ 7
& @

W

Ctrl+ Shift+A

Ctrl+0
Ctrl+5

7. Select the Open Menu link and select Options

n Privacy & Security

ﬁ Sync

General

Startup

Restore previous session

8. In the General area uncheck the Always check if Firefox is your default browser
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Lt General
@ Home

Choose what you see when you
Q, search

New Windows and

your homepage, new windows, and new tabs.

Homepage and new windows .
& Privacy & security u Custom URL...

www.news24.com|

& sync
Use Current Page Use Bookmark...
Nowtabs Firefox Home (Default)

¢ Options s

ﬁ General
Q Home

These Small 2020 SUVs Will Take Your
Breath Away
n

RUNDOWN | Coronavirus
strikes in SA: What we
know about the KZN father
infected with the virus

Your 10 most searched
coronavirus questions

9. Select Home and configure a new custom URL for example www.news24.com
+ Select the Home button. Ensure that your new custom URL is working
*+ Close Mozilla Firefox

= Qptions * !P' Connect USE Device + =3 Send

@) Help Ctrl+H
Support Information

About ¥Mware Horizon Clent

Switch to Other Desktop
Autoconnect to This Desktop
Enable Relative Mouse

~  Allow Display Scaling

Send Ctrl-Alt-Delete

2m

Disconnect and Log Off

10. Switch back to your FlexEngine.log session with Notepad++ on ControlCenter2.
* Notice that your logs are not reloading (This is not necessarily bad. Some applications will
only perform a path based export at logoff
+ Switch back to your Horizon Client, Relaunch your Mozilla Firefox browser and you will
see that your homepage setting are still saved.
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* On an Instant Clone desktop this will need to be saved externally to save these
settings

« Disconnect and Log Off

11. Switch back to your FlexEngine.log session with Notepad++ on ControlCenter2.
+ When prompted to Reload, select Yes
* Notice that a DirectFlex Export is being Triggered at Logoff

i

Reload

"CAUEMProfiles\userdiLogs\FlexEngine.log”

This file has been modified by another program.

Do you want te reload it?

Yes | | No

2485 2020-03-05 2Z:16:12.405 [INFO ] Starting FlexEngine v32.10.0.321 [IFF#26e766d9-21b6&7a>>]
2468 2020-03-05 22 05 [INFO ] Performing path-based export
2487 2020-03-05 2z umber 17763.972, SuiteMask
2468 2020-03-05 22 .409 [DEBUE] Policy "BAlways wait for the network at computer startup znd logon™ is enabled ]
2460 2020-03-05 7 =
2470 2020-03-05 22 Policy "Point and Print Restrictions™ is not configured
2471 2020-03-05 22 User policy last applied at 2020-03-05 22:07:00.816 (tock 0.9
2472 2020-03-05 2z Boot time: 2020-03-05 1£:05:25.4671, Logen time: 2020-03-05 20

2020-03-05 116:13.5¢ DEBUG) Stored ! entry in profile archive (size:
2020-03-05 ] Backing up "\\c ente
2020-03-05 : ] Triggering Dires
2020-03-05 :

2020-03-05 22:
2020-03-05 22:
2020-03-05 22:
2020-03-05 12t
2020-03-05 2211
2020-03-05 :
2020-03-05 22:1
2020-03-05 22: 2 [DEBUG oy

2020-03-05 22: i

2020-03-05 22: try:Exporthey: 18.019"
2020-03-05 22:

54: compressed

sr.2ip' ce "\\contrel
to unprocessed PIDs (
dus to 1 unprocessed 2ID

ul(' 0

Gd-aed
pailla

2020-03-05 22:
2020-03-05 12t ] Exported Registry informat.
2020-03-05 : ] Experting file infermation
2020-03-05 : ExcludeFolderTrees: Adding esclusion for

2020-03-05 :
2020-03-05 :
2020-03-05 22:
2020-03-05 22: .
2020=-03=05 27:18:1

2020-03-05 118
2020=03=05 22:16:15,2¢

ann-ne.ns

Exportiiles: Reeursively procsssing feld

“; compressed:

ives\Rpplicasions\Mozilla EEEEEGR.zip' To '\\controlcentd?\UEME
xport {1526 ms) [<<IFPREEbG3ada-21bATa)

[DEBUG) User: EUC-LIVEFIRE\userd, Computer: W10INSI2, 0S: xéd4-winl0 (Version %, BuildNumber £3.973, SuiteMask "
FreRnE m AARE AT AARE AR FIEMORASS T A8Y HEAR) Arahe e B AAAS SaREdRASL M AaBatE Fdma TEmt

O P —— —

If you configured FlexEngine to start as a Group Policy client-side extension, but you
did not configure the GPO setting, Always wait for the network at computer
startup and logon, Dynamic Environment Manager cannot run at login, or it may run
every second login.

The important thing to note here from a logs perspective is in Dynamic Environment
Manager, this configuration is only logged as enabled when Dynamic Environment
Manager performs a path-bath export.

So when troubleshooting, perform a complete cycle of a log in and a log off. Notice
Firefox configuration is now exported with directflex
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EUC: Horizon Integrations 2020

£ VMware Horizon Client

Server: it s i -eus dvafre.com
User name e
Password: seenren
Domain: "DefeudtDoman®
Cancel

n¥ cs1-pd1.euc-livefire.com

)
7

12. Re-login to your Horizon Client

« As User4 with the password VMware1!
+ Select the W10INST desktop entitlement

WI10INST Calculator Internet Explorer Paint
—
¢ @ U & riws24 com « @
Maws2d | OLX | PROPERTY24 | CAREERS24 | SUPERBALIST | AUTOTRADER
Mr President, don't let the carrent erisis with ]
news kb s o st CopsTowm  Fris 20-26°C
NP3 agreed for the puskic secler and gavernmert o

Breaking News. First

coTpromms, bul Rave ol slastad ther salates,

wiries Mbhazima Shilowa.

Susny. Mild Brea

I DAY FORECAST =

RUNDOWN | Coronavirus
strikes in SA: What we
know about the KZN father
infected with the virus

The first confirmed coronavirus victim has

been reveaied o De a 36-year-gid father of

o wivo iad refurned from Baly, where he

was wilh 3 group of 10 peapie.

+ BREAKING | Coronavines: SA's Tirst pasitive case
of COVID-18 confirmed

* lialy shuis all schools, universites as global
coranavins batlle inlensifies

= China's coranavirus death 1ol surpasses 3 090

LOUTH AFRICA
UPDATE | 184 5A citizens to be repatriated
from Veuhan, China - report

122 Soul an cilitens wil be repalriabed from

Wulan, China arid he glabal oulbreak of the

Covid-13 deadly Wz

= Corona.virus creaies demand for locally
manulactured products

Your 10 most searched
coronavirus guestions
answered

30 you think you have the
coronavirus, now what?

' Viral on Twitter: SA reacts to

ATET AEAD  NEWS I YOUR AREA | TR LIFESTY

= Coromavirus: SA's first positive case of Cov

comfirmed

* RURDKWN | Corcamirus strikes in SA: Whi

know about the KZN father infected with th
vinug

« WEATCH: Helicopier doiivars stedent's schos

at varsity atter ha “Forgot it at home'

= VERTCH | PE atudent bust for reckless drivr

after video of rental car goes viral

* Enock Mplanzi death: Aeport reveals shock

details on roll call list water level althe ca

make that If;n;;:
if you've been
claim-free for | A
three years! ———
yahoo!

Cranlic Clmmn 0

13. Open your Mozilla Firefox Browser. Notice your changes persisted.
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Delivering a functional user experience that
Is consistent with organisational policy for
the remote worker

Delivering a consistent yet secure user experiencing can be very challenging in a mobile use
case. The remote might sometimes work from home and again in the office. The user might be

working from their hotel or out of an Airport.

The Objective of this session is help anyone wanting to do this what configurations one would
use to get started. We will use a scenario where a user connects from a remote device into their
Horizon environment and would potentially be on an untrusted network, versus connecting to
the same infrastructure on a trusted network

PART 1: Setting up VMware Horizon Smart Policies with
VMware Dynamic Environment Manager for Trusted
Networks

VMware

Horiz...

1. Onyour ControlCenter2 server Desktop
+ Select and Launch, the shortcut from your start menu
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\—) Personalization

VMware Dynamic Environment Manager - Management Con

User Environment Condition Sets

Q Q

% H.wﬂ

Refresh Create Download Save | Section Folde
Tree | Config File Config Template Config File v Token
File Editor

o
---i:.] Applications
-3 Windows Settings

VMware Dynamic Environment Man:
automatically process each config fil

VMware DEM Group Policy Config
Flex config files: ¢

2. In the Dynamic Environment Manager Console

+ Select the User Environment tab

®

VMware Dynamic Environment Manager - Management Console

T Envionment Variables
&) File Type Associations
“Ji Files and Folders

1 Folder Redirection

Personalization User Environment Condition Sets
Q ADMXbased Settings - Horizon Smart Policies
+ App Volumes .
B Application Blocking Name Label
@ Drive Mappings

% '
¢ Logon Task Create Ho

rizon Smart Policies setting...

) Logoff Tasks

« Printer Mappings
(5 Privilege Blevation
@ Reaistrv Settinas

3. In the User Environment Inventory

 Select Horizon Smart Policies, right-click and select Create Horizon Smart Policies

setting...

EUC: Horizon Integrations 2020

Manual Export Date: 2020-12-03 07:22:31 +0000

Page 315



4. In the Horizon Smart Policies, Settings tab enter the following:-
« Under General Settings, enter the following, next to:

Harizon Smart Polices

Seitings | Conditions | Comments

General Settings

me: Trusted Mebwork

el USE, Clipbeard and Client drive)

Intemal

Harizon Smart Policy Settings

4| Mudic playkack

H.264 high color & s
H.264 misiiem a
H 265
Wz frame rate
rag and drog
4 ting
Redirection
¥ Client drive
¥ Clipboan
7 Uss
Web an: e a

Enabile

LamN

Eneble

* Name: Trusted Network

 Label: USB, Clipboard and Client drive

« Tag: Internal

* In the Horizon Smart Policy Settings, enable the following checkboxes, next to:

* Audio Playback :
« Bandwidth Profile :

+ Blast Extreme protocol

 H.264:
« JPG:
« Max frame rate:

« Drag and drop:
* Printing :

+ In the Redirection settings, enable the following checkboxes and associated settings,

next to:

* Client drive:
+ Clipboard:
+ USB:

* Web and Chrome file transfer:
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Horizon Smart Policies

- Conditions
Add v

No conditions are configured

5. In the Horizon Smart Policies window
* Select the Conditions tab
+ Under Conditions, select the dropdown next to Add

& ADMXbased Setiry E
s Ao Viobimes
3 Apchcation Bockin Add Condition
# [rive Mapoings Active Directory Attribute
T Eminmant Varat Active Directory Site Mame
File Type Asmocati
a = Battery
il Flea and Folders ’
i Foider Fedrecton Dy o the Wesk
% Heriron Smant Pl Endpaint IP Address
'r?, Legen Tasks Endpaint Mame
4 Ligef Tasks N
o Porter ndpaint Flattorm
(5 Peviage Bevation Emvrorement Vanable
W Fagstry Setings Exit Cods
W Shorouls .
File or Folder
o Toggered Tasks
@ Wradows Seltings Fi Version
@ Diglay Largus Group Membership
4 Hde Dives Harizen Client Property
|/ Pokicy Settings
P Agcress
Cperating System
Cperating Sysbam Architesbure
C"Ear'l.-ahn'm Uk

6. In the Add Condition dropdown
 Select Horizon Client Property

Note: By default, if you connect directly to a View Connection Server, the gateway location is
Internal. If you connect to an Unified Access Gateway Server, the gateway location is External
by default.
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Horizon Client Property X

- Settings

Property:  Client location - lsequalte: e -

oK | Cancel

7. In the Horizon Client Property, add the following:
+ Next to Property, select Client location from the dropdown
+ Next to Is equal to, select Internal from the dropdown
+ Select OK, to close the Horizon Client Property

Horizon Smart Policies

Settings | Conditions ‘ Comments
Conditions

Active Directory Attribute
Active Directory Site Name
Battery

Day of the Week

Endpoint IP Address
Endpoint Name

Endpoint Platform

Environment Variable

8. In the Horizon Smart Policies window, Conditions tab
* Select Add
 Select Endpoint IP Address
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Endpoint IP Address X
Settings
IP addressbetween: | 192 . 168 . 110 . 1 | and 192 . 168 . 110 . 254

‘ 0K ‘ Cancel

9. In the Endpoint IP Address window, enter the following
« Under Settings, next to IP address between: 192.168.110.1
* next to and enter: 192.168.110.254

+ Select OK to close the window

Horizon Smart Policies

Settings ' Conditions ‘ Comments
- Conditions

Active Directory Attribute
Active Directory Site Name
Battery

Day of the Week

Endpoint IP Address
Endpoint Name

Endpoint Platform

Environment Variable

10. In the Horizon Smart Policies window, Conditions tab
+ Select Add
« Select Endpoint IP Address
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Endpoint IP Address X

- Settings
IP address between: B . 16 . 10 . 1 and 172 . 16 . 10 . 24

OK Cancel

11. In the Endpoint IP Address window, enter the following
+ Under Settings, next to IP address between: 172.16.10.1
* next to and enter: 172.16.10.254

* Select OK to close the window

IO HTIETL FLUIILPES

Settings | Conditions | Comments

Add - Edit - Remaove AT

Honzon client property ‘Client location' is equal to ‘Internal’
AND Endpoint IP address is in range 192.168.110.1 - 192.168.110.24
OR Endp s w T2.16.10.1 - 172.16.10254

ANDNOT
OR NOT

Move Up

Edit Condition

Rernove

12. In the Conditions tab
+ Select your last entry and right-click and change the AND to OR
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Herzon Smart Policies

4
Settings | Conditions Comments
Conditions
Ad - Edit Remove .

Hermen client property "Chisnt location’ & egual to 'Internal

AND Endpont P address is i range 192.168.110.1 - 18.163.1102%
1R Endpoint [P address is in range 173161041 - TTLIE100H4

13. In the Horizon Smart Policies window

+ Confirm your configuration with the Screenshot
+ Select Save
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PART 2: Setting up VMware Horizon Smart Policies with
VMware Dynamic Environment Manager for Untrusted

Networks

YMware Dynamic Environment Manager - Management Console

[I1 Environment Variables
[ File Type Associations
ﬁj, Files and Folders

1 Folder Redirection

%

<» Logon

"~ Perscnalization User Envircnment Condition Sets
QB B BB
Refresh  Group | Create Edit Duplicate Export Remove | Configure
By Tag
List Horizon Smart Policies
<» ADMX-bzsed Settings - Horizon Smart Policies
{- App Volumes -
_— ) Find
m Application Blocking
< Drive Mappings Mame Label

Trusted Metwork USE, Clipboard and Client drive

Create Horizon Smart Policies setting...

£» Logoff Tasks

= Printer Mappings

[ Privilege Blevation

@ Registry Settings

[ Shortcuts

£» Triggered Tasks

& Windows Settings
@ Display Language
% Hide Drives

[ Policy Settings

1. In the User Environment Inventory
 Select Horizon Smart Policies, right-click and select Create Horizon Smart Policies

setting...
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Untrusted Networks - Horizon Smart Policies X

Settings | Conditions | Comments

- General Settings

Name:  Untrusted Networks

Label: USB, Clipboard and Client drive disabled

Tag:  External
- Horizon Smart Policy Settings
V| Audio playback Enable
V| Bandwidth profile Broadband WAN

Blast Extreme protocol:
VI H.264 Enable
H.264 high color accuracy

H.264 minimum quality

HEVC/H.265
PG
V| Max frame rate 30
V' Drag and drop Allow drag and drop from client to agent ~
Printing
Redirection:
V! Client drive Disable M
V! Clipboard '
v/ USB Disable

V| Web and Chrome file transfer  Allow upload from client to agent

Previous Save Cancel

2. Inthe Horizon Smart Policies, Settings tab enter the following:-
« Under General Settings, enter the following, next to:
* Name: Untrusted Networks
« Label: USB, Clipboard and Client drive disabled
+ Tag: External

* In the Horizon Smart Policy Settings, enable the following checkboxes, next to:
+ Audio Playback : Enable
« Bandwidth Profile : Broadband WAN
+ Blast Extreme protocol
* H.264: Enable
+ Max frame rate: 30

« Drag and drop : Allow drag and drop from client to agent
 In the Redirection settings, enable the following checkboxes and associated settings,
next to:
+ Client drive : Disable
+ Clipboard : Disable
« USB: Disable

+ Web and Chrome file transfer: Allow upload from client to agent
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Horizon Smart Policies

Settings | Conditions ]Cnmm&nts
- Conditions
Add v Edit v Remove

No conditions are configured

3. In the Horizon Smart Policies window
* Select the Conditions tab
+ Under Conditions, select the dropdown next to Add

& ADMY:based Setin ﬁ
s Ao Vehares
(@ Apobcation Bocknd || Add Candition
# [iive Mapoings Active Dinectory Attribute
Il Emvinnment Vanahy Active Directory Site Mame
‘E ;T:Fum Soory
i Foder Redection Dey of the Week
% Hortzon Smart Pokc] Endpaint IF Address
% Logen Tasks Endpaint Mame
& Logef Tasks
& Pirinr Endpaint Platform
(3 Peviage Bevation Envaronment Vanable
¥ Regatry Satings Exit Code
El i File o Folder
& Toggered Tasks i
G Wirvdws Settings File Yersion
& Diaplay Langual Group Membership
o ide [ves Hanizon Cliert Property
|5/ Pobey Settings
IP Adciress
Cperating System
Cperating Sysbam Architesbure
D'ganl:ahmn Livu
4. In the Add Condition dropdown
* Select Horizon Client Property
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Horizon Client Property
Settings -

(TS ElC lient location - s equal to:  External

OK

Cancel

5. In the Horizon Client Property, add the following:
* Next to Property, select Client location from the dropdown
* Next to Is equal to, select External from the dropdown
+ Select OK, to close the Horizon Client Property

Horizon Smart Policies X | —

Settings  Conditions | Comments

Add v Edit - Remove A Y

Hornzon client property 'Cliga

Endpoint Name

Frdnmint Platfrrm

NOT Active Directory Attribute
Active Directory Site Name
Battery
Day of the Week
Edit Condition i
Endpoint IP Address
Remove

6. In the Horizon Smart Policies window, In the Conditions area
+ Select and right-click the the existing client property
« Select Add >
 Select Endpoint IP Address
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Endpoint IP Address X

Settings
P addressbetween: 172 . 16 . 30 . 1  and 172 . 16 . 30 . 254

oK Cancel

7. In the Endpoint IP Address window, enter the following
+ Under Settings, next to IP address between: 172.16.30.1
* next to and enter: 172.16.30.254

* Select OK to close the window

Honzen Sman Policies X
Settings | Conditiors | Comment
Conditions

"

Horzon elient property ‘Client location' s equal to 'Etemal

AMD Endlpoint IF address is m range 172.16.301 - 172.16.30.234

Save

8. In the Horizon Smart Policies window
+ Confirm your configuration with the Screenshot
« Select Save

PART 3 : Testing your Smart Policies.

Due to constraints in our virtual environment with external access, we will demonstrate only
one of the features in Horizon Smart Policies
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+ That being Drag and Drop functionality.

« We have limitations in terms of what we can demonstrate with USB redirection

+ We will use the Dynamic Environment Manager Logs, to see if the settings are effective.

a

VMware
Horiz...

VMware Horizon Client

New Server

ts1-pd1.euc-livefire.co
m

1. Onyour ControlCenter2 server desktop

« Launch your
+ Select your Horizon POD
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- Login - X

Server: . https:/[cs1-pd1.eucivefire.com

User name: user4

Password: oy

Domain: *DefaultDomain® v
Cancel Login

2. Inthe Horizon Client login window
+ Next to User name: login as user4
+ Next to Password: VMware1!
+ Select Login

“ VMware Horizon Client

fl? " ¢sl1-pdl.euc-livefire.com

—

WI0INST Calculator I

3. Inthe VMware Horizon Client
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* Select your desktop entitlement

« Wait for the Desktop session to load

W10INST
— Options v tP Connect USB Device ¥ =a Send Ctrl-Alt-Delete

Automatically Connect at Startup

Automatically Connect when Inserted

Recycle Bin No suitable USB devices available

4. Inthe VMware Horizon Client
+ Select the , hext to Connect USB Device
* Note, No suitable USB devices available, is the message you get.

5. Starting from your ControlCenter2 server desktop
* First, ensure that you are not in full-screen with the
+ With your the CA Console.msc icon on the ControlCenter2 server
desktop and Drag over into the Horizon Client session
+ Note that you will get a + type Icon, just below your cursor.
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* Release your mouse button to Drop the Console within the Horizon Session

g 2

/] =

A B

WYET Microsoft Notepad README
(created by ... Edge (created by ...

™

6. In the Horizon Client session
* From the Taskbar, select the folder shortcut

WIDINST

Options = I-I’ Connect USB Device = e Send Ctrl-AR-Delete

| = | ThisPC - o x
Computer Wiew 9

. [E) Uninstall or change a program
W - [Q]
. . o System properties
Properties Open Rename  Map network Add a network  Open
drive = oeation Settings " Manage
Location MNetwork System
4 B ThisPC » v p
Devices and drives (2 "
v gk Quick access o
Local Disk (C:)
I Desitop P
T Documents ~ o free of
& Dovnleads €0 Drive (D)
= Picturss -
b Music
. Network locations (1
Videos
I Network Drive (Z:)
- ]
& This PC \_ - ;
Y » T w6 oif 4 Y
10 items -

7. In the File Explorer Window

+ Select in the left Inventory
+ To the right, and observe, there are network locations configured. ie the Z:
drive
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E

VMware
Horiz...

@ L0 M9
“ Home Share View

This PC » Local Disk (C:) » UEMProfiles » userd » Logs

certificates i lame Date modi
Config.Msi FlexEngine.log 7
Desktopinfo FlexEngine-1.log
s Documents and Settings FlexEngine-async.log
Dump FlexEngine-DefaultApplications.log
hol
8. On the Controlcenter2 server
+ Open your Icon, from the Taskbar
+ Onthe C:\, open your folder

il Disk (C:) » UEMProfiles » userd > Logs

' Name

| FlexE
| FlexE OPE"
| Flext Print

FleE o Editwith Notepads+
Ea Scan with Windows Defender...
Open with...

Share with

Restore previous versions

9. In File Explorer C:A\UEMProfiles\user1\Logs
+ Select and right-click
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* Select Edit with Notepad++

a0:37.42€ [INFU | Performing path-based import

0:37.429 (DEBDG)  User: EOC-LIVEFIRE\usezd, Computer: WLOINSTZ, OF: xfi-winll (Versiom 1903, Buldember 1836€2.205, JuiteMask 100, Preduct'
091 28 e Dead. = = . alibeal N

F1 Lyn

1:30:37.42% [DEBDG] Recursively processing config files from path '"\\comtroleemsers\UEMConfigGeneral'
1:30:37.429 (DEBOG]  Teing profile archiwe path "\\controlcenterZ\TEMProfiles\usezd)\Archives'
1:30:37.428 [DEBDG]  Logging to file "\\contrelcenterZ\UEMProfiles)\userd)\logs\Flesfngine log'
T:30:37. 448 [DESOG] file will be overwritven when L

30:37.61% [DEBDG) Rumning on Horisom (sessiem 1) (3]
#0:37.618 [DEBOY] Comditions: Check for Bozisen cliemt preperty 'Brober_Gavewaylecation” = tzue ('Imbernal’ iz equal to 'Imtermal’)
30:37. €20 [DEBOG) Comditioms: Check for endpoint IP address = prue {182.168.110.10 mavches 182.168.110.1 - 152.168.110.254)
30:37.€24 [DEBOE] Collected Borimom Smare Felicies setzings for asdie plaphack ('Trusted Network wml')

30:37.626 [DEBOG]) Collected Bezisom 3mart Pelicies settings for bandwideh prefile ('Trussed Fewwosk.ml')

30:37.626 [DEBOG) Collected Horisom Smart Policies settings for Blast Extreme (H.264) ('Trusted Betwork.aml®)

30:37.62€ [DEBDE] Collected BHorimom Smart Folicies settings for Blast Extreme (JPE) ('Trusted Betwork.wml')

30:37. 626 [DEBDZ] Collected Borisom 3mazt Felicies settings for Blast Extreme (max frame rate) ('Trusted Betwork.mml')

30:37.631 [DEBDS] Collected Horisom Smart Policies settings for drag and drop ("Trusted Betwork.mml')

30:37.611 [DEBOE] Collected Borimom Smart Folicies settings for printing ('Trusted Network.amml')

30:37.631 [DEBOG) Collected Borisom Smart Policies settings for cliemt drive redirection ("Trusted Betwork.mml')

30:27.631 [DEBDG] Collected Horisom Smart Policies settings for clipboard |'Trusted Network.aml')

40:37.631 [DEBDG] Collected Borisom Smart Folicies settings for USB redirection ('Trusted Betwozk.mml')

30:37.631 [DEBDG) Collected Borisom Smart Policies settings for Web and Chrome file transfer ('Trusted Network.ml')

30:37.640 [DEBDG] Coeditions: Check for Borisem client property 'Brober_Batewaylocatien' = false ("Internal’ is not equal to '"Extermal')
30:37.640 [INFQ ] Jhipping Horisen Jmart Policies settingy due to comditions ('Untrusted Networks.xml')

30:37.674 [INPO | Applied Bozisem Smart Policies settings:

30:27.674 [INPD ]  Bandwideh profile s set ts 'LAN' *

0:37.674 [INFQ ] hadio playback iz emabled

30:37.674 [INEO ] Blast Estzeme: H.2€4 is enabled, JPG is emabled, Mux frame zate is 26t to 20

30:17.674 [INFO ] Deag and drep is allowed

0:37. 674 [INEO ) Printing is emabled

30:37.674 (INFO ] Cliemt drive redirection is allowed *

0:17.674 [INFO ] Clipboard redirectien is allowed

0:37.674 [INEQ ] TS pedirection iz enabled

30:37. 874 [INFO ) Web and Chrome file transfer i= allowed

30:37.718 [DEBOF] Itipping disabled DEM impert task ("Delete Hindows 5.x Jzart Menu.xml')

30:37.722 [[EB0G] Stipping dizabled DEM impert task ('Delete Windows €.x Jzart Menu.ml')

10. Inthe Notepad++ session

« Reload your logs, by selecting File > Reload from Disk
+ Scroll down, right to the bottom of your logs,
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Scroll up until you find the User4 and the Performing path-based import logs
starting

Observe that each configuration is processed and logged as disabled / enabled or
True / False

Note its the Internal Policy that is being applied
Note what features are allowed or enabled
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= WIDINST
= Options ¥ 1’ Connect USB Device v e Send Ct

® Help Ctrl+H
Support Information
About VMware Horizon Client

Switch to Other Desktop
Autoconnect to This Desktop
Enable Relative Mouse
Share Folders

v Allow Display Scaling

o Send Ctrl-Alt-Delete

11. On the ControlCenter2 server
+ Switch back to your Horizon Client session
+ Select the drop down, next to Options, Ensure you select Disconnect and Log Off

Remote Desktops %5 W10Client01.RDP
B This BC &5 W10Client02.RDP
&5 W10Client04.RDP
B8 Desktop & wi0EXT01a.RDP
(| Documents & w10Parent01a.RDP
¥ Downloads & v 10TRUESSO.RDP
J Music % WorkspaceONE.RDP
= Pictures % WS1-Connector.RDP
%5 WS2-Connector.RDP

B Videos v

11 bmmmr 1 4omn ralactad 730 KD

12. On the ControlCenter2 server
+ Open the Remote Desktops folder
« Open w10EXTO01a.RDP (Note!)
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13.

* Login with the username w10ext0O1a\administrator
+ Login with the password VMware1!

On the W10Ext01a desktop

+ Please Note. W10Ext01a desktop is on a network which we have configured as external.

That being the 172.16.30.x network

« We will also be connecting via the Unified Access Gateway in this exercise

Launch the VMware Horizon Client
In the VMware Horizon Client
« Select
« Under Enter the name of the Connection Server,
* Type : UAG-HZN.EUC-Livefire.com

+ Select

In the Login window
* Next to User name: enter :- User4
+ Next to Password: enter:- VMware1!
« Select

In the VMware Horizon Client
+ Select the desktop entitlement
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:uc-livefire.com - Remote Desktop Connection

— Qptions v f* Connect USE Device ¥ =a Send Ctrl-Alt-Delete

Automatically Connect at Startup

Automatically Connect when Inserted

USE Unavailable

14. In the Horizon Client
* In the top bar, next to Connect USB Device, select the

+ Notice that USB Unavailable is the state of USB

Dcuments
& Downloads
&= Pictures

J) Music
E Vioeos

& Thas PC

7 tems

15. In the Horizon Client Desktop
« On the title bar, select the
* Ensure This PC is selected in the left inventory
. on the right side to the bottom of the window.

* Notice that you have no Network drive Mappings

. windows in the Horizon W10 desktop session
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16. In the W10EXTO01a Desktop
« Attempt to drag the Software Shortcut on the W10Ext01a Desktop into the Horizon
Desktop session.
« Attempt to drag the README file from the Horizon Desktop session to the W10EXTO01a
Desktop

fid [INF0 ) Performing path-based Lmport P
Jbid [DEEDE]  User: EDC-LOVEPTRE\weerd, Compmeer: WLOINETI, O0: x ull (Version 1§04, Bulldesber 10062.288, Jaiveblak 100, Frods

05 [DEBDE]  Prodile seave: local (Ex00008204
[DEEDE]  Becursively processing config £iles from path "\\controloenter:)\TEMConfig\General®
[DEEDE] Uaing profile archive path '\\controloemterl'EMProfiles'\userd)hochives'
[DEEDE] Legging %o file '‘\\oomtrolcester:\TEMProfiles’aserd'logs Flesfngine. log’
[DEEDE] Log #ile will be pverwritten when larger thar 512 kilckybes
[DEEDE] 3etting import status flag
[DEEDG] Runnisg on Horisem (session 11 [35]
[DEEDG] Conditions: Check for Berimon cliemt prepersy 'Breber_Gatewaylocatiom' = false ('Ewvermal' is met equal to 'Invermal'l
[INFD ] Seippimg Horises Bmare Policies sevkings doe to comdicions ("Truseed Betwerk.mml')
[DEEDE) Conditions: Check for Becisen client property 'Breber_Sazewsplocatics’ ® tree ['Exterzal' iz equal te "Dxvernal’
[DEEDE) Conditiona: Check for emdpoins IF address ™ true (173.18.30.30 macches 172.16.30.1 = 172.16.30.3840)
[DEEDE) Collected Horisem Ssare Policies settings for audie plagbach ('Urtrmsted Netwosks.aml'
[DEEDE] Collected Hozisem Ssurt Policies sERtingE for bandwidek pcn.*lll | "Petrusted Betwozka.ml')
[DEEDE] Collected Hozisem Smart Policies sectings for Blast Ewtzeme (H.0164) ('Untsusted Betworks.ml'
[DEE0%] Collected Hozisen Jmart Policies settings for Blast Extzeme (man frame rate) ('Untzasted Fetwocks.ml'
[DEEDE] Collected Hozizonm Jmart Policies settings for drag and drop ('Untrosted Networks.amml®
[DEEDC] Collected Hozisen Smart Policies settings for cliemt drive redirection ('Untrusted Betworks.mml')
[DEEDE] Collected Horisem 3mort Policies settings for clipboard |"Dmtrusted Betworks.mml')
[DEEDG] Collected Horimem 3mort Pelicies settings for U3B redirection |'Untrusted Betworks.mml")
[DEEDE] Collected Hoziwem 3mart Policies settings for Beb amd Chreme file tramsfer |'Untrusted Betwerls.aml')
[P0 ] kpplied Borisem Bmars Pelicies setbings:
[INFD ]  Bamdwideh profile is ser te "Broadband WRN' h
[INF0 ] hedic plaghack in emabled
i [INP0 ] Blast Ewcoese: H.084 s enabled, Max fzase zaze is sez %o 30
[INF0 |  Drag and doop in allowed Zrom client oo agens #
[INFC ] Client drive sedizection is disabled
[0 ] Clipboard redirecticn in disabled
T2 pedirection is disabled ‘
) Beb and Chrome file tranafer allows wplozd from cliest to agent
Stippimg disakled DEM import task ["Delete Windews 5.x Start Menu.mml')
[DEEDE] Siipping dizabled DEM import task ['Delete Windews E.x Start Menu.mml')
2 [DEEDG) Stippimg disabled DEM sevcings impere ("Ducch.ml”
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17. On the ControlCenter2 server Desktop
+ Revert back to your Notepad++ application
« When prompted to Reload, select Yes
Scroll right to the bottom of Notepad ++
+ Slowly scroll up searching for the User4 path based import
« When authoring this material, | had to scroll up about 300 lines

Note the following:
+ That the External Smart Policy is applied
« Broadband band-width profile is being applied
+ Client drive, USB and Clipboard redirection are disabled

- WI0INST
= Options ¥ J' Connect USB Device v wa Send Ct

(® Help Ctrl+H
Support Information
About VMware Horizon Client

Switch to Other Desktop
Autoconnect to This Desktop
Enable Relative Mouse

Share Folders
v Allow Display Scaling i
o Send Ctrl-Alt-Delete ‘

< Disconnect

Disconnect and Log Off

11. On the W10EXTO01a desktop
+ Switch back to your Horizon Client session
+ Select the drop down, next to Options, select Disconnect and Log Off
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PART 4: Using Triggered Tasks to enforce Horizon Smart

Policies

VMware Dynamic Environment Manager - Management Consele

_ Personalization

¢y ADMX-based Seitings
+ Fop Volumes

(@ Application Blocking
@ Drive Mappings

[ Environmert Variables
B Fie Type Associations
i Files and Folders

2 Folder Redirection
% Horizon Smart Poicies
¢ Logon Tasks

¢ Logoff Tasks

& Printer Mappings

0 Prviege Bevation
@ Regishy Settings

[# Shortcuts

48 Trigges

User Environment Condition Sets
Triggered Tasks
Name : Label
Message at unlock Displays

Refresh Applications at unlock Refreshe:
Refresh Printers at reconnect Refreshe:

@ Windows Create Trigg
@ :

ered Task...

@ Display Language
€y Hide Drives
1=/ Policy Settings

1. In the Dynamic Environment Manager Console, under User Environment
« Select Triggered Tasks
« Select Create Triggered Task...
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Triggered Task X

Settings | Conditions | Comments

| Settings

Mame:  Refresh Smart Policies at Reconnection

Label:
Tag:
- Triggered Task Settings
Trigger: Session recennected 73

Cnly applies if endpoint IP has changed since session was disconnected

Action: User Envirenment refresh 2
Refresh: ADMX-based Settings ¥ Horizon Smart Policies
¥| Application Blocking Settings Printer Mappings
Drive Mappings Privilege Elevation Settings
Environment Variables Shortcuts
File Type Associations Triggered Task Settings

¥| Show message
Capticn: Your Livefire Configurations have been Updated

Message:  Thisis Corp IT Livefire. We have re-evaluated and updated
your Desktop settings

¥| Close automatically after 1d seconds

Also allow user to dismiss message

Save Cancel

2. Inthe Triggered Task window, configure the following:
* In the General Settings area, add the following
* Next to Name: type Refresh Smart Policies at Reconnection

* In the Triggered Tasks area, configure the following next to:
 Trigger: Session reconnected
+ Refresh: enable the
* Horizon Smart Policies checkbox
+ Application Blocking Settings checkbox

* Enable the Check box next to Show message
*+ Enter the following:-
« Next to Caption: Your Livefire Configurations have been Updated
* In the Message Box: This is Corp IT Livefire. We have re-evaluated and
updated your Desktop settings
« Enable the checkbox next to Close automatically after and type 10 in front of
seconds

+ Select Save to close the window
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Triggered Tasks

Name

Message at
Refresh Aj _Enable

Refresh H

Refresh Smart Policies at Reconnection

3. Inthe Triggered Tasks area
+ Select and right-click, Message at unlock
* Select Disable

VMware Horizon®

administrator

EUC-LIVEFIRE

Rememiber user name

4. Onyour ControlCenter2 Desktop
* Open your Google Chrome Browser
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« Select the Horizon shortcut in the Titlebar

* In the VMware Horizon login, enter the following:-
« User name area : - enter Administrator
« Password area:- enter VMware1!
 Select Sign in

m VMware Horizon®

Systemn Health
~ Monitor
Dashboard
RIS
Sessions

Help Desk

Users and Groups

~ Imventory

Farms

Machines

5. In the VMware Horizon Admin console
« Expand Inventory and select Desktops
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Desktop Pools

Ada Edit Duplicate

Access Group | Al

isplay Na...

@ (JWIONS  WIOINST

6. Inthe Desktop Pools area
+ Select the checkbox next W10INS
+ Select Edit

Edit Pool - WIOINST

Desktop Pool Attributes Automated, Instant Clone, Floating

¢+ 1D @

7. In the Edit Pool - W10INST window
 Select the Desktop Pool Settings tab
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8. Inthe Edit Pool - W10INST window
+ Under Remote Settings > Automatically Logoff After Disconnect

* From the , Change from Immediately to
« Under After change 120 minutes to 15 minutes
+ Select

We will now move forward and do two simple tests

+ We will log in to VMware Horizon from a Trusted Network. We will NOT log off , we will
disconnect

+ We will then log back in to the same VMware Horizon session session from an Untrusted
Network source.
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WI0INST
= Options LP Connect USB Device v e Send Ctrl-At}

® Hep Ctrl+H
Support Information

About VMware Horizon Client

Switch to Other Desktop
Autoconnect to This Desktop
Enable Relative Mouse

Share Folders

Allow Display Scaling

v
o Send Ctrl-Alt-Delete
L)

Disconnect
Disconnect and Log Off
BCalcuidor | Vardeag

Are you sure you want to disconnect from this desktop? You may lose
your work, the desktop wil be shut down in 15 minutels).

=

9. Onyour Controlcenter2 server desktop
+ Launch your > Login as User 4 > Select your entitlement
*+ Notice you still have all your configurations for a Trusted Network environment. Test
some of your configurations

* In the Horizon Client, next to Options, select the
+ Select
* When prompted to disconnect for 15 minutes select
* (you have 15 minutes to login to your existing session)
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Viiware Horizon Client

New Server

UAG-HIM.euc-livefire.c
om

This is Corp T Livefire. We have re-evaluated and updated your
Desktop settings

10. On your W10Ext01a.RDP session
+ Launch your
+ Connect via your external Gateway,
* Login as User4
+ Password VMware1!
* Select your desktop Entitlement
* Notice the prompt that your Desktop settings have been re-evaluated

WI0INST
Options » t Connect USB Device ¥ e Send Ctrl-Alt-Delete

Automatically Connect at Startup

Automatically Connect when Inserted

Recycle Bin USB Unavailable

EnVITONME...,
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11. In the W10INST Horizon client session on W10EXT01a
* Notice that USB is Unavailable

WIDINST - 0 X

Options » 1 Connect USB Device * s Send Ctrl-AR-Delete

= | ThisPC = (0] X
Computer View 0
[E) Uninstall or change & program
-
& o8 Syitem propertes
Map nétwoik Add & network Open
drive * location  Settings ir# Manape
Network
| B, ThisP
| , v a
w Quick access
I Deskiop J\ Music Pictures
‘ i Documents =
| & Downloads Videos
&= Pictures E
Music . .
) : Devices and drives (2
l Videos -
Local Disk (C:) CD Drive (D
| | O mispC |
y LN SEimy . 2
9 Grtems

_,O Type here to search

12. Inthe W10INST Horizon client session on W10EXTO01a
* There is no Network Drive Mapping

WIOINST = O X

Options = '-F Connect USE Device » o Send Corl-AR-Dedete

README

(created ...

13. Inthe W10INST Horizon client session on W10EXT01a
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* Note that you still have the file dragged on to the desktop when you were on your

Trusted network.

+ However, we are unable to drag and drop in and out of this desktop session

= WI0INST
= Options ¥ 1’ Connect USB Device v e Send Ct

@ Help Ctrl+H
Support Information
About VMware Horizon Client

Switch to Other Desktop
Autoconnect to This Desktop
Enable Relative Mouse

Share Folders

v Allow Display Scaling ‘
o Send Ctrl-Alt-Delete ‘

¢ Disconnect

Disconnect and Log Off

14. On the W10EXTO01a desktop
+ Switch back to your Horizon Client session

+ Select the drop down, next to Options, select Disconnect and Log Off
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PART 5: Configuring Application Block and integrating with
Horizon Smart Policies

VMware Dynamic Environment Manager - Management Console

-/ Personalization User Environment Computer Environment |
QB B0 O B S-Se
\J
Refresh Group Global
By Tag Configuration
List Application Blocking
¢y ADMXbased Settings . -
Appl lock t led.
.c. Aop Volumes pplication Blocking is not enabled
REEEEEER | AovictonBodin
& [ i -
M Tl-e_lj‘ilfin'lgf_-_u_- ‘| Namf LabEI

1. Onyou ControlCenter2 server desktop
* In the DEM Console select the User Environment tab
« Select Application Blocking
* In the the title bar, select Global Configuration
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Application Blocking - Global Configuration
Semng; Conditions | Comments
Application Blocking
¥/ Enable Application Blocking
Message

Executables:

Message title:
Message text:

Hide after: seconds

oK Cancel

Application Blocking X

By enabling application blocking, only applications from the Windows
! folder, C:\Program Files, and C:\Program Files (x86) are allowed to run,

To fine-tune application blocking, you can further specify applications
to allow or block based on path, hash, or publisher.

See the VMware Dynamic Environment Manager Administration Guide
for details.

o o]

2. In the Application Blocking - Global Configuration window
+ Select the Checkbox next to Enable Application Blocking
+ Select OK
* In the Application Blocking window,
+ Before we select OK, read the note
+ Select OK

We will now go and configure further.
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@ VMware Dynamic Environment Manager - Management Console

Personalization User Environment Computer Environ

Q B ww P \wu;;

Refresh Group (Create Edit Duplicate
By Tag

List Application Blocking

{y ADMXbased Settings

{. Aop Volumes Application Blocking is not enabled.

@ = H i I- BI I .
@ D Create Application Blocking setting...

I Environment Variables ‘ o
b Fla Tima Aconmiztinme

3. Onthe User Environment tab, of the DEM Console
+ Select and right-click Application Blocking
« Then select Create Application Blocking setting....

Application Blocking

Settings | Conditions | Comments

- General Settings

Name: Putty

Label: Admins

Tag:  Internal only

4. In the Application Blocking window
* In the General Settings area, add the following next to:
* Name: Putty
+ Label: Admins
« Tag: Internal only
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Ve a
dve a

ncel

5. In the Application Blocking window
* In the Application Blocking Settings, configure the following next to:-
+ Type: from the drop down
+ Next to the Block area: select
* In the Select path to block window
* Browse to , select
+ Select

* In the Select path to block, select
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Application Blocking

Settings | Conditions  Comments
General Settings
Name: Putty
Label:  Admins

Tag:  Intemal only

putty - Application Blocking
Settings | Conditions | Comments
Conditions

Add v Edit

Add Condition

6. Inthe Application Blocking window
+ Select the tab.

« Under Conditions, select the

next to Add
+ Select

Group Membership
Settings
Object to check: Computer @ User

Member of group

SID:

OK Cancel

Select Group

Select this object type

Group or Buit4n security pincipa Object Types...

From this location:

euciivefie.com Locations...
Enter the object name to select (mamples)
T Support Check Names

Advanced... Cancel

7. Inthe Group Membership window
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« Select Browse
* In the Select Group window, under Enter the object name to select type IT and then
select Check Names
* IT Support should show

+ Select OK to close Select Group
+ Select OK to close the Group Membership window

\ AL L e e L o PRIy

= Personalization User Environment Computer

@ 5 Ly G LH LG

Refresh  Group
By Tag

List Application Blocking

Settings | Conditions | Comments
- Conditions

Add - Edit - Remove v

User is a megaharof aroun ELIC. 3 i

Add * | Add Condition

NOT Active Directory Attribute
Active Directory Site Name
Battery

Day of the Week

Edit Condition — .
Endpoint IP Address
Remove

8. In the Conditions Tab for Application Blocking
* Select and right-click the condition you have just added for IT support
+ Select Add >
* In the Add Condition dropdown select Endpoint IP Address

Endpoint [P Address X

- Settings
P addressbetween: | 172 . 16 . 30 . 1 | and 172 . 16 . 30 . 254

oK Cancel

9. In the Endpoint IP Address window
« Under Settings, next to IP address between: 172.16.30.1 and 172.16.30.254
+ Select OK
+ Select Save to close the Application Blocking window
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VMware Dynamic Environment Manager - Manag

K

~

Personalization User Environment Cor

Q0

Refresh

-
Group

By Tag

List

Application Blocki

¢y ADMX-based Settings

B -,
w» App Volumes

Application Blocking is ne

[5 Application Blocking Application Blocking -

@ [rive Mappings

Settinas | Conditions

PART 6: Testing Application Block with VMware Dynamic
Environment Manager

a

VMware
Horiz...

]
L] |
VMware Horizon Client

New Server

s1-pd1.euc-livefire.co
m

1. Onyour ControlCenter2 server desktop
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« Launch your Horizon Client
+ Select your Horizon POD cs1-pdi.euc-livefire.com

— Login - X
Server: 2 https://cs1-pd1.eucdivefire.com
User name: users
Password: uunu|
Domain: *DefaultDomain® v
Cancel Login

2. Inthe Horizon Client login window
+ Next to User name: login as user5
+ Next to Password: VMware1!
+ Select Login
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VMware Horizon Client

=X

cs1-pdl.euc-livefire.com

______

W10INST Calculator |

3. In the VMware Horizon Client
* Select your desktop entitlement

+ Wait for the Desktop session to load

(created ...

L

Microsoft
Edge

B & [ putty download windov X

+ W

“— O @ s/ www iing.co

l’ putty download windows 10

ALL MAGES VIDECS

4. Onyour VMware Horizon Client session
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« On your Desktop, launch the
* Type Putty download windows 10
* In the search results select

Package files

You probably want one of these. They include versions of
(Not sure whether vou want the 32-but or the 64-bit versio

MSI (*Windows Installer’)
32-bit: tty-9.7

64-bit:

Unix source archive

What do you want 1o do with
putty-64bit-0.74-installer.msi (2.7 Run Save ~ Cancel
Mey?

Do you want to run this file?

] Name: ..empState'Downloads! putty-64bit-0.74-installe msl
Eo.il
it

Publisher: Simon Tatham

Type: Windows Installer Package

From:  C\Users\user3\AppData'\Local\Packages\MicrosoftMi...

[7] Always ask before opening this file

While files from the Internet can be useful, this file type can potentially
harm your computer. Only run software from publishers you trust.

5. Onyour VMware Horizon Client session

* Next to 64bit, select the

« When prompted, what do you want to do... select
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e St

S oo
Do you want o allow this app to make
changes to your device?

W Pl Intalr

6. Onyour VMware Horizon Client session
* In the PUTTY setup window
« Select Next > Next > Install
* When prompted in User Account Control
* In User name type Administrator
* In the Password type VMware1!
+ Select Yes

« Select Finish
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PSFTP
PuTTY

i PuTTY Manual
PuTTY Web Site

PuTTYgen

n Settings

R F&'De here to search

7. Onyour VMware Horizon Client session
* Select the button > > Expand the

* Notice you have your PuTTy Confiiuration window

+ Click to close the window
4 = QOptions ¥ 1" Connect USB Device v e Send

(@ Help Ctrl+H
Support Information

About VMware Horizon Client

Autoconnect to This Desktop
Enable Relative Mouse
Share Folders

v Allow Display Scaling

o Send Ctrl-Alt-Delete

& Disconnect

VMware Horizon Client X

Are you sure you want to disconnect from this desktop? You may lose
your work, the desktop will be shut down in 15 minute(s).

8. Onyour VMware Horizon Client session
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+ Next to Options, select the
+ Select
+ Select to close the VMware Horizon Client window

ermulator 1

- 04
vady 04/02

9. Onyour ControlCenter2 Desktop
+ Select your your session
+ (If this session has closed, go to your Remote Desktop folder and launch the
W10ExtO1a.rdp and login as Administrator and password VMware1!)

e

10. On your W10Ext01a.RDP session
+ Launch your
+ Connect via your external Gateway,
* Login as User5
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+ Password VMware1!

+ Select your desktop Entitlement
* Notice the prompt that your Desktop settings have been re-evaluated

PUTTY (64-bit)

Pageant

* PSFTP

= pyTTY

E PuTTY Manua

PuTTY Web Site

PuTTYgen

L IType here to search

11. In the W10INST Horizon client session on W10EXT01a
+ Select your > Expand the > Select

This app has been blocked by your system
administrator.

Contact your system administrator for more info

12. In the W10INST Horizon client session on W10EXT01a
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+ Notice your App has been blocked, using a combination of App Blocking and Horizon

Smart Policies
Select to close the App Block message window

&5 w10EXT01a - wl0EXTO1a.euc-livefire.com - Remote Desktop Connection

w . 4 Options * :’ Connect USB Dewce » en Send Ctrl-Alt-Del
~4_ () Help CtrleH

Recycle Bin  Self-Support Support Information

About ViMware Honzon Client

. Autoconnect to This Desktop
@ Enable Relatrve Mouse
'*nr UEM U v Allow Display Scaling

Horzon Pe.. Emaronme
w  Send Ctri-A-Delete

& Dusconnect

-
Disconnect and Log OFf

Calculator

13. On the W10EXT01a desktop
+ Switch back to your Horizon Client session

Select the , hext to Options, select

EUC: Horizon Integrations 2020 Manual Export Date: 2020-12-03 07:22:31 +0000

Page 362



Day 5
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Integration of ThinApp Packages with
VMware App Volumes and VMware Dynamic
Environment Manager

Overview

+ The following are tasks you will have to complete to ensure you understand the base
platform and requirements to be in place to perform succesful ThinAPP captures.

Pre-lab tasks (to validate)

Accounts for all resources are administrator for local access and administrator@euc-
livefire.com for domain access

Password for ALL accounts is VMware1!
Virtual Machine roles

1. On the ControlCenter2 server,
* Open your Chrome Browser and select the vCenter Icon.
* Log in as Administrator
+ Password VMware1!

2. For VMware ThinAPP
+ PackagingVM . This the VM we use to do our install VMware Thinapp
« CaptureVM. This the VM we refer to as a Clean VM. We perform our ThinApp
captures on this VM
« W10Parent01a. This VM will be our TEST best for validating the package Capture.

3. For VMware Dynamic Environment Manager
+ ControlCenter2
* Location of the Configuration and Profile shares
« Domain Controller configured AD templates on the Corp OU

+ DemProfiler -
* Application Profiler captures on this machine

4, For VMware App Volumes
« AppVol.euc-livefire.com.
« App Volumes Manager Sever

+ AppVolProv
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* App Volumes Provisioning Machine

5. Ensure that your W10Parent-01a and AppVolProv have been
* After revert to current snapshot has completed, both your VM's

Part 1. Deploying VMware ThinApp

Remote Desktops
Home Share View

A » Remote Desktops

M Tl
#r Quick access g
% AppVol.RDP
A - I Deskto

"I"Ir'f:;; msC i l-l ﬁpp"-'clprﬂ'f.REP
R ¥ Downloads & CaptureVM.RDP

z| Documents & C51-pd1.RDP
&= Pictures & Demprofiler,RDP

bin & IMP.RDP
Remote v {

rartificatar

Desktops

21items  1item selected 2.38 KB

1. On your ControlCenter2 Desktop
« Openyour folder
* Launch the shortcut
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2. On the CaptureVM Desktop

This fic n & ocation cutsde yourbocd stk Fies fiom
Q Liinmestoimy
e e

« Double-click the short-cut to SetupCapture.exe

+ Select Run

* On the Setup Capture - Welcome select Next

Install the Application MNowl

pestscan cf he sytem 1
o L;\
pecctin kit
st fn
exampie, e o83 D05 ciechoy rame af the woo of C-
Lean mose T
1t st e b rebol e instaltion. o 0. S Caphine __EJ
vilestat shes mbceing
= = e
R
=) =

3. Onthe Setup Capture - Ready to Prescan
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+ Select Prescan (wait for Pre-Scan to complete)
* On the Setup Capture - Install Application window
+ Select the Software shortcut on your Desktop and go to Applications

su-l » Metwork » csl-pdLeuc-Bufirecom » sofware » Applicasons »
Organize » B Open  MNewfolder

0 Favorites

B Desktop & w22 8win3l

8 Downlosds & nep B3 Installer

2L RecentPlaces 5 mRemoteNG-Istaller- 172
A Fouit Reacer

Open File - Security Waring ==

We can't verify who created this fle. Ase you suwe you want to
wun this file?

F Marme: T8 3Installer,
= Tyoz Application

From: “fs1-peil euclivefire. comsaftwaretpplications...

)

By  This fle s n & kcelion oulside you local st Fies liom
@ lecatens you danl icogrizs can ham you P Ok this bl §
¥ youbust the locaton. What's the =k

& Notepad s+ w703 Setup ol = ==

Chaoze Components
Choose which Features of Notepad-+ vT.8.3 wou went toinstall.

¥ Creste Shortos: on Desklop

4. Select your Notepad++ installer and Open
*+ Select Run
* Select Ok > Next > | Agree > Next > Next >
+ Select the Create Shortcut on Desktop checkbox select Install
+ Select Finish
+ Close the Notepad++ application and File Explorer window
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3

Motepad++ update

An update package is wvailable, do youwant to dowmload it]

Yes Mo

Notepad ++ update £

Motepad ++ iy opened
Updater wall close it in order to process the ingtallabion,
Continuel

Yes No

5. On the Notepad++ Update window
+ Select
+ Select , to close the existing session of Notepad++

3 : npp.7.8.6Installer Date modified: 6 2
gg Application Size: 3.58 MB

Bl 15

Installer Language
% Please select alanguage.
[Engieh
K \ \ Cancel
4 Notepade+ V187 Setup ol @ &
‘g Welcome to Notepad++ v7.8.7 Setup
I'h}E ad“ %lgw_w[wﬁe\‘ruthma;htl‘tMdrxtlo’ of Notepad+
p v

Tt recommended that you cose 8l cther spgications
beforestarting Setup. The wil make & possble o update
rebevant system Fles without having to reboot your
i N coneuter,

(Click Net 1o contrue,

Neit > Cancel

6. On your CaptureVM
*+ Select the on the Taskbar
+ On the Installer Langauge window, Select OK
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* On the Welcome to Notepad++ v7.x.x Setup, select Next > | Agree > Next > Next >

Install > Finish

« With the exception of the Setup Capture - Installation window.

+ Close all Windows including the Notepad++ window.

Install the Apphcation Mow!

Install She applicatinn ot you wank to witualioe before taking 2
pastzcanof the spstem.

For mésrmm spmicahion poilshity sosazs machnes, meisl be
ppiicafion o 2 path which will nol vasy acsoss banget machine: Fo
exampie. une an B 3D0S drecton neme i the: soot of T

Leam mone

¥ thee imestaler mesack: bo ebool alier instalation. do 0 Setep Caphas _n_LJ
wll pesfant e netating.
Mk any corfigurstion changes Lo the aplicalion hal pou wer 1o
-*:):Lm:. = Inkeinel Explotet. .
Find e Bext geactice: lor virtualizing thiz apph

Hee [ <gek |[Pasbcens | [ Concel |
m
ake sura thal The apoicaiion = complelel
mataled and conligued
Chek OF. ba sonirue

[¥] Dot a5 me o confm i B At

o [ s |

7. On the Setup Capture - Installation window.
+ Select Postscan select OK

Thuz it e et o the esecutable Bles Created when irataling e applcation. Select wivch thould
boe arvanlabile e eniry poiits o $laf e vihud ppleaten ' e ety oo !
H.-: Taget
e ] HProganfieDen\Nolepeds natsnsde- exs
r HProgramfie:Dr i Nolepadssamnatal aee
[ g HProgranFile:DeifiMoepad-\updaiaGUP o
T St eriiy poinks used for debugging | Selectid | | Select Hone |
[ b | | <Back | Moty || Concd |

8. On the Setup Capture - Entry Points window
+ Select Next
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[T mhanage with Yiimaie Woikspace

Degenizaton LIRL [options]]

[ This packas it a0 updabe of an exiding bass Thinepp packags

[ res | [ cBek [ hear | [ Corcel |

9. On the Setup Capture - Manage with Workspace window

+ Select Next

) Dy e folloming Active Dicclary goups:
A
e
Bt deresd mastape
“iiow eme ot cumently suthorized o un this sappiicsion. Flsase
oontact pour admiristialm
[ B ] [ eBack || Met> | [ Concel |

10. Onthe Setup Capture - Groups window

+ Select Next
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11.

lsgary o untusied

(e ]

@ Full v acces bo rorypsiem dinschonies (Menged solafion mode]

The sppbcstion can resd li=s lion and wnle drecly o e locsl machine
Resoommesnided fo Wrdows Logo Ceshed appic.afons e Moosolt Ofice.

e o fies in applhcation data, system, and peogram file deecimes vill be stored in
e paruite

Pr=verits the apphcstion from vasling directly o most deectmes. Recommended o
axpplic slions.

Dhanges o fles outside of the Deskiop and My Documenty deectoies will be: shoned in
Hroe e

[ cmeck |[ Wea> | | concel |

On the Setup Capture - Isolation window
+ Select Next

& Unms pocile [AmpDiata®\T hinstal]

7 Costomn bocaion of netweork dive:

The sandhox shores: uzer configuralions and daka for She applicaion. Wit is the sandbos?

: Eaomzes...

[Crew ]

[ <Bock | Wea> | | concel |

12. On the Setup Capture - Sandbox window

+ Select Next
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Hiclp mpeove Thindpp! Flazsa sand te Yieas Thindpp laam SNDHE0LS quably
el wrasge clebches liom pout packages so we can confrus o mEsove o pioducd

Ouslity Armpance Siatebics wil be sent every bew days with the followng mlomslion for
fhe rporiing period

@ ezl vazh o help! - Serd snonpous Luage daimhes loVidwnas
T M - Do mat send &y mioimabion 1o Yiwere

[re ] i o] o

13. On the Setup Capture - Quality Assurance Statistics window

+ Select Next

Thea ievwartitony riame i used by irvserbony nacking willtes for package idenification.
Irnvertory neme. Hotepadss

Proect estin
TALaphueesMoiepadss
[ b | [ <Back | Hews | [ Concel |

14. On the Setup Capture - Project Settings window

+ Select Next
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Frimery dta conlanes
The pemayy dsts conlsne & He e bt holds e vt spplestion dets. Lesm mone.

& Use gew of the el poirk | Notepades e =]
) Use cepete DT e |M.;agpa.j++dat |

S packoae penstabon
En M5 e a2 Windowrs inslallation package that places the application in the Program
Files disaciony. rag iore: and creabes dhocuts.

regile fls azsocialions:
¥ Benesale M5 package Holepads+ma

Campostsam
Compes:saon decieases the sz of e exscutable package Whware does nol iscommend
compeesann for heest bl because & increases: e buld See.

| Comgress visudl package

[ e | [ cgax || Sawer | [ Concal

15. On the Setup Capture - Package Settings window
+ Select the Generate MSI package check box

+ Select Save

= i contans &l hhe passmetens thal
Edit Pockage i Em“mhwmmmﬂﬂd

Application Link and Appiicafon Sync
e Project Fokdsr The poject folder contans e Package ni configuration e, a2

el & e regiziey and e pestem selings thal Thindipp will budd
mlo the vitud anpicelion.

71 Ship the: build process

[ he | [ cBeck [ Bud> | [ Concel |

16. On the Setup Capture - Ready to Build window

+ Select Build
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#* Satwp Capturs - Build Project o] B S

= . o o]

Busicing Progect

Bl frme dapends: on the 528 of the applcation and e paoect aptions. It may take seveial
e

Buid oulpul

Entepine Edion, oensed ty ELIC Livefie -
Holepads+ sss

"] Dot imags...

Copprg e dalz. 38% 544013793

SINCESS. Mloteaades fua, ame=] G255
[y e

Compeezong Notepads+. exe

Erualicl complete: =

1

o Opes foldes corkaining peciect exsutables alier chcking Frah

=L < Bk Cance

17. On the Setup Capture - Build Project window
+ Select Finish

——
(I v Computer s semwar thinzpp (Mpackagingom cuc-buefie.com) (T} » Coplures » Notepads+ + bin
Ciganize » g Cipen e folder

i Favorkes

M Desttag o Notapads s
& Dowsloady Pl T —
%, Recent Places | G it +
Fhwryi wadeble affine
A Libranies Sandio 3
4] Dacuments
.L- husic Cut
i Plictunes Copy
B Videos Create sharout
Dalete
B Compube P—
& Local Dist (69
S wevare hisapp (gackagingem cut-lvefinecoem) (T Progsurties
L b Metwork » csl-pdLevc-livefire.com » software ¢ Thindpp
v [@install  Newfolder
tes Marne
hop o Witz re-Thin&pp-Enterprise-5.2,7-15851...
mloads 7 Wihvtwzre-Thinfipp-Enterprise-5,2.6-16758...
it Places [’;51 Motepad++
g Motepad++
1+
urrents

e

18. Notice your File Explorer window has automatically launched
* Observe where the .msi and .exe have been saved
* Notice that the UNC path points to the BIN folder on your Packaging machine
+ Copy the Notepad++ msi and .exe
+ Select and open the software folder on the Capture VM Desktop
+ Save the Files to the ThinApp folder
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19. On the Controlcenter2 server Desktop
+ Revert to your Chrome browser, vCenter server session.
* In the Hosts and Clusters Inventory
+ Select your CaptureVivi
* Right-Click the CaptureVM > select Snapshots > Revert to Latest Snapshot
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Part 2. Integration of Horizon with ThinApp and App
Volumes

% & appvoleuc-livefire.com/login

wizan @ GetPadlP @ vEphers G WS1-Connectar 6 Harizon :!oudm -5- App Vel

VMware App Volumes~

Username; | administrator

Password: | sssees o

Domain: EUC-LIVEFIRE v

1. Onyour ControlCenter2 desktop

* Open the Chrome browser in Favourites, select the App Vol shortcut,
* Login as Administrator with password VMware1!

VMware App Volumes~ v

UMES (2.X)

DIRECTORY INFRASTRUCTURE ACTIVITY CONFIGUR

Applications snts Attachments Writables

Applications * n

Each applhication représents a collection of packaged versions of thal apphcation. Users, Groups. Compulers or Onganizatic
entithed t0 receive a current package or 10 be assigned a specific package

2. Select INVENTORY > Applications select Create
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EUE-LIVEFIREARdministrat

VMware App Volumes™ Logai
el INVENTORY VOLUMES (2.) DIRECTORY INFRASTRUCTURE ACTVITY CONFIGURATION
Apphcations Packages Programs Assignrents Aftachments Wiilables
Create Application

An Application will provide: an Application QOwner the ability to manage the Ifecycle of iis Packages

Nams HataPad++

Descrigtion:

Qumer EUC-LIVEFIREVAdministrator u
Package # Create a Package

Confirm Create Application x

Create Application NotePad++?

3. Onthe Create Application page,
* In the Name section type NotePad++ , select Create
* In the Confirm Create Application window, accept the default and select Create

Lot INVENTORY DIRECTORY INFRASTRUCTURE ACTVITY COMFIGURATION

Applications Packages Programs. Asslgnments Anachments Writabdes

Create Package for notepad++

Provides an Application Owner the ability 1o create a Package for the Applcation

Name l natapad++

Base Package: Creata New Package s

Storage: veza-01a euc-livefire com | [RegionAll] CorpLUND1

Path appvolumesd’packages

Template appvolumesdipackages_templatesftemplate wmdk [(20G8)

Slage New b

Description ‘
Confirm Create Package o

Create Package notepads+s for notepad++ on datastore CorpLUNGT at path appvolumesdipackages?

® Perfarm in the background
" Wait for completion

4. The packages tab has automatically opened, for you to create a package for your
application.
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* in the Name field type Notepad ++

* Click Create
+ On the Confirm Create package click Create

Applications Packages Programs Assignmernts Attachments \Writables

Packages
Each package stores one or more programs raquired for fhe application fo run. A single package can be deliverad lo mulfiple compulers, and

One or many users

MotePades Hlew ackage

@e Notepad++

Fikename: Molepad!281 25! wndk
- - - "
empiate: [CorpLUND] appvolumes4/packages_templates/femplate wndk

Edd

Dascrighion

5. Select the Packages Tab
+ Expand the + next to Notepad++

 Select Package

[t INVENTORY VOLUMES (2.X) DIRECTORY INFRASTRUCTURE ACTIVITY
Applications Packages Programs Assignments Attachmenis Writables
Package for Notepad++

Select the computer to use as the packaging machine

Important Information:

« Omly computers with the App Volumes Agent installed will be shown below

« Only App Volumes agents with version 4.0 and later are available for packaging

« Compulers must be running and have no attached AppStacks or Writable Volumes
« [f the desired computer is not shown, try rebooting thal computer

Find Packaging Computer: | AppVolProy

6. On the Package for Notepad++ window
* Next to Find Packaging Computer: type AppVolProv

* Select Search
Page 378
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™) INVENTDRT VOLUMES {2 X} RECTORY INFRAS TRUCTURE ACTHITY COMFIGURATION L1

Fackage for Motepad+=

SiEisct e COMpUIET 1 LY 35 e PaCKAJnG macking

O =

Confirm Start Packaging

s packaging for Nolepad++ on computer EUC-LIVEFIREAPPYOLFROVE?

X
oy

7. On the Package for Notepad++ window
 Select radio button next to EUC-Livefire\AppVolProv

* Select Package
« On the Confirm Start Packaging, select Start Packaging

= | Remote Desktops

File Home Share View
ik » Remote Desktops v 0
A Name
3 Quick access
B Deskiop %5 AppVol.RDP
console.mec ; N ¥ AppVolProv.RDP
%, CaptureVM.RDP
~ Documents % CS1-pd1.RDP
& Pictures % Demprofiler.RDP
bin % IMP.RDP

rarbfirater

2ltems  1item selected 238 KB

8. Onyour ControlCenter2 Desktop
+ Open the Remote Desktops folder and launch the AppVolprov.RDP shortcut

* You should automatically be logged in
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* Username administrator@euc-livefire.com

+ Password VMware1!

Open File - Secu

i [ = | Thinkpp
e Shae  View

3 Quick access

Desto o
T
oumiesss be-5.27-15851

5 Documents @ yhare- ThinApp-Enterprise-3.2.8-16756.. /2
& Pictures

B Music

B Videos

I This PC
ity Waming X

e\ ThinApp\ Notepade+.msi

oftware\ ThinApp\Notepe.

) =1

A | s Network » csl-pdleuc-livefire.com » software » ThinApp v | sesnc

Name . Date modified Type

9. On the AppVolProv desktop

EUC: Horizon Integrations 2020

Notice you have a prompt, on the Taskbar, VMware App Volumes - Packaging in

Progress

Select the Software folder, Select open the ThinApp folder.
Select and right-click the Notepad++ .msi installer and select Run

Select Start and right at the top of Application menu next to Recently added select

Notepad++

Launch Notepad++, Close Notepad++

Reopen and Close Notepad++

Close the File Explorer window
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o VMuzre App Volumes - Packaging in progress x
Packaging.

Plesse install the spplication.
Click "OK" ftes installing the application.

of» Vhware App Volumes - Packagingin progress X

| Istalston compiete?
2 Click "Ves" to complete
Or Click "No o continue packaging.

e
VMware App Volumes - Finalize Package
Name Notepads+ (VMware Thinpp) v
Version 10
Notes

s WMuare App Volumes - Packaging in progress
. Restart required
" Dleace login after the computer has restarted to
complete the packaging process.

Click "0K" to restart now.

10. On the AppVolProv machine
« On the VMware App Volumes- Packaging in progress window select OK
« On Installation Complete? select Yes
+ On the Finalize Package window select Finalize
« On the Restart Required window select OK

{' Vivhuszre App Volumes - Padkaging complete

Packaging successfull
Please revent your virtual maching to the last known

good configuration before packaging a new
application.

ﬁ Actions - AppVolProw
Power "

Guest 05

= AnnVolPre

Snapshots » 3 Take Snapshot..

& Cpen Remote Conscle (3 Manage Snapshots

= Migrate..

Clone -

Fault Tolerance 3

Delete all snapshots
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11. From the ControlCenter2 server desktop
* Launch your APPVolProv.RDP virtual machine session
+ On the Packaging succesful window select OK
* In vCenter Revert your AppVolProv virtual machine Snapshot

EUC-LIVEFIRE\Adminitrator

VMware App Volumes- Logout

(] INVENTORY VOLLMES (2.X) HRECTORY INFRASTRUCTURE ACTIVITY CONFIGURATION

Applicalions Fackages Frograms Assignments Altachmenls. Wrilables

Appictions

Each application represents a collection of packaged versions of that applicalion. Users. Groups. Computers or Organizational Units can be
entitied 1o receive 3 current package or to be assigned a Specific package

Showil v D Fimter
[+ ] Mame ;i » Packages ~ & ~ Coealed
[+] Maozila Firgios Actva 2 1 Jan 20 020
@  HotePad++ L= 1 o Jan H W20 o
& HotePads+ .-\:-'-.ﬂn
s Actve
Crameer. ELIC-LIVEFIRE\Administrator “
e [ Deeie |
0 Assignments
1 Packages &
| oo |

12. From the ControlCenter2 server desktop

+ Go to your Chrome Browser, and select your App Volumes Manager Admin console

session
* Inthe INVENTORY > Applications expand Notepad++
+ Select Assign
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Search Active Direciory fior enlilies 1o assign bo this Applicalion

Domain A w

Saarch Active Directory markatng Containg v

[ Search al demnains i e Active Direciory forest

Shew 10 W

ih  EUCLVEFIRE OUMarestng Comp Marketry Avaabie O
B EUCLVEFIREMarkesng Marketry Avatabie
Showing 1 o 2 of 2 results:

Entites 0 EUG-LVEFREMarketing ¥

Assignment Type:  ® Marker () Package

Warkers:

Marker ~ Package

Marker i inactive urtl sl
= pokage

13. On the Assign Application: Notepad++ window
+ Next to Search Active Directory type Marketing
*+ Select Search
+ Select the radio button for EUC-Livefire\Marketing
+ Select Assign
Confirm Assign X
Assign 1 entities to Application NotePad++?
= EUC-LIVEFIREMarkeating
Assign

[+] ozl Firaky ATl 2 i Jan 7 30

8  HoleFases Active 1 1 Jan 21 20

Htel e

& Slahs Actve
i ELC-LIVEFIRE A minsras
Daescrigiion

Cievmite Prahoags

1 Assignmants
1 Prckogan )

[ TSRS P PR .
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14. On the Assign Application: Notepad++ window
+ On Confirm Assign select Assign
+ Review your Assignment for NotePad++

EUC-LIVEFIREVaminlatrater
Logoet

VMware App Volumes™

[T} INVENTORY VOLUMES (2.X) DIRECTORY INFRASTRUCTURE ACTIVITY CONFIGURATION
Applicatans Packages Programs Assignments Attachments ‘Writables
Packages

Each package stores one or more programs required for the application to run. A single package can be delivered to mulliple computers, and

ONE OF Many Users

| Do ]
[ oo ]
Confirm Set CURRENT x
Set Notepad++ as CURRENT for NotePad++?
» Existing assignments to CURRENT will now recenve Notepad++
Set CURRENT

15. In the AppVolumes Manager Admin Console
+ Select the Packages tab
« Expand Notepad++
« Select Set CURRENT
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Part 3. Integrating and Configuring RDSH, with App
Volumes in VMware Horizon

Take Snapshot  Rosu-prov

1. Onyour ControlCenter2 server
* Revert to your session
* If necessary, login with the following credentials
* Username - administrator
+ Password - VMware1!

+ Select in the Host and Clusters Inventory
* Right-Click and select >

* In the Take Snapshot window
* Next to Name, type Appvol Provisioning
+ Uncheck the Snapshot the virtual Machine's memory,
+ Select
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EL

VMware App Volumes~

[EC] INVENTORY VOLUMES (2.X) DIRECTORY INFRASTRUCTURE AGTIVITY CONFIGUR

Apphoations Packages Programs Assignments Aitachments f¥ritaoles

Applications —+ n

Each apphcation represents a collection of packaged versions of that apphcation. Users, Groups, Compulers or Organizatio
entithed to receive a cument package or lo be assigned a specific package

2. Onyour App Volumes Manager Console
* In Inventory Applications, select Create

EUC-LIVEFIEL amininirater

VMware App Volumes*

H INVENTORY VOLUMES {2.) DIRECTORY INFRASTRUCTURE ACTIVITY CONFIGURATION

Create Application

An Applicaion wil provide an Applicalion Owner fhe ability o manage fhe lifecycle of ils Packages.

Namg Ihc‘.un:vﬂ For BDEH I

Confim Create Application

Cruate Application Notepad+# For RDSH?

3. Inthe Create Application window
* Next to Name:, type Notepad++ for RDSH
« Select Create
* On the Confirm Create Application window, select Create
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VMware App Volumes® et

"] INVENTORY VOLLIMES {2.X) DIRECTORY INFRASTRUCTURE ACTWITY CONFIGURATION

Apgiations Fackages Frograms Assignments Aftachments Viritabies

Create Package for Notepad++ For RDSH

Provides an Application Cromer the ability fo create a Package for the Appiication

Name [otesages £ e |

Base Pacage Create New Package

Swrage sa-013 put-bvetre [Fegunall] ComLunin

Patn: aegvolumesd packages

Tawgiale BppvClumasd/ packages_tempiates et vmdi (2065

Sge Naw

Deszreto

[=

Confirm Create Package x

Create Package Notepad++ For RDSH for Notepad++ For RDSH on datastore CorpLUNOT at path
appvolumes4/packages?

@ Perform in the background

() Wait for completion Create

4. In the Create Package for Notepad++ for RDSH window
* Next to Name: type Notepad++ for RDSH
+ Select Create
+ On the Confirm Create Package window, select Create

VMware App Volumes®

£} INVENTORY VOLUMES (2.X) DIRECTORY INFRASTRUCTURE
Applications Packages Programs Assignments Attachments
Packages

Each package stores one or more programs reguired for the application to run. A single package can
One or many users

Show 10 w| 9

O Name A Appikcation ~ Stage ~ Status A Ve
O  nNotepad++ For RDSH Notepad++ For RDSH  New npackage

O  Notepad++ NolePad++ New Enabled 10
O FireFox Latest (D Mazila Firefox New Enabled 78l

5. Onthe App Volumes Manager Console
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+ Select the Packages tab
+ Expand Notepad++ For RDSH

Nobepad++ For RDSH
Filarame: NobepadZRIZRIDNIF s ANRDS H. vendk

Tempiate: [CorpllUMND1] spovolumesdipackages_templaies emplate vindk

Azachments:
Dascripbon

6. Inthe Packages tab
* In the Notepad++ For RDSH to the right select Package

- ——— . m mem— ——

1 use as the packaging machine.

I the App Volumes Agent installed will be shown below.

igents with version 4.0 and later are available for packaging.
running and have no attached AppStacks or Writable Volumes.
iter is not shown, try rebooting that computer.

puter: | rdshprov

\

7. Inthe Package for Notepad++ For RDSH window
1. Next to find Packaging Computer type rdshprov
2. Select Search
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Confirm Start Packaging

Start packaging for Notepad#+ for RDSH on computer EUC-LIVEFIRE\RDSHPROVE?

8.

In the Package for Notepad++ For RDSH window
+ Select the EUC-LIVEFIRE\RDSHPROVS$ radio button
 Select Package
* In the Confirm Start Packaging window, select Start Packaging

NOTE. If the RDSHPROV shows as unavailable , login to your RDSHPROV server and restart the
APP Volumes services

v /A > This PC > Desktop * Remote Desktops

st Quick access
m Desktop
4 Downloads
4 Documents
= Pictures
. hol
- Remote Desktops
. System32
 uagdeploy

= This PC
m Desktop
% Documents
' Downloads
b Music

= Pictures

X% %%

Name

& AppVol.RDP

& AppVolProv.RDP
& CaptureVM.RDP
& CS1-pd1.RDP

ﬁ Demprofiler.RDP
& PackagingVM.RDP

& RDSHProv.RDP

) », L

& TrueSSO.RDP

& UEM.RDP

ﬁ vcsa-01a.RDP

& wW10Client01.RDP
& W10Client02.RDP
& w10EXTO1a.RDP
& w10Parent01a.RDP

B  avmiiesmss e

Dat

6/2
6/2
6/2
9/2
10/
6/2
4/1
10/
4/3
1/1
5/2
4/4
6/1
6/1
7/2
8/7

-

9. On the Controlcenter2 desktop

* Open the Remote Desktops folder and launch RDSHProv.RDP
* login with
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+ Username Administrator@euc-livefire.com
+ Password : VMware1!

n VMware App Volumes - Packaging in progress

Packaging..

Please install the application.
Click "OK" after installing the application.

Uevice Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager
Settings

File Explorer
Search

Run

Shut down or sign out

Desktop

10. On the RDSHProv desktop
* Observe the Packaging in Progress window
+ Select and right click to the button
* Select the button

BN Administrator Command Prompt

SystTemsl

11. In the Command Prompt On the RDSH-Prov desktop
« Type change user /install select
* Notice the message, after you have entered, Keep your Command Prompt window
Open
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| =  ThinApp

File Hame Share WiEw

p ove t alata v
Fin to Quick Paste I opy to Rename MNew
BCCESS | Paste shortcut ) folder
Clipboard Organize Mew
— i b » Mebwork * csl-pdl » software ThinApp
Mame Date modif
s Quick access .
MNotepad+ +
I Desktop led F
j'gj! Motepad+ + 07112020
* Downloads #* VMware-ThinfApp-Enterpnse-5.2.7-15851... ©/25/2020 2
Documents #° VMware-ThinApp-Enterprnise-5.2.8-1675%8... 9/2/2020 2.2
= Pictures
ArnnlWalirmes
12. On the RDSH-Prov Desktop
+ Select the shortcut and open the folder
Clipboard Organize Mew Open
1 » MNetwork » csl-pdl » software ThinApp w O Se
Mame Date modified Type
CCESS .
| Motepad++ 11,2020 1:55 AM yplic
3
. jE—'NDtEpad+4 01142020 1:55 AM findo
loads #* VMware-ThinApp-Enterpnse-5.2.7-15851... &/25/2020 2:38 AM \pplic
nents #° VMware-ThinApp-Enterprise-5.2.8-16758...  9/2/2020 2:20 AM wpplic

13. In the File Explorer Window
+ Select and double-click >
* You will notice, it installs automatically

Recently added

m Motepad + +

. Created by VMware LUEM

M

Motepad + +
New
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14. On the RDSH-Prov Desktop
+ Click the button, and note the Recently added shortcut, Double-click
* Observe the Thinapp Notepad++ package launch,
. Notepad++

15. On the RDSH-Prov Desktop:
* Revert to the window and type the following:
+ Change user /execute

* Press on your keyboard
* Notice the message.

» , P
% VMware App Volumes - Packaging in progress X

Packaging...

Please install the spplication
Click "OK" after installing the application

Cancel

B a A (vl
o VWMware App Volumes - Packaging in progress X

Installation complete?

Click "Yes" to complete
Or Click "No" to continue packaging

o
VMhwsre App Velumes - Finglize Package

Mame Notepads+ (VWiware ThinApp)

Version 10

Mt

16. On the RDSH-Prov Desktop
* In the VMware APP Volumes - Packaging in progress window,
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+ Select OK
+ Select Yes

* Select Finalize
+ Select OK

Windows Security X

Enter your credentials

These credentials will be used to connect to 172.16.10.228.

e euc-livefire.com\administrator

I:l Remember me

More choices

OK Cancel

17. On the ControlCenter2 server Desktop
* From the Remote Desktops folder, launch RDSHProv.RDP
* Login as Administrator@euc-livefire.com
+ Password is VMware1!

» VMware App Volumes - Packaging complete X

o Packaging successfull

Please revert your virtual machine to the last known
good configuration before packaging a new
application.

OK

18. On RDSH-Prov Desktop
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+ Select OK to close the VMware App Volumes - Packaging complete window

wvm vSphere Client

o @ ) & RDSH-Prov

19. On the ControlCenter2 desktop
* In the vCenter admin console,
*+ Select RDSH-Prov and right-click
+ Select Snapshots > Revert to Latest Snapshot
+ Onthe Revert to Snapshot window, select YES
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VMware App Volumes~

| INVENTORY VOLUMES (2.X) DIRECTORY INFRASTR!
Applications Packages Programs Assignments

Packages

Each package stores one or more programs required for the application to run.,
One Or many users

Show 10 V| 2

20. Inthe App Volumes Admin Console
+ Select the Packages tab
« Expand Notepad++ For RDSH

Applications Packages Programs Assignments Attachments Writables

Packages

Each package stores one or more programs required for the application 1o run. A single package can be delivered lo multiple compulers, and
ONE OF Many users

l | Notepad++ For RDSH
Filename: Notepadt2

""" Hovenddic (37,00 MB!
Tem Bges_templatesemolate vmdk
Age
Pac
Attachm
Lyl

Confirm Set CURRENT

Set Notepad++ For RDSH as CURRENT for Notepad++ For RDSH?

« Existing assignments to CURRENT will now recssne Notepad++ For RDEH

22. Inthe App Volumes Manager console Package tab
* In the Notepad++ for RDSH area
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+ Select

* |In the Confirm Set Current window
* Select

VMware App Volumes™

23. From your App Volumes Manager Admin console session
+ Select INVENTORY > tab
+ Expand
+ Select
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VMware App Volumes™

E INVENTORY VOLUMES (2.x) DIRECTORY INFRASTRUCTURE ACTIVITY

Applications Packages Programs Assignments Attachments Writables

Assign Application: Notepad++ For RDSH

Search Active Directory for entities to assign to this Application

Damam Al W

Search Active Directory [EI.DSH Containg v

[ Search all domains in the Active Directary forest

24. In the Assign Application: Notepad++ For RDSH window
+ Next to Search Active Directory, Type RDSH
+ Select Search

D EUCLUNEFRECITRMROSHS CITRIRDSH vz lable [}
O EUCUVEFRERDSH-01AS ROSH-OMA Avilable v
@ EUC-LVEFRERDSH-INS1S ROSH-MS1 Avalable a
0  EUC-UVEFIRERDSH-INSZS ROSH-MS2 #valable a
QD EUC-UVEFIRERDSHPARENTS ROSHARRENT Hvailabie (]
D EUC-LVEFRERDSHPROVE ROSHPROV Smlabie a

Showing 110 £ of 6 resulls

Enties: 0 BUCLIVEFIREIRDISH-01AS ®

Assignenant Typs:  ® Marer O Package

Markers:

25. In the Assign Application: Notepad++ For RDSH window
* Next EUC-Livefire\RDSH-01a$, select the checkbox next to Available

* Select Assign
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Confirm Assign

26. In the Confirm Assign window
+ Select Assign

A + | Remote Desktops = =] X
“ Home  Share  View a
4+ » Remote Desktops v @ Search Remote Des.. ©
A Name
# Quick access % .
5 Appyol.
B Desitop e by
&3 CS1-pd1.RDP
+ Dowrlcads * 5 DEMProfiler.RDP
|%| Documents # % IMP.RDP
& Pictures * %3 PackagingVM.RDP
App Volumes 4 License- Exp-Ap & RDSH1aRDP
licenzing % soLrDP
Remote Desitops %3 TruesSO.ROP
System3Z % veso-eROP
- & Wi0Client01 RDP
[ This PC %3 wiOParent-012.RDP

- B Winslera-alKIF ROD

27. Onthe ControlCenter2 server,
+ Switch to your vCenter Admin console
« Select the RDSHO1a
» Select Power > Restart Guest OS,
« On the Confirm Guest Restart window, select YES
« Give the reboot about a minute

* Open the Remote Desktop folder and launch the RDSHO1a.RDP shortcut
* You should automatically be logged in as
+ Username: Administrator
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+ Password: VMware1!

+ Restart your RDSH server
* From the folder launch the shortcut

& RDSHO1a - rdsh-01a.euc-livefire.com - Rer

Recycle Bin  Notepad++

Calculator
(created ...

MS Paint UEM User
(created ... Environme...

VI

28. Launch to validate its functionality.
. the application when done
+ Disconnect the session
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¢l App Yolumes Manager x @ vSphere Web Client

&< c 0 & cs1-pdi.euc-livefire.com/flexadmin/#/server

=D Apps m Horizon —— = £} WS1-Connectar

VMware Horizon*

Version 2006

administrator

EUC-LIVEFIRE .

Remember user name

29. Onyour ControlCenter2 server,
+ Launch Horizon Administrator Console from the Horizon Shortcut on the Favourites bar
on your Chrome browser.
« Select LAUNCH the Horizon Console (HTML) Console.
* In the Username are type Administrator
* In the Password area type VMware1!
* Select Sign In
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Events

System Health
v Monitor
Dashboard
Events
Sessions

Help Desk

Users and Groups

v Inventory

Desktops

Applications

Farms

Application Pools

30. Inthe Horizon Admin Console,
« Expand Inventory and select Applications
* In the Application Pools area
+ Select Add
+ Select Add from Installed Applications

Add Application Pool

Application Pool Type
o Select Applications PP yp

(O Desktop Pool ) RDS Farm

RDSH_FARM
e Edit Applications DSH.

Select installed applications

() Name

/] Notepad++
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31. In Add Application Pools wizard
+ Select the Notepad++ and select the check box.
« Select Next

Add Application

o
o
o

32. Inthe Add Application Pools window
« Under ID, change NotePad to NotePadPlusPlus
+ Select Submit
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Add Entitlements X

Find User or Group X

33. Inthe Add Entitlements window select Add

* In the Find User or Group next Name/User name: Contains box type Marketing

+ Select Find
« Under Name select Marketing checkbox and select OK

* Select OK
== Legin - b e
Server: 2 htips:fjcs1-pd1.eucivefire.com
User name: [users |
Password: [enensesd |
Domain: *DefaultDomain™ ~
Cancel Login
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34. Onyour Controlcenter server desktop

* Launch your Horizon client with the following Credentials
* Username is User1
« Password is VMware1!

+ Select

* Launch

On the Notepad++ Plugin Manager window close
On the Horizon client select

Part 4. Building a custom configuration for Dynamic
Environment Manager to work with a ThinApp Application

Section 1: Capturing a Notepad++ ThinApp configuration DEM
Application Profiler

wvm vSphere Client Menu v

@ | - )| & DEMProfiler

. ] . . "
3 DE L g4 Revert to Latest Snapshot
. [
.

Take Snapshot = DEMProfier

1. Onyour ControlCenter2 Desktop,
* Open your Chrome browser. Select the vCenter shortcut.
* Login as Administrator and the password VMware1!

+ Select > , select and
* In the Take VM Snapshot for DEMProfiler window next to Name type Pre-App Capture
+ Select
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E 5 | Remote Desktops

File Home Share View

4 » Remote Desktops

Marmne )
#F Quick access
. ) & AppVol.RDP
&5 C51-pd1.RDP
!’ Dewnloads * B DEMProfilerRDP
|= Documents A & JMP.RDP
=] Pictures # B PackagingVM.RDP
App Volumes 4 License- Exp-Apnl_ & RDSHD12.RDP
licensing % SQLROP

B - P Y

2. From your ControlCenter2 server
* Open the Remote Desktops folder and launch the DEMProfiler.RDP
+ Login as administrator@euc-livefire.com with the password VMware1!

[ | = | Applications - [m] X
“ Home Share View 0
« v « c51-pdl.evec-livefire.com » software > Applications » v @ Search Applications yl
MName - Date modified Type Size
o Cuicksccess Android File folder
W Destcop ! Azurefiles File folder
¥ Downlonds firefo File folder
|~ Documents 4 Lab2.2_Only{App Volumes) File folder
&=/ Pictures L ChromeSetup Application 104 KB
J! Music ﬂ dotneth305P 1setup Application 2460 KB
' Videos FileZillz_3.22.2 2 wintd-setup_bundled? Application 6521 KB
FileZilla_3.48.1_windd_sponsored-setup Application 9.81TKB
& Onelrive Foxit Reader Application 17.4
[ This PC @ FoxitReader100_Setup_Prom_I5 Application
g mRemoteMG-Installer-1.72 Application 2974 KB
¥ Network Application 4113 KB
” Application 20819KB
_,"‘,_ wlc-3.0.10-wingd B/E 2020615 PM Applicatior 41,548 KE
< 3
15 items =

3. Onthe DEMProfiler desktop
+ Open the software shortcut, open the Applications\ folder
+ Install the native Notepad++ application you downloaded at the beginning of this lab by
selecting the npp.7.8.6.installer,
+ When you are prompted to update, download and install the application is update
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+ Once Notepad++ has been installed. Close All windows

4. From the DEMProfiler Desktop
* Openthe DEM Application Profiler Console

% DEMProfiler - UEMProfiler.euc-livefire.com - Remote Deskiop Connect

* VMware Dynamic Environment Mar
I e/ Program Analysic Settings |

¥ Use Deepest Registry Path ¥ Enable Registry Exclusions

¥ Support HKLM ¥ Enable File Bxclusions |
¥ Wam If Project Mot Saved ¥ Show Unsupported File Access Sz
Advanced Settings

Flex Config File
|

| ] ) VMware Dynamic Envire
E-)_l Program Analysis S a——
@ o 2 Coiginationlevel [1 = | (7] Opt

|
! Start 3:_: @ Manage Exclusions A Mal
I Analysis Registry

Flex Config File

5. In The DEMProfiler Console
+ Select the Settings tab, enable the following
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* Check box in front of Support HKLM

« Check box in front of Warn if Project Not Saved

* Check Box in front of Show Unsupported File Access
 Select the Program Analysis tab

« Select Start Session

Select Application to Analyze - x

Application: | "C:\Program Files (x86)\Notepad+=\notepad=+.exe Browse...
Startin: | C:\Program Files (xB6)\Notepad=+ Browse...

Program from Start Menu W_

} Games ~

157 [

4y OneDiive

oK Cancel

& C:\Program Files (x8€)\Notepads + \change log - Notepads « [Administrator]

Fle Edit Seerch View Encoding langusge Settings Macro Run Window 7
cHHR R LA & a3

Di>2ec wa| == =1 E=

Normal text file length: 1,168 _lines : 30 Ln:§ Col:43 Sd:010 Windows (CRLF)  UTF-8

6. Inthe Start Application to Analyze window under Program from Start Menu

« Expand the inventory under Programs expand and select the Notepad++ shortcut

+ Select OK to Start New Analysis.

* You will notice Notepad++ launching in the Background,
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L CaProgram <
Fie Edt Sesch View Encoding Langusge Setings| Macro Rum Window 7

scHEHE s Ga & WM D C  Prefeenc EFoE
I change log Style Configurator...

T Wo e Shorteut Mapper...

£ N d Import >

N Edit Popup ContextMenu

5 ading.

5 4. Em 5 case 2. whole wo

.
4 <
K z

[ C\Program Files o hangeog - Notepad=+

File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 7

@Q @@@@@\%@@\ ‘h P LE A

D ~7.8.3

7. In Notepad++, select the Settings > Preferences,
* In the General area
« Change from Standard Icons radio button to Big Icons radio button
* Under the Tab Bar enable Multi-line and Vertical checkboxes

* Select the Close button to close Preferences. Close Notepad++
* Click Ok to close the Profiling Finished window

* Viware Dynamic Envirgnment Manager Application Profiler

Y —y oG o

Start  Save @ Manage Exclusions Tl " Section Folder Edit
Session = ~  Token = | Profile Archive

Analysis Registry File Systern Editor
Flex Config File

# Flex config file generated with VMware Dymamic Environment Manager Application Profiler versiom §.

Program Analysis Settings

IncludeFolderTrees
<Applatax\Horepad++

8. Toright of the page, make sure the Optimization level for this exercise is 1,
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5 DEMProfiler - UEMProfiler euc-livefire.com - Remote Desktop Connection

File name: | Notepad++ Marketing

Save sstype: Flex Archives (ip)
A Hide Folders [Cone ]| concel
Predefined Settings =

Created predefined settings file

ons\Notepad-+ +Marketing.zip of 353 Kb.

B Q) e . & DEMProfiler

9. Select Save > Save Config File with Predefined Settings

+ When prompted to save the configuration, enter Notepad++Marketing
+ Select Save, select OK to close the Predefined Settings window

* Go to your vSphere client, select DEMProfiler, right click > select Snapshot > revert to
current Snapshot

Section 2. Performing DEM based configuration

WMware Dynamic Environment Mani

Perzonalization U=er Environm
Refresh Create Download 5
Tree Config File Config Template Conf
File

Find Mewt | Notepad++N
Import / Expe
Conditions

Add

Lzeris

1. Onyour ControlCenter2 server
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* Launch your DEM mmc shortcut
« Under General, select the Applications folder,
+ Select Refresh Tree in top left-corner

Tree || Config File Config Template Local Profile Other Profile | DirectFlex -
File.

Find

Editor Drofile Browsing
Motepad-=Marketing

import / Expert | Profile Cleanup | Predefined Settings | Backups | DirectFlex | Advanced | Conditions

Edit

No profile selected for profile browsin.

Edit Predefined Setting

Settings | Conditions

ined Settings

Fully Enforced Settings
Applied always.

Name: | Notepad=-~ for Marketing (ThinAPP)

Predefined settings arec

onfigured (354 KB).

Edit... Update...

2. Onthe Dynamic Environment Manager MMC
« Under Applications, select the Notepad++Marketing configuration
+ Select the Predefined Settings tab
 Select Default Settings , select Edit
« Enter and configuring the following:
* Name: Notepad++ for Marketing (ThinAPP)
* Type: Fully Enforced
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5. On Edit Predefined Setting window
* Select the Conditions Tab select Add select Group Membership
* Next to Member of Group select Browse
* In the Select Group window, type Marketing and select Check Names

+ Select OK twice >
*+ In the Tool bar at the top, select Save Config File
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Import / Export | Profile Cleanup | Predefined Settings | Backups | DirectFlex | Advanced | Co

DirectFlex makes it possible to import settings when an application is launched instead of impo

| Enable DirectFlex for this config file

Export moment:  Use global settings (configured through VMware DEM Group Policy)

Applica

¥ Enable ThinApp 5.2 support

| 32 %ProgramFiles%\Notepad=+7.0 (VMware ThinApp)\Notepad- +.exe I

Add. Edit. Rems
Export Moment
[ Export momen . Use global settings (configured through VMware DEM Group Policy)  ~

Application
[ 9] Enable ThinApp 5.2 support

| DirectFlex exccutable 3
=
Select an executable to use with DirectFlex.
Executsble:  hotepads+.exe e
o Cancel

Refresh Create Download Save =
Tree | Config File Config Template Config File :
File Editor
[ Notepad=+
=4 ;“‘“"‘"‘ st Impert / Export | Profile Cleanup.

| Caleulztor DirectFlex makes it possible to ime

6. Select the DirectFlex tab,
+ Select and enable ThinApp 5.2 support checkbox
Select the Executables path and select Edit

Remove the entire path with the exception of notepad++.exe
Select OK

Select Save Config file
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Part 5. Testing our Notepad++ ThinApp / App Volumes /
Dynamic Environment Manager Integration with Horizon

Published Apps and Desktops

VMware Horizon Client

&

cs1-pdl.euc-livefire.com

W10INST Calculator
1. On the Controlcenter2 desktop,
+ Launch your shortcut,
* login as user4 with the password VMware1!
+ Select the desktop entitlement
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= Optons + " ConnectUSB Device + 1

2. On the Windows 10 desktop session
* Launch the Notepad++ shortcut

+ Notice your enforced configurations are being applied

VMware Horizon Client

cs1-pdl.euc-livefire.com

& | )

Paint

Wi0-pD1 Calculator

™

| Mohangeion @ b

change.log - Notepad++
Edt Sexch Vew Encodng Language Settngs Tools Mao Run Pgns Window 2

WRBLEB B Y & ¢ TP AX TS

te garbage aisplaying

uded plugi

26 Updater (Installer only):

* WinGup (for Notepad++) v5.1.1|

Normal text fle:

length: 1,171 nes: 28 n:28 Col:32 Sel:0]0

3. Revert back to your Horizon client, to observe your Entitlements
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* Launch the entitlement

+ Try changing your Big Icons to Small Icons and then close the session. Re-open the
session. Notice that you have Big Icons again. This is because we created Pre-defined
settings and these were enforced.

. from all sessions

Witware Horizen Client

es1-pd].suc-lvefire.com

O |\lg| ¢

WIOINET Caleulator Intemet Explorer Motepads = Paint

;;;' C:\Program Files (x86)\Notepad++\change.log - Notepad++

File Edit Search View Encoding Language Settings Tools Macre Run

@@@@%@@ BEIE 4

hotepad+¢ v7.8.7 Enhancements & bug-fixes:

Fix new style save dialog by selecting right
Add right-click context menu to bookmark mar
Add sub-menu bullets for cascaded Encoding a
Display file name as root of workspace inste
Bdd file extension automatically for session

i Bl L ME L B Weiin S mmeam et o b

change.log E3

VN Wb W B

4. On the ControlCenter2 Desktop
+ Select your Virtual Application, in the Horizon Client
+ Notice your settings are still being enforced

Conclusion

In this session we covered the integration of VMware ThinAPP being an application Isolation
solution and using VMware App Volumes as a Delivery solution to Horizon Desktop and
Application Pools.

Finally we covered the management of the application settings using DEM Profiler and Dynamic
Environment Manager
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Profiling with mRemoteNG

Overview

In this module, we will continue look at example related to individual Application Settings in
VMware Dynamic Environment Manager.

Applications can have pre-defined settings, but you will encounter scenarios where it makes
sense to allow users to customize their applications after receiving some initial Application
Configuration setting.

The examples we will use here will further help us to understand the challenges we might
be faced with with individual applications

We will start off by

Deploying the RemoteNG Application on our Horizon Desktop
Profiling the Application

Testing to see if the Profiling works

Update the existing profile to get it to work

Re-test the application

PART 1: Deploying mRemoteNG

s App Volumes Manager Login X <+

< C { @ Notsecure | appvol.euc-livefire.com/login

12 Apps [ Horizon £ WS1-Connector | NSX-T € UEM (B vCenter o App Volumes

1. Onyour ControlCenter2 Server.

* Open your Chrome browser.
* Select the vCenter shortcut in your Bookmarks
* Login as administrator with the password VMware1!
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ATt

# Quick access
[ Desktop
; Downloads
£ Documents
& | Pictures
bin
certificates

log

[ This PC
I Desktop
% Documents
& Downloads

b Music
22 iterns

[ || = | Remote Desktops

Share View
+ Remote Desktops

A

Remote Desktops

1item selected 238 KB

Mame

& RDSHO1a.RDP

&, RDSHProv.RDP

& sqLRDP

&, TrueSSORDP

& UEM.RDP

& vesa-01aRDP

&5 W10Client(1.RDP
& Wi0Client02.RDP
& W10Client04.RDP
& wi0ET01aRDP

& wiOParent01a.RDP
& wi0TRUESSO.RDP
& WorkspaceONERDP
& Ws1-Connector.RDP
& W52-Connector RDP

v D

Search Remote Desktops

Date modified

3]

2. On ControlCenter2 desktop

* Open the RemoteDesktop folder and launch W10parent01a.RDP shortcut

+ Login with the local administrator account
« Username area ParentO1a\administrator
+ Password area enter VMware1!

+ Select OK
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Manage Applications
Home Share View Application Tools

« “ 4 |« csl-pdleuclvefirecom > softuare » Applications » v

Name
s Quick access

Andreid

I Desktop » e

* Downloads ~ # frefor

% Documents Lab3.2_OnlyiApp Volumes)

=/ Pictures # [t ChromeSetup.exe

systemi2 FileZilla_3.22.22 win64-setup_bundleds...
[ Fonit Reader.exe

o ThisfC 5] mRemoteNG-installer-1.72.exe
o Network 4 npp.69.2installer.exe

& vic-224-win2 e

3. Onthe W10Parent01a desktop
+ Open the Software folder
+ Open the Applications folder
* Launch mRemoteNG-Installer-1.72.exe

4. Onthe W10Parent01a desktop
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* Double-click mRemoteNG-Installer-1.72.exe to install

+ Select Run

+ On the Installer Language window, select OK

+ On the licensing window select | Agree

+ Select Install

* On the Completed window, select Next,

* On the Completing the mRemoteNG 1.72 Setup select the Run mRemoteNG
checkbox

+ Select Finish

+ Close the Automatic update settings window by selecting Ask me again later

Device Manager
Metwork Connections
Disk Management
Computer Management
Command Prompt

Command Prom pt |:»"J¢:‘.|'|'| |'|:|
Task Manager
Settings

File Explarer Disconnect

Search Sign out

Run Shut down

Shut down or sign out fuEstart

Desktop

5. Onyour w10Parent01a machine
+ Close the application
+ Close all windows
« Shutdown your w10Parent01a virtual machine
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G
AW
AW ar
W
B
Gw Chs
Tasks
. ]
fea Co
Take SHapshof  witewenos
e Zmmtal
crpaxs
e |

6. On your Controlcenter2 server desktop

* Revert to your vCenter server session in your Chrome browser

+ Select the W10Parent01a virtual machine
« Select Snapshots > Take Snapshot
* Next to Name type mRemoteNG and select OK

EUC: Horizon Integrations 2020

[ vSphere - wiQPareni0la - Sumr X | @ wilParen
C 0.6

#ilhoos [ Forizon Q) wsifornector [ Nx

VVMware Horizon®

Version 2006

administrator

EUC-LIVEFIRE

[C] Remember user name
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8. Onyour ControlCenter2 server desktop
+ On the Chrome browser, open a new tab, in the favourites bar, select the Horizon

shortcut

+ Login as Administrator and the password is VMware1!

9. In the Horizon Admin Console

ﬂ VMware Horizon®

Sessions I
Problem vCenter VMs

Problem RDS Hosts

Events

System Health

v Monitor
Dashboard
Events
Sessions

Help Desk

Users and Groups

v Inventory

Desktops

Desktop Pools

Add

Access Group Al

[T

O G WI0INST

« Expand Inventory area, select Desktops
« Under Desktop Pools, double-click W10INST

W10INST
General
WIOINST

Floating Assignment

smated Desktop Pool

vCenter (instant clone)

EUC: Horizon Integrations 2020

Manual Export Date: 2020-12-03 07:22:31 +0000

Page 421



10. In the Horizon Admin Console
+ Select Maintain, select Schedule

Schedule Push Image

mag
0 e
Select the snagshot that will be woed a5 the image. Thes snapshot can be on the oarment parent WM or a diffarent one
D.. BT the indrmimion in the image 43 their baseling gysoe Aguratic
Farer
a Resgy 1o (oo 0P a
——
e Ceta
naipshat Time Created Dascripsio ¥
Remote!
SWGA settings for Instant Clone Pool (Inherited from Master VM)
ME 00a1 200 Qisabied
-

11. In the Schedule Push Image window,
Ensure mRemoteNG is selected and select Next

Schedule Push Image

Schedule Push Image

12. In the Schedule Push Image window,

EUC: Horizon Integrations 2020 Manual Export Date: 2020-12-03 07:22:31 +0000 Page 422



Select the Force users to log off ,
* Un-check the Stop at first error checkbox

« Select

« Select

PART 2: Profiling mRemoteNG

mRemoteNG is a remote desktop utility that can be used by IT administrators. We will build a
custom configuration using DEM Application Profiler

Revert to Snapshot | DeMProfiier

*| P Cowe
.

@

oig

1. Onyour ControlCenter2 server.
* In your Chrome Browser, select the vSphere client tab

* In the Hosts & Clusters inventory select and right-click
+ Select >
* Inthe window, select
+ Select , select >

* You might have wait a minute or two for DEMProfiler to PowerON
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n Home Share View

— v « ¢51-pdl.euc-livefire.com » software » Applications » w
Mame Date madified
o Cluick sccess

i 7/19/2019 5
mo 6 . Android 92

Azurefiles L/E2020
* Downloads + firefox
[= Documents Lab3.2_Only(App Volumes)

=] Pictures
J Music

T dotnethI05P 1setup
B Videos 174 FileZilla 3.22.2. winfd-setupgoun

[r4 Filedilla_3.48.1_windd_sponsored-setup B6/6/2020 &23 PM

©

11722720016 10e31 AN

& OneDrive Foxit Reader 11/16/2016 2:12 AM
[ This PC - T /672020 6:24 PM

o

i Network BT N 11162016 2:12 AM
% npp.7.86Installer £/6/2020 6:22 PM

& vie-2.24-win32 1/16/2016 212 AM
& vie-3.0.10-winkd B/6/2020 6:15 PM

2. On the ControlCenter2 server desktop
* Open your RemoteDesktops folder and select DEMProfiler.RDP shortcut

« On the DEMProfiler desktop, select the software folder
* Select Applications
* Install the dotnetfx30sp1setup.exe
+ Select and double-click the mRemoteNG-Installer-1.72.exe application
* Select Run > OK > | Agree > Install > Next > Finish
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=) VMware Dynamic Enviranment Manager Application Profiler
et Program Analysis | Settings

@ Ei V| Optimization Level |1 = | [¥| Optimization Level [1 = m
St Cave Manage Exclusions Manage Exclusions Section Folder Edit
Session - @ g @ = - Token - | Profile Archin
lysis : -
Select Application to Analyze - =xl
FIgK Config File

Application: “C:\Program Files (x86]\mRemoteNG\mRemoteNG.« Browse...

Startin:  C:\Program Files (x86)\mRemoteNG Browse...

Program from Start Menu  Recently Analyzed Applications

3. On the DEMProfiler desktop
+ Select the Application Profiler shortcut from the Desktop

*+ Click on Start Session. Start a new Analysis by expanding "Programs" folder, then
"mRemoteNG" and choosing the "mRemoteNG" application. Click on OK

@ Automatic update settings

mRemoteMG can automatically check for updates that
may provide new features and bug foces. It is
recommaended that you allow mRemotehG to check for
updates weekly.

2 Use the recommended settings

— L
# Customize the settings now

< Ask me again later

4. On the DEMProfiler desktop

+ After selecting OK you might have to wait up to 30 seconds before the mRemoteNG
launches

+ Since this is the first time opening mRemoteNG, choose “Customize the settings now".

EUC: Horizon Integrations 2020 Manual Export Date: 2020-12-03 07:22:31 +0000 Page 425



J‘"b Options

& Startup/Exit mRemoteMNG can periodically connect to the mRemoteNG w
announcements.

[nm| Appearance

Check for updates and announcements at startu
71 Tabs & Panels D P P

&9 Connections Weekly

[ sQL Server
ek now

i®, Updates
T Advanced

&P Theme [] use a prosy server to connect

5. In MRemoteNG Options window
« Uncheck the "Check for updates and announcement at startup" checkbox.

o Option
A osnarnin Tt o Bal b B rogeed #u\!}a-u, selachad bab
Dhugear legan dsimabion on bsb R
- T Pt Emrar paekisl e
[ QIEreriees = gy
[l ot are by i st | b TT bl me el e e
& e
- T Ui cony Bt hcutian sl e mee 1 1mg e pograpi]
dranies Sstteh tn Motmicstian) pasel on
¥ Infaemabora
¥ Wnemang
¥ twan
- Options ==
B startup/Exit Language
= matically Dete "J
& [ vtomaticaly Detash

mRemoteMG must be restarted before changes to the language will take effect,
1 Tabs & Panels

&9 Cannections

J 5L Server [+#] Show description tooltips in connection tree
k=3

Show full connections file path in window title

i Updates
2 Advanced [T Ahways show notification area ican
&) Theme ["] Minimize to notification area

6. In MRemoteNG Options window
+ Select Tabs & Panels
« Check the "Always show panel tabs" and "Show protocols on tab names".

» Select Appearance
* In the Appearance section select checkboxes for
+ Show description tooltips in connection tree
« Show full connections file path in window title
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+ Close the Options window by clicking OK
¢ Close mRemoteNG.

' Profiling Finished

Profiling is finished

[l Do not show again

e

7. On the Profiling finished window select Ok.

& DEMProfiler - UEMProfiler.euc-livefire.com - Remote Desktop Connection

Vidware Dynamic Environment Manager Application F

I\\?) Program Analysis Settings

@ + Optimization Level |1 = # Optimization Level |l =
Start @ Manage Exclusions CJ Manage Exclusions 5
Session ™

File System

Anal

F Envirocnment Manager A

[IncludeFolderTrees |
<AppData>'mnRemotelNE

8. On the DEMProfiler application

+ Select Save
* Click on Save Config File with Predefined Settings
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Save As

9. On the DEMProfiler application Save As window

* Leave the default chosen directory. Call this file "mRemoteNG" and click Save,

+ Select OK to close Predefined Settings

10. Using the vSphere Web client,
+ Select the DEMProfiler virtual machine,

EUC: Horizon Integrations 2020

R View Administrator - Cluster-CS' X (5] vSphers

< C O+ A Notsecure | vesa-Ola.euc-livefire.cor

B oapps @ G

/#7extensionld=vs

dlP o App Vol Ry View Administrator [ vSphere

o @ 3 @ % DEMProfiler L

Summory Moo
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+ <« general » Applications w O Search Applications y =]
Organize v MNew folder - (2]
[ Desktop # *  MName - Date modified Ty
& Downloads 5] Acrobat Reader 512:13 PM
[ Documents # 5] Calculator PM C
[&=] Pictures + =] Chrome PM C
D Music 5] Mozilla Firefox AM C
W Videos ] Notepad 13 PM
[2] Notepade + PM
@ OneDrive 1] paint 13 PM C
B This PC £ PaintDotMet 13 PM c
i __J Remote Desktop Connection AM -
5 £ Network 7 e 13 PM Ciw
v € >
File name: | mRemoteNG| ~
Save as type: | Flex Config Files (*.ini) e
~ Hide Folders Cancel
f N
Predefined Settings X
Created predefined settings file
\\controlcenter2.euc-livefire.com\UEMConfig\general\Applicat
ons\mRemoteNG.zip of 3 Kb,
0K

Page 428



* Right click the virtual machine
+ Select Snapshots > Revert to Latest Snapshot, when prompted, select YES
+ Select DEMProfiler, right-click, select Power > Power On

PART 3: Application Assignment based on Group
Membership

, VMware Dynamic Environment Manager

: Personalization User Environment

Refresh Create Download

Tree | ConfigFile Config Template
File

Find

8 General

[=B*1 pplications

- I8 Acrobat Reader
] Caledlator

@ Chrome

@ Mozila Firefox

| Notepad

[ Notepads+Marketing

: 3} Paint

i [ PaintDotNet

© & Remote Desktop Con

. VMware Dynamic Environment Manager - b

= Personalization User Environment
Q@ QO @ [
Refresh Create Download
Tree | ConfigFile Config Template
File
8 Gereral ~ | mRemoteNG
(=3 Applications .
Import / Export | Pr
Acrobat Readsr E B
] Caloulator Config File Proces
@ Chrome
@ Mozila Firsfox
omETmE s
| Notepad Do not expert
| Notepad++
&l Pairt Do not expert
[E4 PaintDotNet
%, Remole Deskop € [ 0S-specific Settir
& viC OS-specific settin

1. On the ControlCenter2 server
* From the taskbar, launch the Dynamic Environment Manager Console
+ Under General, select Applications,
« Select Refresh Tree
* Expand Applications
* Select mRemoteNG
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8 Gerenl mRemoteNG
2Q m Reader Import / Export | Profile Cleanup | Predefined Settings | Backups | DirectFlex | Advanced
u Calculator Predefined settings make it possible to pre-populate certain settings in user profiles, withou
@ Chome customize a mandatory profile.
' Mozilla Firefox Predefined Settings
G
. :'\Nﬂwad Order Name Setings Type  Label
@l Paint 1 Defaut Settings
[E# PaintDotiet
I, Remote Deskdop Con|
- Predefined Settings

1 Defauk Settings

Order  Name Selfings Type  Label

wsing.

Edit.. Remove AV

2. In the Dynamic Environment Manager Console

+ After selecting MRemoteNG, select the Predefined Settings tab.
+ Under Predefined Settings select Default Settings and select Edit

3. In the Dynamic Environment Manager Console
+ Next to Name type “mRemoteNG for Marketing
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Next to Type: select

+ Select the tab, select select and assign to
+ Select to close the Edit Predefined Settings window
+ Select

In Summary:

* We have deployed mRemoteNG in Horizon.
+ We are now going to test the Application Configuration we created in Application Profiler.
* Itis very likely the test will fail.

« We will then go and see what we need to do to edit the Configuration to ensure Application
settings are captured.
+ We will then re-test the application.

PART 4: Testing application Conditions

-

WMware
Horizon Client

1. From your ControlCenter2 server desktop,
* Select the
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= VMware Horizen Client

New Server

es1-pd1.euc-livefire.co
m

User name: wmerd

= VMware Horizon Client

¥ cs1-pd1.euc-livefire.com

W10INST Calculator

2. In the Horizon Client Console
+ Select your CS1-PD1.euc-livefire.com entitlement and login with the following user

credentials
* Username: User4
+ Password: VMware1!

+ Select Login
+ Select your W10INST entitlement
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= Options * ! Connect USB Device * e Send Ctr

@ Help CtrieH .
Support Information
About VMware Horizon Client

file View Tools Help

Connect: Switch to Other Desktop
Connections 1 Autoconnect to This Desktop
Winar SR Enable Relative Mouse d
orizon PR e V. Allow Display Scaling

< Send Ctrl-Alt-Delete

& Disconnect wck
fixe

‘ I — ¥

Disconnect and Log Off

3. Onyour Windows 10 vDI session

+ Select your menu
« Launch your application
* Notice your application settings have not been saved
* If we select '

* In the Options window select
* Notice the Check for updates and announcements at startup checkbox is
still enabled
* It therefore means something did not work with DEM Application Profiler tool
+ We will therefore go and see what the issue is.

. from the Windows 10 instant-clone desktop
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= VMware Dynamic Environment Manager Application Profiler
(%)
/ A - -
—r Program Analysis Settings
@ J V| Optimization Level 1 o V| Optimization Lewvel 1 = Qﬁ Em
Sta_rt @ Manage Exclusions ’jﬂ Manage Exclusions Section Folder _Edit
Session ~  Token = | Profile Arch
Analysis Registry File System Editor
Flex config File Select Application to Analyze - x
Application: "C:\Program Files (x86)\mRemoteMG\mRemoteMG.: Browse...
Startin:  C:\Program Files (x86)\mRemoteNG Browse...
Program from Start Menu  Recently Analyzed Applications
B- . Programs A
Accessibility
-] Accessories
B~ | Administrative Tools
-] Games
- | Maintenance
=~ mRemoteNG
-4 7 Credits
L7 License
-8 Uninstall
_L_J\-Ifrsion History o
OK Cancel

Lesson learned here is not all applications work with Application Profiler.

This particular application saves its configuration in a non-standard path which Application
Profiler does not see.

You might find similar applications in the field. We will now go and rectify this issue

EUC: Horizon Integrations 2020 Manual Export Date: 2020-12-03 07:22:31 +0000 Page 434



4. From your ControlCenter2 Desktop.
* From the RemoteDesktops folder.
« Launch the DEMProfiler.RDP shortcut,
* login with the password VMware1!

« On the DEMProfiler desktop,

+ Select the Software shortcut and install the dotnetfx30SP1setup.exe and RemoteNG
from the Applications folder.

« From the DEMProfiler desktop, launch the Application Profiler shortcut

+ Click on Start Session. Start a new Analysis by expanding "Programs" folder, then
"mRemoteNG" and choosing the "mRemoteNG" application.

* Click on OK.

+ After selecting OK you might have to wait a few moments before the mRemoteNG
launches

B Remotels - confComsam

File View Tocls Help

Connect:

Connections o x
B @
9 Connectians mRemateMNG
o Automatic update settings
mAemateNG can automatically check for updates that
may provide new features and bug fixes. ltis
recommended that you allow mRemoteNG to check for
updates weekly,
Use the recommended settings
= Search
Config 1 x
Bt Es B :

Name Connections
Fassword prote No

E] Display ‘ — Ask me again later

#° Options
a Startup/Exit can i connect ta the web:
announcements.
iel Appearance
1 Tabs & Panels D Check for updates and announcements at startup
& Connections Weekly
3 saL server
Check now
&, updates
I advanced

5. Since this is the first time opening mRemoteNG, choose “Customize the settings now".
* The first section we will configure is the Updates section. Uncheck the "Check for
updates and announcement at startup" checkbox.
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P sppesninc Cipen fiew tab 1o the fight Mn°cr!ry pelected tab
Show logon infarmation on tab nadmes
e
@ Connsttions {5 P e o ey
i sat semver 7] Adwnyt itvoras pang | seiwction dialog whan opening enngiont
& Upaes 1 use ony panel [na
B Asanca Swdich to Wotificytion: panel or:
¥ Infermanons
[¥] wiarnings
) s
* \ Whware Dynamic Environment Manager Application Profiler
e,

Program Analysis Settings

@ B | Optimization Level 1 ¥ Optimization Level 1 - B Q E

Start  Save | @ Manage Exclusions A Manage Exclusions Section Folder )
Session  * » Token =  Profil
Analysis Registry File System Editor
Flex Config File
# nfig file generated with VMware Dynamic Environment Manager Rpplication le
[IncludeFolderTrees|
<AppDatax\mRemoteNE
Profiling Finished -"X

Profiling is finiched

Do not show again

6. Second, let's change some configuration in the Tabs & Panels section.
« Check the "Always show panel tabs" and "Show protocols on tab names".
+ Close the Options window by clicking OK and then close mRemoteNG. Application

Profiler will re-open.

+ Click OK to close the Profiling Finished window

& DEMProfiler - UEMProfiler.euc-livefire.com - Remote Desktop Connection

g_ Program Analysis

¥| Use Deepest Registry Path
¥| Support HELM
Warn If Project Not Saved

Advanced Settings

VMware Dynamic Environment Manager Application Profiler

Settings

| Enable Registry Exclusicns a ¥ Save lcon

%' Enable File Exclusicns ¥| Browse Local
) Default i

¥ Show Unsupported File Access || saye Path ¥ Display Prede

Preference

Flex Config File

EUC: Horizon Integrations 2020

li Flex config file generated with VMware Dynamic Environment Manager Applica

[IncludeIndividualRegistryEeys)

HELM\ Software\Microsofth .NETFramework\Neen\ Policy\wv2.0

HELMM\ Software\Microsofth .NETFramework'\ Policy\AppPatch\v4.0.30319.00000

HELM\ Software\Microsoft) .NETFramework\ Policy\Standards

HEIM\ Scoftware\Microsofth .NETFramewcrkhPolicyhwd.0

HEIM\ Software‘\Microsofth .NETFrameworkh Security\Policy\Extensions\NamedPermis
HELMM\ Software\Microsofth .NETFramework'\Security\Policy\Extensions\NamedPermis
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7. Go to Settings and select the Support HKLM check box and Show Unsupported File

Access

8. Scroll down and find Under [IncludeFolderTrees], type in the following line

& DEMProfiler - UEMProfiler.euc-livefire.com - Remote Des

™ VMware Dynamic b

\—) Program Analysis Settings
@ B 7| OptimizationLevel [1 = | &

Start  Save | @ Manage Exclusions @
Session T
Analysis Registry

Flex Config File

HEIM\ Software\Microsoft\Fusion\NativeImagesl
HEIM\ Software\Microsoft\Fusion\NativeImagesT
HEIM\ Software\Microsoft\Fusion\NativeImagesl
HEIM\Software\Microsoft\Fusion\Nativelmagesl
HEIM\Software\Microsoft\Fusion\NativeImagesl
HEIM\Software\Microsoft\Fusion\NativeImagesl
HEIM\Software\Microsoft\Fusion\NativeImagesl
HEIM\ Software\Microsoft\Fusion\NativeImagesl
HEIM\ Software\Microsoft\Fusion\NativeImagesl
HEIM\ Software\Microsoft\Fusion\NativeImagesT
HEIM\ Software\Microsoft\Fusion\NativeImagesl
HEIM\Software\Microsoft\Fusion\NativeImagesl
HEIM\Software\Microsoft\Fusion\NativeImagesl
HEIM\Software\Microsoft\Fusion\NativeImagesl
HEIM\Software\Microsoft\Fusion\NativeImagesl
HEIM\Software\Microsoft\Fusion\PublisherPoli
HEIM\ Software\Microsoft\Windows NI\CurrentVe
HEIM\Software\Microsoft\Windows NT\CurrentVe

[IncludeFolderTrees|
<hppData>\mRemoteNG
kLocalAppDataﬂeremor.eNG

<LocalAppData>\mRemoteNG

5 Demprofier - 172:16.10227 - Remte Deskop Comn

s mn—

Q Y Opmsontod | ¢ v Opmiai
o B @ angeciction G Mot
P e

1 genenl > Applcations <6 [sean
Organize w  Newfolder

LTI
& Douniesd:

B video:
@ onedrie
= mispc

b Network

Filerame:

Sove s type Flex Confi i (in) 7

o Hide Folders swe Cancel
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Select the Program Analysis Tab

Select Save and select Save Config File with Predefined Settings,

Select the existing mRemoteNG file > When prompted to Replace, select Yes, select
Save

Click Ok when to complete the capture process

9. Onyour ControlCenter2 desktop,
+ Switch back to the VMware Dynamic Environment Manager Console
Select the mRemoteNG application configuration,
 Select the Predefined Settings tab,
* Select mRemoteNG for Marketing
+ Select Edit

* In the Edit Predifined Setting mRemoteNG for Marketing select Update...
» Browse to C:\UEMConfig\General\Applications

» Select mRemoteNG.zip and select Open

+ Select Save

« On top of the DEM console select Save Config File
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PART 5: Re-Testing Application Configuration

1. On your ControlCenter2 desktop,

* Re-launch your Horizon Client shortcut

* Login as user4 with the password VMware1!

+ Launch You will now notice that when mRemoteNG launches it retains its settings, the
user is not prompted to do customizations like they had done previously.

+ On the mRemoteNG application, select Tools > Options, on the Startup/Exit, select all
check boxes and select Ok and close mRemoteNG

* Relaunch mRemoteNG and notice that all configurations are lost

* When you are complete Logoff from your desktop.
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